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Chapter 1
Quick Checklist

In this chapter you can find a brief guide for a quick setup of “Kerio WinRoute Firewall” (called
briefly “WinRoute” in further text). After this setup the firewall should be immediately available
and able to share your Internet connection and protect your local network. For a detailed guide
refer to the separate WinRoute — Step-by-Step Configuration guide.

If you are not sure how to set any of the Kerio WinRoute Firewall functions or features, look up
the appropriate chapter in this manual. For information about your Internet connection (such
as your IP address, default gateway, DNS server, etc.) contact your ISP.

Note: In this guide, the expression firewall represents the host where WinRoute is (or will be)
installed.

1.

The firewall must include at least two interfaces — one must be connected to the local
network (i.e. the Ethernet or Token Ring network adapters), another must be connected
to the Internet (i.e. USB ADSL modem, analog modem, ISDN adapter or network adapter).
TCP/IP parameters must be set properly at both/all interfaces.

Test functionality of the Internet connection and of traffic among hosts within the local
network before you run the WinRoute installation. This test will reduce possible problems
with debugging and error detections.

Run WinRoute installation. Specify a username and password for access to the adminis-
tration from the configuration wizard (for details refer to chapters 2.3 and 2.7).

Set basic traffic rules using the Network Rules Wizard (see chapter 7.1).

Run the DHCP server and set required IP ranges including their parameters (subnet mask,
default gateway, DNS server address/domain name). For details, see chapter 8.2.

Check the DNS Forwarder’s configuration. Define the local DNS domain if you intend to
scan the hosts file and/or the DHCP server table. For details, see chapter 8.1.

Set user mapping from the Active Directory domain or create/import local user accounts
and groups. Set user access rights. For details see chapter 15.

Define IP groups (chapter 14.1), time ranges (chapter 14.2) and URL groups (chapter 14.4),
that will be used during rules definition (refer to chapter 14.2).

Create URL rules (chapter 12.2) and set the ISS OrangeWeb Filter module (chapter 12.4).
Set HTTP cache and automatic configuration of browsers (chapter 8.5). Define FTP rules
(chapter 12.6).
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10.

Select an antivirus and define types of objects that will be scanned. If you choose the
integrated McAfee antivirus application, check automatic update settings and edit them if
necessary.

Note: External antivirus must be installed before it is set in WinRoute, otherwise it is not

available in the combo box.

Using one of the following methods set TCP/IP parameters for the network adapter of
individual LAN clients:

e Automatic configuration — activate the Obtain an IP address automatically option.
Do not set any other parameters.

e Manual configuration — define IP address, subnet mask, default gateway address,
DNS server address and local domain name.
Use one of the following methods to set the Web browser at each workstation:
e Automatic configuration — activate the Automatically detect settings option (Inter-

net Explorer) or specify URL for automatic configuration (other types of browsers).
For details, refer to chapter

e Manual configuration — select type of connection via the local network or define
IP address and appropriate proxy server port (see chapter 8.4).



Chapter 2
Introduction

2.1 Kerio WinRoute Firewall

Kerio WinRoute Firewall 6.01s a complex tool for connection of the local network to the Internet
and protection of this network from intrusions. It is developed for Windows systems (since
version 2000).

Basic Features

Transparent Internet Access
With Network Address Translation (NAT) technology, the local private network can be
connected to the Internet through a single public IP address (static or dynamic). Un-
like proxy servers, with NAT technology all Internet services will be accessible from any
workstation and it will be possible to run most standard network applications, as if all
computers within the LAN had their own connection to the Internet.

Security
The integrated firewall protects all the local network including the workstation it is in-
stalled on, regardless of whether the NAT function (IP translation) is used or WinRoute is
used as a neutral router between two networks. Kerio WinRoute Firewall offers the same
standard of protection found in much more costly hardware solutions.

Relay Control tab
All the security settings within WinRoute are managed through so-called traffic policy
rules. These provide effective network protection from external attacks as well as easy
access to all the services running on servers within the protected local network (e.g. Web
Server, Mail server, FTP Server, etc.). Communication rules in the traffic policy can also
restrict local users in accessing certain services on the Internet.

Bandwidth Limiter
Typically, problems with Internet connection arise when a user attempts to download big
volume of data (installation archive, disk image, audio/video file, etc.) and thus the con-
nection to the Internet and to other server services is slowed down for other users. The
WinRoute’s built-in Bandwidth Limiter module enables to reserve bandwidth for transfer
of big size data. The rest of the bandwidth will be constantly available for other services.

Protocol Maintenance (Protocol Inspectors)
You may come across applications that do not support the standard communication and
that may for instance use incompatible communication protocols, etc. To challenge this
problem, WinRoute includes so-called protocol inspectors, which identify the appropriate
application protocol and modify the firewall’s behavior dynamically, such as temporary
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access to a specific port (it can temporarily open the port demanded by the server). FTP
in the active mode, Real Audio or PPTP are just a few examples.

Network Configuration

WinRoute has a built-in DHCP server, which sets TCP/IP parameters for each workstation
within your local network. Parameters for all workstations can be set centrally from a sin-
gle point. This reduces the amount of time needed to set up the network and minimizes
the risk of making a mistake during this process.

DNS forwarder module enables easy DNS configuration and faster responses to DNS re-
quests. It is a simple type of caching nameserver that relays requests to another DNS
server. Responses are stored in its cache. This significantly speeds up responses to fre-
quent requests. Combined with the DHCP server and the system’s hosts file, the DNS
forwarder can be also used as a dynamic DNS server for the local domain.

Remote Administration
All settings are performed in the Kerio Administration Console, an independent adminis-
tration console used to manage all Kerio’s server products. It can be run either on the
workstation with WinRoute or on another host within the local network or the Internet.
Communication between WinRoute and the administration console is encrypted and thus
protected from being tapped or misused.

Various Operating Systems Within The Local Network
WinRoute works with standard TCP/IP protocols. From the point of view of workstations
within the local network it acts as a standard router and no special client applications
are required. Therefore, any operating system with TCP/IP, such as Windows, Unix/Linux,
Mac OS etc., can be run within the LAN.

Additional Features

HTTP and FTP filtering
WinRoute can monitor all HTTP and FTP communication and block objects that do not
match given criteria. The settings can be global or defined specifically for each user.

Antivirus control
WinRoute can perform antivirus check of transmitted files. For this purpose, either the
built-in McAfee antivirus or an external antivirus program (e.g. NOD32, AVG, etc.) are
available. Antivirus check can be applied to HTTP, FTP, SMTP and POP3 protocols.

Transparent support for Active Directory
If WinRoute is employed in a network using the Active Directory domain, it is not nec-
essary to create local accounts or import users from the domain as Active Directory di-
rectory accounts can be used in WinRoute. This option simplifies administration of user
accounts, especially for greater number of users.

10



2.2 Conflicting software

Email alerts
WinRoute can send email alerts informing users about various events. This function
makes firewall administration easier for the administrators since they need not connect
to WinRoute frequently to check it through. All sent alerts are saved in a special log file.

User quotas
A limit can be set for transmitted data per each user. This limit can be set for the amount
of downloaded or/and uploaded data per day/month. These limits are called quotas. If
any quota is exceeded, the connection to the Internet will be blocked for a corresponding
user. Email alert can be optionally sent to the user.

Blocking of P2P networks
WinRoute can detect and block so called Peer-to-Peer networks (networks used for sharing
of files, such as Kazaa, DirectConnect etc.).

Kerio StaR — statistics and reporting
Detailed statistics of the firewall interface (current speed of transmitted data, amount
of data transmitted in certain time periods) as well as of individual users (amount of
transmitted data, used services, visited websites and their categories, etc.) can be viewed
in WinRoute.
Basic statistics are available in the administration program while detailed statistics can
be found in the firewall’s web interface.

Kerio VPN — proprietary VPN server and client
WinRoute also provides a proprietary VPN solution which can be applied to the server-
to-server and client-to-server modes. This VPN solution can perform NAT (even multiple)
at both ends. The Kerio VPN Client client software is included in the WinRoute package
that can be used for creation of client-to-server VPN types (connection of remote clients
to local networks).

Clientless SSL-VPN
The role of the VPN solution which requires a special application at the client side can be
supplied by remote access to a private network using a web browser. Clientless SSL-VPN
enables browsing through hosts and shared items in remote networks as well as files
downloads and saving. The traffic is secured by SSL (HTTPS).

2.2 Conflicting software

The WinRoute host can be used as a workstation, however it is not recommended as user
activity can affect the functionality of the operating system and WinRoute in a negative way.

WinRoute can be run with most of common applications. However, there are certain applica-
tions that should not be run at the same host as WinRoute for this could result in collisions.

Collision of low-level drivers
WinRoute Firewall may collide with applications that use low-level drivers with either
identical or similar technology.

11
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The Windows Firewall / Internet Connection Sharing system service. WinRoute can
automatically detect and disable this service on its host system.

The Routing and Remote Access (RRAS) system service in the Windows Server
operating systems. This service also allows Internet connection sharing ( ).
WinRoute can detect if there is NAT enabled in the RRAS service and it displays
a warning if it’s the case. Then, the server administrator has to to disable the
NAT in the RRAS service configuration.

If NAT is not enabled, no low-level collisions will occur and WinRoute may be
used along with RRAS.

Network firewalls — i.e. Microsoft ISA Server, CheckPoint Firewall-1, WinProxy (by
Ositis), Sygate Office Network and Sygate Home Network, etc.

Personal firewalls, such as Sunbelt Personal Firewall, Zone Alarm, Sygate Personal
Firewall, Norton Personal Firewall, etc.

Software designed to create virtual private networks (VPN) — i.e. software appli-
cations developed by the following companies: CheckPoint, Cisco Systems, Nor-
tel, etc. There are many such applications and their features vary from vendor to
vendor.

Under proper circumstances, use of the VPN solution included in WinRoute is
recommended (for details see chapter 23). Otherwise, we recommend you to test
a particular VPN server or VPN client with WinRoute trial version or to contact
our technical support (see chapter 26).

Note: VPN implementation included in Windows operating system (based on the
PPTP protocol) is supported by WinRoute.

Port collision
Applications that use the same ports as the firewall cannot be run at the WinRoute host
(or the configuration of the ports must be modified).
If all services are running, WinRoute uses the following ports:

53/UDP — DNS Forwarder

67/UDP — DHCP server

1900/UDP — SSDP Discovery service

2869/TCP — UPnP Host service

The SSDP Discovery and UPnP Host services are included in the UPnP support
(refer to chapter ).

44333 /TCP+UDP — traffic between Kerio Administration Console and WinRoute
Firewall Engine. This service cannot be stopped.

The following services use corresponding ports by default. Ports for these services can
be changed.

443 /TCP — server of the SSL-VPN interface (see chapter 24)

3128 /TCP — HTTP proxy server (see chapter 8.4)

4080/TCP — Web administration interface (refer to chapter 11)

4081/TCP — secured (SSL-encrypted) version of the Web administration interface
(see chapter 11)

12
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e 4090/TCP+UDP — proprietary VPN server (for details refer to chapter 23)

Antivirus applications
Most of the modern desktop antivirus programs (antivirus applications designed to pro-
tect desktop workstations) scans also network traffic — typically HTTP, FTP and email
protocols. WinRoute also provides with this feature which may cause collisions. Therefore
it is recommended to install a server version of your antivirus program on the WinRoute
host. The server version of the antivirus can also be used to scan WinRoute’s network
traffic or as an additional check to the integrated antivirus McAfee (for details, see chap-
ter 13).
If the antivirus program includes so called realtime file protection (automatic scan of
all read and written files), it is necessary to exclude directories cache (HTTP cache in
WinRoute — see chapter 8.5) and tmp (used for antivirus check). If WinRoute uses an
antivirus to check objects downloaded via HTTP or FTP protocols (see chapter 13.3), the
cache directory can be excluded with no risk — files in this directory have already been
checked by the antivirus.
The McAfee integrated antivirus plugin does not interact with antivirus application in-
stalled on the WinRoute host (provided that all the conditions described above are met).

2.3 Installation

System requirements

Requirements on minimal hardware parameters of the host where WinRoute will be installed:
¢ CPU1 GHz
e 512 MB RAM
e 2 network interfaces
e 50 MB free disk space (for the installation)

e Disk space for statistics (see chapter 21) and logs (in accordance with traffic flow and
logging level — see chapter 22)

e For maximum protection of the installed product (particularly its configuration files),
it is recommended to use the NTFS file system.

The following browsers can be used to access the WinRoute (Kerio StaR — see chapter 21 and
Kerio SSL-VPN — see chapter 24) web services:

e Internet Explorer 6 and higher
e Firefox 1.5 and higher

e Safari
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Installation packages

Kerio WinRoute Firewall is distributed in two editions: one is for 32-bit systems and the other
for 64-bit systems (see the product’s download page: http://www.kerio.com/kwfdwn).

The 32-bit edition (the “win32” installation package) supports the following operating systems:
o  Windows 2000
o  Windows XP (32 bit)
e  Windows Server 2003 (32 bit)
e Windows Vista (32 bit)
o Windows Server 2008 (32 bit)
The 64-bit edition (the “win64” installation package) supports the following operating systems:
o  Windows XP (64 bit)
e  Windows Server 2003 (64 bit)
e Windows Vista (64 bit)
e Windows Server 2008 (64 bit)

Older versions of Windows operating systems are not supported.

Note:

1. WinRoute installation packages include the Kerio Administration Console. The separate
Kerio Administration Console installation package (file kerio-kwf-admin=.exe) is de-
signed for remote administration from another host. This package is identical both for
32-bit and 64-bit Windows systems. For details on WinRoute administration, see chapter 3.

2. For correct functionality of the Kerio StaR interface (see chapter 21), it is necessary that
the WinRoute host’s operating system supports all languages that would be used in the
Kerio StaR interface. Some languages (Chinese, Japonese, etc.) may require installation of
supportive files. For details, refer to documents regarding the corresponding operating
system.

Steps to be taken before the installation

Install WinRoute on a computer which is used as a gateway connecting the local network and
the Internet. This computer must include at least one interface connected to the local network
(Ethernet, WiFi, etc.) and at least one interface connected to the Internet. You can use either
anetwork adapter (Ethernet, WiFi, etc.) or a modem (analog, ISDN, etc.) as an Internet interface.

14
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2.3 Installation

We recommend you to check through the following items before you run WinRoute installation:

e Time of the operating system should be set correctly (for timely operating system and
antivirus upgrades, etc.)

e The latest service packs and any Microsoft recommended security updates should be
applied.

e TCP/IP parameters should be set for all available network adapters

¢ All network connections (both to the local network and to the Internet) should function
properly. You can use for example the ping command to detect time that is needed
for connections.

These checks and pre-installation tests may protect you from later problems and complica-
tions.

Note: Basic installation of all supported operating systems include all components required
for smooth functionality of WinRoute.

Installation and Basic Configuration Guide

Once the installation program is launched (i.e. by kerio-kwf-6.5.0-4400-win32.exe), it is
possible to select a language for the installation wizard. Language selection affects only the
installation, language of the user interface can then be set separately for individual WinRoute
components.

In the installation wizard, you can choose either Full or Custom installation. Cstom mode will
let you select optional componants of the program:

e Kerio WinRoute Firewall Engine — core of the application
e VPN Support — proprietary VPN solution developed by Kerio Technologies (Kerio VPN),

o Administration Console — the Kerio Administration Console application (universal con-
sole for all server applications of Kerio Technologies),

e Help files — this manual in the HTML Help format. For help files details, see Kerio
Administration Console — Help (available at http://www.kerio.com/kwf-manual).

Go to chapter 2.4 for a detailed description of all WinRoute components. For detailed descrip-
tion on the proprietary VPN solution, refer to chapter 23.

Having completed this step, you can start the installation process. All files will be copied to
the hard disk and all the necessary system settings will be performed. The initial Wizard will
be run automatically after your first login (see chapter 2.7).

Under usual circumstances, a reboot of the computer is not required after the installation (a
restart may be required if the installation program rewrites shared files which are currently in

15
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ji Kerio WinRoute Firewall 6.5.0 - InstallShield Wizard
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Figure 2.1 Installation — customization by selecting optional components

use). This will install the WinRoute low-level driver into the system kernel. WinRoute Engine
will be automatically launched when the installation is complete. The engine runs as a service.

Note:

1. If you selected the Custom installation mode, the behavior of the installation program will
be as follows:

e all checked components will be installed or updated,

e all checked components will not be installed or will be removed

During an update, all components that are intended to remain must be ticked.

2. The installation program does not allow to install the Administration Console separately.
Installation of the Administration Console for the remote administration requires a sepa-
rate installation package (file kerio-kwf-admin=.exe).

Protection of the installed product

To provide the firewall with the highest security possible, it is necessary to ensure that unde-
sirable (unauthorized) persons has no access to the critical files of the application, especially
to configuration files. If the NTFS system is used, WinRoute refreshes settings related to access
rights to the directory (including all subdirectories) where the firewall is installed upon each
startup. Only members of the Administrators group and local system account (SYSTEM) are
assigned the full access (read/write rights), other users are not allowed access the directory.
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2.3 Installation

—— Warning
If the FAT32 file system is used, it is not possible to protect WinRoute in the way suggested
above. For this reason, it is recommended to install WinRoute only on computers which use
the NTFS file system.

Conflicting Applications and System Services

The WinRoute installation program detects applications and system services that might con-
flict with the WinRoute Firewall Engine.

1. Windows Firewall’s system components' and Internet Connection Sharing.

These components provide the same low-level functions as WinRoute. If they are run-
ning concurrently with WinRoute, the network communication would not be functioning
correctly and WinRoute might be unstable. Both components are run by the Windows Fire-
wall / Internet Connection Sharing system service.-.

—— Warning
To provide proper functionality of WinRoute, it is necessary that the Internet Connection
Firewall / Internet Connection Sharing detection is stopped and forbidden!

2. Universal Plug and Play Device Host and SSDP Discovery Service

The services support UPnP (Universal Plug and Play) in the Windows XP, Windows
Server 2003, Windows Vista and Windows Server 2008 operating systems. However, these
services collide with the UPnP support in WinRoute (refer to chapter ).

The WinRoute installation includes a dialog where it is possible to disable colliding system
services.

By default, the WinRoute installation disables all the colliding services listed. Under usual
circumstances, it is not necessary to change these settings. Generally, the following rules are
applied:

e The Windows Firewall / Internet Connection Sharing (ICS) service should be disabled.
Otherwise, WinRoute will not work correctly. The option is a certain kind of warning
which informs users that the service is running and that it should be disabled.

e To enable support for the UPnP protocol in WinRoute (see chapter ), it is neces-
sary to disable also services Universal Plug and Play Device Host and SSDP Discovery
Service.

e If you do not plan to use support for UPnP in WinRoute, it is not necessary to disable
the Universal Plug and Play Device Host and SSDP Discovery Serviceservices.

In Windows XP Service Pack 1 and older versions, the integrated firewall is called Internet Connection Firewall
In the older Windows versions listed above, the service is called Internet Connection Firewall / Internet Connection
Sharing.
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ji Kerio WinRoute Firewall 6.5.0 - InstallShield Wizard |
H_EE——=n

System Service Conflict i .
Ay
Conflict with the system services has been detected. ;_1

Kerio WinFoute Firewall is conflicking with several syskem services, It is highly recommended
ko disable them.

j,_,l Internet Connection Sharing (ICS)
The service is already disabled or it was nok Found.

I, SSDP Discovery
[ Disable this system service

% UPnP Device Host
[ Disable this system service

Installation sekup will change the configuration of the selected services to disable their
startup. Please leave the 'Disable’ options checked in case wou are not sure what to da,

InstallShield

< Back I Mext = I Zancel

Figure 2.2 Disabling colliding system services during installation

Note:

1. Upon each startup, WinRoute detects automatically whether the Windows Firewall / Inter-
net Connection Sharing is running. If it is, WinRoute stops it and makes a record in the
warning log. This helps assure that the service will be enabled/started immediately after
the WinRoute installation.

2. On Windows XP Service Pack 2, Windows Server 2003, Windows Vista and Windows
Server 2008, WinRoute registers in the Security Center automatically. This implies that
the Security Center always indicates firewall status correctly and it does not display warn-
ings informing that the system is not protected.

2.4 WinRoute Components
Kerio WinRoute consists of the three following components:

WinRoute Firewall Engine
is the core of the program that provides all services and functions. It is running as
a service in the operating system (the service is called Kerio WinRoute Firewall and it is
run automatically within the system account by default).

WinRoute Engine Monitor
Allows viewing and modification of the Engine’s status (stopped/running) and setting of
start-up preferences (i.e. whether Engine and/or Monitor should be run automatically at
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2.5 WinRoute Engine Monitor

system start-up). It also provides easy access to the Administration Console. For details,
refer to chapter 2.5.

Note: WinRoute Firewall Engine is independent on the WinRoute Engine Monitor. The
Engine can be running even if there is no icon in the system tray.

Kerio Administration Console
It is a versatile console for local or remote administration of Kerio Technologies server
products. For successful connection to an application you need a plug-in with an
appropriate interface. Kerio Administration Console is installed hand-in-hand with
the appropriate module during the installation of Kerio WinRoute. Detailed guidance
for Kerio Administration Console is provided in Kerio Administration Console — Help
(http://www.kerio.com/kwf-manual).

2.5 WinRoute Engine Monitor

WinRoute Engine Monitor is a standalone utility used to control and monitor the WinRoute
Firewall Engine status. The icon of this component is displayed on the toolbar.

.Keriu:u WinRouke Firewall is running'

| |®§§ 15:21

Figure 2.3 WinRoute Engine Monitor icon in the Notification Area

If WinRoute Engine is stopped, a white crossed red spot appears on the icon. Under different
circumstances, it can take up to a few seconds to start or stop the WinRoute Engine application.
Meanwhile, the icon gets grey and is inactive — does not respond to mouse clicking.

On Windows, left double-clicking on this icon runs the Kerio Administration Console (described
later). Use the right mouse button to open the following menu:

Startup Preferences. .,

Administration

Internet sage Statistics

Skop Ketio WinRoute Firewall

Exit Engire Monikar

J |I.y --J 15:22

Figure 2.4 WinRoute Engine Monitor menu
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Start-up Preferences
With these options WinRoute Engine and/or WinRoute Engine Monitor applications can be
set to be launched automatically when the operating system is started. Both options are
enabled by default.

Administration
Runs Kerio Administration Console (equal to double-clicking on the WinRoute Engine Mon-
itor icon).

Internet Usage Statistics
Opens Internet Usage Statistics in the default browser. For details, see chapter

Start / Stop WinRoute Firewall
Switches between the Start and Stop modes. The text displays the current mode status.

Exit Engine Monitor
An option to exit WinRoute Engine Monitor. It does not affect status of the WinRoute
Engine application (this will be announced by a report).

Note:

1. If a limited version of WinRoute is used (e.g. a trial version), a notification is displayed
7 days before its expiration. This information is displayed until the expiration.

2.  WinRoute Engine Monitor is available in English only.

2.6 Upgrade and Uninstallation

Upgrade

In this chapter you can find a description of WinRoute upgrade within the versions 5.x and 6. x
(i.e. upgrade from the 5.1.10 version to the 6.3.0 version or from 6.3.0 to 6.3.1). Direct
upgrade from 4. x versions or earlier to the 6.x version is not supported.

Simply run the installation of a new version to upgrade WinRoute (i.e. to get a new release
from the Kerio Web pages — ).

All windows of the Kerio Administration Console must be closed before the (un)installation is
started. All of the three WinRoute components will be stopped and closed automatically.

The installation program detects the directory with the former version and updates it by re-
placing appropriate files with the new ones automatically. License, all logs and user defined
settings are kept safely.
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2.6 Upgrade and Uninstallation

Uninstallation

To uninstall WinRoute, stop all three WinRoute components. The Add/Remove Programs
option in the Control Panel launches the uninstallation process. All files under the WinRoute
directory can be optionally deleted.

(the typical path is C:\Program Files\Kerio\WinRoute Firewall)

— configuration files, SSL certificates, license key, logs, etc.

jiF Kerio WinRoute Firewall - Installshield Wizard

Remove Options i i ;
My
Please, configure the product files removal ;_1

Kerio WinRoute Firewall created several files while it was running, These files can be
remoyved during the uninstallation.

[ Remove all files

This option will remove all files From Kerio WinRoute Firewall produck Folder,
including licenses, configuration files, 530 certificates, log files, statistics etc,

InstallShield

; Cancel |

Figure 2.5 Uninstallation — asking user whether files created in WinRoute should be deleted

< Back

Keeping these files may be helpful for copying of the configuration to another host or if it is
not sure whether the SSL certificates were issued by a trustworthy certification authority.

During uninstallation, the WinRoute installation program automatically refreshes the original
status of the Windows Firewall / Internet Connection Sharing, Universal Plug and Play Device
Host) and SSDP Discovery Service system services.

Update Checker

WinRoute enables automatic checks for new versions of the product at the Kerio Technologies
website. Whenever a new version is detected, its download and installation will be offered
automatically.

For details, refer to chapter 16.2.
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2.7 Configuration Wizard

Using this Wizard you can define all basic WinRoute parameters. It is started automatically by
the installation program.

Setting of administration username and password

Definition of the administration password is essential for the security of the firewall. Do not
use the standard (blank) password, otherwise unauthorized users may be able to access the
WinRoute configuration.

jii Kerio WinRoute Firewall 6.5.0 - InstallShield Wizard |
H_EEr——m

Administrative Account i :
MYy
Zonfigure an account with Full access ko the administration, ;_1

Please provide username and password For an account which will have Full access to the
adminiskration,

once the installation is complete this user can use the administration console to login and
configure the product,

Isername: |.ﬁ.|:|min

Passwiord: |uuu-uu

Confirm Passwaord: | e
j,_,l Do not leave the password blank and make it at least six characters long.

InstallShield

< Back I Mext = I Zancel

Figure 2.6 Initial configuration — Setting of administration username and password

Password and its confirmation must be entered in the dialog for account settings. Name Admin
can be changed in the Username edit box.

Note: If the installation is running as an upgrade, this step is skipped since the administrator
account already exists.

Remote Access

Immediately after the first WinRoute Firewall Engine startup all network traffic will be blocked
(desirable traffic must be permitted by traffic rules — see chapter 7). If WinRoute is installed
remotely (i.e. using terminal access), communication with the remote client will be also inter-
rupted immediately (WinRoute must be configured locally).

Within Step 2 of the configuration wizard specify the IP address of the host from which the
firewall will be controlled remotely (i.e. using terminal services) to enable remote installation
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2.7 Configuration Wizard

and administration. Thus WinRoute will enable all traffic between the firewall and the remote
host.

Note: Skip this step if you install WinRoute locally. Allowing full access from a point might
endanger security.

jii Kerio WinRoute Firewall 6.5.0 - InstallShield Wizard

H_ =
Remote Access = ™

i)
Setup the remote access to configuration,

By default all network kraffic is blocked before wou make the initial configuration using the
administration console, This might be undesirable if wou want toinstall and configure the
produck remately,

¥ Enable remote access

Remote IP address:  |215.35.17.157

i) Please enter a valid IP address (e.g. 192.168.1.10), It is nok allowed ko use a
hostname here,

InstallShield

< Back I Mext = I Zancel

Figure 2.7 Initial configuration — Allowing remote administration

Enable remote access
This option enables full access to the WinRoute computer from a selected IP address

Remote IP address
IP address of the computer from where you will be connecting (e.g. terminal services
client). This field must contain an IP address. A domain name is not allowed.

—— Warning
The remote access rule is disabled automatically when WinRoute is configured using the net-
work policy wizard (see chapter 7.1).
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Chapter 3
WinRoute Administration

All Kerio products including WinRoute are administered through the Kerio Administration
Console application(an application used for administration of all Kerio Technologies’ server
products; thereinafter Administration Console). Using this program you can access WinRoute
Firewall Engine either locally (from the WinRoute host) or remotely (from another host). Traffic
between Administration Console and WinRoute Firewall Engine is encrypted. This protects you
from tapping and misuse.

The Administration Console is installed along with WinRoute (see chapters 2.3 and 2.4). The
separate installation package Administration Console for WinRoute is available for remote ad-
ministration from another host.

Detailed guidelines for the Administration Console are provided under Kerio Administration
Console — Help (to view these guidelines, use option Help — Contents in the main Administra-
tion Console window, or you can download it from http://www.kerio.com/kwf-manual).

The following chapters of this guide provide descriptions on individual sections of the
WinRoute administration dialog window which is opened upon a successful login to the
WinRoute Firewall Engine.

Note:

1. Administration Console for WinRoute is available in English, Spanish, Czech, Slovak and
Russian.

2. Upon the first login to WinRoute after a successful installation, the traffic rules wizard is
run so that the initial WinRoute configuration can be performed. For a detailed description
on this wizard, please refer to chapter 7.17.1.

3.1 Administration Window

The WinRoute administration dialog window (“administration window”) will be opened upon
a successful login to the WinRoute Firewall Engine through the Administration Console. This
window is divided into two parts:

e The left column contains the tree view of sections. The individual sections of the
tree can be expanded and collapsed for easier navigation. Administration Console
remembers the current tree settings and uses them upon the next login.

¢ In the right part of the window, the contents of the section selected in the left column
is displayed (or a list of sections in the selected group).
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3.1 Administration Window

ﬂserver.cumpany.cum - Administration Console for Kerio WinRoute Firewall

File Help
[£4 Kerio WinRoute Firewall = |
E| :‘:n!’ Configuration n II'ItE rfﬂces
- 8 Interfaces
- 319 Traffic Polic
W i Inkerfaces |
-~ (&) Bandwidth Limiter

= £ Content Filtering
- L HTTP Policy
- {9 FTP Palicy

----- (25 Ankivirus
39 DHEP Server

- & DMNS Forwarder
- (' Definitions

(Y Address Groups

----- L URL Groups

@ Time Rannes

—Internet Conneckiviky

Select how the Firewall is connected to the Internet;

I Multiple Internet Links - Traffic Load Balancing LI

Mame IP address | Mask.
2 Inkernet inkerfaces
F Internet 4rbit 192,1658.1.143 255,255,255.0
F Internet Mbit 192,1658.65,127 255,255.255.0
#9 TrustedfLocal interfaces
FLF'.N 172.16.86.1 255,255,255.0

Figure 3.1 The main window of Administration Console for WinRoute

Administration Window — Main menu

The main menu provides the following options:

e Reconnect — reconnection to the WinRoute Firewall Engine after a connection

drop-out (caused for example by a restart of the Engine or by a network error).
New connection — opens the main window of the Administration Console. Use

This option can be useful when the console will be used for administration of
multiple server applications (e.g. WinRoute at multiple servers). For details, refer

Note: The New Connection option opens the same dialog as running the Adminis-
Quit — this option terminates the session (users are logged out of the server and

the administration window is closed). The same effect can be obtained by clicking
the little cross in the upper right corner of the window or pressing Alt+F4 or

File
a bookmark or the login dialog to connect to a server.
to the Help section in the Administration Console manual.
tration Console from the Start menu.
Ctrl+Q.
Edit

Options under Edit are related to product registration and licensing. The options available
in the menu depend on the registration status (for example, if the product is registered
as a trial version, it is possible to use options of registration of a purchased license or
a change of registration data).
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Help menu

Status bar

Copy license number to clipboard — copies the license number (the ID licence
item) to the clipboard. This may be helpful e.g. when ordering an upgrade or
subscription, where the number of the base license is required, or when sending
an issue to the Kerio Technologies technical support.

Register trial version — registration of the product’s trial version.

Register product — registration of a product with a purchased license number.
Install license — use this option to import your license key file (for details, see
chapter 4.4).

Show Server’s Identity — this option provides information about the firewall
which the Administration Console is currently connected to (name or IP address
of the server, port and SSL-certificate fingerprint). This information can be used
for authentication of the firewall when connecting to the administration from
another host (see Kerio Administration Console — Help).

Administrator’s guide — this option displays the administrator’s guide in HTML
Help format. For details about help files, see Kerio Administration Console — Help
manual.

About — this page provides information about current version of the application
(WinRoute’s administration module in this case), a link to our company’s website,
etc.

The status bar at the bottom of the administration window displays the following information
(from left to right):

| Fo Kerio WinRoute Firewall | Configuration | Inberfaces | =l server,company. com: 44333 | 3 admin |£_"", Ready 4

Figure 3.2 Administration Console status bar

e The section of the administration window currently selected in the left column. This
information facilitates navigation in the administration window when any part of the
section tree is not visible (e.g. when a lower screen resolution is selected).

¢ Name or IP address of the server and port of the server application (WinRoute uses
port 44333).

e Name of the user logged in as administrator.

e Current state of the Administration Console: Ready (waiting for user’s response), Load-
ing (retrieving data from the server) or Saving (saving changes to the server).
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3.2 View Settings

Detection of WinRoute Firewall Engine connection drop-out

Administration Console is able to detect the connection failure automatically. The failure is
usually detected upon an attempt to read/write the data from/to the server (i.e. when the Ap-
ply button is pressed or when a user switches to a different section of Administration Console).
In such case, a connection failure dialog box appears where the connection can be restored.

B Connection failed E

——

I

s

@ Zonnection ko the server has been lost,

Zancel

Figure 3.3 Detection of WinRoute Firewall Engine connection drop-out

After you remove the cause of the connection failure, the connection can be restored. Admin-
istration Console provides the following options:

e Apply & Reconnect — connection to the server will be recovered and all changes done
in the current section of the Administration Console before the disconnection will be
saved,

e Reconnect — connection to the server will be recovered without saving any changes
performed in the particular section of the console before the disconnection.

If the reconnection attempt fails, only the error message is shown. You can then try to recon-
nect using the File — Restore connection option from the main menu, or close the window and
restore the connection using the standard procedure.

3.2 View Settings

Many sections of the Administration Console are in table form where each line represents
one record (e.g. detailed information about user, information about interface, etc.) and the
columns consist of individual entries for these records (e.g. name of server, MAC address, IP
address, etc.).

WinRoute administrators can define — according to their liking — the way how the information
in individual sections will be displayed. When you right-click each of the above sections, a pop-
up menu with Modify columns option is displayed. This entry opens a dialog window where
users can select which columns will be displayed/hidden.
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Aailable columns:

Marne

IP address

Mask,

Skatus

Inkternet 1

Details —
4

Swskern Mame
Gateway
DMS

O Mac

Default Shiow All (] 4 Zancel

Figure 3.4 Column customization in Interfaces

This dialog offers a list of all columns available for a corresponding view. Use checking boxes
on the left to enable/disable displaying of a corresponding column. You can also click the
Show all button to display all columns. Clicking on the Default button will restore default
settings (for better reference, only columns providing the most important information are
displayed by default).

The arrow buttons move the selected column up and down within the list. This allows the
administrator to define the order the columns will be displayed.

The order of the columns can also be adjusted in the window view. Left-click on the column
name, hold down the mouse button and move the column to the desired location.

Note: Move the dividing lines between the column headers to modify the width of the individ-
ual columns.
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Chapter 4
Product Registration and Licensing

When purchased, Kerio WinRoute Firewall must be registered, Upon registration of the product,
so called license key is generated.(the 1icense.key file — see chapter 25.1). If the key is not
imported, WinRoute will behave as a full-featured trial version and its license will be limited
by the expiration timeout.

This means that the trial version differs from the full WinRoute version only in the aspect
whether the license has been registered or not. This gives each customer an opportunity
to test and try the product in the particular environment during the 30-day period. Then,
once the product is purchased, the customer can simply register the installed version by the
purchased license number (see chapter 4.3). This means that it is not necessary to uninstall
the trial version and reinstall the product.

Once the 30-day trial period expires, WinRoute cuts the speed of all network traffic of the
computer where it is installed to 4 KB/s. Also, the routing is blocked (which implies that the
WinRoute’s host cannot be used as a gateway for the Internet). Upon registration with a valid
license number (received as a response to purchase of the product), WinRoute is available with
full functionality.

Note: If your license key gets lost for any reason (e.g. after the harddisk breakdown or by an
accidental removal, etc.), you can simply use the basic product’s purchase number to recover
the license. If even this number gets lost, contact the sales department of Kerio Technologies.

4.1 License types and number of users

License types (optional components)

WinRoute can optionally include the following components: McAfee antivirus (refer to chap-
ter 13) or/and the ISS OrangeWeb Filter module for web pages rating (see chapter 12.4). These
components are licensed individually.

License keys consist of the following information:

WinRoute license
Basic WinRoute license. Its validity is defined by the two following factors:

e update right expiration date — specifies the date by which WinRoute can be up-
dated for free. When this date expires, WinRoute keeps functioning, however, it
cannot be updated. The time for updates can be extended by purchasing a sub-
scription.

e product expiration date — specifies the date by which WinRoute stops functioning
and blocks all TCP/IP traffic at the host where it is installed. If this happens, a new
valid license key must be imported or WinRoute must be uninstalled.
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McAfee license
This license is defined by the two following dates:

e update right expiration date (independent of WinRoute) — when this date expires,
the antivirus keeps functioning, however, neither its virus database nor the an-
tivirus can be updated yet.

—— Warning
Owing to persistent incidence of new virus infections we recommend you to use
always the most recent antivirus versions.

e plug-in expiration date— specifies the date by which the antivirus stops function-
ing and cannot be used anymore.

ISS OrangeWeb Filter license
ISS OrangeWeb Filter module is provided as a service. License is defined only by an
expiration date which specifies when this module will be blocked.

Note: Refer to Kerio Technologies website ( ) to get up-to-date infor-
mation about individual licenses, subscription extensions, etc.

Deciding on a nhumber of users (licenses)

WinRoute’s license key includes information about maximal number of users allowed to use
the product. In accordance with the licensing policy, number of users is number of hosts
protected by WinRoute, i.e. sum of the following items:

e All hosts in the local network (workstations and servers),
o all possible VPN clients connecting from the Internet to the local network.
The host where WinRoute is installed in not included in the total number of users.

—— Warning
If the maximal number of licensed users is exceeded, WinRoute may block traffic of some
hosts!

4.2 License information

The license information can be displayed by selecting Kerio WinRoute Firewall (the first item in
the tree in the left part of the Administration Console dialog window — this section is displayed
automatically whenever the WinRoute administration is entered).

Product
name of the product (WinRoute)
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4.2 License information

KerioWinBgiteFirewallt™

License ID: Unregistered trial version
Subscription expiration date: Mever

Produck expiration date: 2008-05-16

Mumber of users: Unlimited {in use: 0}

Campany'

Regisker product with a purchased license number. ..

£ Kerno Technologies. All nghts reserved. ¢' KERIO

Figure 4.1 Administration Console welcome page providing license information

Copyright
Copyright information.

Homepage
Link to the Kerio WinRoute Firewall homepage (information on pricing, new versions, etc.).
Click on the link to open the homepage in your default browser.

Operational system
Name of the operating system on which the WinRoute Firewall Engine service is running.

License ID
License number or a special license name.

Subscription expiration date
Date until when the product can be upgraded for free.

Product expiration date
Date when the product expires and stops functioning (only for trial versions or special
license types).

Number of users
Maximal number of hosts (unique IP addresses) that can be connected to the Internet via
WinRoute at the same time (for details, refer to chapter 4.6).
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Company
Name of the company (or a person) to which the product is registered.

Depending on the current license, links are displayed at the bottom of the image:
1. For unregistered versions:

e Become a registered trial user — registration of the trial version. This type of
registration is tentative and it is not obligatory. The registration provides users
free technical support for the entire trial period.

e Register product with a purchased license number — registration of a purchased
product.

Once purchased, the product must be registered. Otherwise, it will keep behaving
as a trial version!

2. For registered versions:

e Update registration info — this link can be used to update information about the
person/company to which the product is registered and/or to add subscription
license numbers or add-on licenses (add users).

In any case, the registration wizard will be started where basic data are required and additional
data can also be defined. For detailed information on the wizard, refer to chapter 4.3.

If the update checker is enabled (refer to chapter 16.2), the A new version is available, click
here for details... notice is displayed whenever a new version is available. Click on the link to
open the dialog where the new version can be downloaded and the installation can be started
(for details, see chapter 16.2).

Note: Right-clicking in the main page of the Administration Console opens a context pop-up
menu with the same options as are provided in the Edit menu in the main toolbar of the
administration window (see chapter 3.1).

4.3 Registration of the product in the Administration Console

WinRoute registration, change of registration details, adding of add-on licenses and subscrip-
tion updates can be done in the Administration Console by clicking on a corresponding link on
the welcome page (see chapter 4.2) or by using a corresponding option in the Edit menu in the
main menu for the administration window (see chapter 3.1).

Registration of the trial version

By registrating the trial version, users get free email and telephonic technical support for
the entire trial period. In return, Kerio Technologies gets valuable feedback from these users.
Registration of the trial version is not obligatory. However, it is recommended since it provides
certain benefits. Such a registration does not oblige users to purchase the product.
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Clicking on Become a registered trial user launches the registration wizard.

1. On the first page of the wizard, read the security code displayed in the picture and type
it to the text field (this protects the registration server from misuse). The security code is
not case-sensitive.

ETriaI Registration | x|

Start Registration - page 1 of 5

Trial reqistration entitles you ko request technical support during the Erial period.

'I '\

_V'"_‘ R}’ P xf

Retype the security code from the above image:

Ivzrypa

< Back Mext = Zancel

Figure 4.2 Trial version registration — security code

2. On the second page, enter information about the trial version user (person, company). It is
also necessary that the user accepts the Privacy Policy Terms. Otherwise, the information
cannot be stored in the Kerio Technologies database.

Use the E-mail address textfield to enter a valid email address. It is recommended to use
the address of the user who is performing the registration. At this address, confirmation
of the registration will be demanded when the registration is completed.

3. Page three includes optional information. Is is not obligatory to answer these questions,
however, the answers help Kerio Technologies accommodate demands of as many cus-
tomers as possible.
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QTriaI Registration | x|

Details - page 2 of 5

Please fill in the Form below with the walid information, Red colored items marked with
asterisk are mandatory.

Qrganizakion®; ICDmpany Inc. Zounkey: I United States LI
Persont: IJ:::hn Srnith Skaket: I Califorria LI
Email*: Ijsmith@cumpany.mm Ciky®s IBig Ciky

Phone: I Skreet: I

Web: | ZIP*: 12345

Comment:

Mo problems encountered, we consider buying KWF

W 1aAgree* with Privacy Policy Terms

< Back Mext = Zancel

Figure 4.3 Trial version registration — user information

QTriaI Registration | x|

Queskions - page 3 of 5

This information is not required, Howewver, we will appreciate if wou answer these
questions, This information will help us develop our producks according to the needs of
our cusktomers, Thank wou,

Mumber of computers in wour comparny’?

[50-99 |

Where did wou hear about product?

I Personal recommendation vl

< Back Zancel

Figure 4.4 Trial version registration — other information

4. The fourth page provides the information summary. If any information is incorrect, use
the Back button to browse to a corresponding page and correct the data.

5. The last page of the wizard provides user’s Trial ID. This is ID is a unique code used for
identification of the registered user when asking help at our technical support.
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ﬂTriaI Registration | x|
Summaty - page 4 of 5
Registration wizard has collected all neccessary information and will now generate the
reqistration, IF vou have provided incorrect information or iF wour network setup
changes, vwou may run this wizard again to generate new one,
Product: kerio WinFouke Firewall =]
Systen: Windows XP
Trial expires: 2z.1,2009
DOrganization: Campany Inc.
Country: nited States
State: Califarnia
Email: jsmithi@conmpanyy  com
Person: Johin Smith b
Phone:
Street:
City: Big ity LI
< Back | Einish Cancel |

Figure 4.5 Registration of the trial version — summary

ﬂTriaI Registration | x|

Trial ID - page S of 5

Your krial ID is; IT'-.-'-.-'429-MZSDC

an e-mail message will arrive shortly ab vour address, Click on the link contained in the
message to activate wour trial reqistration, After that, the Trial ID entitles you to
request technical support during wour Erial period.

Figure 4.6 Trial version registration — Trial ID

At this point, an email message (in the language set in the Administration Console) where
confirmation of the registration is demanded is sent to the email address specified on the
page two of the wizard. Click on the link in the email message to complete the registration
and to make the Trial ID valid. The main purpose of the confirmation process is to check
that the email address is valid and that the user really wants to be registered.
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Registration of the purchased product

Follow the Register product with a purchased license number link to run the registration wiz-
ard.

1. On the first page of the wizard, it is necessary to enter the license number of the basic
product delivered upon its purchase and retype the security code displayed at the picture
in the text field (this protects the server from misuse). The security code and the license
number are not case-sensitive.

Base Produck - page 1 of 5

This reqgistration wizard will generate vour license, key file For the produck, This file specifies who
iz the owner of the license,

Please enter the license number of your base product and store it well For Future use, In case
wou decide to extend yvour product by adding more users or an additional subscription, this base
number will be required.

To provide the highest security possible, retyping of the kext displaved on the security image is
required in a textfield below,

License nurmber; |12345 -67590-ABCDE

BX ,@W

Retype the security u:u:u:le Fram the al:u:uve imange:

bevdqw

< Back Mext = Zancel |

Figure 4.7 Product registration — license number of the basic product and the security code

2. On the second page, it is possible to specify license numbers of add-ons (added users),
optional components and subscriptions. The page also includes any license numbers as-
sociated with the basic product that have already been registered.

Click on Add to add purchased license numbers. Each number is checked immediately.
Only valid license numbers are accepted.

The license numbers added recently can be edited or removed. Registered license numbers
(recorded in previous registrations) cannot be removed.

3. On the third page, enter information about the user (person, company). It is also necessary
that the user accepts the Privacy Policy Terms. Otherwise, the information cannot be
stored in the Kerio Technologies database.

Use the E-mail address textfield to enter a valid email address. It is recommended to use
the address of the user who is performing the registration. At this address, confirmation
of the registration will be demanded when the registration is completed.
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Subscriptions - page Z of 5

Enter additional license numbers wou wank to register, Regiskered subscriptions and add-ons
cannot be removed nor changed.

Key | Tvpe | Descripkion | Add. .. |

20112-12345-ABCDE base  Kerio WinRoute Firewall | 10 users =

20211-12345-12345 addon  Kerio WinRoute Firewall add-on 5 users 4|— b
ﬁﬁuhscriptiun | x| Remove |

ke |2I321 1-ABCDE-ABCDE

(] 4 Zancel

Mumber of users: 15

Subscription expires: 10.2,2006

< Back Mext = Zancel

Figure 4.8 Product registration — license numbers

of additional components, add-ons and subscription
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Details - page 3 of 5

Please fill in the Form below with the walid information, Red colored items marked with asterisk,
are mandatory,

Qrganizakion®; ICDmpany Inc. Zounkey: I nited States LI
Persont: IJ:::hn Srnith Skaket: I Califorria LI
Email*: Ijsmith@cumpany.mm Ciky®s IBig Ciky

Phone: I Skreet: I

Weh: Iwww.cumpany.mm ZIP*: I 12345

Comment: Mo comment

W 1aAgree* with Privacy Policy Terms

< Back Mext = Zancel

Figure 4.9 Product registration — user information

4. Page four includes optional information. Is is not obligatory to answer these questions,
however, the answers help Kerio Technologies accommodate demands of as many cus-
tomers as possible.

These questions are asked only during the primary (original) registration. If these ques-
tions have already been answered, the page is skipped and the registration process con-
sists of four steps only.

5. The last page provides the information summary. If any information is incorrect, use the
Back button to browse to a corresponding page and correct the data.

Click on Finish to use the information to generate a unique license key. The new license is
applied immediately (restart is not required).

Note: If an error is reported upon finishing of the registration process (e.g. failure of
network connection, etc.), simply restart the wizard and repeat the registration.
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4.3 Registration of the product in the Administration Console

Queskions - page 4 of 5

This information is not required, Howewver, we will appreciate if vou answer these questions, This
information will help us develop our products according to the needs of our customers, Thank
WO,

Mumber of computers in wour comparny’?

[ 100 - 249 |

Where did wou hear about product?

I Personal recommendation vl

From whom did wou buy wour license numbers? (please enter the reseller's name)

IIT Trade Inc,

< Back Mext = Zancel

Figure 4.10 Product registration — other information

Summary - page Sof 5
Registration wizard has collected all neccessary information and will now generate the registration. IF vou have
provided incorrect information or iF your network setup changes, wou may run this wizard again ko generate new
orne,
Product: Kerio WinFoute Firewall | —
Systenm: Windows XP
Mumber of users: 15
Subscription expires: 10,2,2009
License numbers: 20112-12345-ABCDE baze kerio \WinRoute Firewall |/ 10 users
20211-12345-12345 addon Kerio WinRoute Firewall add-on 5 users
Organization: kerio —
Country: nited States
State: Zalifornia
Email: jsmithi@company .com
Person: Johin Smith -
“| | _"|_I
< Back | Cancel |

Figure 4.11 Product registration — summary
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4.4 Product registration at the website

If, by any reason, registration of WinRoute cannot be performed from the Administration Con-
sole, it is still possible to register the product at Kerio Technologies website. The registration
form can be found under Purchase — License Registration. The form is almost identical with
the registration process described in chapter 4.3.

The corresponding license key file is based on the registration form and it is automatically
generated upon its completion and confirmation.

Two methods can be used to install the license key:

By using the Install license in the Edit menu available in the main toolbar of the admin-
istration window (see chapter 3.1). Click this link to open the standard system dialog
for opening of a file.

If the installation of the license key is completed successfully, the license is activated
immediately. Information about the new license is displayed on the Administration
Console welcome page.

This method can also be used for remote installation of the license key (the license
key file must be saved on the disk of the host from which the remote installation is
performed).

By copying the license key file to a corresponding directory.

The license key must be saved in the Ticense folder in the WinRoute’s installation
directory.

(the typical path is C:\Program Files\Kerio\WinRoute Firewall\license)
It is necessary that the file name (11 cense.key) is not changed!

To activate the license, it is necessary to restart (stop and run again) the WinRoute
Firewall Engine.

Note: If possible, it is recommended to register WinRoute from the Administration Console (it
is not necessary to restart the WinRoute Firewall Engine).

4.5 Subscription / Update Expiration

WinRoute automatically alerts the administrator in case the WinRoute license’s expiration date,
the expiration of the McAfee antivirus or of ISS OrangeWeb Filter and/or expiration of the up-
date rights (so called subscription) for WinRoute or the McAfee antivirus is coming soon. These
alert only inform the administrator that they should prolong the subscription of WinRoute or
renew the corresponding license.
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4.5 Subscription / Update Expiration

Administrators are informed in two ways:

e By a pop-up bubble tip (this function is featured by the WinRoute Engine Monitor mod-
ule),

e by an pop-up window upon a login to the Administration Console (only in case of
expiration of subscription).

Note: WinRoute administrators can also set posting of license or subscription expiration alerts
by email or SMS (see chapter ).

Bubble alerts

Seven days before the date, WinRoute Engine Monitor starts to display the information about
number of days remaining to the subscription/license expiration several times a day (in regular
intervals).

This information is displayed until WinRoute or any of its components stops functioning or
WinRoute or McAfee subscription expires. The information is also stopped being displayed
immediately after the registration of the subscription or a license of a particular component
(for details, see chapter 4.3).

Notices in the Administration Console

Starting 30 days ago a subscription expiration, a warning informing about number of the days
left to the expiration or informing that the subscription has already expired is displayed upon
each login. The warning also contains a link to the Kerio Technologies website where you can
find detailed subscription information as well as order subscription for an upcoming period.

The warning stops being displayed when a license number of a new subscription is registered
(refer to chapter 4.3).

) Administration Console for Kerio WinRoute Firewall

& Mumber of days left until subscription expiration: 4

Even though the product will continue ta Function properly after
expiration, the subscription is required For continued access to
imporkant produck improvements and updates, such as antivirus
database updates or the latest technologies ko fight spam,

To obtain a subscription renewal, please contact your authorized Kerio
reseller or call wour local Kerio office For additional purchasing options.

To get more information about subscription, please wvisit Kerio web page
hikbpe v, kerio, comy'subscription. btml.

Figure 4.12 The notice informing about upcoming subscription expiration
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) Administration Console for Kerio WinRoute Firewall

& The subscription for this product has expired.

Even though the product will continue ta Function properly after
expiration, the subscription is required For continued access to
imporkant produck improvements and updates, such as antivirus
database updates or the latest technologies ko fight spam,

To obtain a subscription renewal, please contact your authorized Kerio
reseller or call wour local Kerio office For additional purchasing options.

To get more information about subscription, please wvisit Kerio web page
hikbpe v, kerio, comy'subscription. btml.

Figure 4.13 The notice that the subscription has already expired

4.6 User counter

This chapter provides a detailed description on how WinRoute checks whether number of
licensed users has not been exceeded.

The WinRoute license does not limit number of user accounts. Number of user accounts does
not affect number of licensed users.

—— Warning
The following description is only a technical hint that may be used for troubleshooting. License
policy must be borne in mind when deciding for a license purchase — see chapter 4.1!

The license counter works as follows:

Start WinRoute

Upon WinRoute is started, the table of clients include the firewall only. Number of used li-
censes is zero.

Note: Table of clients is displayed in the Active Hosts section in the Administration Console —
see chapter

License counter

Whenever a communication of any WinRoute’s client is detected, the IP address is used to iden-
tify whether a record does already exist in the table of clients. If not, a new record including
the IP address is added to the table and the number of licenses is raised by 1.
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4.6 User counter

The following items are considered as clients:
1. All hosts from which users are connected to the firewall
2. All clients of the WinRoute’s proxy server (see chapter 8.4)

3. All local hosts communication of which is routed between Internet interfaces and
WinRoute’s local interfaces. The following items belong to this group:

¢ FEach host which is connected to the Internet while no user is authenticated from
the host,

e All local servers mapped from the Internet,
e All VPN clients connected to the local network from the Internet.
Licenses are not limited by:

e DNS requests handled by DNS Forwarder (Warning: If clients use a DNS server located
outside the local network, such communication is considered as communication with
the Internet),

e DHCP traffic (using either the WinRoute’s DHCP server or another DHCP server in-
stalled on the WinRoute host),

¢ Local communication between the firewall (e.g. access to shared disks) and hosts from
which no user is connected to the firewall.

License release

Idleness time (i.e. time for which no with a corresponding IP address meeting all
conditions is detected) is monitored for each record in the table of clients. If the idleness time
of a client reaches 15 minutes, the corresponding record is removed from the table and the
number of licenses is decreased by 1. Released license can be used by another host.
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Chapter 5
Network interfaces

WinRoute is a network firewall. This implies that it represents a gateway between two or more
networks (typically between the local network and the Internet) and controls traffic passing
through network adapters (Ethernet, WiFi, dial-ups, etc.) which are connected to these net-

works.

WinRoute functions as an IP router for all WinRoute’s network interfaces installed within the
system.’ The linchpin of the firewall’s configuration therefore is correct configuration of net-

work interfaces.

Interfaces can be set in the WinRoute’s administration console under Configuration — Inter-

faces.

Interfaces |

—Internet Conneckiviky

Select how the Firewall is connected to the Internet;

% Other interfaces

Figure 5.1 Network interfaces

Groups of interfaces

To simplify the firewall’s configuration and make it as comfortable as possible, network inter-
faces are sorted in groups in WinRoute. In the firewall’s traffic rules, these groups as well as
individual interfaces can be used in Source and Target (refer to chapter 7.3). The main benefit
of groups of interfaces is that in case of change of internet connection, addition of a new line,

3 If you want to disable WinRoute for any of these interfaces, go to the adapter’s properties and disable Kerio WinRoute
Firewall (the WinRoute’s low level driver). However, for security reasons and to guarantee full control over the network

I & Single Inkernet Link - Persistent LI
Mame IP address | Mask, Skatus Internet Details
> Inkernet inkerfaces
F Internet 95.13.1584.10 255,255,255.0  Up AMD PCHet Adaper
"9 TrustedfLocal interfaces
- WRLAN 197.168.1.1  255.755.755.0 Lp AMD PCHet Adapter
=, Dial-In Crotn
“L0YPM interfaces
"', WPM Server 10.1.1.1 255,755.255.0  Up 0 clienk(s) connected

traffic, it is strongly unrecommended to disable WinRoute’s low level driver on any network adapter!
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change of a network adapter etc., there is no need to edit traffic rules — simple adding of the
new interface in the correct group will do.

In WinRoute, the following groups of interfaces are defined:

o Internet interfaces — interfaces which can be used for Internet connection (network
cards, wireless adapters, dial-ups, etc.),

o Trusted / Local interfaces interfaces connected to local private networks protected
by the firewall (typically Ethernet or WiFi cards),

e VPN interfaces — virtual network interfaces used by the Kerio VPN proprietary solution
(VPN server and created VPN tunnels — for details, refer to chapter 23),

e Other interfaces — interfaces which do not belong to any of the groups listed above
(i.e. a network card for , idle dial-up, etc.).

Groups of interfaces cannot be removed and it is not possible to create new ones (it would not
be of any help).

During the initial firewall configuration by Traffic rules wizard (see chapter 7.1), interfaces
will be sorted in correct groups automatically. This classification can be later changed (with
certain limits — e.g. VPN server and VPN tunnels cannot be moved from the VPN interfaces
group).

To move an interface to another group, drag it by mouse to the desired destination group or
select the group in properties of the particular interface — see below.

Note: If the initial configuration is not performed by the wizard, all interfaces (except VPN
interfaces) are set as Other interfaces. Before you start creating traffic rules, it is recommended
to define correctly interfaces for Internet connection as well as interfaces for the local network
— this simplifies definitions of the rules significantly.

Viewing and editing interfaces

In the list of interfaces, WinRoute shows parameters related to firewall’s configuration and
operations:

Name
The unique name used for interface identification within WinRoute. It should be clear for
easy reference, e.g. Internet for the interface connected to the Internet connection.
The name can be edited later (see below) with no affect on WinRoute’s functionality.
The icon to the left of the name represents the interface type (network adapter, dial-up
connection, VPN server, VPN tunnel).
Note: Unless the name is edited manually, this item displays the name of the adapter as
assigned by the operating system (see the Adapter name entry).

45



Chapter 5 Network interfaces

IP Address and Mask
IP address and the mask of this interface’s subnet.
If the more IP addresses are set for the interface, the primary IP address will be displayed.
On Windows, the address assigned to the interface as first is considered as primary.

Status
Current status of the interface (up/down).

Internet
This information indicates the method the interface uses for Internet connection (pri-
mary/secondary connection, bandwidth used).

Details
Adapter identification string returned by the device driver.

System Name
The name of the adapter (e.g. “LAN connection 2”). The name is for reference only.

Gateway
IP address of the default gateway set for the particular interface.

DNS
IP address of the primary DNS server set on the interface.

MAC
Hardware (MAC) address of a corresponding network adapter. This entry is empty for
dial-ups as its use would be meaningless there.

Use the buttons at the bottom of the interface list to remove or edit properties of the chosen
interface. If no interface is chosen or the selected interface does not support a certain function,
appropriate buttons will be inactive.

Add VPN Tunnel
Use this option to create a new server-to-server VPN tunnel. Details on the proprietary
Kerio VPN solution are provided in chapter
Note: Dial-ups must be defined by following a standard procedure in the operating sys-
tem.

Modify
Click on Edit to view and/or modify parameters of the selected interface.
In WinRoute, it is specify to specify a special name for each interface (names taken from
the operating system can be confusing and the new name may make it clear). Likewise, it
is possible to change a group to which an interface belongs, in accordance of the network
it is actually connected to (Internet, secure local network, another network — e.g. )
It is also possible to change the default gateway and edit parameters of DNS servers.
In most cases, if traffic to the corresponding networks works smoothly before WinRoute
installation, it is not necessary to change settings taken from the operating system.
For dial-ups it is also possible to set login data and dialing options (see chapter 6.2).
For VPN server and VPN tunnels, a dialog for setting of the VPN server (see chapter )
or a VPN tunnel (refer to chapter ) will be opened.
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ﬂlnterface properties E
General |
— Identification
Type: 8 Ethernet
Marme: IInternet
Interface Group: IC:-Internet interfaces LI
—Settings
IF Address: |95.13.184.10
Mask: |z55.255.255.0
Gakeway: [95.13.184.1
v fuktodetect gakeway From the operating syskem
DNS Server: [95.13.10.10
v fuktodetect DNS server From the operating system
(0] 4 Cancel
Figure 5.2 Editing interfaces
Remove
Removes the selected interface from WinRoute. This can be done under the following
conditions:

e the interface is an inactive (disabled) VPN tunnel,

e the network adapter is not active or it is not physically present,

o the interface is a dial-up which no longer exists in the system.
Network cards and dial-ups defined in the operating system as well as established VPN
tunnels cannot be removed in WinRoute.
Note:

1. Records related to network cards or dial-ups that do not exist any longer (those that
have been removed) do not affect WinRoute’s functionality — such interfaces are con-
sidered as inactive (as in case of a hung-up dial-up).

2. When an adapter is removed, the Nothing value is automatically used for correspond-
ing items of all traffic rules where the interface was used. These rules will be disabled.
This ensures that the traffic policy is not endangered (for details, refer to chapter 7.3).

Dial or Hang Up /Enebale, Disable
Function of these buttons depend on the interface selected:

e For dial-ups, the Dial and Hang-up buttons are available and they are used to
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handle the line by hand.
Note: You can use WinRoute’s web interface (see chapter 11) to dial or hang up
lines.

o For VPN tunnels, the Enable and Disable buttons are available that can be used to
enable /disable the VPN tunnel selected for details, see chapter 23.3).

o If a network adapter, a Dial-in interface or a VPN server is selected, these buttons
are inactive.

Special interfaces

Interfaces include also the following special items:

Dial-

VPN

In

This interface represents the server of the RAS service (dial-up connection to the net-
work) on the WinRoute host. This interface can be used for definition of traffic rules (see
chapter 7) for RAS clients which are connecting to this server.

Dial-In interfaces are considered as trustworthy (clients connected via this interface use
it to access the local network). This interface cannot be either configured or removed. If
you do not consider RAS clients as parts of trustworthy networks for any reason, you can
move the Dial-In interface to Other interfaces.

Note:

1. If both RAS server and WinRoute are used, the RAS server must be configured to
assign clients IP addresses of a subnet which is not used by any segment of the local
network. WinRoute performs standard IP routing which might not function unless f
this condition is met.

2. For assigning of IP addresses to RAS clients connecting directly to the WinRoute host,
it is not possible to use the WinRoute’s DHCP server. For details, see chapter 8.2.

server

This interface is used as a server for connection of the proprietary VPN
client (Kerio VPN C(Client — this solution can be downloaded for free from
http://www.kerio.com/kwfdwn). VPN servers are always sorted in the VPN

interfaces group.

Double-click on this interface or click on Edit to edit settings and parameters of the VPN
server. The VPN server interface cannot be removed.

For detailed information on the proprietary solution Kerio VPN, refer to chapter 23.
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Chapter 6
Internet Connection

The basic function of WinRoute is connection of the local network to the Internet via one or
more Internet connections (Internet links). Depending on number and types of Internet links,
WinRoute provides various options of Internet connection:

A Single Internet Link — Persistent
The most common connection of local networks to the Internet. In this case, only one
Internet connection is available and it is used persistently (typically Ethernet, WiFi, ADSL
or cable modems). It is also possible to use dial-like links which can be connected persis-
tently, such as PPPoE connections or CDMA modems.

A Single Internet Link — Dial On Demand
This type of connection is fit for links which are charged by connection time — typically
modems for analog or ISDN links. The link is down by default and WinRoute dials it in
response to a query demanding access from the local network to the Internet. If no data
are transferred via the link for some time, WinRoute hangs it up to reduce connection
costs.

Multiple Internet Links — Failover
Where reliability (availability of the Internet connection) is an issue and two Internet links
are available, the connection failover feature can help. If the primary link fails, WinRoute
switches to the secondary link automatically. Users may therefore notice just a very
short disconnection of the Internet connection. When the connection on the primary link
is recovered, WinRoute automatically switches back to it. For most part of users, this
operation takes so short to be even noticeable.

Multiple Internet Links — Traffic Load Balancing
If throughput (connection speed) is an issue, WinRoute can use multiple links concur-
rently and spread data transferred between the LAN and the Internet among these links.
In standard conditions and settings, this also works as connection failover — if any of
the links fails, transferred data are spread among the other (working) links.

In all cases, WinRoute works in the mode of shared Internet connection. Sharing uses the

(IP address translation) technology, hiding the entire local network behind a public IP address
of the firewall (or multiple addresses — depending on the type of Internet connection applied).
WinRoute can also be used as a neutral (router without NAT). However, this mode is not
the best connection of the LAN to the Internet — it requires expert configuration and advanced
security.
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This involves selection of the Internet connection type in the Configuration — Interfaces sec-
tion of the WinRoute configuration, setting corresponding interfaces for connection to the
Internet and definition of corresponding traffic rules (see chapter 7.3).

—— Hint
All necessary settings can be done semi-automatically with use of Traffic Policy Wizard —
see chapter . Following chapters provide with guidelines for setting of individual Internet

connection types as well as with description on configuration of the corresponding interface
and traffic rules in the wizard. The information available there can be used for customization
of settings (e.g. for setting of a new local subnetwork or for change of Internet connection).

6.1 Persistent connection with a single link

Requirements

The WinRoute hosting computer must be connected to the Internet by a leased line (typically
Ethernet or WiFi card). Parameters of this interface will be set with use of information supplied
by the ISP provider or they can be configured automatically with the DHCP protocol.

It is also possible to use a dial-like link which can be connected persistently, such as PPPoE
connections or CDMA modems. WinRoute will keep this type of link connected persistently (in
case of connection failure, the connection is automatically recovered immediately).

This connection type also requires one or more network cards for connection of individual
segments of the LAN. Default gateway must NOT be set on any of these cards!

If possible, it is also recommended functionality of the Internet connection before installing
WinRoute.

Configuration with the wizard

On the second page of the Traffic Policy Wizard (see chapter 7.1), select A Single Internet Link
— Persistent.

On the third page of the wizard, select a network interface (Internet link). As a preselection,
the interface where WinRoute detected the default gateway is used. Therefore, in most cases
the appropriate adapter is already set within this step.

If you select a link which is defined as a dial-up (see above), valid username and password are
required. If this information is saved in the operating system, WinRoute can enter it automati-
cally.

Note:
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B Network Rules Wizard E

Type of Inkernet Connection - page 2 of 7

Please select how the Firewall is connected to the Internet;

& Single Inkernet Link - Persistent LI

Internet )

l \.ﬂ_,,_.z
;:

_ A W]
=) = i

Figure 6.1 Traffic Policy Wizard — persistent connection with a single link

B Network Rules Wizard E

Persistent Conneckion - page 3 of 7

Please seleck vour internet interface;

Interface: I'ﬁllnternet ;I
IP Address: |95.13.184.10

MAC: IEIEI:SEI:SEu:I::S:SEu:::S

Adapter:  [AMD PChet Adapter

Figure 6.2 Network Policy Wizard — selection of an interface for the Internet connection

On the top of the list, the Internet interface where the default gateway is set is offered.
Therefore, in most cases the appropriate adapter is already set within this step.

If the more IP addresses are set for the interface, the primary IP address will be displayed.
On Windows, the address assigned to the interface as first is considered as primary.

The other pages of the Traffic Policy Wizard do not concern Internet connection type. They
are focused in detail in chapter 7.1
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Resulting interface configuration

When you finish set-up in Traffic Policy Wizard, the resulting configuration can be viewed
under Configuration — Interfaces and edited if desirable.

Interfaces |

—Internet Conneckiviky

Select how the Firewall is connected to the Internet;

I & Single Inkernet Link - Persistent LI
Mame IP address | Mask, Skatus Internet Details
> Inkernet inkerfaces
F Internet 95.13.1584.10 255,255,255.0  Up AMD PCHet Adaper
"9 TrustedfLocal interfaces
- WRLAN 197.168.1.1  255.755.755.0 Lp AMD PCHet Adapter
=, Dial-In Crotn

“L0YPM interfaces
"', WPM Server 10.1.1.1 255,755.255.0  Up 0 clienk(s) connected

% Other interfaces

Figure 6.3 Configuration of interfaces — connection by a single leased link

The Internet Interfaces groups includes only card Internet selected in the third page of the
wizard. Other interfaces (including Dial-In) are considered as segments of the LAN and put in
Trusted / Local interfaces.

If the setting does not mirror the real configuration of the network correctly (for instance there
is an interface planned for DMZ), you can move the particular interface to Other Interfaces.
For these interfaces, it will be necessary to define corresponding traffic rules manually (see
chapter 7.3).

It is also possible to add new interfaces to the Internet Interfaces group. Packets will then be
routed to corresponding target networks in accordance with the system routing table (see also
chapter 18.1) and IP address translation will be applied (NAT). However, such configuration is
not significantly helpful in place.

—— Warning
Itis necessary that in the Single internet Link mode the default gateway is set only at the “main”
Internet interface! If WinRoute detects more default gateways, error is announced. Solve this
problem immediately, otherwise traffic from the firewall and the LAN to the Internet will not
work correctly.
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6.2 Connection with a single leased link — dial on demand

If the WinRoute host is connected to the Internet via dial-up, WinRoute can automatically dial
the connection when users attempt to access the Internet. WinRoute provides the following
options of dialing/hanging control:

¢ Lineis dialed when a request from the local network is received. This function is called
Dial on demand. For further description see below.

e Line is disconnected automatically if idle for a certain period (no data is transmitted
in both directions).

e Maintenance of persistent connection or disconnection of the link within defined time
ranges.

Requirements

The corresponding device must be installed on the WinRoute (usually an analog or an ISDN
modem) and the corresponding dial-up connection must be created in the operating system.
It is not necessary to define and save login data in the dial-up settings, this information can be
defined directly in WinRoute. This connection type also requires one or more network cards
for connection of individual segments of the LAN. Default gateway must NOT be set on any of
these cards!

We recommend you to create and test a dial-up connection before installing WinRoute.

—— Warning
Before configuring the LAN and the firewall for a Internet link dialed on demand, please pay
special attention to the information provided in chapter 25.4. Correct configuration of the
network with respect to specific qualities and behaviour of on demand dial helps to avoid
subsequent problems.

Configuration with the wizard

On the second page of the Traffic Policy Wizard (see chapter 7.1), select A Single Internet Link
— Dial on Demand.

On the third page of the wizard, select a corresponding dial-up connection (Internet link).
If authentication data are not saved in the operating system, username and password are
required.
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B Network Rules Wizard E

Type of Inkernet Connection - page 2 of 7

Please select how the Firewall is connected to the Internet;

& Single Internet Link - Dial on Demand LI

Internet )

wlm w
= i D i

Figure 6.4 Traffic Policy Wizard — dial on demand

B Network Rules Wizard E

Dial on Demand - page 3 of 7

Please seleck the inkerface wou want bo use For dial on demand:

Dial-Up Interface: I (. Dial-up conneckion vl
Isername:; Icnmpany
PaSSWDrd' I************

[~ Use credentials stored in the operating syskem

Figure 6.5 Network Policy Wizard — selection of an interface for the Internet connection

Resulting interface configuration

When you finish set-up in Traffic Policy Wizard, the resulting configuration can be viewed
under Configuration — Interfaces and edited if desirable.

The Internet Interfaces group includes only the Dial-up connection link selected in the third
page of the wizard. This connection is set up as a dial-on-demand link (see information in the
column labeled as Internet). Other interfaces (including Dial-In) are considered as segments of
the LAN and put in Trusted / Local interfaces.

The Internet interfaces group can include multiple dial-ups. However, only one of these links
can be set for on-demand dialing. If another link is dialed manually, WinRoute will route
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Interfaces |

—Internet Conneckiviky

Select how the Firewall is connected to the Internet;

I & Single Internet Link - Dial on Demand LI Advanced. ., |

Mame IP address | Mask, Skatus | Internet |
> Inkernet inkerfaces

‘. Dial-up connection Crotn Dial on Demand
"9 TrustedfLocal interfaces

- WRLAN 192.168.1.1 755,755.255.0  Up

=, Dial-In Crotn

H0YPM interfaces
"'r WP Server 10.1.1.1 255,255,255.0 Up
&% Other interfaces

Figure 6.6 Configuration of interfaces — an on-demand dial link

packets to the corresponding destination network in accordance with the system routing table
(see also chapter 18.1) and perform IP address translation (NAT). However, such configuration
would be of any use. It is therefore recommended to keep only a single on-demand-dial link
in the Internet interfaces group.

To change the dial-on-demand link, use the corresponding option in the interface edit dialog
(see chapter 5) or use the context menu (by right-clicking on the link).

—— Warning
In the Dial on Demand mode, default gateway must NOT be set on any network interface of
the firewall! On-demand dialing is based on absence of the default gateway (if no route exist
in the routing table where a packet would be directed, WinRoute create a default gateway by
dialing an Internet link).

Dialing options

For dial-ups, the interface settings dialog (see chapter 5) includes also the Dialing settings tab
where specific parameters for dial-up connections can be set:

Login information
If login data for the particular dial-up connection change, it can be updated here or it is
also possible to use the data saved in the operating system (if saved there).

Time intervals for persistent connection and persistent hang-up
Under certain circumstances it may be needed that dial on demand works only within
a certain time period (typically in working hours) and that the link is hung-up outside
this range. With respect to cost rates of individual providers, it can sometimes be most
efficient to keep the link up persistently even in times with dense network communica-
tion.
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Nlnterface properties E

General |Dia|iru;| settings |

— Settings

Dial-Up Connection: IOur Provider
" Use login daka From the RAS enkey

{* Use the Following login data

Isernanme:; Icnmpany

PESSWDrd' I************

— Dialing Control

v Abways keep the line connecked in the Following Eme inkersval:

I %5 Working tirme LI Edit. .. |

v Mever connect the line ak the Following time interwval:

| & hight | Edit... |

v Hangupifidle {10 = minutes

Define dialing scripts. .. |

(] 4 Zancel

Figure 6.7 Interface properties — dialing settings

For these purposes, it is possible to set time intervals for persistent connection and/or
hang-up. By clicking on Edit buttons, it is possible to select a time interval for each mode
or create a new interval, without jumping to another, completely different section of the
administration interface.

If the time intervals overlap, the interval in which the link is hung-up rules over the other.
In times outside the defined ranges, the link is dialed on demand.

Note:

1. If a static route over a dial-up is defined in WinRoute’s routing table, this link will
be dialed whenever a packet is routed through there. Settings for the interval within
which the link should be hung-up persistently will be ignored in this case.

For details, see chapter 18.1.

2. The dialing settings do not include an explicit option of connection recovery upon
failures. In case of connection outage, connection will or will not be recovered in
dependence on the current mode of the link:

o If the link should be connected persistently at the moment of the failure, the
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6.2 Connection with a single leased link — dial on demand

connection is recovered automatically.

o If the connection is set to be hung-up at the moment of the outage, the con-
nection will not be recovered.

¢ In mode of on-demand dial (i.e. outside the intervals defined), connection
will be recovered in response to the first request (i.e. packet sent from the
local network to the Internet).

Automatic hangup when idle
Dial-ups are usually charged by connection time. When no data are transferred via the
connection, there is no reason to keep the link up. Therefore, it is possible to set also
idleness time after which the link will be hung-up automatically.
For optimal idleness timeout length, it is necessary to know how the Internet connection
is charged in the particular case. If the idleness timeout is too short, it may result in too
frequent hanging up and dialing of the link which might be very uncomfortable and in
certain cases even increase connection costs.
Note: In the time interval where persistent connection of the link is set (see above), the
idleness timeout is ignored.

Dialing scripts
In some cases there is a special need of running a program or a script (execute a batch
command) along with dialing or hanging up a link. This can be helpful for example if
a special type of modem is used that must be controlled by a special program provided
by its developers.
WinRoute allows launching any program or a command in the following situations: Before
dial, After dial, Before hang-up or/and After hang-up.
Note: In case of the Before dial and Before hang-up options, the system does not wait for
its completion after startup of the program.

ﬂndvanced dialing settings | x|

—External command

v Before dial I"u::'l,su:ripts'l,l:ueﬁ:ure dial.bat"

v After dial Iu::'l,su:ripts'l,afterdial.l:uat

[~ Before hang-up |

v After hang-up I"u::'l,su:ripts'l,after hang-up.bat" 10

(] 4 Zancel

Figure 6.8 Dial-up — external commands
Path to the executable file must be complete. If the path includes spaces it must be
closed into quotes, otherwise the part after a space will be considered as a parameter(s)
of a batch file. If the path to the file is quoted, the text which follows the closing quote
mark is also considered as batch file parameter(s).
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—— Warning
WinRoute is running in the operating system as a service. Therefore, external applica-
tions and operating system’s commands will run in the background only (in the SYSTEM
account). The same rules are applied for all external commands and external programs
called by scripts. Therefore, it is not highly unrecommended to use interactive applica-
tions (i.e. applications with user interaction) for the actions described above. Otherwise.
interactive applications are running as “invisible” until the next reboot or until the partic-
ular process is ended by the Windows Task Manager. Under specific circumstances, such
application might also block other dials or hang-ups.

6.3 Connection Failover

WinRoute allows guarantee Internet connection by an alternative (back-up) connection (so
called connection failover). This connection failover is launched automatically whenever fail-
ure of the primary connection is detected. When WinRoute finds out that the primary con-
nection is recovered again, the secondary connection is disabled and the primary one is re-
established automatically.

Requirements

The computer hosting WinRoute must have two network interfaces for Internet connection:
a leased line (Ethernet, WiFi) or a dial-up with persistent connection (CDMA, PPPoE) for primary
connection and a leased line or a dial-up for secondary (failover) connection.

This connection type also requires one or more network cards for connection of individual
segments of the LAN. Default gateway must NOT be set on any of these cards (cards for the
LAN)!

In case of dial-ups, it is also necessary to define corresponding telephone connection in the
operating system. It is not necessary that login data for telephone connections are saved in
the system, this information can be specified directly in WinRoute.

Both the primary and the secondary link may be configured automatically by the DHCP proto-
col. In that case, WinRoute looks all required parameters up in the operating system.

It is recommended to check functionality of both the primary and the secondary link out
before installing WinRoute:

o If these links are two dial-ups, dial one after the other and check the Internet connec-
tion.

e If the primary link is leased and the secondary a dial-up, test the primary link con-
nection first and the secondary connection second. Dialing of the link opens (creates)
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a new default route via this link which allows us to test Internet connection on the
secondary link.

e In case of two leased links, the simplest way is to disable one of the connections int
he operating system and test the other (enabled) link. And, as implied, test the other
in the same way when the first link is checked.

—— Warning
Connection failover is relevant only if performed by a persistent connection (i.e. the primary
connection uses a network card or a persistently connected dial-up). Failing that, the sec-
ondary connection would be activated upon each hang-up of the primary link automatically.

Configuration with the wizard

On the second page of the Traffic Policy Wizard (see chapter 7.1), select Multiple Internet Links
— Failover.

B Network Rules Wizard E

Type of Inkernet Connection - page 2 of 7

Please select how the Firewall is connected to the Internet;

Multiple Internet Links - Failowver LI
’f“! —R'
r
( Internet )

ol SN

|“:_'
t.ﬂh

_-(-! m__m
= i D i

Figure 6.9 Traffic Policy Wizard — Internet connection failover

In the third step of the wizard, select a network interface for the primary connection (leased
or persistent dial-up link) and for the secondary connection (leased or dial-up link). If login
data for the selected telephone connections are not saved in the operating system, enter the
valid username and password.
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B Network Rules Wizard E
Connection Failover - page 3 of 7
Please seleck wour primary and secondary internet interfaces:
Primaty Interface; I PR Internet LI
IP Address: |192.168.65.12?
MAL: |00:50:56:b: 79:cd
Adapker: I'-.-'Mware Accelerated AMD PChet Adapter
Secondary Interface: I (. Dial-up conneckion LI
IP Address: I
Isername:; Iu:u:umpany
F‘aSSWDrd: I************
[~ Use credentials stored in the operating syskem

Figure 6.10 Traffic Policy Wizard — failover of a leased link by a dial-up

Resulting interface configuration

When you finish set-up in Traffic Policy Wizard, the resulting configuration can be viewed
under Configuration — Interfaces and edited if desirable.

Interfaces |

—Internet Conneckiviky

Select how the Firewall is connected to the Internet;

I Multiple Internet Links - Failowver LI Advanced. ., |

Mame IP address | Mask, Skatus | Internet |
> Inkernet inkerfaces

'ﬂl Internet 95.13.1584.10 255,255,255.0 Up Primaty

(. Dial-up conneckion Crotn Secondary
"9 TrustedfLocal interfaces

o R LA 192.168.1.1 755,755.255.0  Up
(. Dial-In Crotn

503 YPM interfaces
E""."';'r WP Server 10.1.1.1 255,255,255.0 Up
&% Other interfaces

Figure 6.11 Configuration of interfaces — Internet connection failover
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The Internet interfaces group includes the Internet and the Dial-up link selected as primary and
secondary (failover) on the third page of the wizard. The information provided in the Internet
column states which link is used for primary and which one for secondary connection. The
Status column informs of the link status (up/down) as well as of the fact whether the link is
active (just being used as Internet connection at the moment) or not.

Other interfaces (including Dial-In) are considered as segments of the LAN and put in Trusted /
Local interfaces.

The Internet interfaces group can include also other links. If these links are connected, stan-
dard routing with IP address translation (NAT) will be applied. Obviously, these links will not
be backed up by any failover. Such configuration is not of any particular help, anyway. It is
recommended to use the Internet interfaces for primary and secondary connection links only.

To change settings of primary and secondary connection, use corresponding options in the
interface edit dialog (see chapter 5) or use the context menu called up by right-clicking on
the corresponding link. However, under any circumstances, always a single link can be set as
primary connection and a single one as secondary.

Probe hosts

Functionality of primary Internet connection is regularly tested by sending an ICMP request
for a response (PING) to certain hosts or network interfaces. By default, the default gateway of
the primary connection is used as the probe host. If the default gateway is not available, the
Internet connection is not working (correctly).

If the primary default gateway cannot be used as the testing computer by any reason, it is
possible to specify IP addresses of other (one or more) testing computers upon clicking on Ad-
vanced. If at least one of the tested devices is available, the primary connection is considered
as functioning.

ﬂndvanced Connectivity Options | x|

— dwailability Detection

an ICMP ping message is sent petiodically to probe hosts to determine whether the connection is available.

{~ Use the primary default gateway as the probe host

% Use the Following specified IP addresses as the probe hosts:

|95.13.184.1;95.13.1EI.1EI

IUse semicolons § ; ) to separate individual entries,

(] 4 Zancel

Figure 6.12 Internet connection failover — setting probe hosts
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Note:

1. Probe hosts must not block ICMP Echo Requests (PING) since such requests are used to test
availability of these hosts — otherwise the hosts will be always considered as unavailable.
This is one of the cases where the primary default gateway cannot be used as the testing
computer.

2. Probe hosts must be represented by computers or network devices which are permanently
running (servers, routers, etc.). Workstations which are running only a few hours per day
are irrelevant as probe hosts.

3. ICMP queries sent to probe hosts cannot be blocked by the firewall’s traffic rules.

6.4 Network Load Balancing

If at least two Internet links are available, WinRoute can divide traffic in parts sent by either of
them. The benefits of such solution are evident — Internet connection throughput gets better
(i.e. speed of data transmission between the LAN and the Internet increases) and response
time gets shorter for connections to servers in the Internet. If special traffic policy is not
defined (so called policy routing — see chapter 7.5), then individual links are also backed-up
mutually (see also chapter 6.3) — in case of failure of one of the lines, the traffic is routed via
another.

Note:

1. Network load balancing is applied only to outbound traffic via the default route. If the
routing table (see chapter 18.1) defines a route to a destination network, traffic to the
network will always be routed through the particular interface.

2. Network load balancing does not apply to the traffic of the firewall itself. This traffic is
processed directly by the operating system and, therefore, the standard routing is applied
here (the default route with the lowest metric value will always be used).

Requirements

The computer hosting WinRoute must have two network interfaces for connection to the In-
ternet, i.e. leased (Ethernet, WiFi) or persistently connected dial-up links (CDMA, PPPoE). Usual
dial-ups (analog modem, ISDN) are not suitable, because it is not possible to dial on demand
in the network load balancing mode.

This connection type also requires one or more network cards for connection of individual
segments of the LAN. Default gateway must NOT be set on any of these cards (cards for the
LAN)!

In case of dial-ups (CDMA, PPPoE), it is also necessary to define corresponding telephone con-
nection in the operating system. It is not necessary that login data for telephone connections
are saved in the system, this information can be specified directly in WinRoute.
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Both the primary and the secondary link may be configured automatically by the DHCP proto-
col. In that case, WinRoute looks all required parameters up in the operating system.

It is recommended to check functionality of individual Internet links out before installing

WinRoute. The following testing methods can be applied (to both links):

e If these links are two dial-ups, connect one after the other and check access to the
Internet.

o If one link is leased and the other a dial-up, test the leased link connection first and
then dial the other one. Dialing of the link opens (creates) a new default route via this
link which allows us to test Internet connection on the secondary link.

¢ In case of two leased links, the simplest way is to disable one of the connections int
he operating system and test the other (enabled) link. And, as implied, test the other
in the same way when the first link is checked.

This method can be applied to any number of Internet lines.

Configuration with the wizard

On the second page of the Traffic Policy Wizard (see chapter 7.1), select Multiple Internet Links
— Traffic Load Balancing.

B Network Rules Wizard E

Type of Inkernet Connection - page 2 of 7

Please select how the Firewall is connected to the Internet;

Multiple Internet Links - Traffic Load Balancing LI

( Internet )

Figure 6.13 Network Policy Wizard — network load balancing
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On the third page of the wizard, add all links (one by one) which you intend to use for traffic
load balancing.

E Network Rules Wizard E

Link Balancing - page 3 of 7

Please add all interfaces you wank to use For traffic load balancing:

Inkerface | Bandwidth |
PR Internet 4Mbit Balancing 4 Mbit)'s

QLink Balancing | x|

Interface: I PR Internet SMbit LI

IP Address:  |92.16.65,127

A |00:50:56:b: 79:cd

Adapter: | 4MD PChet Adapter

Link Bandwidth: | 8 |mbitis =]

(] 4 Zancel |

add. .. Edit... Remove

Figure 6.14 Traffic Policy Wizard — failover of a leased link by a dial-up

For each link, specification of bandwidth is required (i.e. traffic speed). The absolute value
of the link speed is not important (however, just for reference reasons, it should correspond
with the link speed suggested by the ISP). The important aspect is the ratio of speed between
individual links — it determines how Internet traffic will be divided among these links.

If login data for the selected telephone connections are not saved in the operating system,
valid username and password are required.

—— Example
Let us suppose there are two Internet links available. You set their bandwidth values to
4 Mbit/s and 8 Mbit/s. Total (proposed) speed of the Internet connection is therefore 12 Mbit/s,
while one link provides one third of this capacity and the other link provides two thirds. Sim-
ply said, one third of overall Internet traffic will be routed through one link and the resting
two thirds through the other one.
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Resulting interface configuration

When you finish set-up in Traffic Policy Wizard, the resulting configuration can be viewed
under Configuration — Interfaces and edited if desirable.

Interfaces |

—Internet Conneckiviky

Select how the Firewall is connected to the Internet;

I Multiple Internet Links - Traffic Load Balancing LI Advanced. ., |

Mame IP address | Mask, Skatus | Internet |
> Inkernet inkerfaces

- W Inkernet 4Mbit 95,13.154.10 755,755.255.0  Up Balancing 4 Mhit/s

. Internet aMbit 92, 16,65, 127 755,755.255.0  Up Balancing & Mhit/s
"9 TrustedfLocal interfaces

- WRLAN 192.168.1.1 755,755.255.0  Up

=, Dial-In Crotn

HL0YPM interfaces
"'r WP Server 10.1.1.1 255,255,255.0 Up
% Other interfaces

Figure 6.15 Configuration of interfaces — network traffic load balancing

The Internet interfaces group includes the Internet 4Mbit and the Internet 8Mbit link selected
as an interface for Internet traffic load balancing on the third page of the wizard.

The Internet column shows proposed speed of individual links (see above). The Status column
informs of the current status of the link (up/down) as well as of the fact whether the link is
active, i.e. whether connection on this Internet link is working and part of Internet traffic can
be routed through it.

Other interfaces (including Dial-In) are considered as segments of the LAN and put in Trusted /
Local interfaces.

For any new link added to the Internet interfaces group, the default speed of 1 Mbit/s will be
set. Then it is possible and also recommended to edit the proposed link speed in the interface
settings (see chapter 5) with respect to its real speed, which makes the balancing efficient and
working smoothly.

—— Hint
Speed of one or more links can be set even for 0 Mbit/s. Such links will then not be used for
network traffic load balancing, but for traffic routing in accordance with specific traffic rules
(see chapter 7.5). However, availability of these links will still be tested and the links will serve
as alternative for case that all the other links fail.
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Advanced settings (optimization, dedicated links, etc.)

In basic configuration, network load balancing is applied automatically with respect to their
proposed speeds (see above). It is possible to use traffic rules to modify this algorithm (e.g. by
dedicating one link for a particular traffic). This issue is described in detail in chapter 7.5.

Probe hosts

Functionality of individual Internet links is regularly tested by sending an ICMP request for
a response (PING) to certain hosts or network interfaces. By default, the default gateway of
the particular link is used as the probe host. If the default gateway is not available, the tested
link is not working (correctly).

If the primary default gateway (i.e. the default gateway set for the tested link) cannot be used
as the testing computer by any reason, it is possible to specify IP addresses of other (one or
more) testing computers upon clicking on Advanced. If at least one of the tested devices is
available, the Internet connection in question is considered as functioning.

The specified probe hosts will be used for testing of availability of all Internet links. Therefore,
the group of testing computers should include a few hosts belonging to various subnets of the
Internet.

ﬂndvanced Connectivity Options | x|

— dwailability Detection

an ICMP ping message is sent petiodically to probe hosts to determine whether the connection is available.

{~ Use the primary default gateway as the probe host

% Use the Following specified IP addresses as the probe hosts:

|95.13.184.1;92.16.65.1

IUse semicolons § ; ) to separate individual entries,

(] 4 Zancel

Figure 6.16 Network load balancing — setting probe hosts
Note:

1. Probe hosts must not block ICMP Echo Requests (PING) since such requests are used to test
availability of these hosts — otherwise the hosts will be always considered as unavailable.
This is one of the cases where the default gateway cannot be used as the testing computer.

2. Probe hosts must be represented by computers or network devices which are permanently
running (servers, routers, etc.). Workstations which are running only a few hours per day
are irrelevant as probe hosts.

3. ICMP queries sent to probe hosts cannot be blocked by the firewall’s traffic rules.
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Traffic Policy

Traffic Policy belongs to of the basic WinRoute configuration. All the following settings are
displayed and can be edited within the table:

e security (protection of the local network including the WinRoute host from Internet
intrusions

e [P address translation (or NAT, Network Address Translation — technology which en-
ables transparent access of the entire local network to the Internet with one public IP
address only)

e access to the servers (services) running within the local network from the Internet
(port mapping)

¢ controlled access to the Internet for local users

Traffic policy rules can be defined in Configurations — Traffic Policy. The rules can be defined
either manually (advanced administrators) or using the wizard (recommended).

It is recommended to create basic traffic rules and later customize them as desired. Advanced
administrators can create all the rules according to their specific needs without using the
wizard.

7.1 Network Rules Wizard

The network rules wizard demands only the data that is essential for creating a basic set of
traffic rules. The rules defined in this wizard will enable access to selected services to the
Internet from the local network, and ensure full protection of the local network (including the
WinRoute host) from intrusion attempts from the Internet. To guarantee reliable WinRoute
functionality after the wizard is used, all existing rules are removed and substituted by rules
created automatically upon the new data.

Click on the Wizard button to run the network rules wizard.

Note: The existing traffic policy is substituted by new rules after completing the entire process
after confirmation of the last step. This means that during the process the wizard can be
stopped and canceled without losing existing rules.
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Step 1 — information

B Network Rules Wizard E

about this Wizard - page 1 of 7

This Wizard will help wou ko secure the connection of wour LAMN bo
the Inkernet,

Based on provided information, the wizard will generate several
rules, Each rule will be given a description, so that its purpose can
be easily understood and it will also help wou to learn the concept
aof the rules, You may then manually addfremovemodify the rules
ko fine-tune them Faor your specific network setup,

Before wou proceed, ensure that the Firewall host is connected to
the LaM and has a Functional inkernet connection.

< Back Mext = Zancel

Figure 7.1 Traffic Policy Wizard — introduction
To run successfully, the wizard requires the following parameters on the WinRoute host:
e atleast one active adapter connected to the local network

e atleast either one active adapter connected to the Internet or one dial-up defined. This
connection is not required to be dialed at the moment of the wizard’s startup.

Steps 2 and 3— internet connection settings

On the second page of the wizard, select how the LAN will be connected to the Internet with
WinRoute (leased link, dial-up, leased link with connection failover or multiple links with net-
work traffic load balancing).

On the third page, you can set parameters for the selected type of Internet connection.
Individual options of Internet connection are addressed thoroughly in chapter 6.
Note:

1. Selection of Internet connection type does not affect resulting traffic rules, but only con-
figuration of interfaces and their classification in groups (see chapters 5 and 6).

2. The Traffic Policy Wizard no longer includes the option to enable /disable IP address trans-
lation (NAT) which was available in older versions of WinRoute. In all created traffic rules,
NAT is enabled automatically. The reason for this is that modes of network load balancing,
connection failover and on-demand dialing cannot actually be used without NAT.
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Step 4 — Internet access limitations

Select which Internet services will be available for LAN users:

B Network Rules Wizard E

Cutbound Paolicy - page 4 of 7

Select how you wank to restrick users in the LAMN when accessing the Internet;

" Allow access ko all services (no limitakions)

{* Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Port IDestinatiDn Port
HTTF TP Ay &0
HTTPS TCP Ay 443
FTP TP Ay 21
O smte TCP Ay 75
DMNS  TCPUDP  Any 53
O pors TCP Ay 110
O map TCP Ay 143
Telnet TCP Ay pac]

Figure 7.2 Network Policy Wizard — enabling access to Internet services

Allow access to all services
Internet access from the local network will not be limited. Users can access any Internet

service.

Allow access to the following services only
Only selected services will be available from the local network.
Note:

1. Defined restrictions will be applied also to the firewall itself.

2. In this dialog, only basic services are listed (it does not depend on what services
were defined in WinRoute — see chapter 14.3). Other services can be allowed by
modification of NAT traffic rules (for LAN hosts) or Firewall traffic rules (for the
firewall) or by adding custom rules. For details, see chapter 7.3.

Step 5 — enabling Kerio VPN traffic

To use WinRoute’s proprietary VPN solution in order to connect remote clients or to create
tunnels between remote networks, keep the Create rules for Kerio VPN server selected. Specific
services and address groups for Kerio VPN will be added. For detailed information on the
proprietary VPN solution, refer to chapter 23.

If you intend not to use the solution or to use a third-party solution (e.g. Microsoft PPTP, Nortel
IPSec, etc.), disable the Create rules for Kerio VPN option.

To enable remote access to shared items in the local network via a web browser, keep the
Create rules for Kerio Clientless SSL-VPN option enabled. This interface is independent from
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Kerio VPN and it can be used along with a third-party VPN solution. For detailed information,
see chapter 24.

B Network Rules Wizard E

WPM - page 5 of 7

Select whether wou wank to use the Kerio WinRoute Firewall's builk-in YPR
features, If wou want ko use a third party WPMN solution such as MicrosofkE
PPTP, uncheck the checkboxes,

¥ Create rules For Kerio WPM server

¥ Create rules For Kerio Clientless SSL-YPM

Figure 7.3 Network Policy Wizard — Kerio VPN

Step 6 — specification of servers that will be available within the local network

If any service (e.g. WWW server, FTP server, etc. which is intended be available from the
Internet) is running on the WinRoute host or another host within the local network, define it
in this dialog.

B Network Rules Wizard E

Inbound Palicy - page 6 of 7

If wou have any servers running in your LA that should be available From the
Internet, specify them below, IF not or vou don't know, just skip this page.

IP Address | Service |

192,163.1.10 FTP
192,163.1.10 HTTP

Firewall HTTPS
Firewall Kerio YPM
add. .. Edit... Femove

Figure 7.4 Network Policy Wizard — enabling local services

Note: If creating of rules for Kerio VPN was required in the previous step, the Kerio VPN
and HTTPS firewall services will be automatically added to the list of local servers. If these
services are removed or their parameters are modified, VPN services will not be available via

the Internet!

The dialog window that will open a new service can be activated with the Add button.
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ulnhuund Mapping | x|

—Service is running on

£~ Firewall

&+ 1P Address: |192.168.1.ID

Service: I HTTP LI

(] 4 Zancel |

Figure 7.5 Network Policy Wizard — mapping of the local service

Service is running on
Select a computer where the corresponding service is running (i.e. the host to which
traffic coming in from the Internet will be redirected):

e Firewall — the host where WinRoute is installed

e Local host with IP address — another host in the local network (local server)
Note: Access to the Internet through WinRoute must be defined at the default
gateway of the host, otherwise the service will not be available.

Service
Selection of a service to be enabled. The service must be defined in Configurations — Defi-
nitions — Services formerly (see chapter 14.3). Majority of common services is predefined
in WinRoute.

Step 7 — generating the rules

In the last step, traffic rules are generated in accordance with data specified. All existing rules
will be removed and replaced by the new rules.

B Network Rules Wizard E

Finish - page 7 of 7

The ‘Wizard has collected all neccessary information and will now generate the
rules, If wou have provided incorrect information or iF wour network setup
changes, vou may run this wizard again to generate new rules,

Figure 7.6 Network Rules Wizard — the last step

—— Warning
This is the last chance to cancel the process and keep the existing traffic policy. Click on the
Finish button to delete the existing rules and replace them with the new ones.
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Rules Created by the Wizard

The traffic policy is better understood through the traffic rules created by the Wizard in the
previous example.

These rules are not affected by the selected type of Internet connection (the wizard, pages
2 and 3).

Marne Source Destination Service Actior| Translation
B service Fre = L) Firewall i FTP v |MaP 192.168.1.10
B service HTTR & any & Firewal & HrT |Map192.168.0.10
B Servics HTTPS 0| G Any L) Firewall S HTTPS |
B service kerio vPN 0| Any [E3] Firgwall '."‘; Kerio YPH |
M 155 CrangeiWeb Filker |[L3) Firewall & Any ‘;-j HTTPS v/
e TCP 6000
B nar | #% Trusted/Local %= Internet 3": DS v |maT
5 FTR
& HTTR
5 HTTPS
B Local traffic 2|\ Firewall [E) Firewal o Ary v
= Al YPM clients (o= All VPN clients
£ AlVPM tunnels |5 Al VPN Eunnels
"% TrustedfLocal [ #% TrustedjLocal
B Firewall traffic 2| |ED] Fireweall & any 3_: oM Y/
5 FTR
% HTTR
5 HTTRS
Default rule o Any & any & any e

Figure 7.7 Traffic Policy generated by the wizard

FTP Service and HTTP Service
These rules map all HTTP and HTTPS services running at the host with the 192.168.1.10
IP address (step 6). These services will be available at IP addresses of the “outer” interface
of the firewall (i.e. the interface connected to the Internet — page 3).
Note: Since WinRoute 6.4.0, mapped services can be accessed also from local networks
— it is therefore not necessary to use another (private) IP address for connections from
local clients. Therefore, the Source value is set to Any. For details, see chapter

Kerio VPN Service and HTTPS Service
The Kerio VPN service rule enables connection to the WinRoute’s VPN server (establish-
ment of control connection between a VPN client and the server or creation of a VPN
tunnel — for details, see chapter 23).
The HTTPS Service rule allows connection via the Clientless SSL-VPN interface (access to
shared network items via a web browser — for details, see chapter 24).
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These rules are not created unless the option allowing access to a particular service is
enabled in step 5.

Note: In these rules, value for Source is also set to Any. The main reason for this is to
keep consistent with rules for mapped services (all these rules are defined in page 6 of the
wizard). Access to firewall services from the local network is, under normal conditions,
allowed by the Firewall traffic rule but this is not always true.

ISS OrangeWeb Filter
If ISS OrangeWeb Filter is used (a module for classification of Websites), this rule is used to
allow communication with corresponding databases. Do not disable this traffic, otherwise
ISS OrangeWeb Filter might not function well. In figure for instance, the firewall’s
traffic is narrowed only to specific services. Without this rule, traffic of ISS OrangeWeb
Filter would be blocked.

NAT
This rule sets that in all from the local network to the Internet, the source
(private) IP address will be replaced by the address of the Internet interface through
which the is sent from the firewall. Only specified services can be accessed by the
Internet connection (the wizard, page 4).
The Source item of this rule includes the Trusted / Local interfaces group and the Destina-
tion item includes group Internet interfaces. This makes the rule appliable to any network
configuration. It is not necessary to change this rule whenever a new segment of the LAN
is connected or Internet connection is changed.
By default, the Trusted / Local interfaces group includes also a Dial-In interface, i.e. all
RAS clients connecting to this server can access the Internet with the NAT technology.

Local Traffic
This rule allows all traffic between local hosts and the firewall (i.e. the computer where
WinRoute is installed). In this rule, items Source and Destination include the Trusted /
Local interfaces group (see chapter 5) and the special group Firewall.
By default, the Trusted / Local interfaces group includes also a Dial-In interface. This
means that the Local Traffic rule also allows traffic between local hosts and RAS
clients/VPN clients connected to the server.
If creating of rules for Kerio VPN was set in the wizard (the wizard, page 5), the Local
Traffic rule includes also special address groups All VPN tunnels and All VPN clients. This
implies that, by default, the rule allows traffic between the local network (firewall), remote
networks connected via VPN tunnels and VPN clients connecting to the WinRoute’s VPN
server.
Note: Access to the WinRoute host is not limited as the wizard supposes that this host
belongs to the local network. Limitations can be done by modification of an appropriate
rule or by creating a new one. An inconvenient rule limiting access to the WinRoute
host might block remote administration or it might cause some Internet services to be
unavailable (all traffic between the LAN and the Internet passes through this host).
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Firewall Traffic
This rule enables access to certain services from the WinRoute host. It is similar to the
NAT rule except from the fact that this rule does not perform IP translation (this host
connects to the Internet directly).

Default rule
This rule drops all communication that is not allowed by other rules. The default rule is
always listed at the end of the rule list and it cannot be removed.
The default rule allows the administrator to select what action will be taken with unde-
sirable traffic attempts (Deny or Drop) and to decide whether packets or/and connections
will be logged.

Note: To see detailed descriptions of traffic rules refer to chapter 7.3.

7.2 How traffic rules work

The traffic policy consists of rules ordered by their priority. When the rules are applied, they
are processed from the top downwards and the first rule is applied that meets connection or
packet parameters — i.e. order of the rules in the list is key. The order of the rules can be
changed with the two arrow buttons on the right side of the window.

An explicit rule denying all traffic is shown at the end of the list. This rule cannot be edited or
removed. If there is no rule to allow particular network traffic, then the “catch all” deny rule
will discard the packet.

Note:

1. Unless any other traffic rules are defined (by hand or using the wizard), all traffic is blocked
by a special rule which is set as default.

2. To control user connections to WWW or FTP servers and filter contents, use the special
tools available in WinRoute for these purposes (see chapter 12) rather than traffic rules.

7.3 Definition of Custom Traffic Rules

The traffic rules are displayed in the form of a table, where each rule is represented by a row
and rule properties (name, conditions, actions — for details see below) are described in the
columns. Left-click in a selected field of the table (or right-click a rule and choose the Edit...
option in the context menu) to open a dialog where the selected item can be edited.

To define new rules press the Add button. Move the new rule within the list using the arrow
buttons.
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Name

Name of the rule. It should be brief and unique. More detailed information can be included in
the Description entry.

Matching fields next to names can be either ticked to activate or unticked to disable. If a par-
ticular field is empty, WinRoute will ignore the rule. This means that you need not remove and
later redefine these rules when troubleshooting a rule.

B Edit Rule 7 x|

M armne: IN.-’-‘-.T

Colar; I LI

Descriphion: | Fpables access from local machines to public
nietwork, uzing address translation.

ok LCancel

Figure 7.8 Traffic rule — name, color and rule description

The background color of each row with this rule can be defined as well. Use the Transparent
option to make the background transparent (background color of the whole list will be used,
white is usually set). Colors allow highlighting of rules or distinguishing of groups of rules
(e.g. rules for incoming and outgoing traffic).

Any text describing the particular rule may be used to specify the Description entry (up to
1024 characters).

If the description is specified, the “bubble” symbol is displayed in the Name column next to
the rule name. Place the mouse pointer over the bubble to view the rule description.

It is recommended to describe all created rules for better reference (automatic descriptions
are provided for rules created by the wizard). This is helpful for later reference (at the first
glance, it is clear what the rule is used for). WinRoute administrators will appreciate this when
fine-tuning or trouble-shooting.

Note: Descriptions and background colors of the rules are used for better reference and greater
comfort — they do not influence the firewall’s functionality.

Source, Destination
Definition of the source or destination of the traffic defined by the rule.

A new source or destination item can be defined after clicking the Add button:

e Host — the host IP address or name (e.g. 192.168.1.1 or www.company . com)
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B Trusted|Local add -
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o Users...
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|£9] Firewall host
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Figure 7.9 Traffic rule — source address definition

—— Warning
If either the source or the destination computer is specified by DNS name, WinRoute
tries to identify its IP address while processing a corresponding traffic rule.

If no corresponding record is found in the cache, the DNS forwarder forwards the
query to the Internet. If the connection is realized by a dial-up which is currently hung-
up, the query will be sent after the line is dialed. The corresponding rule is disabled
unless IP address is resolved from the DNS name. Under certain circumstances denied
traffic can be let through while the denial rule is disabled (such connection will be
closed immediately when the rule is enabled again).

For the reasons mentioned above we recommend you to specify source and destination
computers only through IP addresses in case that you are connected to the Internet
through a dial-up!

e IPrange — e.g. 192.168.1.10—192.168.1.20
e [P address group — a group of addresses defined in WinRoute (refer to chapter 14.1)

e Subnet with mask — subnet defined by network address and mask

(e.g. 192.168.1.0/255.255.255.0)

e Network connected to interface — selection of the interface or a group of interfaces
from which the packet comes in (Source) or via which they are sent out (Destination).

Groups of interfaces allow creation of more general rules independent from any partic-
ular network configuration (e.g. it is not necessary to change such rules when Internet
connection is changed or when a new LAN segment is added). It is recommended to
define traffic rules associated with groups of interfaces wherever possible. For details
on network interfaces and groups of interfaces, see chapter 5.
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B Network Connected to E

{* Internet interfaces
" Trusted/Local inkerfaces

{~ Selected inkerface:

| I Irkernet 4mbit =]

(] 4 Zancel |

Figure 7.10 Traffic rule — selecting an interface of a group of interfaces

Note: Only the Internet interfaces and the Trusted / Local interfaces group can be used
in traffic rules. Another method is used to add interfaces for Kerio VPN(see below).
The Other interfaces group includes interfaces of various types that were not filed in
another group. For this reason, traffic rules for such group would not be of much use.

VPN — virtual private network (created with Kerio VPN). This option can be used to
add the following items:

£ Incoming YPM clients

(PN tuninel | i Al |

(] 4 Zancel |

Figure 7.11 Traffic rule — VPN clients / VPN

tunnel in the source/destination address definition

1. Incoming VPN connections (VPN clients) — all VPN clients connected to the
WinRoute VPN server via the Kerio VPN Client

2. VPN tunnel — network connected to this server from a remote server via the VPN
tunnel The All option covers all networks connected by all VPN tunnels defined
which are active at the particular moment.

For detailed information on the proprietary VPN solution integrated in WinRoute, refer
to chapter 23.
Users — users or groups that can be chosen in a special dialog

The Authenticated users option makes the rule valid for all users authenticated to the
firewall (see chapter 10.1). Use the User(s) from domain option to add users/groups
from mapped Active Directory domains or from the local user database (for details,
refer to chapter 15).
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ﬂUsers

—Select user(s)

" Authenticated users

f* User(s) from domain: IL.:.caI |User Database ;I

Other users: Selected users:
Mame | Mame I
3 Adrinistr kof £ Admins

g 5ales zz || & jsmith
':;";Suppu:urt

a.\f\dmin BEP

alcarr

amwayne

[ Hide disabled user accounks

(0] I Cancel

Figure 7.12 Traffic rule — users and groups in the source/destination address definition

Hint

Users/groups from various domains can be added to a rule at a moment. Select a do-
main, add users/groups, choose another domain and repeat this process until all de-
manded users/groups are added.

In traffic rules, user are represented by IP address of the host they are connected
(authenticated) from. For detailed description on user authentication, refer to chap-

ter 10.1.

Note:

1. If you require authentication for any rule, it is necessary to ensure that a rule ex-
ists to allow users to connect to the firewall authentication page. If users use each
various hosts to connect from, IP addresses of all these hosts must be considered.

2. If user accounts or groups are used as a source in the Internet access rule, auto-

matic redirection to the authentication page nor NTLM authentication will work.
Redirection requires successful establishment of connection to the destination
server.

If traffic policy is set like this, users must be told to open the authentication page
(see chapters 11 and 10.1) in their browser and login before they are let into the
Internet.

This issue is described in detail in chapter 7.6.

e Firewall — a special address group including all interfaces of the host where the fire-
wall is running. This option can be used for example to permit traffic between the
local network and the WinRoute host.
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Use the Any button to replace all defined items with the Any item (this item is also used by
default for all new rules). This item will be removed automatically when at least one new item
is added.

Use the Remove button to remove all items defined (the Nothing value will be displayed in the
item list). This is helpful when rules are changed — it is not necessary to remove items one
by one. Whenever at least one item is added, the Nothing value will be removed automatically.
If the Nothing value is kept for the Source or/and Destination item, a corresponding rule is
disabled.

The Nothing value takes effect when network interfaces (see chapter 5) and users or groups
(see chapter 15) are removed . The Nothing value is automatically used for all Source, Desti-
nation or/and Service items of rules where a removed interface (or a user account, a group or
a service) has been used. Thus, all these rules are disabled.

Definition of rules with the Nothing value in any column is not of any use — it is more useful
to use the checkbox in the Name column instead to disable a rule.

Note: Removed interfaces cannot be replaced by the Any value, otherwise the traffic policy
might be changed fundamentally (e.g. an undesirable traffic might be allowed).

Service

Definition of service(s) on which the traffic rule will be applied. Any number of services defined
either in Configurations — Definitions — Services (see chapter 14.3) or using protocol and port
number (or by port range — a dash is used to specify the range) can be included in the list.

S HTTP | add -
S HTTPS
Edit... |
QPurt E
Remove |
Part or port range:
TP =] |soo0-s080 Ay
Clear |
(0] 4 Cancel |
(0] 4 Cancel

Figure 7.13 Traffic rule — setting a service
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Use the Any button to replace all defined items with the Any item (this item is also used by
default for all new rules). Whenever at least one new service is added, the Any value removed
automatically.

Use the Remove button to remove all items defined (the Nothing value will be displayed in
the item list). Whenever at least one service is added, the Nothing value will be removed
automatically. If the Nothing value is kept in the Service column, the rule is disabled.

The Nothing value is important for removal of services (see chapter 14.3). The Nothing value
is automatically used for the Service item of rules where a removed service has been used.
Thus, all these rules are disabled. Inserting the Nothing value manually is not meaningful
—a checking box in the Name column can be used instead.

Note: If there is a protocol inspector for a certain service in WinRoute, it is applied to all corre-
sponding traffic automatically. If desired to bypass the protocol inspector for certain traffic,
it is necessary to define this exception in the particular traffic rule. For detailed information,
see chapter 7.7.

Action

Action that will be taken by WinRoute when a given packet has passed all the conditions for the
rule (the conditions are defined by the Source, Destination and Service items). The following
actions can be taken:

EJ edit Rule (Action) HE

Action

W % Pamit

LCancel

Figure 7.14 Traffic rule — selecting an action
e Permit — traffic will be allowed by the firewall

e Deny — client will be informed that access to the address or port is denied. The client
will be warned promptly, however, it is informed that the traffic is blocked by firewall.

e Drop — all packets that fit this rule will be dropped by firewall. The client will not
be sent any notification and will consider the action as a network outage. The action
is not repeated immediately by the client (the client expects a response and tries to
connect later, etc.).
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Note: Tt is recommended to use the Deny option to limit the Internet access for local users and
the Drop option to block access from the Internet.

Translation

Source or/and destination IP address translation.

Source IP address translation (NAT — Internet connection sharing)

The source IP address translation can be also called IP masquerading or Internet connection
sharing. The source (private) IP address is substituted by the IP address of the interface
connected to the Internet in outgoing packets routed from the local network to the Internet.
Therefore, the entire local network can access the Internet transparently, but it is externally
considered as one host.

Source address translation is used in traffic rules applied to traffic from the local private
network to the Internet. In other rules (traffic between the local network and the firewall,
between the firewall and the Internet, etc.), NAT is meaningless. For detailed information and
examples of rules, refer to chapter

For source address translation, WinRoute offers these options:

Automatic IP address selection

B Edit Translations E
—Source MAT

¥ Enable source NAT

I Default setting (recomended) LI

Kerio WinRoute Firewall will automatically choose the IP address for source MAT
depending on the internet connectivity:,

{* Perform load balancing per host (better compatibility)
Zonnections initiaked by the same host will akways use the same internet link.

" Perform load balancing per connection (better performance)

Zonnections initiaked by the same hosk may use different internet links, Whils
this setting offers better performance you may experience compatibilicy
problems with some applications and web sites,

[~ allow reverse conneckions From any host (Full cone NAT)

Figure 7.15 Traffic rule — NAT — automatic IP address selection
By default, in packets sent from the LAN to the Internet the source IP address will be
replaced by IP address of the Internet interface of the firewall through which the packet
is sent. This IP address translation method is useful in the general rule for access from the
LAN to the Internet (see chapter 7.4), because it works correctly in any Internet connection
configuration and for any status of individual links (for details, see chapter 6).
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If WinRoute works in the mode of network traffic load balancing (see chapter 6.4), you
can select a method which will be used for spreading the traffic between the LAN and the
Internet over individual Internet links:

e Load balancing per host — all traffic from the specific host (client) in the LAN will
always be routed via the same Internet link. All connections from the client will be
established from the same source IP address (the public address of the particular
interface of the firewall). This method is set as default, because it guarantees the
same behavior as in case of clients connected directly to the Internet. However,
load balancing dividing the traffic among individual links may be not optimal in
this case.

e Load balancing per connection — for each established from the LAN
to the Internet will be selected an Internet link to spread the load optimally.
This method guarantees the most efficient use of the Internet connection’s ca-
pacity. However, it might also introduce problems and collisions with certain
services. The problem is that individual connections are established from vari-
ous IP addresses (depending on the firewall’s interface from which the packet is
sent) which may be considered as an attack at the destination server which might
result in closing of the session, blocking of the traffic, etc.

If another type of Internet connection is used (a single leased link, on demand dialing or
connection failover), these options have no effect on WinRoute’s functionality.

—— Hint
For maximal efficiency of the connection’s capacity, it is possible to combine both load
balancing methods. In the general rule for access from the LAN to the Internet, use load
balancing per connection and add a rule for specific services (servers, clients, etc.) which
will employ the load balancing per host method. For details, see also chapter

NAT to IP address of a specific interface
It is possible to select a specific interface which will be used for the source NAT in outgo-
ing packets. This also determines that packets will be sent to the Internet via this specific
link. This allows definition of rules for sending of a specific traffic through a selected —
so called — see chapter
If the selected Internet link fails, Internet will be unavailable for all traffic meeting criteria
(specific services, clients, etc.) specified by this rule. To prevent from such situations, it
is possible to allow use of an alternative (back-up) interface (link) for cases of the link’s
failure. If set as suggested, WinRoute will behave like in mode of automatic interface
selection (see above) if the such failure occurs.

NAT with a specified IP address
It is also possible to specify an IP address for NAT which will be used as the source IP
address for all packets sent from the LAN to the Internet. This option is available above
all to keep the environment compatible with older WinRoute versions. However, use of
a fixed IP address has many limitations:

e Itis necessary to use an IP address of one of the firewall's Internet interfaces. If
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B Edit Translations E

—Source MAT

¥ Enable source NAT

I IJse specified outgoing interface LI

Kerio WinFoute Firewall will use the IP address of the Following specified interface
For source MAT,

Interface:

| W@ Intermet 4mbit -]

[v allow using of a different interface i this one becomes unavailable

[~ allow reverse conneckions From any host (Full cone NAT)

Figure 7.16 Traffic rule — NAT — NAT with specific interface (its IP address)

any other address is used (including even local private addresses). NAT will not
work correctly and packets sent tto the Internet will be dropped.

e For obvious reasons, specific IP address cannot be used for NAT in the Internet
connection failover and the network traffic load balancing modes.

B Edit Translations E

—Source MAT

¥ Enable source NAT

I IUse specified IP address LI

Kerio WinRoute Firewall will use the Follmwing specified IP address For source MAT.

IP address:

92.16.65.127

[~ allow reverse conneckions From any host (Full cone NAT)

Figure 7.17 Traffic rule — NAT — NAT with specific IP address

Full cone NAT

For all NAT methods it is possible to set mode of allowing of incoming packets coming from
any address — so called Full cone NAT.

If this option is off, WinRoute performs so called Port restricted cone NAT. In outgoing packets
transferred from the local network to the Internet, WinRoute replaces the source IP address of
the particular interface by public address of the firewall (see above). If possible, the original
source port is kept; otherwise, another free source port is assigned. As to incoming traffic,
only packets sent from the same IP address and port from which the outgoing packet was sent
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are let in. This translation method guarantees high security — the firewall will not let in any
packet which is not a response to the sent request.

However, many applications (especially applications working with multimedia, Voice over IP
technologies, etc.) use another traffic method where other clients can (with direct connection
established) connect to a port “opened” by an outgoing packet. Therefore, WinRoute supports
also the Full cone NAT mode where the described restrictions are not applied for incoming
packets. The port then lets in incoming packets with any source IP address and port. This
translation method allows running of applications in the private network that would either
work only partially or they would not work at all.

For example of using of Full cone NAT for VoIP applications, refer to chapter

—— Warning
Use of Full cone NAT brings certain security threats — the port opened by outgoing connection
can be accessed without any restrictions being applied. For this reason, it is recommended to
enable Full cone NAT only for a specific service (i.e. to create a special rule for this purpose).

By any means do not allow Full cone NAT in the general rule for traffic from the local network
to the Internet'! Such rule would significantly decrease security of the local network.

Note:

1. Older versions of WinRoute (to version 6.3.1 incl.) used so called Symmetric NAT where
each outgoing connection on the firewall was assigned a new source port from the reserved
range. For this reason, since 6.4.0 WinRoute includes significantly improved support for
VoIP and multimedia applications than the previous versions even without using special
traffic rules. Both methods have the same security level — they differ only in method of
assigning source ports on the firewall.

2. The method of IP address translation having been used since version 6.4.0 (i.e. Port re-
stricted cone NAT) allows also using of the IPSec protocol. Special support for IPSec in-
cluded in older versions of WinRoute is not needed any longer.

Destination NAT (port mapping):

Destination address translation (also called port mapping) is used to allow access to services
hosted in private local networks behind the firewall. All incoming packets that meet defined
rules are re-directed to a defined host (destination address is changed). This actually “moves”
to the Internet interface of the WinRoute host (i.e. IP address it is mapped from). From the
client’s point of view, the service is running on the IP address from which it is mapped (usually
on the firewall’s IP address).

Options for destination NAT (port mapping):

Typically the NAT rule created by the Traffic policy wizard — see chapter
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Deztination MAT [Part b apping)
= Mo Tranzlation

% Translate to: Iserver.cnmpany.cnm

W Tranzlate port b IBEIBEI

Figure 7.18 Traffic rule — destination address translation
e No Translation — destination address will not be modified.

o Translate to — IP address that will substitute the packet’s destination address. This
address also represents the IP address of the host on which the service is actually
running.

The Translate to entry can be also specified by DNS name of the destination computer.
In such cases WinRoute finds a corresponding IP address using a DNS query.

—— Warning
We recommend you not to use names of computers which are not recorded in the local
DNS since rule is not applied until a corresponding IP address is found. This might
cause temporary malfunction of the mapped service.

e Translate port to — during the process of IP translation you can also substitute the
port of the appropriate service. This means that the service can run at a port that is
different from the port where it is available from the Internet.

Note: This option cannot be used unless only one service is defined in the Service entry
within the appropriate traffic rule and this service uses only one port or port range.

For examples of traffic rules for port mapping and their settings, refer to chapter 7.4.

Log

The following actions can be taken to log traffic:

[ Edit Rule (Log) E

[~ Log matching packets

c| [v Log matching connections

(] 4 Zancel

Figure 7.19 Traffic rule — packet/connection logging
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o Log matching packets — all packets matching with rule (permitted, denied or dropped,
according to the rule definition) will be logged in the Filter log.

e Log matching connections — all connections matching this rule will be logged in the
Connection log (only for permit rules). Individual packets included in these connec-
tions will not be logged.

Note: Connection cannot be logged for blocking and dropping rules (connection is not

even established).

The following columns are hidden in the default settings of the Traffic Policy window (for
details on showing and hiding columns, see chapter 3.2):

Valid on

Time interval within which the rule will be valid. Apart from this interval WinRoute ignores
the rule.

The special always option can be used to disable the time limitation (it is not displayed in the
Traffic Policy dialog).

When a denying rule is applied and/or when an allowing rule’s appliance terminates, all active
network connections matching the particular rule are closed immediately.

Protocol inspector

Selection of a protocol inspector that will be applied on all traffic meeting the rule. The menu
provides the following options to select from:

ﬂEdit Rule {Protocol Inspector) | x|

Protocol Inspeckor
" Default

" Mone

v Other: |FTP ;I

FTP -
H.323-H.225RA5

H.323-0.931 J

— TR

MMS
POP3

PRTP —
RAP

RTSP -

Figure 7.20 Traffic rule — protocol inspector selection
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e Default — all necessary protocol inspectors (or inspectors of the services listed in the
Service entry) will be applied on traffic meeting this rule.

e None — no inspector will be applied (regardless of how services used in the Service
item are defined).

e Other — selection of a particular inspector which will be applied to traffic meeting this
rule (all WinRoute’s protocol inspectors are available). No other protocol inspector will
be applied to the traffic, regardless of settings of services in the Service section.

Do not use this option unless the appropriate traffic rule defines a protocol belonging
to the inspector. Functionality of the service might be affected by using an inappro-
priate inspector.

For more information, refer to chapter 7.7.
Note: Use the Default option for the Protocol Inspector item if a particular service (see the

Service item) is used in the rule definition (the protocol inspector is included in the service
definition).

7.4 Basic Traffic Rule Types

WinRoute traffic policy provides a range of network traffic filtering options. In this chapter
you will find some rules used to manage standard configurations. Using these examples you
can easily create a set of rules for your network configuration.

IP Translation (NAT)

IP translation (as well as Internet connection sharing) is a term used for the exchange of a
private IP address in a packet going out from the local network to the Internet with the IP
address of the Internet interface of the WinRoute host. This technology is used to connect
local private networks to the Internet by a single public IP address.

The following example shows an appropriate traffic rule:

Marme Source Destination Service | Action | Translation
B nar 0| TrustediLocal |2 Internet |48 Any [ MAT

Figure 7.21 A typical traffic rule for NAT (Internet connection sharing)

Source
The Trusted / Local interfaces group. This group includes all segments of the LAN con-
nected directly to the firewall. If access to the Internet from some segments is supposed
to be blocked, the most suitable group to file the interface into is Other interfaces.
If the local network consists of cascaded segments (i.e. it includes other routers), it is not
necessary to customize the rule in accordance with this fact — it is just necessary to set
routing correctly (see chapter 18.1).
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Destination
The Internet interfaces group. With this group, the rule is usable for any type of Internet
connection (see chapter 6) and it is not necessary to modify it even it Internet connection
is changed.

Service
This entry can be used to define global limitations for Internet access. If particular ser-
vices are defined for IP translations, only these services will be used for the IP translations
and other Internet services will not be available from the local network.

Action
To validate a rule one of the following three actions must be defined: Permit, Drop, Deny.

Translation

In the Source NAT section select the Default settings option (the primary IP address of
the interface via which packets go out from the WinRoute host will be used for NAT). This
also guarantees versatility of this rule — IP address translation will always be working
correctly, regardless the Internet connection type and the particular link type via which
the packet will be sent to the Internet.

—— Warning
The No translation option should be set in the Destination address translation section,
otherwise the rule might not function. Combining source and destination IP address
translation is relevant under special conditions only .

Placing the rule
The rule for destination address translation must be preceded by all rules which deny
access to the Internet from the local network.

Note: Such a rule allows access to the Internet from any host in the local network, not from
the firewall itself (i.e. from the WinRoute host)!

Traffic between the firewall and the Internet must be enabled by a special rule. Since WinRoute
host can access the Internet directly, it is not necessary to use NAT.

Marme Source Destination Service Action | Translation
B Firewall traffic ©5{(C3 Firewall & Any & any |

Figure 7.22 Rule for traffic between the firewall and hosts in the Internet

Port mapping

Port mapping allows services hosted on the local network (typically in private networks) to
become available over the Internet. The locally hosted server would behave as if it existed
directly on the Internet (public address of the WinRoute host).

Since 6.4.0, WinRoute allows to access mapped services also from the local network. This
avoids problems with different DNS records for the Internet and the local network.

Traffic rule for port mapping can be defined as follows:
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Marme Source Destination Service Action | Translation

B web server 0|4 Any L0 Firewall |55 HTTP | |MAP 192.168.1.10
S HTTPS

Figure 7.23 Traffic rule that makes the local web server available from the Internet

Source
Mapped services can be accessed by clients both from the Internet and from the local
network. For this reason, it is possible to keep the Any value in the Source entry (or it
is possible to list all relevant interface groups or individual groups — e.g. Internet and
LAN).

Destination
The WinRoute host labelled as Firewall, which represents all IP addresses bound to the
firewall host.
This service will be available at all addresses of the interface connected to the Internet.
To make the service available at a particular IP address, use the Host option and specify
the IP address (see the multihoming example).

Service
Services to be available. You can select one of the predefined services (see chapter 14.3)
or define an appropriate service with protocol and port number.
Any service that is intended to be mapped to one host can be defined in this entry. To
map services for other hosts you will need to create a new traffic rule.

Action
Select the Allow option, otherwise all traffic will be blocked and the function of port
mapping will be irrelevant.

Translation
In the Destination NAT (Port Mapping) section select the Translate to IP address option and
specify the IP address of the host within the local network where the service is running.
Using the Translate port to option you can map a service to a port which is different from
the one where the service is available from the Internet.
—— Warning
In the Source NAT section should be set to the No Translation option. Combining source
and destination IP address translation is relevant under special conditions only .

Note: For proper functionality of port mapping, the locally hosted server must point to
the WinRoute firewall as the default gateway. Port mapping will not function well unless
this condition is met.

Placing the rule
As already mentioned, mapped services can be accessed also from the local network.
During access from the local network, connection is established from the local (private)
IP address to an IP address in the Internet (the firewall’s public IP address). If the rule
for mapped service is preceded by a rule allowing access from the local network to the
Internet, according to this rule the packet would be directed to the Internet and then
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dropped. Therefore, it is recommended to put all rules for mapped services at the top of
the table of traffic rules.

Note: If there are separate rules limiting access to mapped services, these rules must
precede mapping rules. It is usually possible to combine service mapping and access
restriction in a single rule.

Multihoming

Multihoming is a term used for situations when one network interface connected to the In-
ternet uses multiple public IP addresses. Typically, multiple services are available through
individual IP addresses (this implies that the services are mutually independent).

In the local network a web server web1 with IP address 192.168.1.100 and a web server web2
with IP address 192.168.1.200 are running in the local network. The interface connected to
the Internet uses two public IP addresses — 63.157.211.10 and 63.157.211.11. We want
the server web1l to be available from the Internet at the IP address 63.157.211.10, the server
web?2 at the IP address 63.157.211.11.

The two following traffic rules must be defined in WinRoute to enable this configuration:

I ame Source Dreztination Service Action | Tranzlation
B vweh server #1 mapping |+ Any =) 5315721110 |4 HTTR \/ AR 132168.1.100
B e server 2 mapping |+ Any = 5315721117 |44 HTTR \/ AP 1321681, 200

Figure 7.24 Multihoming — web servers mapping

Source
Any (see the previous example referring to mapping of single service).

Destination
An appropriate IP address of the interface connected to the Internet (use the Host option
for insertion of an IP address).

Service
Service which will be available through this interface (the HTTP service in case of a Web
server).

Action
Select the Allow option, otherwise all traffic will be blocked and the function of port
mapping will be irrelevant.

Translation
Go to the Destination NAT (Port Mapping) section, select the Translate to IP address option
and specify IP address of a corresponding Web server (webl or web2).
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Limiting Internet Access

Sometimes, it is helpful to limit users access to the Internet services from the local network.
Access to Internet services can be limited in several ways. In the following examples, the
limitation rules use IP translation. There is no need to define other rules as all traffic that
would not meet these requirements will be blocked by the default "catch all" rule.

Other methods of Internet access limitations can be found in the Exceptions section (see below).
Note: Rules mentioned in these examples can be also used if WinRoute is intended as a neutral

router (no address translation) — in the Translation entry there will be no translations defined.

1. Allow access to selected services only. In the translation rule in the Service entry specify
only those services that are intended to be allowed.

Marme Source Destination Service Action | Translation

B ot 2| = Trusted|Local <2 Inkernet |55 DNS W |MaT

5 FTP

2= FTP
HTTP

S HTTPS

& &

&g

Telnet

Figure 7.25 Internet connection sharing — only selected services are available

2. Limitations sorted by IP addresses. Access to particular services (or access to any Internet
service) will be allowed only from selected hosts. In the Source entry define the group of IP
addresses from which the Internet will be available. This group must be formerly defined
in Configuration — Definitions — Address Groups (see chapter 15.5).

Marme Source Destination Service | Action | Translation

B raT for sllowed hosts 9|75 Internet access (<2 Internet |48 Any | MAT

Figure 7.26 Only selected IP address group(s) is/are allowed to connect to the Internet

Note: This type of rule should be used only if each user has his/her own host and the
hosts have static IP addresses.

3. Limitations sorted by users. Firewall monitors if the connection is from an authenticated
host. In accordance with this fact, the traffic is permitted or denied.

Marme Source Destination Service Action | Translation
B rat for a group of users 0 tﬂ Internet access [<2 Inkernet o Any \/ MAT

Figure 7.27 Only selected user group(s) is/are allowed to connect to the Internet
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Alternatively you can define the rule to allow only authenticated users to access specific
services. Any user that has a user account in WinRoute will be allowed to access the
Internet after authenticating to the firewall. Firewall administrators can easily monitor
which services and which pages are opened by each user (it is not possible to connect

anonymously).
Marme Source Destination Service Action | Translation
B rat for a group of users &0 a authenticated users |2 Inkernet & Any \/ MAT

Figure 7.28 Only authenticated users are allowed to connect to the Internet
For detailed description on user authentication, refer to chapter 10.1.

Note:

1. The rules mentioned above can be combined in various ways (i.e. a user group can be
allowed to access certain Internet services only).

2. Usage of user accounts and groups in traffic policy follows specific rules. For detailed
description on this topic, refer to chapter 7.6.

Exclusions

You may need to allow access to the Internet only for a certain user/address group, whereas
all other users should not be allowed to access this service.

This will be better understood through the following example (how to allow a user group to
use the Telnet service for access to servers in the Internet). Use the two following rules to meet
these requirements:

o First rule will deny selected users (or a group of users/IP addresses, etc.) to access the
Internet.

e Second rule will deny the other users to access this service.

Marme Source Destination Service Action | Translation

1 allaw Telnet far a group of users ﬂg Telnet allowed |2 Internet ::(:? Telnet \/ MAT

=3 Deny Telnet & Ay 23 Inkernet ::(:? Telmet | .«

ar

Figure 7.29 Exception — Telnet is available only for selected user group(s)
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7.5 Policy routing

If the LAN is connected to the Internet by multiple links with load balancing (see chapter 6.4),
it may be needed that one link is reserved for a certain traffic, leaving the rest of the load for
the other links. Such a measure is useful if it is necessary to keep important traffic swinging
(email traffic, the informational system, etc.), i.e. not slowed down by secondary or even
marginal traffic (web browsing, online radio channels, etc.). To meet this crucial requirement
of an enterprise data traffic, it is necessary to consider and employ, besides the destination IP
address, additional information when routing packets from the LAN to the Internet, such as
source IP address, protocol, etc. This approach is called policy routing.

In WinRoute, policy routing can be defined by conditions in traffic rules for Internet access
with IP address translation (NAT). This approach brings wide range of options helping to meet
all requirements for routing and network load balancing.

Note: Policy routing traffic rules are of higher priority than routes defined in the routing table
(see chapter 18.1).

Example: A link reserved for email traffic

Let us suppose that the firewall is connected to the Internet by two links with load balancing
with speed values of 4 Mbit/s and 8 Mbit/s. One of the links is connected to the provider where
the mailserver is also hosted. Therefore, it is desirable that all email traffic (SMTP, IMAP, POP3
protocols and their secured versions) is routed through this link.

Define the following traffic rules to meet these requirements:

e First rule defines that NAT is applied to email services and the Internet 4 Mbit interface
is used.

e The other rule is a general NAT rule with automatic interface selection (see chap-

ter 7.4).

MNarne Source Destination Service Action | Translation

B naT - Dedicated link for email £ 99 TrustediLocal (<2 Internet |55 IMAP |7 |NAT (Inkernet 4Mbit)
5 TMAPS
%5 POP3
% POP3S
S SMTP
45 SMTPS

B ot 0| W TrustedfLocal |<2 Internet |8 any [y [MAT

Figure 7.30 Policy routing — a link reserved for email traffic
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Setting of NAT in the rule for email services is shown in figure 7.31. It is recommended to
allow use of a back-up link for case that the reserved link fails. Otherwise, email services will
be unavailable when the connection fails.

B Edit Translations E

—Source MAT

¥ Enable source NAT

I IJse specified outgoing interface LI

Kerio WinFoute Firewall will use the IP address of the Following specified interface
For source MAT,

Inkerface:
| W@ Intermet 4mbit -]

[v allow using of a different interface i this one becomes unavailable

[~ allow reverse conneckions From any host (Full cone NAT)

Figure 7.31 Policy routing — setting NAT for a reserved link

Let us suppose that the mailserver provides also Webmail and CalDAV services which use
HTTP(s) protocol. Adding these protocols in the first rule would make all web traffic routed
through the reserved link. To reach the desired goal, the rule can be modified by reserving the
link for traffic with a specific server — see figure 7.32.

Marne Source Destination Service Action | Translation
B raT - Dedicated link For emai 0| %9 Trusted)Local = mail, server.com & Any \/ MAT (Internet 4Mbit)
B nar | #% Trusted/Local [<2 Internet & any | MAT

Figure 7.32 Policy routing — a link reserved for a specific server

Note: In the second rule, automatic interface selection is used. This means that the Internet
4Mbit link is also used for network traffic load balancing. Email traffic is certainly still re-
spected and has higher priority on the link reserved by the first rule. This means that total
load will be efficiently balanced between both links all the time.

If you need to reserve a link only for a specific traffic (i.e. route other traffic through othe
links), go toConfiguration — Interfaces and set the speed of the link to 0 Mbit/s. In this case
the link will not be used for load balancing. Only traffic specified in corresponding traffic rules
will be routed through it.
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Example: Optimization of network traffic load balancing

WinRoute provides two options of network traffic load balancing: per host (clients) or per con-
nection (for details, refer to chapter 7.3). With respect to variability of applications on individ-
ual hosts and of user behavior, the best solution (more efficient use of individual links) proves
to be the option of load balancing per connection. However, this mode may encounter prob-
lems with access to services where multiple connections get established at one moment (web
pages and other web related services). The server can consider source addresses in individual
connections as connection recovery after failure (this may lead for instance to expiration of
the session) or as an attack attempt (in that case the service can get unavailable).

This problem can be bridged over by policy routing. In case of “problematic” services (e.g.
HTTP and HTTPS) the load will be balanced per host, i.e. all connections from one client will
be routed through a particular Internet link so that their IP address will be identical (a single
IP address will be used). To any other services, load balancing per connection will be applied
— thus maximally efficient use of the capacity of available links will be reached.

Meeting of the requirements will be guaranteed by using two NAT traffic rules — see fig-
ure . In the first rule, specify corresponding services and set the per host NAT mode. In
the second rule, which will be applied for any other services, set the per connection NAT mode.

Mame Saurce Destination Service Action | Translation
B nat - Balancing per host 0| #y Trusted/Local 22 Inkermet &j HTTP \/ MAT
& HTTPS
B nat- Balancing per connection 2| #% Trusted/Local 22 Inkernet o Any 1/ MAT
Balancing Per Connection

Figure 7.33 Policy routing — load balancing optimization

7.6 User accounts and groups in traffic rules

In traffic rules, source/destination can be specified also by user accounts or/and user groups.
In traffic policy, each user account represents IP address of the host from which user is con-
nected. This means that the rule is applied to users authenticated at the firewall only (when
the user logs out, the rule is not effective any longer). This chapter is focused on various
issues relating to use of user accounts in traffic rules as well as hints for their solution.

Note: For detailed information on traffic rules definition, refer to chapter

How to enable certain users to access the Internet

How to enable access to the Internet for specific users only? Assuming that this problem
applies to a private local network and Internet connection is performed through NAT, simply
specify these users in the Source item in the NAT rule.
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Marme Source

Destination Service

Action | Translation

.
B ot =1 P>

o

TSI

2 Inkernet | Any

W |MaT

Such a rule enables the specified users to connect to the Internet (if authenticated). However,
these users must open the WinRoute interface’s login page manually and authenticate (for

Figure 7.34 This traffic rule allows only selected users to connect to the Internet

details, see chapter 10.1).

However, with such a rule defined, all methods of automatic authentication will be ineffective
(i.e. redirecting to the login page, NTLM authentication as well as automatic authentication
from defined hosts). The reason is that the automatic authentication (or redirection to the
login page) is not invoked unless connection to the Internet is being established (for license
counting reasons — see chapter 4.6). However, this NAT rule blocks any connection unless

the user is authenticated.

Enabling automatic authentication

The automatic user authentication issue can be solved easily as follows:

e Add a rule allowing an unlimited access to the HTTP service before the NAT rule.

Mame Source Destination | Service Action | Translation | Protocol Inspector
B v without authentication &2| % Trustedlocal (€22 Internet :g«; HTTE | MAT Defaulk
B nat | & ismith 2 Inkernet | Ay | |MAT Default

a lcarr

a TMEYNE

e In URL rules (see chapter 12.2), allow specific users to access any Web site and deny

Figure 7.35 These traffic rules enable automatic redirection to the login page

any access to other users.

e

HTTP Policy

LRL Rules ICantent Rules I Cache | Proxy Server | Forbidden \Words | I35 Crangeiieb Filker

Description | Ackion I Users List I Condition
Allow access to selected users \/ Permit jsmith,lcarr,mwayne  all objects
Deny access to all users ¢ Deny all objects

Figure 7.36 These URL rules enable specified users to access any Web site
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User not authenticated yet who attempts to open a Web site will be automatically redirected
to the authentication page (or authenticated by NTLM, or logged in from the corresponding
host). After a successful authentication, users specified in the NAT rule (see figure ) will
be allowed to access also other Internet services. As well as users not specified in the rules,
unauthenticated users will be disallowed to access any Web site or/and other Internet services.

Note: In this example, it is assumed that client hosts use the WinRoute DNS Forwarder or local
DNS server (traffic must be allowed for the DNS server). If client stations used a DNS server
in the Internet (this configuration is not recommended!), it would be necessary to include the
DNS service in the rule which allows unlimited Internet access.

7.7 Partial Retirement of Protocol Inspector

Under certain circumstances, appliance of a protocol inspector to a particular communication
might be undesirable. To disable specific protocol inspection, define corresponding source
and destination IP addresses and a traffic rule for this service that will define explicitly that
no protocol inspector will be used.

Example

A banking application (client) communicates with the bank’s server through its proper proto-
col which uses TCP protocol at the port 2000. Supposing the banking application is run on
a host with IP address 192.168.1.15 and it connects to the server server.bank.com.

This port is used by the Cisco SCCP protocol. The protocol inspector of the SCCP would be
applied to the traffic of the banking client under normal circumstances. However, this might
affect functionality of the application or endanger its security.

A special traffic rule, as follows, will be defined for all traffic of the banking application:
1. Inthe Configuration — Definitions — Services section, define a service called Internet Bank-

ing: this service will use TCP protocol at the port 2000 and no protocol inspector is used
by this communication.

2. In the Configuration — Traffic Policy section, create a rule which will permit this service
traffic between the local network and the bank’s server. Specify that no protocol inspector
will be applied.

Note: In the default configuration of the Traffic rules section, the Protocol inspector column
is hidden. To show it, modify settings through the Modify columns dialog (see chapter 3.2).
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) service Definition E

—General

Marme:

IInternet banking

Descripkion:

IInternet banking

Protocol: Protocol inspector:
ITCF‘ LI I{nune]l LI
—aource Pork——  —Destination Park
I.ﬁ.ny LI IEquaI ko LI
Port number;
|z000
(] 4 Zancel

Figure 7.37 Service definition without inspector protocol

Marne Source Destination Service Action | Protocol Inspeckor

B 1rkernet banking 2| ™! 192.165.1.15 | ™ server.bank.com :}j Internet banking 1/ Mone

Figure 7.38 This traffic rule allows accessing service without protocol inspection

—— Warning
To disable a protocol inspector, it is not sufficient to define a service that would not use the
inspector! Protocol inspectors are applied to all traffic performed by corresponding protocols
by default. To disable a protocol inspector, special traffic rules must be defined.

7.8 Use of Full cone NAT

However, many applications (especially applications working with multimedia, Voice over IP
technologies, etc.) use another traffic method where other clients can (with direct connection
established) connect to a port “opened” by an outgoing packet. For these cases, WinRoute
includes a special mode of address translation, known as Full cone NAT. In this mode, opened
port can be accessed from any IP address and the traffic is always redirected to a correspond-
ing client in the local network.

Use of Full cone NAT may bring certain security risk. Each connection established in this mode
opens a possible passage from the Internet to the local network. To keep the security as high
as possible, it is therefore necessary to enable Full cone NAT for particular clients and services
only. The following example refers to an IP telephone with the SIP protocol.

Note: For details on traffic rules definition, refer to chapter 7.3.
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Example: SIP telephone in local network

In the local network, there is an IP telephone registered to an SIP server in the Internet. The
parameters may be as follows:

e IP address of the phone: 192.168.1.100
e Public IP address of the firewall: 195.192.33.1
e SIP server: sip.server.com

Since the firewall performs IP address translation, the telephone is registered on the SIP server
with the firewall’s public address (195.192.33.1). If there is a call from another telephone
to this telephone, the connection will go through the firewall’s address (195.192.33.1) and
the corresponding port. Under normal conditions, such connection can be established only
directly from the SIP server (to which the original outgoing connection for the registration was
established). However, use of Full cone NAT allows such connection for any client calling to
the SIP telephone in the local network.

Full cone NAT will be enabled by an extremely restrictive traffic rule (to keep the security level
as high as possible):

Marme Source Destination Service | Action | Translation
M Ful ConenaT £ ™) 192.168.1.100 | ™) sip.server.com |S5 SIP | [Full Cone NAT

Figure 7.39 Definition of a Full cone NAT traffic rule
e Source — IP address of an SIP telephone in the local network.

e Destination — name or IP address of an SIP server in the Internet. Full cone NAT will
apply only to connection with this server.

e Service — SIP service (for an SIP telephone). Full cone NAT will not apply to any other
services.

e Action — traffic must be allowed.

o Translation — select a source NAT method (see chapter 7.3) and enable the Allow
returning packets from any host (Full cone NAT) option.

Rule for Full cone NAT must precede the general rule with NAT allowing traffic from the local
network to the Internet.
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B Edit Translations E

—Source MAT

¥ Enable source NAT

I Default setting (recomended) LI

Kerio WinRoute Firewall will automatically choose the IP address for source MAT
depending on the internet connectivity:,

{* Perform load balancing per host (better compatibility)
Zonnections initiaked by the same host will akways use the same internet link.

" Perform load balancing per connection (better performance)

Zonnections initiaked by the same hosk may use different internet links, Whils
this setting offers better performance you may experience compatibilicy
problems with some applications and web sites,

v dllow reverse conneckions From any host (Full cone NAT)

Figure 7.40 Enabling Full cone NAT in the traffic rule

7.9 Media hairpinning

WinRoute allows to “arrange” traffic between two clients in the LAN which “know each other”
only from behind the firewall’s public IP address. This feature of the firewall is called hairpin-
ning (with the hairpin root suggesting the packet’s “U-turn” back to the local network). Used
especially for transmission of voice or visual data, it is also known as media hairpinning.

Example: Two SIP telephones in the LAN
Let us suppose two SIP telephones are located in the LAN. These telephones authenticate at
a SIP server in the Internet. The parameters may be as follows:

e [P addresses of the phones: 192.168.1.100 and 192.168.1.101

e Public IP address of the firewall: 195.192.33.1

e SIP server: sip.server.com

For the telephones, define corresponding traffic rules — see chapter (as apparent from
figure , simply specify Source of the Full cone NAT traffic rule by IP address of the other
telephone).

Both telephones will be registered on SIP server under the firewall’s public IP address
(195.192.33.1). If these telephones establish mutual connection, data packets (for voice
transmission) from both telephones will be sent to the firewall’s public IP address (and to the
port of the other telephone). Under normal conditions, such packets would be dropped. How-
ever, WinRoute is capable of using a corresponding record in the NAT table to recognize that
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a packet is addressed to a client in the local network. Then it translates the destination IP
address and sends the packet back to the local network (as well as in case of port mapping).
This ensures that traffic between the two phones will work correctly.

Note:

1. Hairpinning requires traffic between the local network and the Internet being allowed (be-
fore processed by the firewall, packets use a local source address and an Internet destina-
tion address — i.e. this is an outgoing traffic from the local network to the Internet). In
default traffic rules created by the wizard (see chapter 7.1), this condition is met by the
NAT rule.

2. In principle, hairpinning does not require that Full cone NAT is allowed (see chapter 7.8).
However, in our example, Full cone NAT is required for correct functioning of the SIP
protocol.
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Chapter 8
Configuration of network services

This chapter provides guidelines for setting of basic services in WinRoute helpful for easy
configuration and smooth access to the Internet:

DNS forwarder — this service is used as a simple DNS server for the LAN,

DHCP server — provides fully automated configuration of LAN hosts,
e DDNS client — provides automatic update of firewall logs in public dynamic DNS,

e Proxy server — enables access to the Internet for clients which cannot or do not want
to use the option of direct access,

e HTTP cache — this service accelerates access to repeatedly visited web pages (for
direct connections with proxy server).

8.1 DNS Forwarder

In WinRoute, the DNS Forwarder plug-in can be used to enable easier configuration for DNS
hosts within local networks or to speed up responses to repeated DNS queries. At local hosts,
DNS can be defined by taking the following actions:

e use IP address of the primary or the back-up DNS server. This solution has the risk
of slow DNS responses. All requests from each computer in the local network will be
sent to the Internet.

e use the DNS server within the local network (if available). The DNS server must be
allowed to access the Internet in order to be able to respond even to queries sent from
outside of the local domain.

e use DNS Forwarder in WinRoute. DNS Forwarder can be also used as a basic DNS server
for the local domain (see below) or as a forwarder for the existing server.

If possible, it is recommended to use DNS Forwarder as a primary DNS server for LAN hosts
(the last option). DNS Forwarder provides fast processing of DNS requests and their correct
routing in more complex network configurations. DNS forwarder can answer directly to re-
peated requests and to requests for local DNS names, without the need of contacting DNS
servers in the Internet.

If DNS forwarder cannot answer any DNS request on its own, it forwards it to a DNS server set
for the Internet link through which the request is sent. For details addressing configuration
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of the firewall’s network interfaces, see chapter 5, more information on Internet connection
options, refer to chapter

DNS Forwarder configuration

In WinRoute default settings, the DNS Forwarder is enabled and DNS queries are automatically
forwarded to one of the DNS servers set for the particular Internet link (usually DNS servers
assigned by the ISP). The configuration can be fine-tuned in Configurations — DNS Forwarder.

7. | DNS Forwarder

DMS Forwarding |

¥ Enable DNS Forwarding

—DM3 Forwarding

¥ Enable cache For Faster response ko repeated queries Clear cache |
v Use custom Forwarding Define. .. |

—Simple DMS resolukion

Before Forwarding a query, try ko find name in;

v 'hiosts' File Edit File. .. |

v DHCP lease kable

Wehen resolving name From 'hosts' file or lease kable combing it with DS domain below:;

Icnmpany.cnm

Figure 8.1 DNS forwarder settings

Enable DNS forwarding
This option switches between the on/off modes of the DNS Forwarder (the service uses
UDP protocol and port 53). If DNS Forwarder is not used for your network configuration,
it can be switched off. If you want to run another DNS server on the same host, DNS
Forwarder must be switched off, or there will be a collision on the port.

Enable cache for faster response of repeated queries
If this option is on, all responses will be stored in local DNS Forwarder cache. Responses
to repeated queries will be much faster (the same query sent by various clients is also
considered as a repeated query).
Physically, the DNS cache is kept in RAM. However, all DNS records are also saved in the
DnsCache.cfg file (see chapter ). This means that records in DNS cache are kept
even after WinRoute Firewall Engine is stopped or WinRoute is disconnected.
Note:
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1. Time period for keeping DNS logs in the cache is specified individually in each log
(usually 24 hours).
2. Use of DNS also speeds up activity of the built-in proxy server (see chapter 8.4).

Clear cache
Click this button to remove all records in the DNS Forwarder’s cache (regardless of their
lifetime). This feature can be helpful e.g. for configuration changes, dial-up testing, error
detection, etc.

Use custom forwarding
Use this option to enable settings for forwarding certain DNS queries to other DNS
servers.

Enable DNS forwarding

DNS forwarder allows forwarding of certain DNS requests to specific DNS servers. This feature
can be helpful for example when we intend to use a local DNS server for the local domain
(the other DNS queries will be forwarded to the Internet directly — this will speed up the
response). DNS forwarder’s settings also play role in configuration of private networks where
it is necessary to provide correct forwarding of requests for names in domains of remote
subnets (for details, check chapter 23).

Request forwarding is defined by rules for DNS names or subnets. Rules are ordered in a list
which is processed from the top. If a DNS name or a subnet in a request matches a rule, the
request is forwarded to the corresponding DNS server. Queries which do not match any rule
are forwarded to the “default” DNS servers (see above).

Note: If the Simple DNS resolution is enabled (see below), the forwarding rules are applied only
if the DNS Forwarder is not able to respond by using the information in the hosts system file
and/or by the DHCP lease table.

Clicking on the Define button in the DNS Forwarder configuration (see figure 8.1) opens a dia-
log for setting of rules concerning forwarding of DNS queries.

Qtustum DMS Forwarding | x|

DMS Mame/Metwork | DMNS Server(s) |
* newyork, company.com 10,1.1.10

* Ccompansy.com do not Forward

10.0.0.0/255.0.0.0 10.1.1.10

192,168,0,0/255,255.0.0 do not Forward

|
!

add... Edit, .. Remove

(] 4 Zancel

Figure 8.2 Specific settings of DNS forwarding
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The rule can be defined for:

e DNS name — queries requiring names of computers will be forwarded to this DNS
server (so called A queries)

e a subnet — queries requiring IP addresses of the particular domain will be forwarded
to the DNS server (reverse domain — PTR queries)

Rules can be reordered by arrow buttons. This enables creating of more complex combinations
of rules — e.g. exceptions for certain workstations or subdomains. As the rule list is processed
from the top downwards, rules should be ordered starting by the most specific one (e.g. name
of a particular computer) and with the most general one at the bottom (e.g. the main domain
of the company). Similarly to this, rules for reversed DNS queries should be ordered by subnet
mask length (e.g. with 255.255.255.0 at the top and 255.0.0.0 at the bottom). Rules for
queries concerning names and reversed queries are independent from each other. For better
reference, it is recommended to start with all rules concerning queries for names and continue
with all rules for reversed queries, or vice versa.

Click on the Add or the Edit button to open a dialog where custom DNS forwarding rules can
be defined.

QEdit Custom Forwarding | x|

—DNS Query Type
% Mame DNS query

If the queried name matches:

I*.newyurk.cumpany.mm
Wildcard characters (*,7) are allowed
" Reverse DMS query

If IF address in the guery matches network/mask
| '

—Forwarding

{~ Do not Forward
{* Forward

Then Forward query ko DNS Server(s);

{10.1.1.10

Use semicolon { ;) ko separate individual entries,

(] 4 Zancel

Figure 8.3 DNS forwarding — a new rule
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The Name DNS query option allows specification of a rule for name queries. Use the If
the queried name matches entry to specify a corresponding DNS name (name of a host
in the domain).

It is usually desirable to forward queries to entire domains rather than to specific
names. Specification of a domain name may therefore contain * wildcard symbol
(asterisk — substitutes any number of characters) and/or ? (question mark — substi-
tutes a single character). The rule will be applied to all names matching with the string
(hosts, domains, etc.).

—— Example:
DNS name will be represented by the string ?erio.cx*. The rule will be applied to all
names in domains kerio.com, cerio.com, aerio.c etc., such as on www.kerio.com,
secure.kerio.com, www.aerio.c, etc.

—— Warning
In rules for DNS requests, it is necessary to enter an expression matching the full DNS
name! If, for example, the kerio.c* expression is introduced, only names kerio.cz,
kerio.com etc. would match the rule and host names included in these domains (such
as www.kerio.cz and secure.kerio.com) would not!

Use the Reverse DNS query alternative to specify rule for DNS queries on IP addresses
in a particular subnet. Subnet is specified by a network address and a corresponding
mask (i.e. 192.168.1.0 / 255.255.255.0).

Use the Then forward query to DNS Server(s) field to specify IP address(es) of one or
more DNS server(s) to which queries will be forwarded.

If multiple DNS servers are specified, they are considered as primary, secondary, etc.

If the Do not forward option is checked, DNS queries will not be forwarded to any
other DNS server — WinRoute will search only in the hosts local file or in DHCP ta-
bles (see below). If requested name or IP address is not found, non-existence of the
name/address is reported to the client.

Simple DNS resolution

DNS Forwarder can be used as a simple DNS server, typically for a local domain. If the simple
DNS resolution is set, the DNS forwarder attempts to respond to the received DNS query first
and it does not forward it to another DNS server unless unsuccessful.

Before forwarding a query...
These options allow setting of where the DNS Forwarder would search for the name or IP
address before the query is forwarded to another DNS server.

e ’hosts’ file — this file can be found in any operating system supporting TCP/IP.
Each row of this file includes host IP addresses and a list of appropriate DNS
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names. When any DNS query is received, this file will be checked first to find out
whether the desired name or IP address is included. If not, the query is forwarded
to a DNS server.

If this function is on, DNS Forwarder follows the same rule. Use the Edit button to
open a special editor where the hosts file can be edited within the Administration
Console even if this console is connected to WinRoute remotely (from another

host).
ﬂ'husts' file 7| x|
Find | Iserver ok I LCancel I
# be alaced in the fir;t column followed by the corezponding host name. ;I
# The IP addresz and the host name should be separated by at least one
# zpace.
#

# Additionally, comments [such as these] may be inzerted on individual
# lines or following the machine name denoted by a '8 symbal.

#

# For example:

#

1025494597  rhino.acme.com # zource server

# 38286310  wacme.com # » client hogt

127.0.01 lozalhosgt

19216811 zerver mail # firewall + mail zerver
192163.1.70 ey # Intranet WwWhwhef semver

Figure 8.4 Editor of the Hosts system file
e DHCP lease table— if the hosts within local network are configured by the DHCP
server in WinRoute (see chapter 8.2), the DHCP server knows what IP address was
defined for each host. After starting the system, the host sends a request for IP
address definition including the name of the host.
DNS Forwarder can access DHCP lease tables and find out which IP address has
been assigned to the host name. If asked to inform about the local name of the
host, DNS Forwarder will always respond with the current IP address.
Note: If both options are disabled, the DNS Forwarder forwards all queries to other DNS
servers.

Local DNS domain
In the When resolving name from the ’hosts’ file or lease table combine it with DNS domain
below entry, specify name of the local DNS domain.
If a host or a network device sends a request for an IP address, it uses the name only
(it has not found out the domain yet). Therefore, only host names without domain are
saved in the table of addresses leased by DHCP server . DNS Forwarder needs to know the
name of the local domain to answer queries on fully qualified local DNS names (names
including the domain).
Note: If the local domain is specified in DNS Forwarder, local names with or without the
domain can be recorded in the hosts system file.
The problem can be better understood through the following example.
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—— Example
The local domain’s name is company.com. The host called john is configured so as to
obtain an IP address from the DHCP server. After the operating system is started the
host sends to the DHCP server a query with the information about its name (john). The
DHCP server assigns the host IP address 192.168.1.56. The DHCP server then keeps the
information that the IP address is assigned to the john host.

Another host that wants to start communication with the host will send a query on the
john.company.com name (the john host in the company.com domain). If the local do-
main name would not have been known by DNS Forwarder, the forwarder would pass the
query to another DNS server as it would not recognize that it is a local host. However, as
DNS Forwarder knows the local domain name, the company.com name will be separated
and the john host with the appropriate IP address will be easily looked up in the DHCP
table.

8.2 DHCP server

The DHCP protocol (Dynamic Host Configuration Protocol) is used for easy TCP/IP configura-
tion of hosts within the network. Upon an operation system start-up, the client host sends
a configuration request that is detected by the DHCP server. The DHCP server selects appro-
priate configuration parameters (IP address with appropriate subnet mask and other optional
parameters, such as IP address of the default gateway, addresses of DNS servers, domain
name, etc.) for the client stations. All client parameters can be set at the server only — at
individual hosts, enable the option that TCP/IP parameters are configured automatically from
the DHCP server. For most operating systems (e.g. Windows, Linux, etc.), this option is set by
default — it is not necessary to perform any additional settings at client hosts.

The DHCP server assigns clients IP addresses within a predefined scope for a certain period
(lease time). If an IP address is to be kept, the client must request an extension on the period
of time before the lease expires. If the client has not required an extension on the lease time,
the IP address is considered free and can be assigned to another client. This is performed
automatically and transparently.

So called reservations can be also defined on the DHCP server — certain clients will have their
own IP addresses reserved. Addresses can be reserved for a hardware address (MAC) or a host
name. These clients will have fixed IP address. These addresses are configured automatically.

Using DHCP brings two main benefits. First, the administration is much easier than with the
other protocols as all settings may be done at the server (it is not necessary to configure
individual workstations). Second, many network conflicts are eliminated (i.e. one IP address
cannot be assigned to more than one workstation, etc.).
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DHCP Server Configuration

To configure the DHCP server in WinRoute go to Configuration — DHCP Server. Here you can
define IP scopes, reservations or optional parameters, and view information about occupied IP
addresses or statistics of the DHCP server.

The DHCP server can be enabled/disabled using the DHCP Server enabled option (at the top).
Configuration can be modified even when the DHCP server is disabled.

Definition of Scopes and Reservations

To define scopes including optional parameters and to reserve IP addresses for selected clients
go to the Scopes dialog. The tab includes two parts — in one address scopes and in the other

reservations are defined:

-0

=7
I

DHCP Server

[v DHCF Server enabled

Scopes Il:eases |.ﬁ.dvancedgptiuns |

Scopes Mumber of P addreszes in scope:; ]

[tem | Description | Used: 0 [100%]

- Default Options Free: 0 [0%]

- b

= l F192168.1.0 Sales department Options

P ™ 192 168.1.100 Metwark printer

. M 192168.20 Dievelopment Type | Code | OptionMName | Value |
= nn3 Default gateway 13216821
= 00e DMS server 19216811
= ms Dromain name COMPAEnY. com

Figure 8.5 DHCP server — IP scopes

In the Item column, you can find subnets where scopes of IP addresses are defined. The IP
subnet can be either ticked to activate the scope or unticked to make the scope inactive (scopes
can be temporarily switched off without deleting and adding again). Each subnet includes also
a list of reservations of IP addresses that are defined in it.

In the Default options item (the first item in the table) you can set default parameters for DHCP

server.

Lease time

Time for which an IP address is assigned to clients. This IP address will be automatically
considered free by expiration of this time (it can be assigned to another client) unless the
client requests lease time extension or the address release.
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NDEfauII: Options 7 x|

— Default definition

Lease Time: |4 3: daylsl [0 & :|o &

— Optiong
v Domain name server: |12'I.'IEIEI.2I3.5

v WiNS name server; I'IEIE.'IEB.'I.'II:I

v Damain name: Iu:u:umpan_l,l.mm
Advanced... |
Ok, LCancel |

Figure 8.6 DHCP server — default DHCP parameters

DNS server
Any DNS server (or multiple DNS servers separated by semicolons) can be defined. We
recommend you to use DNS Forwarder in WinRoute as the primary server (first in the list)
— IP address of the WinRoute host. DNS Forwarder can cooperate with DHCP server (see
chapter 8.1) so that it will always use correct IP addresses to response to requests on
local host names.

WINS server
IP address of the WINS server.

Domain
Local Internet domain. Do not specify this parameter if there is no local domain.

Advanced
Click on this button to open a dialog with a complete list of advanced parameters sup-
ported by DHCP (including the four mentioned above). Any parameter supported by
DHCP can be added and its value can be set within this dialog.

Default parameters are automatically matched with address scopes unless configuration of
a particular scope is defined (the Address Scope — Options dialog). The same rule is applied on
scopes and reservations (parameters defined for a certain address scope are used for the other
reservations unless parameters are defined for a specific reservation). Weight of individual
parameters corresponds with their position in the tree hierarchy.

Select the Add — Scope option to view the dialog for address scope definition.
Note: Only one scope can be defined for each subnet.

Description
Comment on the new address scope (just as information for WinRoute administrator).

110



8.2 DHCP server

ﬂnddress Scope 7 x|

Drezcription: IL::u:aI zegment 4

—Scope definition

First address: I'I 92.168.4.100 Last address: I'I 92.168.4.200

Metwark maszk: |255.255.255.EI Exclugions. .. |
v Lease time: |4 3: day(z] |12 i’ :|EI i’

—Dptiohz
[v Default gatewsay: I‘I 92.165.4.1

v Ciomain name server: |'IE|2.'IEB.4.'IEI

[~ WINS name server: |

[v Domain narme: Itest.u:u:um

Advanced... |

ok LCancel |

Figure 8.7 DHCP server — IP scopes definition

First address, Last address
First and last address of the new scope.
Note: If possible, we recommend you to define the scope larger than it would be defined

for the real number of users within the subnet.

Subnet mask
Mask of the appropriate subnet. It is assigned to clients together with the IP address.
Note: The Administration Console application monitors whether first and last address
belong to the subnet defined by the mask. If this requirement is not met, an error will be
reported after the confirmation with the OK button.

Lease time
Time for which an IP address is assigned to clients. This IP address will be automatically
considered free by expiration of this time (it can be assigned to another client) unless the
client requests lease time extension or the address release.

Exclusions
WinRoute enables the administrator to define only one scope in within each subnet. To

create more individual scopes, follow these instructions:

e create address scope covering all desired scopes
¢ define so called exclusions that will not be assigned
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—— Example
In 192.168.1.0 subnet you intend to create two scopes: from 192.168.1.10
to 192.168.1.49 and from 192.168.1.61 to 192.168.1.100. Addresses from
192.168.1.50 to 192.168.1.60 will be left free and can be used for other purposes.
Create the scope from 192.168.1.10 to 192.168.1.100 and click on the Exclusions but-
ton to define the scope from 192.168.1.50 to 192.168.1.60. These addresses will not
be assigned by the DHCP server.

uEuclusiuns 7 x|

F[I:||T| IT|:| IDegcriptiDn | _. .......... 'lnj,' dd ............
192168150 192168160 Servers

Edi... |

Femove |

k. | LCancel |

Figure 8.8 DHCP server — IP scopes exceptions

Parameters
In the Address Scope dialog, basic DHCP parameters of the addresses assigned to clients
can be defined:

e Default Gateway — IP address of the router that will be used as the default gate-
way for the subnet from which IP addresses are assigned. IP address of the
interface the network is connected to. Default gateway of another network would
be useless (not available to clients).

e DNS server — any DNS server (or more DNS servers separated with semicolons).
We recommend you to use DNS Forwarder in WinRoute as the primary server (first
in the list) — IP address of the WinRoute host. DNS Forwarder can cooperate with
DHCP server (see chapter 8.1) so that it will always use correct IP addresses to
response to requests on local host names.

o WINS server

e Domain — local Internet domain. Do not specify this parameter if there is no
local domain.
—— Warning
This parameter is not used for specification of the name of Windows NT domain!

Advanced
Click on this button to open a dialog with a complete list of advanced parameters sup-
ported by DHCP (including the four mentioned above). Any parameter supported by
DHCP can be added and its value can be set within this dialog. This dialog is also a part
of the Address Scopes tab.
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[ DHCP Options K E3

Type |Eu:u:|e |I:I|:|ti|:|n I ame I"v"alue | Add... |

f'_-'_'l o3 Default gatesway 192.168.1.1

B 006 DMSsever  192.1681.1:192168.1.10 Edi.. |

= ME&  Domainname  company. com
Paroye |
) DHCP Option 7 x|
Option: I 002 Time offset LI

Walle:

003: Default gateway
004: Tirme server
005: Mame zerver
006: DMS server
007: Log server

002: Cookie server
003: LPR zerver
MO: Impress server
111: Resource location server

112: Host name

113: Boot file size

e N Ment dump file

115: Domain name

ME: Swap server -

Figure 8.9 DHCP server — DHCP settings

=

To view configured DHCP parameters and their values within appropriate IP scopes see the
right column in the Address Scope tab.

Note: Simple DHCP server statistics are displayed at the right top of the Address Scope tab.
Each scope is described with the following items:

e total number of addresses within this scope
¢ number and percentage proportion of leases

¢ number and percentage proportion of free addresses

MHumber of [P'z in scope: a0
|Jzed: g6 [9E%)
Free: 4 [4%]

Figure 8.10 DHCP server — statistics (leased and free IP addresses within the scope)

Lease Reservations

DHCP server enables the administrator to book an IP address for any host. To make the
reservation click on the Add — Reservations button in the Scopes folder.
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ﬂLease Reservation ﬂ E

Drezcription: |W‘W‘W ZEMVEr

— Leaze definition

Reservation for: | hardware address ;I

Walle: I ab:00:c3ef:51:3a

Advanced... |

Feserved address; |1E|2.1 £3.1.50

ok LCancel |

Figure 8.11 DHCP server — reserving an IP address

Any IP address included in a defined subnet can be reserved. This address can but does not
have to belong to the scope of addresses dynamically leased, and it can also belong to any
scope used for exceptions.

IP addresses can be reserved for:

¢ hardware (MAC) address of the host — it is defined by hexadecimal numbers separated
by colons, i.e.

00:bc:a5:f2:1e:50
or by dashes— for example:
00-bc-a5-f2-1e-50

The MAC address of a network adapter can be detected with operating system tools
(i.e. with the ipconfig command) or with a special application provided by the net-
work adapter manufacturer.

¢ hostname — DHCP requests of most DHCP clients include host names (i.e. all Windows
operating systems), or the client can be set to send a host name (i.e. Linux operating
system).

Click Advanced to set DHCP parameters which will accompany the address when leased. If the
IP address is already included to a scope, DHCP parameters belonging to the scope are used
automatically. In the Lease Reservation dialog window, additional parameters can be specified
or/and new values can be entered for parameters yet existing.

Note: Another way to reserve an IP address is to go to the Leases tab, find the IP address leased
dynamically to the host and reserve it (for details, see below).
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Leases

IP scopes can be viewed in the Leases tab. These scopes are displayed in the form of trees. All
current leases within the appropriate subnet are displayed in these trees.

- DHCP Server

-

v DHCP Server enabled

Scopes | Leases IAdvancedgptinm I

Leazed Address I Leaze Expiration I MaC Address | Hostrame I Statusl ﬂ
- B 192.168.1.0
----9192.158.1.45 A6 200393122  00B0:1d:21:dd:85 [LUCENT TECHMOLOGIES) skxpnb Expired
E. 192.168.1.140 4.6, 2003 19:49:00  00:B0:fc24:02:22  [EDIMAXK TECHMOLOGY CO.,LTD.)  "Win98SECZ Expired
E. 1921681144 305 2003 153850 0060:14:21:dd:71 [LUCENWT TECHMOLOGIES) support-nb Expired
E‘ 1921681145 305 2003160222 00:02:2d1b:8e1c [Agere Systerns) support-nb Expired
E. 1921681165 36 2003171:11:26  00:50:fc20:5995  [EDIMAXK TECHHMOLOGY CO., LTD.]  golem Expired
----9192.188.1.188 26 2003131826 00:0393:89:89:43 [Apple Computer, [ne.] M azintogzh Eupired
$192.1EE.1.204 25,4, 20031251:59  00:08:74:b0:cf92  [Dell Computer Carp.] tori-dell Expired
----9192.158.1.22 A6 2003 10:29:57 00.d0:59:34:85ef [AMBIT MICROSYSTEMS CORP.) tomexp Leazed
E'I 92168125 BB 2003 10:08:51 0007855929148 [Cico Spstems Inc.) tomxp Leased
E. 192168.1.143 5.6 2003 10:54:14  00:0af4:d5:45bb  [Cizco Sypstems) SIPOOOAFADS45EE Leazed
E‘ 1921681146 56 2003 10:35:03  00:02Zfd:2c:05%:el  [Cizco Systems, Inc.) Cisco-EE7 Leased
E‘ 1921681189 BB 2003 10:65:08 0003 ed2a26:27 [Cizco Systems, Inc.) SIPOO03E 3262627  Leased j
Reserve... Felease Befresh |

Figure 8.12 DHCP server — list of leased and reserved IP addresses

Note: Icon color represents address status (see below). Icons marked with R represent reserved
addresses.

Columns in this section contain the following information:
e Leased Address — leased IP address
e Lease Expiration — date and time specifying expiration of the appropriate lease

o MAC Address — hardware address of the host that the IP address is assigned to (in-
cluding name of the network adapter manufacturer).

e Hostname — name of the host that the IP address is assigned to (only if the DHCP
client at this host sends it to the DHCP server)

e Status — status of the appropriate IP address; Leased (leased addresses), Expired (ad-
dresses with expired lease — the client has not asked for the lease to be extended
yet), Declined (the lease was declined by the client) or Released (the address has been
released by the client).

Note:
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1. Data about expired and released addresses are kept by the DHCP server and can
be used later if the same client demands a lease. If free IP addresses are lacked,
these addresses can be leased to other clients.

2. Declined addresses are handled according to the settings in the Options tab (see
below).

The following columns are hidden by default (for details on showing and hiding columns, see
chapter 3.2):

e Last Request Time — date and time when the recent request for a lease or lease exten-
sion was sent by a client

e Lease Remaining Time — time remaining until the appropriate Lease Expiration

Use the Release button to release a selected IP address immediately (independently of its sta-
tus). Released addresses are considered free and can be assigned to other clients immediately.

Click on the Reserve button to reserve a selected (dynamically assigned) IP address based on
the MAC address or name of the host that the address is currently assigned to. The Scopes tab
with a dialog where the appropriate address can be leased will be opened automatically. All
entries except for the Description item will be already defined with appropriate data. Define
the Description entry and click on the OK button to assign a persistent lease for the IP address
of the host to which it has been assigned dynamically.

Note: The MAC address of the host for which the IP is leased will be inserted to the lease
reservation dialog automatically. To reserve an IP address for a hostname, change settings of
the Reservation For and Value items.

DHCP server — advanced options
Other DHCP server parameters can be set in the Options tab.

BOOTP
If this option is enabled, the DHCP server will assign IP addresses (including optional pa-
rameters) also to clients of BOOTP protocol (protocol used formerly to DHCP— it assigns
configurations statically only, according to MAC addresses).

Windows RAS
Through this option you can enable DHCP service for RAS clients (Remote Access Service).
You can also specify time when the service will be available to RAS clients (an IP address
will be assigned) if the default value is not convenient.
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">| DHCP Server

[v DHCF Server enabled

Scopes | Leazes | Advanced Options

—BOOTP
¥ Enable DHCP zervice for BOOTP clients

—Windows RAS
¥ Enable DHCP service for Windows BAS clients

v Usze specific lease time for BAS clients
IEI i’ days |4 i’ : IEI i’

—Decline Options

" Offer declined IP addresses immediately

f+ Offer declined IP addresses after timeout

I'I i’ days IEI i’ : IEI i’

Figure 8.13 DHCP server — advanced options

—— Warning

1. DHCP server cannot assign addresses to RAS clients connecting to the RAS server
directly at the WinRoute host (for technical reasons, it is not possible to receive DHCP
queries from the local RAS server). For such cases, it is necessary to set assigning of
IP addresses in the RAS server configuration.

2. The RAS service in Windows leases a new IP address for each connection (even if re-
quested by the same client). WinRoute includes RAS clients in total number of clients
when checking whether number of licensed users has been exceeded (see chapter 4.6).
This implies that repeated connection of RAS clients may cause exceeding of the num-
ber of licensed users (if the IP scope for the RAS service is too large or/and an address
is leased to RAS clients for too long time). Remote clients will be then allowed to con-
nect and communicate with hosts in the local network, while they will not be allowed
to connect to the Internet via WinRoute.

Declined options
These options define how declined IP addresses (DHCPDECLINE report) will be handled.
These addresses can be either considered released and assigned to other users if needed
(the Offer immediately option) or blocked during a certain time for former clients to be
able to use them (the Declined addresses can be offered after timeout option).
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8.3 Dynamic DNS for public IP address of the firewall

Kerio WinRoute Firewall provides (among others) services for remote access from the Internet
to the local network (VPN server — see chapter 23 and the Clientless SSL-VPN interface — see
chapter 24). Also other services can be accessible from the Internet — e.g. the WinRoute’s web
interface (see chapter 21), remote administration of WinRoute by the Administration Console
(see chapter16.1) or any other service (e.g. web server in local network — see chapter 7.4).
These services are available at the firewall’s public IP address (i.e. public IP address of the
WinRoute host). If this IP address is static and there exists a corresponding DNS record for it,
a corresponding name can be used for access to a given service (e.g. server.company.com).
If there is no corresponding DNS record, it is necessary to remember the firewall’s IP address
and use it for access to all services. If the public IP address is dynamic (i.e. it changes), it is
extremely difficult or even impossible to connect to these services from the Internet.

This problem is solved by WinRoute’s support for dynamic DNS. Dynamic DNS provides DNS
record for a specific name of a server which will always keep the current IP address. This
method thus allows making mapped services always available under the same server name,
regardless of the fact if IP address changes and how often.

How cooperation with dynamic DNS works

Dynamic DNS (DDNS) is a service providing automatic update of IP address in DNS record for
the particular host name. Typically, two versions of DDNS are available:

e free — user can choose from several second level domains (e.g. no-ip.org,
ddns.info, etc.) and select a free host name for the domain (e.g.
company.ddns.info).

e paid service — user registers their own domain (e.g. company.com) and the service
provider then provides DNS server for this domain with the option of automatic up-
date of records.

User of the service gets an account which is used for access authentication (this will guarantee
that only authorized users can update DNS records. Update is performed via secured connec-
tion (typically HTTPS) to make sure that the traffic cannot be tapped. Dynamic DNS records
can be updated either manually by the user or (mostly) by a specialized software — WinRoute
in this case.

If WinRoute enables cooperation with dynamic DNS, a request for update of the IP address
in dynamic DNS is sent upon any change of the Internet interface’s IP address (including
switching between primary and secondary Internet connection — see chapter 6.3). This keeps
DNS record for the particular IP address up-to-date and mapped services may be accessed by
the corresponding host name.

Note:

1. Usage of DDNS follows conditions of the particular provider.
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2. Dynamic DNS records use very short time-to-live (TTL) and, therefore, they are kept in
cache of other DNS servers or forwarders for a very short time. Probability that the client
receives DNS response with an invalid (old) IP address is, therefore, very low.

3. Some DDNS servers also allow concurrent update of more records. Wildcards are used for
this purpose.

Example: In DDNS there exist two host names, both linked to the public IP address of
the firewall: fw.company.com and server.company.com. If the IP address is changed,
it is therefore possible to send a single request for update of DNS records with name
* . company . com. This requests starts update of DNS records of both names.

DDNS configuration in WinRoute

To set cooperation with the dynamic DNS server, go to the Dynamic DNS folder in Configura-
tion — Advanced Options.

2| Advanced Options

-

Security Setkings | Web Interface [ S3L-YPH | Update Checker SMTP Relay PzF Eliminataor Crynamic DS

—vwnarmic DMS Settings

[v aukomatically update dynamic DMS service records with the Firewall's IP address

DOMS Service Provider IChangeIP.cDm LI

|pdate Hostname: Icumpany.ddns.infu

sername: I'I'I'l'ﬂli'al'l‘:-"

Password: I************ IUpdate Mow |

Figure 8.14 Setting cooperation with dynamic DNS server

As already mentioned, the first step is to make an account (i.e. required dynamic DNS record
with appropriate access rights) at a DDNS provider. WinRoute now supports these DDNS
providers:

e ChangelP ( ),
e DynDNS ( ),
e No-IP( ).

On the Dynamic DNS tab, select a DDNS provider, enter DNS name for which dynamic record
will be kept updated and set user name and password for access to updates of the dynamic
record. If DDNS supports wildcards, they can be used in the host name.
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Once this information is defined, it is recommended to test update of dynamic DNS record by
clicking on Update now. This verifies that automatic update works well (the server is available,
set data is correct, etc.) and also updates the corresponding DNS record (IP address of the
firewall could have changed since the registration or the last manual update).

If an error occurs while attempting to update DNS record, an error is reported on the Dynamic
DNS tab providing closer specification of the error (e.g. DDNS server is not available, user
authentication failed, etc.). This report is also recorded in the error log.

8.4 Proxy server

Even though the NAT technology used in WinRoute enables direct access to the Internet from
all local hosts, it contains a standard HTTP proxy server. Under certain conditions the direct
access cannot be used or it is inconvenient . The following list describes the most common
situations:

1. To connect from the WinRoute host it is necessary to use the proxy server of your ISP.

Proxy server included in WinRoute can forward all queries to so called parent proxy server).

2. Internet connection is performed via a dial-up and access to certain Web pages is blocked
(refer to chapter ). If a direct connection is used, the line will be dialed before the
HTTP query could be detected (line is dialed upon a DNS query or upon a client’s request
demanding connection to a Web server). If a user connects to a forbidden Web page,
WinRoute dials the line and blocks access to the page — the line is dialed but the page is
not opened.

Proxy server can receive and process clients’ queries locally. The line will not be dialed if
access to the requested page is forbidden.

3. WinRoute is deployed within a network with many hosts where proxy server has been used.
It would be too complex and time-consuming to re-configure all the hosts.
The Internet connection functionality is kept if proxy server is used — it is not necessary

to edit configuration of individual hosts (or only some hosts should be re-configured).

The WinRoute’s proxy server can be used for HTTP, HTTPS and FTP protocols. Proxy server
does not support the SOCKS protocol ( a special protocol used for communication between
the client and the proxy server).

Note: For detailed information on using FTP on the WinRoute’s proxy server, refer to chap-
ter
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Proxy Server Configuration

To configure proxy server parameters open the Proxy server tab in Configuration — Content
Filtering — HTTP Policy.

)| HTTP Policy

URL Rules |Cu:untent Rules |Cache | Prowxy Server | Forbidden Words | 155 CrangeWweb Filker

—aeneral options

¥ Enable non-transparent proxy server

Park: |3128

—advanced options

[~ allow tunelled connections ko all TCP parts

0 Required For HTTPS conneckions on non-standard ports,

¥ Forward ko parent proxy server

Server: |1?2.16.1.IDD v 3128

¥ Parent proxy server requires authentication

Isernanme:; Icnmpany

Password: I**********
Set automatic proxy configuration scripk bo;

{~ Direct access
{* \WinRouke proxy server

[v allow browsers ko use configuration scripk automatically via DHCP server in WinRouke

Figure 8.15 HTTP proxy server settings

Enable non-transparent proxy server
This option enables the HTTP proxy server in WinRoute on the port inserted in the Port
entry (3128 port is set by the default).
—— Warning
If you use a port number that is already used by another service or application, WinRoute
will accept this port, however, the proxy server will not be able to run and the following
report will be logged into the Error log (refer to chapter ):

failed to bind to port 3128: another application 1is using this port

If you are not sure that the port you intend to use is free, click on the Apply button and
check the Error log (check whether the report has or has not been logged) immediately.

121



Chapter 8 Configuration of network services

Enable connection to any TCP port
This security option enables to allow or block so called tunneling of other application
protocols (than HTTP, HTTPS and FTP) via the proxy server.
If this option is disabled, the proxy server allows to establish connection only to the
standard HTTPS port 443) — it is supposed that secured web pages are being opened. If
the option is enabled, the proxy server can establish connection to any port. It can be
a non-standard HTTPS port or tunneling of another application protocol.
Note: This option does not affect the non-secured traffic performed by HTTP and/or FTP.
In WinRoute, HTTP traffic is controlled by a protocol inspectors which allows only valid
HTTP and FTP queries.

Forward to parent proxy server
Tick this option for WinRoute to forward all queries to the parent proxy server which will
be specified by the following data:

e Server — DNS name or IP address of parent proxy server and the port on which
the server is running (3128 port is used by the default).

e Parent proxy server requires authentication — enable this option if authentication
by username and password is required by the parent proxy server. Specify the
Username and Password login data.

Note: The name and password for authentication to the parent proxy server is
sent with each HTTP request. Only Basic authentication is supported.
The Forward to parent proxy server option specifies how WinRoute will connect to the
Internet (for update checks, downloads of McAfee updates and for connecting to the
online ISS OrangeWeb Filter databases).

Set automatic proxy configuration script to
If a proxy server is used, Web browsers on client hosts must be configured correctly. Most
common web browsers (e.g. Internet Explorer, Firefox/SeaMonkey, Opera, etc.) enable
automatic configuration of corresponding parameters by using a script downloaded from
a corresponding website specified by URL.
In the case of WinRoute’s proxy server, the configuration script is saved at

http://192.168.1.1:3128/pac/proxy.pac,

where 192.168.1.1 is the IP address of the WinRoute host and number 3128 represents
the port of the proxy server (see above).

The Allow browsers to use configuration script automatically... option adjusts the config-
uration script in accord with the current WinRoute configuration and the settings of the
local network:

e Direct access — no proxy server will be used by browsers
e WinRoute proxy server — IP address of the WinRoute host and the port on which
the proxy server is running will be used by the browser (see above).
Note: The configuration script requires that the proxy server is always available (even if
the Direct access option is used).
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Allow browsers to use configuration script automatically...
It is possible to let Internet Explorer be configured automatically by the DHCP server. To
set this, enable the Automatically detect settings option.
WinRoute’s DHCP server must be running (see chapter ), otherwise the function will
not work. TCP/IP parameters at the host can be static — Internet Explorer sends a special
DHCP query when started.
—— Hint
This method enables to configure all Internet Explorer browsers at all local hosts by a sin-
gle click.

8.5 HTTP cache

Using cache to access Web pages that are opened repeatedly reduces Internet traffic (in case of
line where traffic is counted, it is also remarkable that using of cache decreases total volume
of transferred data). Downloaded files are saved to the harddisk of the WinRoute host so that
it is not necessary to download them from the Web server again later.

All objects are stored in cache for a certain time only (Time To Live — TTL). This time defines
whether checks for the most recent versions of the particular objects will be performed upon
a new request of the page. The required object will be found in cache unless the TTL timeout
has expired. If it has expired, a check for a new update of the object will be performed. This
ensures continuous update of objects that are stored in the cache.

The cache can be used either for direct access or for access via the proxy server. If you
use direct access, the HTTP protocol inspector must be applied to the traffic. In the default
configuration of WinRoute, this condition is met for the HTTP protocol at the default port 80
(for details, see chapters and ).

To set HTTP cache parameters go to the Cache tab in Configuration — Content Filtering —
HTTP Policy.

Enable cache on transparent proxy
This option enables cache for HTTP traffic that uses the HTTP protocol inspector (direct
access to the Internet).

Enable cache on proxy server
Enables the cache for HTTP traffic via WinRoute’s proxy server (see chapter 8.4).

HTTP protocol TTL
Default time of object validity within the cache. This time is used when:

e TTL of a particular object is not defined (to define TTL use the URL specific settings
button —see below)

e TTL defined by the Web server is not accepted (the Use server supplied Time-To-
Live entry)
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)| HTTP Policy

URL Rules | Content Rules | Cache I Proxy Server | Forbidden Words | 155 CrangeWweb Filker

—iGeneral Options

[~ Enable cache on transparent proxy

[~ Enable cache on proxy server

HTTP protocol TTL ; |1 3: dayis) URL Specific Settings. ..

Cache size |1I324 3: ME

Max, HTTP object size : |51z = KB

-

Cache directory IC:'I,F‘ru:ugram Files\keriolWinRoute Firewallcache

0 If wou change the path to a directory, wou must reskart WinRoute Firewall Engine.

—Cache Options

[~ Conkinue aborted download
¥ Cache responses "302 Redirect”

[~ Use server supplied Time-Tao-Live

v Ignore server Cache-Control direck

v Abways validate files in cache

—Cache Status

Manage Cache Content. .,

Used size: | 1 GE (files: 129,401)  Effeckivity: |38 % (hit: 527,971 [ miss; 1,344,723)

Figure 8.16 HTTP cache configuration

Cache directory

Directory that will be used to store downloaded objects. The cache file under the direc-

tory where WinRoute is installed is used by default.

—— Warning
Changes in this entry will not be accepted unless the WinRoute Firewall Engine is

restarted. Old cache files in the original folder will be removed automatically.

Cache size
Size of the cache file on the disk. Maximal cache size allowed is 2 GB (2047 MB)
Note:
1. If 98 per cent of the cache is full, a so called cleaning will be run — this function

will remove all objects with expired TTL. If no objects are deleted successfully, no
other objects can be stored into the cache unless there is more free space on the disk

(made by further cleaning or by manual removal).

The maximal cache size is applied in WinRoute since 6.2.0. In older versions, maximal
cache size allowed was 4 GB (the treshold was cut for technical reasons). If, upon its
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startup, the WinRoute Firewall Engine detects that the cache size exceeds 2047 MB,
the size is changed to the allowed value automatically.

3. If the maximum cache size set is larger than the free space on the corresponding
disk, the cache is not initialized and the following error is recorded in the Errorlog
(see chapter ).

Max HTTP object size
maximal size of the object that can be stored in cache.
With respect to statistics, the highest number of requests are for small objects (i.e. HTML
pages, images, etc.). Big sized objects, such as archives (that are usually downloaded at
once), would require too much memory in the cache.

Cache Options
Advanced options where cache behavior can be defined.

Continue aborted download — tick this option to enable automatic download of
objects that have been aborted by the user (using the Stop button in a browser).
Users often abort downloads for slow pages. If any user attempts to open the
same page again, the page will be available in the cache and downloads will be
much faster.

Cache responses 302 Redirect’ — this option accelerates connection to redirected
web pages.

Under usual circumstances, 302 Redirect responses are not cached. HTTP proto-
col’s return code 302 stands for temporary redirection — such redirection can be
canceled any time or the target URL can change. If user applies the cached re-
sponse to open a web page, the client can be redirected to an obsolete or invalid
URL.

Use server supplied Time-To-Live — objects will be cached for time specified by
the Web server from which they are downloaded. If TTL is not specified by the
server, the default TTL will be used (see the HTTP protocol TTL item).

—— Warning
Some web servers may attempt to bypass the cache by too short/long TTL.

Ignore server Cache-Control directive — WinRoute will ignore directives for cache
control of Web pages.

Pages often include a directive that the page will not be saved into the cache.
This directive page may be misused for example to bypass the cache. Enable
the Ignore server Cache-Control directive option to make WinRoute accept only
no-store and private directives.

Note: WinRoute examines HTTP header directives of responses, not Web pages.
Always validate file in cache — with each query WinRoute will check the server for
updates of objects stored in the cache (regardless of whether the client demands
this).
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Note: Clients can always require a check for updates from the Web server (regardless of the
cache settings). Use combination of the Ctrl and the F5 keys to do this using either the Internet
Explorer or the Firefox/SeaMonkey browser. You can set browsers so that they will check
for updates automatically whenever a certain page is opened (then you will only refresh the
particular page).

URL Specific Settings

The default cache TTL of an object is not necessarily convenient for each page. You may
require not to cache an object or shorten its TTL (i.e. for pages that are accessed daily).

Use the URL specific settings button to open a dialog where TTL for a particular URL can be
defined.

EURL specific settings K E3
TTL |URL | Description | ]
9 edit EHE
Time-To-Live bazed on LRL
Drezcription: INEWS :I
LRL: I * chn.com® lI
TTL: IEI i’ days I‘I i’ hours
ak Cancel |
Add Edit Remove | Close

Figure 8.17 HTTP cache — specific settings for URL

Rules within this dialog are ordered in a list where the rules are read one by one from the top
downwards (use the arrow buttons on the right side of the window to reorder the rules).

Description
Text comment on the entry (informational purpose only)

URL
URL for which cache TTL will be specified. URLs can have the following forms:

e complete URL (i.e. www.kerio.com/us/index.html)

e substring using wildcard matching (i.e. *news.comx)

e server name (i.e. www.kerio.com) — represents any URL included at the server
(the string will be substituted for www. kerio.com/* automatically.
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TTL
TTL of objects matching with the particular URL.
The 0 days, 0 hours option means that objects will not be cached.

Cache status and administration

WinRoute allows monitoring of the HTTP cache status as well as manipulation with objects in
the cache (viewing and removing).

Note: In older versions of WinRoute, these features were included in the web interface whereas
since 6.3.0 they are integrated in the Administration Console.

At the bottom of the Cache tab, basic status information is provided such as the current
cache size occupied and efficiency of the cache. The efficiency status stands for number of
objects kept in the cache (it is not necessary to download these objects from the server) in
proportion to the total number of queries (since the startup of the WinRoute Firewall Engine).
The efficiency of the cache depends especially on user behavior and habits (if users visit certain
webpages regularly, if any websites are accessed by multiple users, etc.) and, in a manner, it
can be also affected by the configuration parameters described above. If the efficiency of
the cache is permanently low (less than 5 per cent), it is recommended to change the cache
configuration.

Cache Stakus
Ised size: | 1 GB (files: 129,401)  EFfectiviby: |38 % (hik: 827,971 [ miss: 1,344, 723)

Manage Cache Content. ..

Figure 8.18 HTTP cache status information

Use the Manage cache content... button to open a dialog where objects kept in cache can be
viewed, searched and/or removed.

To view objects in cache, specify the searched object in the URL entry. Objects can be specified
either by an absolute URL (without protocol) — e.g. www.kerio.com/image/menu.gif or
as a URL substring with * (substituting any number of any symbols and characters) and ?
(question mark substitutes a single character or symbol) wildcard symbols.
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—Zache Dump

JRL: I*kﬂr?l:l* Cump

0 Enter file URL without htkp: ), e, winw, wabhoo,com)' of s, kerio, com/image/menu. gif.
You can also use wildcards, ie. *wahoo® or *.mpg*,

URL | size [E] | 1L [Hours] |2
czz.php.netfimages/checkerboard. gif 290 a9
download. kerio, comfarchive 17,803 167
download, kerio, comfarchiveimg/one., gif 239 1677
download, kerio,comfarchivekerio, css 1,575 167
download, kerio, comfarchivescriptsfcuskomUS_stat, js 8,832 167
download, kerio,com/farchive/scripts/popup_release. js a0 167
download, kerio,comfarchivescripts/sniffer . js 3,890 167
download, kerio, comfarchivescripts)styvle, js 2,649 167
Florbal, kerio.czf 16,165 Expired
Florbal, kerio, czfdokumentyznak_sk_kerio.png 35,170 Expired

Florbal, kerio,czfprivate) 65 Expired

5,095 &

‘Forums, kerio, com|images/custom_avatars

Forums, kerio, comfimages/custom_avatars) 7943, jpg 1,771 100

Forums, kerio, comfimages/message_jicons/iconi 3, gif 505 75
fForums, kerio, comfimages/message_jicons/iconz ., gif 395 f
fForums, kerio, comfimages/message_jicons/icond, gif 633 165 LI

0 Mazximal length of a Dump lisk page is 100 items. To browse through pages use the 'Previous' and the 'Mext' buttons,

Previous | Mexk Remove Close |

Figure 8.19 HTTP cache administration dialog

—— Example
Search for the *ker?o+ string lists all objects with URL matching the specification, such as
kerio, kerbo, etc.

Each line with an object includes URL of the object, its size in bytes (B) and number of hours
representing time left to the expiration. To keep the list simple and well-organized, up to 100
items are displayed at a single page. The Previous and Next buttons can be used for browsing
through the list pages.

The Remove button can be used to delete the selected object from the cache.

—— Hint
By clicking and dragging or by clicking and holding the Ctrl or Shift key, it is possible to select
multiple objects.
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Chapter 9
Bandwidth Limiter

The main problem of shared Internet connection is when one or more users download or
upload big volume of data and occupy great part of the line connected to the Internet (so
called bandwidth). The other users are ten limited by slower Internet connection or also may
be affected by failures of certain services (e.g. if the maximal response time is exceeded).

The gravest problems arise when the line is overloaded so much that certain network services
(such as mailserver, web server or VoIP) must be limited or blocked. This means that, by data
downloads or uploads, even a single user may endanger functionality of the entire network.

The WinRoute’s Bandwidth Limiter module introduces a solution of the most common prob-
lems associated with overloads of the Internet connection. This module is capable of recog-
nizing connections where big data volumes are transmitted and it reserves certain part of the
line’s capacity for these transmissions. The remaining capacity is reserved for the other traffic
(where big data volumes are not transmitted but where for example response time may play
arole).

9.1 How the bandwidth limiter works and how to use it
The Bandwidth Limiter module provides two basic functions:

Speed limits for big data volumes transmissions
WinRoute monitors all connections established between the local network and the Inter-
net. If a connection is considered as a transmission of big data volume, it reduces speed
of such transmission to a defined value so that the other traffic is not affected. The
bandwidth limiter does not apply to local traffic.
Note: Bandwidth limiting does not depend on traffic rules.

Speed limits for users with their quota exceeded
Users who have exceeded their quota for transmitted amount of data are logically consid-
ered as those who are often download or upload big data volumes. WinRoute enables to
reduce speed of data transmission for these users so that other users and network ser-
vices are not affected by their network activities. This restriction is automatically applied
to users who exceed a quota (see chapter 15.1).

9.2 Bandwidth Limiter configuration

The Bandwidth Limiter parameters can be set under Configuration — Bandwidth Limiter.
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@ Bandwidth Limiter

Banduwidth Limiter |

The Bandwidth Limiter Feature allows wou tao limit large data transfers only to a certain portion of your bandwidth
so the rest remains available and could be used For other important services.

—Large Data Transfers

all large data kransfers will share the Following maxinmum bandwidth walues: Advanced. ., |
IV Limit downloads to: - [240 KEjs
[ Limit uploads ko |12|:| KEfs

0 Tip: For best performance set these values slightly below the bandwidth of wour inkernet connection.

additionally wou may define the maximurm bandwidth For users who have exceeded their traffic quaota, all users
with exceeded traffic quota will share the maximum bandwidth configured here,

Users with Exceeded Quota

all users who have exceeded their traffic quota will share the Following maximurm bandwidth walues:

v Limit downloads ko |64 KEls

[ Limit uploads kao: |32 KE's

Figure 9.1 Bandwidth Limiter configuration

The Bandwidth Limiter module enables to define reduction of speed of incoming traffic (i.e.
from the Internet to the local network) and of outgoing data (i.e. from the local network to the
Internet) for transmissions of big data volumes and for users with their quota exceeded. These
limits do not depend on each other. This means it is possible to use one of these functions,
both or none.

—— Warning
In the Bandwidth Limiter module, speed is measured in kilobytes per second (KB/s). while ISPs
usually use kilobits per second (kbps, kbit/s or kb/s), or in megabits per second (Mbps, Mbit/s
or Mb/s). The conversion pattern is 1 KB/s = 8 kbit/s.

A 256 kbit/s line’s speed is 32 KB/s, a 1 Mbit/s line’s speed is 128 KB/s.

Setting limit values

The top of the dialog box contains a section where limits for transfers of big data volumes
can be set. These values determine bandwidth that will be reserved for these transfers. The
remaining bandwidth is available for other traffic.

Tests have discovered that the optimal usage of the Internet line capacity is reached if the
value is set to approximately 90 per cent of the bandwidth. It the values are higher, the
bandwidth limiter is not effective (not enough speed is reserved for other connections and
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services if too much big data volumes are transferred). If they are lower, full line capacity is
often not employed.

—— Warning
For optimal configuration, it is necessary to operate with real capacity of the line. This value
may differ from the information provided by ISP. One method of how to find out the real value
of the line capacity is to monitor traffic charts (see chapter ) when you can be almost sure
that the line is fully employed.

At the bottom of the dialog box, download and upload speed limits for users with exceeded
traffic quota can be set. The bandwidth defined will be shared by all users with their quota
exceeded. This implies that the total traffic volume of these users is limited by the bandwidth
value set here.

No optimal values are known for these speed limits. WinRoute administrators decide them-
selves what part of the bandwidth will be reserved for these users. It is recommended to set
the values so that activities of these users do not affect other users and services.

Note: It is also possible to block any traffic for a particular users who exceed their quota.
The restriction described above are applied only if the Don’t block further traffic (Only limit
bandwidth...) action is set in configuration of the particular user account. For details, see
chapter

Advanced Options

Click on Advanced to define advanced Bandwidth Limiter parameters. These parameters ap-
ply only to large data volume transfers. They do not apply to users with exceeded quota
(bandwidth values set for these users are applied without exception).

Services
Certain services may seem to perform large data volume transfers, although, in fact, they
don’t. Internet telephony (Voice over IP — VoIP) is a typical example. It is possible to
define exceptions for such services so that the bandwidth limiter does not apply to them.
It may also be desired to apply bandwidth limiter only to certain network services (e.g.
when it is helpful to limit transfers via FTP and HTTP).
The Services tab enables definition of services to which bandwidth limiter will be applied:

e Apply to all services — the limits will be applied to all traffic between the local
network and the Internet.

e Apply to the selected services only — the limits will apply only to the selected
network services. Traffic performed by other services is not limited.

o Apply to all except the selected services — services specified in this section will be
excluded from the bandwidth limiter restrictions, whereas the limiter will apply
to any other services.

Click on Select services to open a dialog box where network services can be selected. Hold
the Ctrl or the Shift key to select multiple services. All services defined in Configuration
— Definitions — Services are available (for details, refer to chapter sect-services"/>).
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QLargE Data Transfers Advanced Options | x|

Services ICnnstraints |.ﬁ.dvanced |

—Services

" Apply ko all services
{* Apply ko the selecked services only

= Apply to all except the selected services

5 H323
S s0CP
GasIp

Selectk services, ., |

(] 4 Zancel

Figure 9.2 Bandwidth Limiter — network services

—Select servicels)

fvailable services: Selected services;

Marme | ;I Marme |

ik i Haz3
5 RADIUS

L RAP
5 RDP
S RSVP

S SMTPS
5 st B

(] 4 Zancel

Figure 9.3 Bandwidth Limiter — selection of network services

IP Addresses and Time Interval
It may be also helpful to apply bandwidth limiter only to certain hosts (for example, it
may be undesired to limit a mailserver in the local network or communication with the
corporate web server located in the Internet). This exclusive IP group may contain any IP
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addresses across the local network and the Internet. Where user workstations use fixed
IP addresses, it is also possible to apply this function to individual users.

It is also possible to apply bandwidth limiter to a particular time interval (e.g. in work
hours).

These parameters can be set on the Constraints tab.

ﬂLargE Data Transfers Advanced Options | x|

Services |Cu:unstraints I.ﬁ.dvanced |

—IP Addresses

" Apply ko all kraffic
" Apply to the selected address group only

{* Apply to all except the selected address group
IP Address Group:

I 5 Company servers LI Edit. .. |

—Time Interyval

apply limits only at given time interval

I %57 Working tirme LI Edit. .. |

oK, Cancel

Figure 9.4 Bandwidth Limiter — IP Addresses and Time Range
At the top of the Constraints tab, select a method how bandwidth will be applied to IP
addresses and define the IP address group:

e Apply to all traffic — the IP address group specification is inactive it is irrelevant.

e Apply to the selected address group only — the bandwidth limiter will be applied
only if at least one IP address involved in a connection belongs to the address
group. The other traffic will not be limited.

e Apply to all except the selected address group — the bandwidth limiter will not be
applied if at least one IP address involved in a connection belongs to the address
group. Any other traffic will be limited.

In the lower section of the Constraints tab, a time range within which the bandwidth
would be limited can be set. Click Edit to edit the selected interval or to create a new one
(details in chapter 14.2).

Setting of parameters for detection of large data volume transfers
The Advanced tab enables setting of parameters that will be used for detection of trans-
missions of large data volume — the minimal volume of transmitted data and inactivity
time interval. The default values (200 KB and 5 sec) are optimized in accordance with
long-term testing in full action.
Caution! Changes of these values may reduce Bandwidth Limiter performance dramati-
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cally. With exception of special conditions (testing purposes) it is highly recommended not
to change the default values!

ﬂLargE Data Transfers Advanced Options | x|

Services |Cu:unstraints |F'.l:|van|:ed |

Zonsider connection as a large transfer
Once it has transferred more than: |2IIIIII KE
Wyithout being idle For at least: IS seconds
(0] 4 Cancel

Figure 9.5 Bandwidth Limiter — setting parameters for detection of large data volume transfers
For detailed description of the detection of large data volume transmissions, refer to
chapter 9.3.

9.3 Detection of connections with large data volume transferred

This chapter provides description of the method used by the Bandwidth Limiter module to
detect connections where large data volumes are transmitted. This description is an extra
information which is not necessary for usage of the Bandwidth Limiter module.

Network traffic is different for individual services. For example, web browsers usually access
sites by opening one or more connections and using them to transfer certain amount of data
(objects included at the page) and then closes the connections. Terminal services (e.g. Telnet,
SSH, etc.) typically use an open connection to transfer small data volumes in longer intervals.
Large data volume transfers typically uses the method where the data flow continuously with
minimal intervals between the transfer impulses.

Two basic parameters are tested in each connection: volume of transferred data and duration
of the longest idle interval. If the specified data volume is reached without the idleness interval
having been tresholded, the connection is considered as a transfer of large data volume and
corresponding limits are applied.

If the idle time exceeds the defined value, the transferred data counter is set to zero and the
process starts anew. This implies that each connection that once reaches the defined values is
considered as a large data volume transfer.

The value of the limit for the amount of data transmitted and the minimal idleness period are
configuration parameters of the Bandwidth Limiter (see chapter 9.2).

135



Chapter 9 Bandwidth Limiter

Examples:

The detection of connections transferring large data volumes will be better understood
through the following examples. The default configuration of the detection is as follows:
at least 200 KB of data must be transferred while there is no interruption for 5 sec or more.

1. The connection at figure 9.6 is considered as a transmission of large data volume after
transfer of the third load of data. At this point, the connection has transferred 200 KB of
data while the longest idleness interval has been only 3 sec.

i i

I R

-
-

2 sec Isec 1 sec

Figure 9.6 Connection example — short idleness intervals

2. Connection at figure 9.7 is not considered as a large data volume transfer, since after
150 KB of data have been transferred before an only 5 sec long idleness interval and then,
only other 150 KB of data have been transmitted within the connection.

' 50 kB I ' 100 kB 150 kB

2 sec 5 sec

Figure 9.7 Connection example — long idleness interval

3. The connection shown at figure 9.8 transfers 100 KB of data before a 6 sec idleness in-
terval. For this reason, the counter of transferred data is set to zero. Other three blocks
of data of 100 KB are then transmitted. When the third block of data is transferred, only
200 KB of transmitted data are recorded at the counter (since the last long idleness inter-
val). Since there is only a 3 sec idleness interval between transmission of the second and
the third block of data, the connection is considered as a large data volume transfer.

100 kB 100 kB ' ' 100 kB l I 100 kB

6 sec 3 sec i sec

Figure 9.8 Connection example — long idleness interval at the beginning of the transfer
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User Authentication

WinRoute allows administrators to monitor connections (packet, connection, Web pages or
FTP objects and command filtering) related to each user. The username in each filtering rule
represents the IP address of the host(s) from which the user is connected (i.e. all hosts the
user is currently connected from). This implies that a user group represents all IP addresses
its members are currently connected from.

Besides access restrictions, user authentication can be used also for monitoring of their activ-
ities in the Kerio StaR interface (see chapter 21), in logs (see chapter 22), in the list of opened
connections (see chapter 19.2) and in the overview of hosts and users (see chapter 19.1). If
there is no user connected from a certain host, only the IP address of the host will be displayed
in the logs and statistics. In statistics, this host’s traffic will be included in the group of not
logged in users.

10.1 Firewall User Authentication
Any user with their own account in WinRoute can authenticate at the firewall (regardless their
access rights). Users can connect:
e Manually — by opening the WinRoute web interface in their browser
https://server:4081/ or http://server:4080/
(the name of the server and the port numbers are examples only — see chapter 11).
It is also possible to authenticate for viewing of the web statistics (see chapter 21) at
https://server:4081/star or http://server:4080/star
The user will be also authenticated at the firewall within this authentication.

¢ Redirection — when accessing any website (unless access to this page is explicitly
allowed to unauthenticated users — see chapter 12.2).

e Using NTLM — if Internet Explorer or Firefox/SeaMonkey is used and the user is au-
thenticated in a Windows NT domain or Active Directory, the user can be authenticated
automatically (the login page will not be displayed). For details, see chapter 25.2.

e Automatically — IP addresses of hosts from which they will be authenticated auto-
matically can be associated with individual users. This actually means that whenever
traffic coming from the particular host is detected, WinRoute assumes that it is cur-
rently used by the particular user , and the user is considered being authenticated
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from the IP address. However, users may authenticate from other hosts (using the
methods described above).

IP addresses for automatic authentication can be set during definition of user account
(see chapter )

Note: This authentication method is not recommended for cases where hosts are used
by multiple users (user’s identity might be misused easily).

Login by re-direction is performed in the following way: user enters URL pages that he/she
intends to open in the browser. WinRoute detects whether the user has already authenticated.
If not, WinRoute will re-direct the user to the login page automatically. After a successful
login, the user is automatically re-directed to the requested page or to the page including the
information where the access was denied.

Note: Users will be redirected to a secured or unsecured web interface according to the fact
which version of web interface is allowed (see chapter ). If both versions are allowed, the
secured web interface will be used.

User authentication advanced options

Login/logout parameters can be set on the Authentication Options tab under Users and Groups
— Users.

a Users

User Accounks | Authentication Options Active Directory®

—web Authentication

v Abways require users bo be authenticated when accessing web pages

[¥ Force non-transparent proxy server authenticakion

Each browser session will require user authentication. This is useful in Cikrix or Terminal Service
environments, where multiple users authenticate to the firewall From the same computer,

v Apply only o these IP addresses: | 5 Terminal servers LI Edit... |

¥ Enable user authentication automatically performed by Web browsers

Moke: Windows NTE domain authentication must be configured properly,

—Aukomatic Logouk

v Aukomatically logouk users when they are inackive

Timeoukt: |120 minukels)

Figure 10.1 User Authentication Options
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Redirection to the authentication page
If the Always require users to be authenticated when accessing web pages option is en-
abled, user authentication will be required for access to any website (unless the user is
already authenticated). The method of the authentication request depends on the method
used by the particular browser to connect to the Internet:

e Direct access — the browser will be automatically redirected to the authentication
page of the WinRoute’s web interface (see chapter ) and, if the authentication
is successful, to the solicited web page.

e WinRoute proxy server — the browser displays the authentication dialog and then,
if the authentication is successful, it opens the solicited web page.

If the Always require users to be authenticated when accessing web pages option is dis-
abled, user authentication will be required only for Web pages which are not available
(are denied by URL rules) to unauthenticated users (refer to chapter ).

Note: User authentication is used both for accessing a Web page (or/and other services)
and for monitoring of activities of individual users (the Internet is not anonymous).

Force non-transparent proxy server authentication

Under usual circumstances, a user connected to the firewall from a particular computer
is considered as authenticated by the IP address of the host until the moment when they
log out manually or are logged out automatically for inactivity. However, if the client
station allows multiple users connected to the computer at a moment (e.g. Microsoft Ter-
minal Services, Citrix Presentation Server orFast user switching on Windows XP, Windows
Server 2003, Windows Vista and Windows Server 2008), the firewall requires authentica-
tion only from the user who starts to work on the host as the first. The other users will
be authenticated as this user.

In case of HTTP and HTTPS, this technical obstruction can be passed by. In web browsers
of all clients of the multi-user system, set connection to the Internet via the WinRoute’s
proxy server (for details, see chapter 8.4), and enable the Enable non-transparent proxy
server option in WinRoute. The proxy server will require authentication for each new
session of the particular browser.".

Forcing user authentication on the proxy server for initiation of each session may bother
users working on “single-user” hosts. Therefore, it is desirable to force such authentica-
tion only for hosts used by multiple users. For this purpose, you can use the Apply only
for these IP addresses option.

Automatic authentication (NTLM)
If the Enable user authentication automatically... option is checked and Internet Explover
(version 5.01 or later) or Firefox/SeaMonkey (core version 1.3 or later) is used, it is possible
to authenticate the user automatically using the NTLM method.
This means that the browser does not require username and password and simply uses
the identity of the first user connected to Windows. However, the NTLM method is not

Session is every single period during which a browser is running. For example, in case of Internet Explorer, Firefox and
Opera, a session is terminated whenever all windows and tabs of the browser are closed, while in case of SeaMonkey,
a session is not closed unless the Quick Launch program is stopped (an icon is displayed in the toolbar’s notification
area when the program is running).
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available for other operating systems.
For details, refer to chapter

Automatically logout users when they are inactive
Timeout is a time interval (in minutes) of allowed user inactivity. When this period ex-
pires, the user is automatically logged out from the firewall. The default timeout value is
120 minutes (2 hours).
This situation often comes up when a user forgets to logout from the firewall. Therefore,
it is not recommended to disable this option, otherwise login data of a user who forgot
to logout might be misused by an unauthorized user.
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Web Interface

WinRoute contains a special Web server that can be used for several purposes, such as an
interface for viewing of statistics (Kerio StaR) and setting of certain user account parameters.
This Web server is available over SSL or using standard HTTP with no encryption (both versions
include identical pages).

Use the following URL (’server’ refers to the name or IP of the WinRoute host, 4080 repre-
sents a standard HTTP interface port) to open the unsecured version of the web interface.

https://server:4080/

To use the encrypted version specify the HTTPS protocol and number of the port of the en-
crypted Web interface (default is 4081):

https://server:4081/

Note: This chapter addresses settings of web interface parameters and user preferences (avail-
able to all users). Statistics viewed in the web interface (available only to users possessing
appropriate rights) are addressed in chapter 21.

11.1 Web Interface Parameters Configuration

To define basic WinRoute Web interface parameters go to the Web Interface folder in Configu-
ration — Advanced Options.

Note: The top part of the Web Interface / SSL-VPN tab is used for Kerio SSL-VPN settings. For
detailed information on this component, see chapter 24.

Enable Kerio SSL-VPN server
This option enables/disables the Kerio Clientless SSL-VPN interface. For details, refer to
chapter 24.

Enable Web Interface (HTTP)
Use this option to open the unsecured version (HITP) of the Web interface The default
port for this unsecured interface is 4080.
Note: The main disadvantage of usage of the unsecured web interface is that the network
traffic may be tapped and user login data might be misused. Therefore, the secured web
interface should be preferred.
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*i*| Advanced Options

-

Security Settings |".'"."E|:I Interface | SSL-YWPH IUpdate Checker | SMTPRelay | P2P Eliminakor |Dynamic ONS |

—Ketio Clientless SSL-YPM

[+ Enable Kerio Clientless SSL-YPM server Advanced. ..

—User Web Interface

[ Enable HTTP Weh interface

[v Enable HTTPS (55L-secured) Web interface Advanced. ..

[l

WinFoute server name: |Firewall.cumpany.cum

This is the name that will be displaved in the browser's URL bar.

v Allow access anly from these IP addresses: | 2 Local Metwork ;I Edit, .. |

Figure 11.1 Configuration of WinRoute’s Web Interface

Enable secured Web Interface (HTTPS)
Use this option to open the secured version (HTTPS) of the Web interface The default port
for this interface is 4081.

WinRoute server name
Server DNS name that will be used for purposes of the Web interface (e.g.
server.company.com). The name need not be necessarily identical with the host name,
however, there must exist an appropriate entry in DNS for proper name resolution. The
SSL certificate for the secure web interface (see below) should be also issued for the server
(i.e. the server name).
The server name is also used in case that WinRoute needs redirect the browser to the
login page (for example if an unauthenticated user attempts to open a web page where
authentication is required — see chapters and ).
Note: If all clients accessing the web interface use the DNS Forwarder in WinRoute as
a DNS server, there is no need to add the server name to DNS. The name is already known
and combined with the name of the local domain — see chapter 8.1).

Allow access only from these IP addresses
Select IP addresses which will always be allowed to connect to the Web interface (usually
hosts in the local network). You can also click the Edit button to edit a selected group of
IP addresses or to create a new IP group (details in chapter )
Note: Access restrictions are applied to both unencrypted and encrypted versions of the
Web interface.
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Advanced parameters for the Web interface can be set upon clicking on the Advanced button.

Configuration of ports of the Web Interface

Use the TCP ports section to set ports for unencrypted and encrypted versions of the Web
interface (default ports are 4080 for the unencrypted and 4081 for the encrypted version of
the Web interface).

EWEh Interface Advanced Options | x|

—TCP ports

HTTP Web interface port: |4IIISIII
HTTP3 Web interface port; |4EISI

—33L Certificate

Common Manme: | Firewall, company, com

Organizakion: | Company Inc.

Zhange 33L Certificate. .. |

(] 4 Zancel |

Figure 11.2 Configuration of ports in WinRoute’s Web Interface

—— Hint
If no WWW server is running on the WinRoute host, the standard port of the HTTP protocol (i.e.
port 80) can be used for the unsecured web interface. In such cases, the port number is not
necessarily required in URLs for pages of the Web interfaces. However, the standard HTTPS
port (443) uses the Clientless SSL-VPN interface (see chapter 24). Therefore, it cannot be used
for secured web interface in the default configuration.

—— Warning
If any of the entries are specified by a port which is already used by another service or ap-
plication, and the Apply button (in Configuration — Advanced Options) is clicked, WinRoute
will accept this port, however, the Web interface will not run at the port and an error in the
following format will be reported in the Error log (see chapter 22.8):

Socket error: Unable to bind socket for service to port 80.
(5002) Failed to start service "WebInterface"
bound to address 192.168.1.10.

If you are not sure that specified ports are free, check the Error log immediately after clicking
Apply to find out whether the corresponding error has been logged.
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SSL Certificate for the Web Interface

The principle of an encrypted WinRoute Web interface is based on the fact that all communi-
cation between the client and server is encrypted to protect it from wiretapping and misuse
of the transmitted data. The SSL protocol uses an asymmetric encryption first to facilitate
exchange of the symmetric encryption key which will be later used to encrypt the transmitted
data.

The asymmetric cipher uses two keys: a public one for encrypting and a private one for de-
crypting. As their names suggest, the public (encrypting) key is available to anyone wishing to
establish a connection with the server, whereas the private (decrypting) key is available only
to the server and must remain secret. The client, however, also needs to be able to identify
the server (to find out if it is truly the server and not an impostor). For this purpose there is
a certificate, which contains the public server key, the server name, expiration date and other
details. To ensure the authenticity of the certificate it must be certified and signed by a third
party, the certification authority.

Communication between the client and server then follows this scheme: the client generates
a symetric enctryption key for and encrypts it with the public server key (obtained from the
server certificate). The server decrypts it with its private key (kept solely by the server). Thus
the symmetric key is known only to the server and client. This key is then used for encryption
and decipher any other traffic.

Generate or Import Certificate

During WinRoute installation, a testing certificate for the SSL-secured Web interface is created
automatically (it is stored in the ssTcert subdirectory under the WinRoute’s installation di-
rectory, in the server.crt file; the private key for the certificate is saved as server.key).
The certificate created is unique. However, it is issued against a non-existing server name and
it is not issued by a trustworthy certificate authority. This certificate is intended to ensure
functionality of the secured Web interface (usually for testing purposes) until a new certificate
is created or a certificate issued by a public certificate authority is imported.

Click on the Change SSL certificate (in the dialog for advanced settings for the Web interface)
to view the dialog with the current server certificate. By selecting the Field (certificate en-
try) option you can view information either about the certificate issuer or about the subject
represented by your server.

You can obtain your own certificate, which verifies your server’s identity, by two means.

You can create your own self-signed certificate. Click Generate Certificate in the dialog where
current server status is displayed. Insert required data about the server and your company
into the dialog entries. Only entries marked with an asterisk (x) are required.

Click on the OK button to view the Server SSL certificate dialog. The certificate will be started
automatically (you will not need to restart your operating system). When created, the certifi-
cate is saved as server.crt and the corresponding private key as server.key.
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) server SSL Certificate E

Field: | Subject |
Field | Value |

C s

CH ZEMVEL COMPan. com

L Santa Clara

] Compary Inc.

oo IT

ST Califarnia

Generate Certificate... | Impart Certificate. .

Mate: Only zelf-zigned certificate can be generated.

Figure 11.3 SSL certificate of WinRoute’s Web interface

Qﬁenerate Certificate 7 x|
—Attributes
Hoztname™ Iserver.cumpany.u:u:um

Organization Mame: IEDmpan_l,l Iz,

Organization Lnit; IIT

City: ISanta Clara

State or Province: IEaIifu:urnia

Country™ I [Inited States LI

The required fields are marked with an asterisk [*).

ak Cancel |

Figure 11.4 Creating a new “self-signed” certificate for WinRoute’s Web interface

A new (self-signed) certificate is unique. It is created by your company, addressed to your
company and based on the name of your server. Unlike the testing version of the certificate,
this certificate ensures your clients security, as it is unique and the identity of your server
is guaranteed by it. Clients will be warned only about the fact that the certificate was not
issued by a trustworthy certification authority. However, they can install the certificate in the
browser without worrying since they are aware of who and why created the certificate. Secure
communication is then ensured for them and no warning will be displayed again because your
certificate has all it needs.

Another option is to purchase a full certificate from a public certification authority (e.g.
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Verisign, Thawte, SecureSign, SecureNet, Microsoft Authenticode, etc.).

To import a certificate, open the certificate file (. crt) and the file including the correspond-
ing private key (*.key). These files are stored in ss1cert under the WinRoute’s installation
directory.

The process of certification is quite complex and requires a certain expertise. For detailed
instructions contact Kerio technical support.

11.2 User logon and logout

User authentication is required for access to the WinRoute’s web interface. Any user with their
own account in WinRoute can authenticate to the web interface (regardless their access rights).

Note: Authentication at the web interface is a basic user authentication method at the firewall.
Other authentication methods are described in chapter 10.1.

Users logged in

Authentication page through which users login to the firewall against username and password.

" KenoWWraseEa s SaeFrewall " '

> Login Page

Enter your Username and Password below

EOC T =—re

Username: |jsmith@cumpany.cum

Password: I

Login |

Figure 11.5 Login page of the firewall’s Web interface

—— Warning
If more than one Active Directory domain are used (see chapter 15.4), the following rules apply
to the user name:

e User from the local database — the name must be specified without the domain (e.g.
admin),
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e Primary domain — missing domain is acceptable in the name specification (e.g.
jsmith), but it is also possible to include the domain (e.g. jsmith@company.com),

e Other domains — the name specified must include the domain

(e.g. drdolittle@usoffice.company.com).

If none or just one Active Directory domain is mapped, all users can authenticate by their
usernames without the domain specified.

If the user is re-directed to the page automatically (after inserting the URL of a page for which
the firewall authentication is required), he/she will be re-directed to the formerly requested
website after successful login attempt. Otherwise, the web interface’s welcome page is dis-
played.

The welcome page varies depending on the rights of the user (see chapter ):

o If the user is allowed to view statistics, the web interface will switch to the Kerio StaR
mode and it will start with the page of overall statistics (the overall tab — for details,
see chapter 21). The My Account option available at the upper-right corner can be
used to switch to the user settings. It is possible to return to the statistics page by the
Statistics link.

o If the user is not allowed to view statistics, user status info page is displayed instead
(see chapter )

Log out

Once finished with activities where authentication is required, it is recommended to log out
of the firewall by using the Logout button. It is important to log out especially when multiple
users work at the same host. If a user doesn’t log out of the firewall, their identity might be
misused easily.

User can be logged on the firewall even if they have not used the web interface — e.g. if the
firewall required user authentication during access to a website (for details, refer to chap-
ter 10). To make user avoid opening the web interface when finishing their work and clicking
on Logout, WinRoute includes a direct link for user logout:

http://server:4080/Togout
or
https://server:4081/logout

This URL performs immediate logout of the user without the need of opening of the web
interface’s welcome page.
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—— Hint
URL for user logout from the firewall can be added to the web browser’s toolbar as a link. User
can use this “button” for quick logout.

User password authentication

If an access to the web interface is attempted when an authentication from the particular
host is still valid (the user has not logged out and the timeout for idleness has not expired —
see chapter 11.1) but the particular session® has already expired, WinRoute requires user au-
thentication by password. This precaution helps avoid misuse of the user identity by another
user.

Under such conditions, a special version of the login page is opened.

" KenoWWraseEa s SaeFirewall " '

> Login Page

Login
The Faollowing user is currently logged on Fram your
compuker:

John Smith

For security reasons, wou have bo re-enter your password
ko access the Kerio Winrouke Firewall's \Web Interface

Username: jsmith

hohchoiohohoioioiododol
Password: I

k Login | Logout this user |

Figure 11.6 User authentication by password

Authenticated user connecting to the web interface can continue their work in the interface
after entering their password. If a new user attempts to connect to the web interface, the
connected user must log out first and then the new user is asked to authenticate by username
and password.

0 Session is every single period during which a browser is running. For example, in case of Internet Explorer, Firefox and
Opera, a session is terminated whenever all windows and tabs of the browser are closed, while in case of SeaMonkey,
a session is not closed unless the Quick Launch program is stopped (an icon is displayed in the toolbar’s notification
area when the program is running).
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11.3 Status information and user statistics
On the Status tab, the following information is provided:

User and firewall information
The page header provides user’s name or their username as well as the firewall’s DNS
name or IP address.

Transfer Quota Statistics
The upper section of the Status page provides information on the data volume having
been transferred by the moment in both directions (download, upload) for the particular

day (today), week and month. If a quota is set (see chapter ), information on usage of
individual quotas (percentage) is also provided here.

—— Hint

Week and month starting days can be changed in accounting period settings — see chap-
ter

®®» Transfer Quota Statistics

== Today DataIN 130,172 KB Quota (IN)
322007 DataOUT  3,721KE | 250

= This Week DataIN 597,441 KB Quota (IN)
Since 2)26/2007 Data OUT 27,212KE | 72%

@s== This Month DataIN 384,765 KB Quota (TOTAL)
Since 3(1/2007 Data OUT  10,273KE | 7%

Figure 11.7 Transfer Quota Statistics

Web Site Restrictions

The lower part of the Status tab provides an overview of current URL rules applied to
the particular user (i.e. rules applied to all users, rules applied to the particular user and
rules applied to the group the user belongs to). This makes it simple to find out which
web pages and objects are allowed or restricted for the particular user. Time intervals
within which the rules are valid are provided as well.

To learn more details about restriction rules for accessing Web pages refer to chap-
ter
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? VWeb Site Restrictions

URL Allowed Content Type Time Interval

*ad
*adframe®*

* {ad-handler /¥
*fads

* ‘banner /¥

* iplease; showit*
*/popup/*
*/popups;* ® Ho
* gator.com™®
*adsery*®

ad.*

ad?*

ad?2.*

ad#.*

ads??.*

* windowsupdate.com,; ¥
*update.microsoft.com,*

Ay Ay

Figure 11.8 Current web restrictions and rules

11.4 User preferences

The Preferences tab allows setting of custom web content filtering and preferred language for
the web interface. If user account is created in the WinRoute’s internal database (see chap-
ter 15), user can use preferences also to change password.

Content filtering options
The upper section of the page enables to permit or deny particular items of web pages.

Content filter options
If the checkbox under a filter is enabled, this feature will be available (it will not be
blocked by the firewall).
If a certain feature is disabled in the parameters of a user account (see chapter ),
a corresponding item within this page is inactive (user cannot change settings of the
item). Users are only allowed to make the settings more restrictive. In other words, users
cannot enable an HTML item denied by the administrators for themselves.

e Java applets <applet> HTML tag blocking

o ActiveX — Microsoft ActiveX features (this technology enables, for example, exe-
cution of applications at client hosts)
This option blocks <object> and <embed> HTML tags

e Scripts — <script> HTML tag blocking (commands of JavaScript, VBScript, etc.)

e Pop-up windows — automatic opening of new windows in the browser (usually
advertisements)
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ﬁ{ Content Filter Options

[+ allow HTML Java applets
Active objects at web pages.

[T allow HTML ActiveX objects
HTML <applet= tags (Java Applet)

[+ aAllow HTML Script tags
HTML <scripk> kags - commands of scripting languages, such as JavaScript, YEScript, etc,

[~ allow HTML JavaScript pop-up windows
Auktomatic opening of new browser windows - usually pop-up windows with advertisements,

[+ allow cross-domain referer
This option enables/disables the Referer ikem included in an HTTP header.

Save settinos |

Figure 11.9 Customized Web objects filtering

This option will block the window.open () method in JavaScript.

e (Cross-domain referer — blocking of the Referer items in HTTP headers.
This item includes pages that have been viewed prior to the current page. The
Cross-domain referer option blocks the Referer item in case this item does not
match the required server name.
Cross-domain referer blocking protects users’ privacy (the Referer item can be
monitored to determine which pages are opened by a user).

Save settings
To save and activate settings, click on this button.

Editing user password
The middle section of the Preferences page allows setting of user password.

To change a password, enter the current user password, new password, and the new pass-
word confirmation into the appropriate text fields. Save the new password with the Change
password button.
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:-3_ Change Password

Qld password: I““""‘“’“’““‘"‘"‘"“"‘"
Mew password: I““""‘“’“’““‘"‘"‘"“"‘"
Re-type new password: I““""‘“’“’““‘"‘"‘"“"‘"

Caution: The password is case sensitive,

Change password |

Figure 11.10 Editing user password

—— Warning
Passwords can be changed only if the user is configured in the WinRoute internal database (see
chapter 15.1). If another authentication method used, the WinRoute Firewall Engine will not
be allowed to change the password. In such a case, the Change password section is not even
displayed in the Preferences page.

Web Interface Language Preferences

WinRoute’s Web Interface is available in various languages. In lower section of the Preferences
tab, it is possible to set language for the web interface.

Q Language

Preferred language: E English j

Browser detected (English)
Save seftings | Czech k

English

Spanish

Russian

Slovak

Figure 11.11 Setting language preferences of the web interface

The second (the default) option is automatic selection of language in accordance with prefer-
ences set in the client’s web browser. This option exists in all modern web browsers. English
will be used if no preferred language is available .

In the latest WinRoute, the Web interface is available in English, Spanish, Czech, Slovak and
Russian.
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Note: Language settings affect also the format of displaying date and numbers in the web
interface.

11.5 Dial-up

Users allowed to dial RAS connections (see chapter ) can dial and hang up individual RAS
links and view their status on the Dial-up lines tab. This tab lists all dial-up lines defined in
WinRoute regardless of groups where they belong (for details, see chapter 5).

.f;_l‘ RAS Interfaces

RAS Interface Current state Action Connection time Incoming Outgoing

Dial-up connection Disconnected Click ko Dial

This page is refreshed automatically.

Figure 11.12 Web interface — dial-ups control

The following information items are provided for each line:

RAS interface — name of the interface in WinRoute (see chapter 5).
e Current state — Disconnected, Connecting, Connected, Disconnecting.

e Action — hypertext link that dials or hangs up the line when clicked (depending on its
current state).

e Connection time.

e Volume of data transferred in either direction (Incoming = from the Internet to the
LAN, Outgoing = from the LAN to the Internet).

Note: The Dial-up page is automatically refreshed in regular time intervals.
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HTTP and FTP filtering

WinRoute provides a wide range of features to filter traffic using HTTP and FTP protocols.
These protocols are the most spread and the most used in the Internet.

Here are the main purposes of HTTP and FTP content filtering:

e to block access to undesirable Web sites (i.e. pages that do not relate to employees’
work)

e to block certain types of files (i.e. illegal content)
e to block or to limit viruses, worms and Trojan horses

Let’s focus on filtering options featured by WinRoute. For their detailed description, read the
following chapters.

HTTP protocol
— Web pages filtering:

e access limitations according to URL (substrings contained in URL addresses)

e Dblocking of certain HTML items (i.e. scripts, ActiveX objects, etc.)

o filtering based on classification by the ISS OrangeWeb Filter module (worldwide
Website classification database)

e limitations based on occurrence of denied words (strings)

e antivirus control of downloaded objects

FTP protocol
— control of access to FTP servers:

e access to certain FTP servers is denied

e limitations based on or file names

o transfer of files is limited to one direction only (i.e. download only)
e certain FTP commands are blocked

e antivirus control of transferred files

Note: WinRoute provides only tools for filtering and access limitations. Decisions on which
websites and files will be blocked must be made by the administrator (or another qualified
person).
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12.1 Conditions for HTTP and FTP filtering

For HTTP and FTP content filtering, the following conditions must be met:

1. Traffic must be controlled by an appropriate protocol inspector.

An appropriate protocol inspector is activated automatically unless its use is denied by
traffic rules. For details, refer to chapter

2. Connections must not be encrypted. SSL encrypted traffic (HTTPS and FTPS protocols)
cannot be monitored. In this case you can block access to certain servers using traffic
rules (see chapter 7.3).

3. FTP protocols cannot be filtered if the secured authentication (SASO) is used.

4. Both HTTP and FTP rules are applied also when the WinRoute’s proxy server is used (then,
condition 1 is irrelevant). However, FTP protocol cannot be filtered if the parent proxy
server is used (for details, see chapter ). In such a case, FTP rules are not applied.

5. If the proxy server is used (see chapter 8.4), It is also possible to filter HTTPS servers (e.g.
https://secure.kerio.com/). However, it is not possible to filter individual objects at
these servers.

12.2 URL Rules

These rules allow the administrator to limit access to Web pages with URLs that meet certain
criteria. They include other functions, such as filtering of web pages by occurrence forbidden
words, blocking of specific items (scripts, active objects, etc.) and antivirus switch for certain
pages.
To define URL rules, go to the URL Rules tab in Configuration — Content Filtering — HTTP
Policy.

)| HTTP Policy

IURL Rules ICDntent Rules | Cache | Promy Server | Forbidden Wards 155 Orangeiteb Filker |

Drezcription | Action | Condition | Froperties
Allow automatic updates y/ Permit  all objects fram hittp: /¢ kenio. com™ {3 Block: wiruges
U Remaove advertizement and banners M Drop &l objects from URL group: &ds/banners

Dery sites rated in 155 Orange’web Filk.. ¢ Deny  all objects from URL Database
Allow b5 wWindows automatic updates y/ Permit  all objects from URL group: Windows Upd...
Derw sites rated in Cobion cateqories Demy &l objects from URL Databasze

Figure 12.1 URL Rules
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Rules in this section are tested from the top of the list downwards (you can order the list
entries using the arrow buttons at the right side of the dialog window). If a requested URL
passes through all rules without any match, access to the site is allowed. All URLs are allowed
by default (unless denied by a URL rule).

Note: URLs which do not match with any URL rule are available for any authenticated user
(any traffic permitted by default). To allow accessing only a specific web page group and block
access to other web pages, a rule denying access to any URL must be placed at the end of the
rule list.

The following items (columns) can be available in the URL Rules tab:

Description — description of a particular rule (for reference only). You can use the
checking box next to the description to enable/disable the rule (for example, for a cer-
tain time).

Action — action which will be performed if all conditions of the rule are met (Permit —
access to the page will be allowed, Deny — connection to the page will be denied and
denial information will be displayed, Drop — access will be denied and a blank page
will be opened, Redirect — user will be redirected to the page specified in the rule).

Condition — condition which must be met to apply the rule (e.g. URL matches certain
criteria, page is included in a particular category of the ISS OrangeWeb Filter database,
etc.).

Properties — advanced options for the rule (e.g. anti-virus check, content filtering,
etc.).

The following columns are hidden by default. To view them, use the Modify columns function
in the context menu — for details, see chapter

IP Groups — IP group to which the rule is applied. The IP groups include addresses of
clients (workstations of users who connect to the Internet through WinRoute).

Valid Time — time interval during which the rule is applied.

Users List — list of users and user groups to which the rule applies.

Note: The default WinRoute configuration includes a set of predefined rules for URL traffic.
These rules are disabled by default. These rules are available to the WinRoute administrators.

URL Rules Definition

To create a new rule, select a rule after which the new rule will be added, and click Add. You
can later use the arrow buttons to reorder the rule list.

Use the Add button to open a dialog for creating a new rule.
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General I.ﬁ.dvanced |Cu:untent Fules |

Descripion IDeny the staff to access chat servers

—If user accessing the URL is

" any user

[T domok reguire authenticakion

¥ selected user(s): ':aStaFF

Set...

—and URL matches criteria

= URL begins with: |*

f* s in URL group: I Chat ;I

™ is rated by 155 CrangeWWehb Filker rating system  Seleck Rating. .. |

" is any URL where server is specified by an IP address

—Ackion

\/ " Allow access to the Web site
< 4 {* Deny access to the Web site

¥ Log

(] 4 Zancel

Figure 12.2 URL Rule — basic parameters

Open the General tab to set general rules and actions to be taken.

Description
Description of the rule (information for the administrator).

If user accessing the URL is
Select which users this rule will be applied on:

e any user — for all users (no authentication required).
selected user(s) — for selected users or/and user groups who have authenticated
to the firewall.
Note:

1. Ttis often desired that the firewall requires user authentication before letting
them open a web page. This can be set on the Authentication Options tab in
Users (refer to chapter 15.1). Using the do not require authentication option,
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for example a rule allowing access to certain pages without authentication
can be defined.

2. Unless authentication is required, the do not require authentication option is
ineffective.

selected user(s) — applied on selected users or/and user groups.

Click on the Set button to select users or groups (hold the Ctrl and the Shift keys

to select more that one user /group at once).

Note: In rules, username represents IP address of the host fro which the user is

currently connected to the firewall (for details, see chapter ).

And URL matches criteria
Specification of URL (or URL group) on which this rule will be applied:

Action

URL begins with — this item can include either entire URL

(i.e. www.kerio.com/index.html) or only a substring of a URL using an asterisk
(wildcard matching) to substitute any number of characters (i.e. *.kerio.comsx)
Server names represent any URL at a corresponding server (www.kerio.com/x).
is in URL group — selection of a URL group (refer to chapter ) which the URL
should match with

is rated by ISS OrangeWeb Filter rating system — the rule will be applied on all
pages matched with a selected category by the ISS OrangeWeb Filter plug-in (see
chapter )

Click on the Select Rating... button to select from ISS OrangeWeb Filter categories.
For details, refer to chapter

is any URL where server is given as IP address — by enabling this option users
will not be able to bypass URL based filters by connecting to Web sites by IP
address rather than domain name. This trick is often used by servers offering
illegal downloads.

—— Warning
If access to servers specified by IP addresses is not denied, users can bypass URL
rules where servers are specified by names.

Selection of an action that will be taken whenever a user accesses a URL meeting a rule:

Allow access to the Web site

Deny access to the Web site — requested page will be blocked. The user will be
informed that the access is denied or a blank page will be displayed (according
to settings in the Advanced tab — see below).

Tick the Log option to log all pages meeting this rule in the Filter log (see chapter ).
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Go to the Advanced tab to define more conditions for the rule or/and to set options for denied
pages.

iZeneral |.ﬁ.dvanced ICDntent Rules |

—additional rule conditions

Yalid at time interwval:

I Working Hours LI Edit... |

Yalid For IP address group:

I Local Metwaork, LI Edit... |

valid if MIME type is: |* |

—Denial options
" Show denial page

Denial bexk:

Zhat is denied during working hours!

[~ Users cam Unlock this rule

" Show blank page (without any Eext or graphics)

¥ Redirect bo LRL Ihttp:,I',I'WWW.I:DmpaI'l‘:.-'.EDm,I'EhatdEl'liEd.htm|

Figure 12.3 URL Rule — advanced parameters

Valid at time interval
Selection of the time interval during which the rule will be valid (apart from this inter-
val the rule will be ignored). Use the Edit button to edit time intervals (for details see
chapter 14.2).

Valid for IP address group
Selection of IP address group on which the rule will be applied. Client (source) addresses
are considered. Use the Any option to make the rule independent of clients.
Click on the Edit button to edit IP groups (for details see chapter 14.1).

Valid if MIME type is
The rule will be valid for a certain MIME type only (for example, text/htm1 — HTML
documents, image/jpeg — images in the JPEG format, etc.).
You can either select one of the predefined MIME types or define a new one. An asterisk
substitutes any subtype (i.e. image/*). An asterisk stands for any MIME type — the rule
will be independent of the MIME type.
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Denial options
Advanced options for denied pages. Whenever a user attempts to open a page that is
denied by the rule, WinRoute will display:

A page informing the user that access to the required page is denied as it is
blocked by the firewall. This page can also include an explanation of the denial
(the Denial text item).

The Unlock button will be displayed in the page informing about the denial if the
Users can Unlock this rule is enabled. Using this button users can force WinRoute
to open the required page even though this site is denied by a URL rule. The rule
will be opened for certain time (10 minutes by default). Each user can unlock
a limited number of denied pages (up to 10 pages at once). All unlocked pages
are logged in the Security log (see chapter )

Rules can be unlocked only by users with corresponding rights (see chapter ).
This implies that unauthenticated (anonymous) users can never unlock rules.
Note:

1. If any modifications are done within URL rules, all unlock rules are removed
immediately.

2. For security reasons, no HTML tags are allowed in the restriction text. If the
plaintext format is not sufficient, it is recommended to use redirection to
another page (see below).

A blank page — user will not be informed why access to the required page was

denied.

Another page — user’s browser will be redirected to the specified URL. This op-

tion can be helpful for example to define a custom page with a warning that

access to the particular page is denied.

Open the Content Rules tab (in the HTTP Rules section) to specify details for content filter
rules. Parameters on this tab can be modified only for rules where the Allow access to the Web
site option is enabled.

WWW content scanning options
In this section you can define advanced parameters for filtering of objects contained in
Web pages which meet the particular rule (for details refer to chapter ). Specific URL
settings have higher priority than user settings (see chapter ) and global rules for
unauthorized users (refer to chapter ).
One of the following alternatives can be set for each object type:

Allow — these objects will be displayed.

Deny — these objects will be filtered out of the page

Default — global rules or custom rules of a particular user will be applied to such
objects (this implies that this rule will not affect filtering of such objects)
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B URL Rule 7 x|

General |.-i'-.|:|van|:eu:| | Content Rules |

—W0e content scanning options

HTML Activel objects 32 Dery |
HTHL Script tags I Crefault LI
HTHL JavaScript pop-up windows I‘/.-’-'-.IIDW LI
HTHL Java appletz I Crefault LI
Crozs-domain referer I W 2l LI

[~ Deny'eb pages containing forbidden wards in HTML code

[¥ Scan contents for viruses according to scanning miles

Figure 12.4 Options for Websites with content meeting a URL rule

Deny Web pages containing ...
Use this option to deny users to access Web pages containing words/strings defined on
the Forbidden Words tab in the Configuration/Content Filtering — HTTP Policy.
For detailed information on forbidden words, see chapter 12.5.

Scan content for viruses according to scanning rules
Antivirus check according to settings in the Configuration — Content Filtering — Antivirus
section will be performed (see chapter 13.3) if this option is enabled.

HTTP Inspection Advanced Options

Click on the Advanced button in the HTTP Policy tab to open a dialog where parameters for
the HTTP inspection module can be set.

Use the Enable HTTP Log and Enable Web Log options to enable/disable logging of HTTP
queries (opened web pages) to the HTTP log (see chapter 22.10) and to the Web log (refer to
chapter 22.14).

Log format can be chosen for the Enable HTTP Log item: Apache access log
(http://www.apache.org/) or Squid proxy log (http://www.squid-cache.org/). This may
be important especially when the log would be processed by a specific analysis tool.

Both HTTP and Web logs are enabled by default. The Apache option is selected by default for
its better reference.

Use the Apply filtering rules also for local server to specify whether content filtering rules will
be applied to local WWW servers which are available from the Internet (see chapter 7). This
option is disabled by default — the protocol inspector only scans HTTP protocol syntax and
performs logging of queries ( WWW pages) according to the settings.
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ESEI: advanced options 7 x|

—Logging options
¥ Enable HTTP Log
Select format:
{* Apache access log
" Squid prozy log
[w Enable#'eb Lag

—Other zettings

[~ Apply filkering rules also for local servers

(] 4 Cancel

Figure 12.5 HTTP protocol inspector settings

12.3 Global rules for Web elements

In WinRoute you can also block certain features contained in HTML pages. Typical undesirable
items are ActiveX objects (they might enable starting of applications on client hosts) and pop-
up windows (automatically opened browser windows, usually used for advert purposes).

To define content global filtering rules go to the Content Rules tab in the Configuration —
Content Filtering — HTTP Policy section. Special settings for individual pages can be defined
in URL Rules section (refer to chapter 12.2).

Settings on the WWW content scanning options tab are applied to traffic of hosts where users
are not authenticated. Special settings are used for users connected through the firewall.

Each authenticated user can customize filtering rules at the user preferences page (see chap-
ter 11.4). However, users that are not allowed to override WWW content rules (refer to chap-
ter 15.1) cannot permit HTML features that are denied globally.

Allow HTML ActiveX objects
Active objects at web pages.
This option allows/blocks <object> and <embed> HTML tags.

Allow <Script> HTML tags
HTML <script> tags — commands of scripting languages, such as JavaScript, VBScript,
etc.

Allow HTML JavaScript pop-up windows
Automatic opening of new browser windows — usually pop-up windows with advertise-
ments.
This option enables/blocks the window.open() method in scripts
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)| HTTP Policy

IURL Rules I Content Rules | Cache | Proxy Server Forbidden Waords 155 Orangeieb Filker

—Default Wi content scanning optiohs

[ aAllow HTHML Actives objects

v Allow HTML Seript tags

v Allow HTML JavaScrpt pop-up windows
v Allow HTML Java applets

[~ Allow cross-domain referer

Figure 12.6 Global rules for Web elements

Allow <applet> HTML tags
HTML <applet> tags (Java Applet)

Allow cross-domain referer
This option enables/disables the Referer item included in an HTTP header.
The Referer item includes pages that have been viewed prior to the current page. If
the Allow inter-domain referer is off, Referer items that include a server name different
from the current HTTP request will be blocked.
The Cross-domain referer function protects users’ privacy (the Referer item can be mon-
itored to see which pages are opened by each user).

12.4 Content Rating System (ISS OrangeWeb Filter)

The ISS OrangeWeb Filter module enables WinRoute to rate Web page content. Each page
is sorted into predefined categories. Access to the page will be either permitted or denied
according to this classification.

ISS OrangeWeb Filter uses a dynamic worldwide database which includes URLs and classifica-
tion of Web pages. This database is maintained by special servers that perform page ratings.
Whenever a user attempts to access a Web page, WinRoute sends a request on the page rating.
According to the classification of the page the user will be either allowed or denied to access
the page. To speed up URL rating the data that have been once acquired can be stored in the
cache and kept for a certain period.

Note:

1. A special license is associated with ISS OrangeWeb Filter. Unless WinRoute includes an
ISS OrangeWeb Filter license, then the module behaves as a trial version only (this means
that it is automatically disabled after 30 days from the WinRoute installation and options
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in the ISS OrangeWeb Filter tab will not be available). For detailed information about the
licensing policy, read chapter

2. The firewall’s traffic rules must not block access to ISS OrangeWeb Filter’s database
servers. If, for any reason, access from the firewall to the Internet is restricted, it is
necessary to allow access to the COFS service (6000/TCP).

3. If the Internet connection is provided by a dial-up, it is not recommended to use ISS
OrangeWeb Filter.

Upon startup of the WinRoute Engine, access to the database server is checked (this
process is called activation). This activation is refreshed regularly.

If the line is hung up while the activation is being started and refreshed, the activation is
not started and the ISS OrangeWeb Filter module will not work. In addition, communica-
tion with the database server significantly increases the response time for connection to
such web pages classification of which is not saved in the local cache.

ISS OrangeWeb Filter configuration

The ISS OrangeWeb Filter module can be set and configured through the ISS OrangeWeb Filter
tab in Configuration — Content Filtering — HTTP Policy.

Enable ISS OrangeWeb Filter
use this option to enable/disable the ISS OrangeWeb Filter module for classification of
websites.
If ISS OrangeWeb Filter is disabled:

o the other options in the ISS OrangeWeb Filter tab are not available,
e all URL rules which use the ISS OrangeWeb Filter classification are disabled (for
details, refer to chapter ).

Categorize each page regardless of HTTP rules
If this option is enabled, ISS OrangeWeb Filter categorization will be applied to any web
pages (i.e. to all HTTP requests processed by the HTTP protocol inspector).
Categorization of all pages is necessary for statistics of the categories of visited web
pages (see chapter 21). If you do not intend to keep these statistics, it is recommended
disable this option (categorization of all web pages might be demanding and it might
decrease WinRoute performance).

Servers (Web sites) not to be rated by the module can eb specified in ISS OrangeWeb Filter
white list. Use the Add button to open a dialog where a new item (server or a Web page) can be
added.

Server
Use the Server item to specify Web sites not to be classified by the ISS OrangeWeb Filter.
The following items can be specified:
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43| HTTP Policy

LRL Rules ICDntentRuIes ICache |Pruxv5&rver IFu:urI:uidu:Ien Wards |ISSOrangeWeb Filker I

ISSOrengeNelFilter™

— Settings
[¥ Enable 1S5 Oranget'eb Filker

[¥ Cateqorize each page regardless of HT TP wiles
—|55 Orangetfeb Filker white izt

Server  / IDescriptiDn |

v chn.com  Mews

[} 155 OrangeWeb Filter white list E

Server: Iwww.l_l,lcns.ca.uk

Dezcrphion: IWel:u zearch enaine

ak. I Cahcel |

add. | Ed. | Bemove |

Figure 12.7 1SS OrangeWeb Filter configuration

e server name (e.g. www.kerio.com). Server name represents any URL at a corre-

sponding server.
e a particular URL (e.g. www.kerio.com/index.html). It is not necessary to in-

clude protocol specification (http://).

e URL using wildcard matching (e.g. *=.ker?o.*). An asterisk stands for any num-
ber of characters (even zero), a*.ker?o.* question-mark represents just one
symbol.

Description
Comments for the items defined. For reference only.

ISS OrangeWeb Filter Deployment

To enable classification of Websites by the ISS OrangeWeb Filter module, this module must be
running and all corresponding parameters must be set.

Whenever WinRoute processes a URL rule that requires classification of pages, the ISS
OrangeWeb Filter plug-in is activated. The usage will be better understood through the fol-
lowing example that describes a rule denying all users to access pages containing job offers.
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On the URL Rules tab in Configuration — Content Filtering — HTTP Rules, define a rule by using
image 12.8 as guidance:

General I.-’-'-.dvanu:ed | Cantent Rulez |

Drezcription IDen_l,l job offers

—If uzer acceszing the URL iz
% any user

v do not require authentication

" selected users]:

Set...

—and URL matches criteria
= URL beqins with: |"

iz in URL group: I.-'l'-.ds.-"l:uanners ;I

¥ iz rated by |55 Oranget/'eb Filter rating spstem  Select Rating. . |

iz any UBL where server is specified by an IP address

—Action

\/ " Allow access to the ‘Web site

S22 (v Deny access to the 'Web site

¥ Log

(] Cancel

Figure 12.8 ISS OrangeWeb Filter rule

The is rated by ISS OrangeWeb Filter rating system is considered the key parameter. The URL
of each opened page will be rated by the ISS OrangeWeb Filter module. Access to each page
matching with a rating category included in the database will be denied.

Use the Select Rating button to open a dialog where ISS OrangeWeb Filter rating categories can
be chosen. Select the Job Search rating category (pages including job offers).
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ESEI: 155 OrangeWeb Filter Categories 7 x|

Categon |
-- Cririnial Activities
-- Dirugz
-- Entertainment / Culture
-- Eutreme
-- Finance / Investment
-- Games / Gambling
-- Information # Communication
.. IT
E]--Ju:ul:u Search
Job Search
-- Lifestyle
-- M edicine
-- Orderinig
-- Paornography / Hudity
-- Private Homepages
-- Society / Education / Religion
--"v"ehicles / Tranzpartation
[ Weapons

Check Hrchesk

LCancel

Figure 12.9 ISS OrangeWeb Filter categories
Note:

1. You can define multiple URL rules that will use the ISS OrangeWeb Filter rating technology.
Multiple categories may be used for each rule.

2. We recommend you to unlock rules that use the ISS OrangeWeb Filter rating system (the
Users can Unlock this rule option in the Advanced tab). This option will allow users to
unlock pages blocked for incorrect classification. All unlock queries are logged into the
Filter log — here you can monitor whether unlock queries were appropriate or not.

12.5 Web content filtering by word occurrence
WinRoute can also filter Web pages that include undesirable words.

This is the filtering principle: Denied words are matched with values, called weight (repre-
sented by a whole positive integer). Weights of these words contained in a required page are
summed (weight of each word is counted only once regardless of how many times the word is
included in the page). If the total weight exceeds the defined limit (so called treshold value),
the page is blocked.

So called forbidden words are used to filter out web pages containing undesirable words. URL
rules (see chapter 12.2) define how pages including forbidden content will be handled.
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—— Warning
Definition of forbidden words and treshold value is ineffective unless corresponding URL rules
are set!

Definition of rules filtering by word occurrence

First, suppose that some forbidden words have been already defined and a treshold value has
been set (for details, see below).

On the URL Rules tab under Configuration — Content Filtering — HTTP Policy, create a rule (or
a set of rules) to allow access to the group of web pages which will be filtered by forbidden
words. Go to the Content Rules tab under HTTP Rule to enable the web content filter.

Take a rule that will filter all web sites by occurrence of forbidden words as an example.

e On the General tab, allow all users to access any web site.

General I.-’-'-.dvanu:ed | Cantent Rulez |

Drezcription IDen_l,l pages containing forbidden waordz

—If uzer acceszing the URL iz
% any user

[~ do not require authentication

" selected users]:

Set...

—and URL matches criteria
f+ URL begins with: |"

iz in URL group: I.-'l'-.ds.-"l:uanners ;I

™ iz rated by |55 Oranget/'eb Filter rating spstem  Select Fating. . |

iz any UBL where server is specified by an IP address

—Action

\/ v Allow access to the ‘Web site

L2 (" Deny access to the 'Web site

[ Log

Figure 12.10 A rule filtering web pages by word occurrence (allow access)
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e On the Content Rules tab, check the Deny Web pages containing... option to enable

filtering by word occurrence.

B URL Rule

General |.-i'-.|:|van|:eu:| | Content Rules |

—W0e content scanning options

HThL &ctives objects
HTHL Script tags

|

|

HTML JavaScript pop-up windows |
HTML Java applets |
|

Crozz-domain referer

Diefault |
Diefault |
Diefault |
Diefault |
Diefault |

v Deny'web pages containing forbidden wards in HTML code

[¥ Scan contents for viruses according to scanning miles

Figure 12.11 A rule filtering web pages by word occurrence (word filtering)

Word groups

To define word groups go to the Word Groups tab in Configuration — Content Filtering —
HTTP Policy, the Forbidden Words tab. Words are sorted into groups. This feature only makes
WinRoute easier to follow. All groups have the same priority and all of them are always tested.

% | HTTP Policy

IURL Rules |Cu:untent Rules |Cache |F‘ru:ux~;.-' Server | Forbidden \Words IISS Orangeeb Filker

Figure 12.12

Groups of forbidden words
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Individual groups and words included in them are displayed in form of trees. To enable
filtering of particular words use checkboxes located next to them. Unchecked words will be
ignored. Due to this function it is not necessary to remove rules and define them again later.

Note: The following word groups are predefined in the default WinRoute installation:
e Pornography — words that typically appear on pages with erotic themes,

e Warez / Cracks — words that typically appear on pages offering downloads of illegal
software, license key generators etc.

All key words in predefined groups are disabled by default. A WinRoute administrator can
enable filtering of the particular words and modify the weight for each word.

Treshold value for Web page filtering
The value specified in Deny pages with weight over represents so called treshold weight
value for each page (i.e. total weight of all forbidden words found at the page). If the
total weight of the tested page exceeds this limit, access to the page will be denied (each
word is counted only once, regardless of the count of individual words).

Definition of forbidden words

Use the Add button to add a new word into a group or to create a new group.

ﬂWurd Groups Edit | x|

Group: IJ:::I:: offers LI

Keyword; Iju:ul:u

weight: |20

Descripkion: IThe word "job"

(] 4 Zancel

Figure 12.13 Definition of a forbidden word or/and a word group

Group
Selection of a group to which the word will be included. You can also add a new name to
create a new group.

Keyword
Forbidden word that is to be scanned for. This word can be in any language and it should
follow the exact form in which it is used on websites (including diacritics and other special
symbols and characters). If the word has various forms (declension, conjugation, etc.), it
is necessary to define separate words for each word in the group. It is also possible to set
various weight of words.
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Weight
Word weight the level of how the word affects possible blocking or allowing of access
to websites. The weight should respect frequency of the particular word in the language
(the more common word, the lower weight) so that legitimate webpages are not blocked.

Description
A comment on the word or group.

12.6 FTP Policy

To define rules for access to FTP servers go to Configuration — Content Filtering — FTP Rules.

j{:] FTP Policy

Drezcription Action Condition IP Groups
Forbid resume due antivirug scanning Demy  izzue commands "REST" on any server

Forbid upload Demy  izzue commands "STOR" on any server

Forbid *.mpag, *.mp3 and *.mpeg files Demy  transfer file " mp™ fram any server

Forbid *. avi files Dery  transfer file ™ avi from any server

Figure 12.14 FTP Rules

Rules in this section are tested from the top of the list downwards (you can order the list
entries using the arrow buttons at the right side of the dialog window). Testing is stopped
when the first convenient rule is met. If the query does not match any rule, access to the FTP
server is implicitly allowed.

Note:

1. The default WinRoute configuration includes a set of predefined rules for FTP traffic. These
rules are disabled by default. These rules are available to the WinRoute administrators.

2. Arule which blocks completion of interrupted download processes (so called resume func-
tion executed by the REST FTP command). This function is essential for proper function-
ality of the antivirus control: for reliable scanning, entire files must be scanned.

If undesirable, this rule can be disabled. This is not recommended as it might jeopardize
scanning reliability. However, there is a more secure way to limit this behavior: create
a rule which will allow unlimited connections to a particular FTP server. The rule will take
effect only if it is placed before the Resume rule.

For details on antivirus scan of FTP protocol, refer to chapter 13.3.
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FTP Rules Definition

To create a new rule, select a rule after which the new rule will be added, and click Add. You
can later use the arrow buttons to reorder the rule list.

Checking the box next to the rule can be used to disable the rule. Rules can be disabled
temporarily so that it is not necessary to remove rules and create identical ones later.

Note: FTP traffic which does not match any FTP rule is allowed (any traffic permitted by de-
fault). To allow accessing only a specific group of FTP servers and block access to other web
pages, a rule denying access to all FTP servers must be placed at the end of the rule list.

FTP rule dialog:

General I.-’-'-.dvanu:ed |

Drezcription: IF::urI:uiu:I a qroup of uzers to access certain FTP servers

—If uzer accessing the FTP server iz
£ any user

" any user authenticated on the firewall

% selected users]: ':a FTP denied

Set...

—and the FTP zerver iz

{0 any server

{ server |

f* |P address from group: | Forbidden FTP servers LI Edit... |

—Action

W © Allow
o (% Deny
¥ Log

ok LCancel

Figure 12.15 FTP Rule — basic parameters
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Open the General tab to set general rules and actions to be taken.

Description
Description of the rule (information for the administrator).

If user accessing the FTP server is
Select which users this rule will be applied on:

e any user — the rule will be applied on all users (regardless whether authenticated
on the firewall or not).
e any user authenticated on the firewall — applied on all authenticated users.
o selected user(s) — applied on selected users or/and user groups.
Click on the Set button to select users or groups (hold the Ctrl and the Shift keys
to select more that one user /group at once).
Note: Rules designed for selected users (or all authenticated users) are irrelevant unless
combined with a rule that denies access of non-authenticated users.

And the FTP server is
Specify FTP servers on which this rule will be applied:

e any server —any FTP server

e server — IP address of DNS name of a particular FTP server.
If an FTP server is defined through a DNS name, WinRoute will automatically per-
form IP address resolution from DNS. The IP address will be resolved immediately
when settings are confirmed by the OK button (for all rules where the FTP server
was defined by a DNS name).
—— Warning
Rules are disabled unless a corresponding IP address is found!

e [P address from group — selection of IP addresses of FTP servers that will be
either denied or allowed.
Click on the Edit button to edit IP groups (for details see chapter ).

Action
Select an action that will be taken when requirements for users and the FTP server are
met:

e Allow — WinRoute allows connection to selected FTP servers under conditions set
in the Advanced tab— see below).
e Deny — WinRoute will block certain FTP commands or FTP connections (according
to the settings within the Advanced tab).
Check the Log option to log all FTP connections meeting this rule in the Filter log (see
chapter ).

173



Chapter 12 HTTP and FTP filtering

Go to the Advanced tab to define other conditions that must be met for the rule to be applied
and to set advanced options for FTP communication.

ERFTP Rule EE

General | Advanced |

—additional rule conditionz

Yalid at time interval:

I Working Hours LI Edit... |

Yalid for IP address group:

[ &y =l Edi... |

—Caontent
Type:
I FTP command LI

FTP commands:

IF'EIFET,F'.-’-‘-.S\-’,HETFLSTEIH,DELE,LIST Set...

[¥ Scan contents for viruses according to scanning miles

Figure 12.16 FTP Rule — advanced settings

Valid at time interval
Selection of the time interval during which the rule will be valid (apart from this inter-
val the rule will be ignored). Use the Edit button to edit time intervals (for details see
chapter 14.2).

Valid for IP address group
Selection of IP address group on which the rule will be applied. Client (source) addresses
are considered. Use the Any option to make the rule independent of clients.
Click on the Edit button to edit IP groups (for details see chapter 14.1).

Content
Advanced options for FTP traffic content.
Use the Type option to set a filtering method:

e Download, Upload, Download / Upload — transport of files in one or both direc-
tions.
If any of these options is chosen, you can specify names of files on which the
rule will be applied using the File name entry. Wildcard matching can be used to
specify a file name (i.e. *.exe for executables).

e FTP command — selection of commands for the FTP server on which the rule will
be applied

e Any — denies all traffic (any connection or command use)
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Scan content for viruses according to scanning rules
Use this option to enable/disable scanning for viruses for FTP traffic which meet this rule.
This option is available only for allowing rules — it is meaningless to apply antivirus
check to denied traffic.
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Antivirus control

WinRoute provides antivirus check of objects (files) transmitted by HTTP, FTP, SMTP and POP3
protocols. In case of HTTP and FTP protocols, the WinRoute administrator can specify which
types of objects will be scanned.

WinRoute is also distributed in a special version which includes integrated McAfee antivirus.
Besides the integrated antivirus, WinRoute supports several antivirus programs developed by
various companies, such as Eset Software, Grisoft, F-Secure, etc.). Antivirus licenses must meet
the license policy of a corresponding company (usually, the license is limited by the same or
higher number of users as WinRoute is licensed for, or a server license).

Since 6.2.0, WinRoute enables to combine the integrated McAfee antivirus with a supported
external antivirus. In such a case, transferred files are checked by both antiviruses (so called
dual antivirus control). This feature reduces the risk of letting in a harmful file.

However, using of two antiviruses at a time also decreases the speed of firewall’s performance.
It is therefore highly recommended to consider thoroughly which method of antivirus check
should be used and to which protocols it should be applied and, if possible and desired, to try
the configuration in the trial version of WinRoute before purchasing a license.

Note:
1. However, supported external antiviruses as well as versions and license policy of individ-

ual programs may change as the time flows. For up-to-date information please refer to
(http://www.kerio.com/kwf).

2. External McAfee Anti-Virus programs are not supported by WinRoute.

13.1 Conditions and limitations of antivirus scan

Antivirus check of objects transferred by a particular protocol can be applied only to traffic
where a corresponding protocol inspector which supports the antivirus is used (see chap-
ter 14.3). This implies that the antivirus check is limited by the following factors:

e Antivirus check cannot be used if the traffic is transferred by a secured channel
(SSL/TLS). In such a case, it is not possible to decipher traffic and separate transferred
objects.

e Within email antivirus scanning (SMTP and POP3 protocols), the firewall only removes
infected attachments — it is not possible to drop entire email messages. In case of
SMTP protocol, only incoming traffic is checked (i.e. traffic from the Internet to the
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local network — incoming email at the local SMTP server). Check of outgoing traffic
causes problems with temporarily undeliverable email.

For details, see chapter 13.4.

e Object transferred by other than HTTP, FTP, SMTP and POP3 protocols cannot be
checked by an antivirus.

e If a substandard port is used for the traffic, corresponding protocol inspector will not
be applied automatically. In that case, simply define a traffic rule which will allow this
traffic using a corresponding protocol inspector (for details, see chapter 7.3).

Example: You want to perform antivirus checks of the HTTP protocol at port 8080.
1. Define the HTTP 8080 service (TCP protocol, port 8080).

2. Create a traffic rule which will allow this service applying a corresponding protocol
inspector.

Mame Source Destination Service Action | Protocol Inspector

B HTTR B080 with inspection &2 9 TrustedfLocal 2 Internet &j HTTF 030 ,/ HTTP

Figure 13.1 Traffic rule for HTTP protocol inspection at non-standard ports

Add the new rule before the rule allowing access to any service in the Internet (if
such a rule exists). If the NAT (source address translation) technology is used for
Internet connection, address translation must be set for this rule as well.

Note: A corresponding protocol inspector can be also specified within the ser-
vice definition, or both definition methods can be used. Both methods yield the
same result, however, the corresponding traffic rule is more transparent when the
protocol inspector is defined in it.

13.2 How to choose and setup antiviruses

To select antiviruses and set their parameters, open the Antivirus tab in Configuration —
Content Filtering — Antivirus. Ob this tab, you can select the integrated McAfee module, an
external antivirus, or both.

If both antiviruses are used, each transferred object (downloaded file, an email attachment,
etc.) will be first checked by the integrated McAfee antivirus module and then by the other
antivirus (a selected external antivirus).

Integrated McAfee

To enable the integrated McAfee antivirus, enable Use integrated McAfee antivirus engine in
the Antivirus tab. This option is not available unless the license key for WinRoute includes
a license for the McAfee antivirus or in trial versions. For detailed information about the
licensing policy, read chapter 44.
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Use the Integrated antivirus engine section in the Antivirus tab to set update parameters for
McAfee.

| Antivirus

Ankivirus Engine I HTTP, FTP Scanning Email Scanning S5L-YPN Scanning

—ankivirus Software

¥ Use integrated McAfee® antivirus engine

& Running
[T Use external antivirus | pons: LI opkions, .. |
J Disabled

Figure 13.2 Antivirus selection (integrated antivirus)

—Integrated Antivirus Engine

¥ Check For update every IS 3: hours pdate now. ..
rdsoron-. | McAfee

Current virus database is | 21 hours, 5 minutes ald Proven Security™
Last update check performed | 2 hours, 49 minukes ago

Yirus databiase wersion: | 4692

Scanning engine version: | 4.4.00

Figure 13.3 Scheduling McAfee updates

Check for update every ... hours
Time interval of checks for new updates of the virus database and the antivirus engine
(in hours).
If any new update is available, it will be downloaded automatically by WinRoute.
If the update attempt fails (i.e. the server is not available), detailed information about the
attempt will be logged into the Error log (refer to chapter 22.8).
Each download (update) attempt sets the Last update check performed value to zero.
—— Warning
To make the antivirus control as mighty as possible, it is necessary that the antivirus
module is always equipped by the most recent version of the virus database. Therefore,
it is recommended to keep automatic updates running and not to set too long intervals
between update checks (update checks should be performed at least twice a day).

Current virus database is ...
Information regarding the age of the current database.
Note: If the value is too high, this may indicate that updates of the database have failed
several times. In such cases, we recommend you to perform a manual update check by
the Update now button and view the Error log.
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Last update check performed ... ago
Time that has passed since the last update check.

Virus database version
Database version that is currently used.

Scanning engine version
McAfee scanning engine version used by WinRoute.

Update now
Use this button for immediate update of the virus database and of the scanning engine.
After you run the update check using the Update now... button, an informational window
displaying the update check process will be opened. You can use the OK button to close
it — it is not necessary to wait until the update is finished.
If updated successfully, the version number of the new virus database or/and the new
antivirus version(s), as well as information regarding the age of the current virus database
will be displayed. If the update check fails (i.e. the server is not available), an error will be
reported and detailed information about the update attempt will be logged into the Error
log.
Each download (update) attempt sets the Last update check performed value to zero.

External antivirus

For external antivirus, enable the Use external antivirus option in the Antivirus tab and select
an antivirus to be employed from the combo box. This menu provides all external antivirus
programs supported in WinRoute by special plugins.

—— Warning
External antivirus must be installed before it is set in WinRoute, otherwise it is not available
in the combo box. It is recommended to stop the WinRoute Firewall Engine service before an
antivirus installation.

| Antivirus

Ankivirus Engine I HTTP, FTP Scanning Email Scanning S5L-YPN Scanning

—ankivirus Software

[~ Use integrated McAfee® antivirus engine

) Disabled
¥ Use external antivirus | MoD32 LI Opkions. .. |
& Running

Figure 13.4 Antivirus selection (external antivirus)
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Use the Options button to set advanced parameters for the selected antivirus. Dialogs for in-
dividual antiviruses differ (some antivirus programs may not require any additional settings).
For detailed information about installation and configuration of individual antivirus programs,
refer to

Click Apply to test the selected antivirus. If the test is passed successfully, the antivirus will
be used from the moment on. If not, an error is reported and no antivirus will be set. Detailed
information about the failure will be reported in the Error log (see chapter ).

Antivirus settings

Check items in the Settings section of the Antivirus tab to enable antivirus check for individual
application protocols. By default, antivirus check is enabled for all supported modules.

In Settings, maximum size of files to be scanned for viruses at the firewall can be set. Scanning
of large files are demanding for time, the processor and free disk space, which might affect
the firewall’s functionality dramatically. It might happen that the connection over which the
file is transferred is interrupted when the time limit is exceeded.

The optimal value of the file size depends on particular conditions (the server’s performance,
load on the network, type of the data transmitted, antivirus type, etc.). Caution! We strongly
discourage administrators from changing the default value for file size limit. In any case, do
not set the value to more than 4 MB.

—Protocols —3ettings

¥ Enable HTTP scanning ¥ Enakle file size limit

¥ Enable FTP scanning Mazx, file size: I4EI‘3E~ KE

¥ Enable SMTP scanning (For inbound connections only)

¥ Enable POP3 scanming

Figure 13.5 Selecting application protocols to be scanned and setting file size limits

Parameters for HTTP and FTP scanning can be set in the HTTP and FTP scanning (refer to

chapter ), while SMTP and POP3 scanning can be configured in the Email scanning tab (see
chapter ).
—— Warning

1. In case of SMTP protocol, only incoming traffic is checked (i.e. traffic from the Internet to
the local network — incoming email at the local SMTP server). Checks of outgoing SMTP
traffic (from the local network to the Internet) might cause problems with temporarily
undeliverable email — for example in cases where the destination SMTP server uses so
called greylisting.

To perform smooth checks of outgoing traffic, define a corresponding traffic rule using
the SMTP protocol inspector. Such rule may be useful for example if clients in the local
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network send their email via an SMTP server located in the Internet. Checking of outgoing
SMTP traffic is not apt for local SMTP servers sending email to the Internet.

An example of a traffic rule for checking of outgoing SMTP traffic is shown at figure 13.6.

Marne Source Destination Service Action | Translation | Protocol Inspector
Fl cutgoing sMTP &2 #% TrustediLocal | ™) smtp.server.com 3@ SMTP \/ MAT SMTP

Figure 13.6 An example of a traffic rule for outgoing SMTP traffic check

2. Substandard extensions of the SMTP protocol can be used in case of communication of
two Microsoft Exchange mailservers. Under certain conditions, email messages are trans-
mitted in form of binary data. In such a case, WinRoute cannot perform antivirus check of
individual attachments.

In such cases, it is recommended to use an antivirus which supports Microsoft Exchange
and not to perform antivirus check of SMTP traffic of a particular server in WinRoute. To
achieve this, disable antivirus check for SMTP protocol or define a corresponding traffic
rule where no protocol inspector will be applied (see chapter 7.7).

13.3 HTTP and FTP scanning
As for HTTP and FTP traffic, objects (files) of selected types are scanned.

The file just transmitted is saved in a temporary file on the local disk of the firewall. WinRoute
caches the last part of the transmitted file (segment of the data transferred) and performs
an antivirus scan of the temporary file. If a virus is detected in the file, the last segment of
the data is dropped. This means that the client receives an incomplete (damaged) file which
cannot be executed so that the virus cannot be activated. If no virus is found, WinRoute sends
the client the rest of the file and the transmission is completed successfully.

Optionally, a warning message informing about a virus detected can be sent to the user who
tried to download the file (see the Notify user by email option).

—— Warning

1. The purpose of the antivirus check is only to detect infected files, it is not possible to heal
them!

2. If the antivirus check is disabled in HTTP and FTP filtering rules, objects and files matching
corresponding rules are not checked. For details, refer to chapters 12.2 and 12.6).

3. Full functionality of HTTP scanning is not guaranteed if any non-standard extensions to
web browsers (e.g. download managers, accelerators, etc.) are used!
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To set parameters of HTTP and FTP antivirus check, open the HTTP, FTP scanning tab in
Configuration — Content Filtering — Antivirus.

| Antivirus

Antivirus engine | HTTF. FTP scanning | Emaill scanning | S5SL-YPM Scanning

—If & wirus iz found, deny tranzfer and do the following

v Move the file to quarantine

v ailert the client

—If a transferred file cannot be zcanned [e.g. encrypted or corrupted file]

{+ Deny tranzmission of the file

£ Allove the file to be tranzfered

—5Scanning Rules

Type Content Action Drezcription -

CEHTTRFTR filename  *.com Scan Executable file

CEHTTRFTR filename  “exe Scan Executable file

CEHTTRFTF filename  * bat Scan Executable file :I

CEHTTRFTR filename  * pif Scan E=ecutable file

CEHTTRFTR filename  ".sor Scan Executable file ll

CEHTTRFTR filename  “wh? Scan WES file

CEHTTRFTR filename  *xl? Scan #LE file

CEHTTRFTR filename  *.zip Scan Archive file LI
add. | Eat. Remove

Figure 13.7 Settings for HTTP and FTP scanning

Use the If a virus is found... entry to specify actions to be taken whenever a virus is detected
in a transmitted file:

Move the file to quarantine — the file will be saved in a special directory on the
WinRoute host. WinRoute administrators can later try to heal the file using an an-
tivirus program and if the file is recovered successfully, the administrator can provide
it to the user who attempted to download it.

The quarantine subdirectory under the WinRoute directory is used for the quarantine
(the typical path is C:\Program Files\Kerio\WinRoute Firewall\quarantine)

Infected files (files which are suspected of being infected) are saved into this directory
with names which are generated automatically. Name of each file includes information
about protocol, date, time and connection number used for the transmission.
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—— Warning
When handling files in the quarantine directory, please consider carefully each action
you take, otherwise a virus might be activated and the WinRoute host could be attacked
by the virus!

Alert the client — WinRoute alerts the user who attempted to download the file by
an email message warning that a virus was detected and download was stopped for
security reasons.

WinRoute sends alert messages under the following circumstances: The user is authen-
ticated and connected to the firewall, a valid email address is set in a corresponding
user account (see chapter ) and the SMTP server used for mail sending is config-
ured correctly (refer to chapter ).

Note: Regardless of the fact whether the Alert the client option is used, alerts can
be sent to specified addresses (e.g. addresses of network administrators) whenever
a virus is detected. For details, refer to chapter

In the If the transferred file cannot be scanned section, actions to be taken when the antivirus
check cannot be applied to a file (e.g. the file is compressed and password-protected, damaged,

etc.):

Deny transmission of the file — WinRoute will consider these files as infected and deny
their transmission.

Hint
It is recommended to combine this option with the Move the file to quarantine function
— the WinRoute administrator can extract the file and perform manual antivirus check
in response to user requests.

Allow the file to be transferred — WinRoute will treat compressed password-protected
files and damaged files as trustful (not infected).

Generally, use of this option is not secure. However, it can be helpful for example
when users attempt to transmit big volume of compressed password-protected files
and the antivirus is installed on the workstations.

HTTP and FTP scanning rules

These rules specify when antivirus check will be applied. By default (if no rule is defined), all
objects transmitted by HTTP and FTP are scanned.

Note: WinRoute contains a set of predefined rules for HTTP and FTP scanning. By default, all
executable files as well as all Microsoft Office files are scanned. The WinRoute administrator
can change the default configuration.
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Scanning rules are ordered in a list and processed from the top. Arrow buttons on the right can
be used to change the order. When a rule which matches the object is found, the appropriate
action is taken and rule processing is stopped.

New rules can be created in the dialog box which is opened after clicking the Add button.

ERFilter EE

Drezcription:

IE:-:E::utaI:uIe code

— Conditiarn

I MIME type LI Ia|:u|:u|iu:atiu:un.-"x LI

—Action

{* Scan

= Do not scan

(] 4 Cancel

Figure 13.8 Definition of an HTTP/FTP scanning rule

Description
Description of the rule (for reference of the WinRoute administrator only)

Condition
Condition of the rule:

e HTTP/FTP filename
— this option filters out certain filenames (not entire URLs) transmitted by FTP
or HTTP (e.g. *.exe, *.zip, etc.).
If only an asterisk is used for the specification, the rule will apply to any file
transmitted by HTTP or FTP.
The other two conditions can be applied only to HTTP:

o MIME type
— MIME types can be specified either by complete expressions (e.g. image/jpeg)
or using a wildcard matching (e.g. application/x).
e URL — URL of the object (e.g. www.kerio.com/img/logo.qgif), a string specified
by a wildcard matching (e.g. *.exe) or a server name (e.g. www.kerio.com).
Server names represent any URL at a corresponding server (www.kerio.com/x).
If a MIME type or a URL is specified only by an asterisk, the rule will apply to any HTTP
object.
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Action
Settings in this section define whether or not the object will be scanned.
If the Do not scan alternative is selected, antivirus control will not apply to transmission
of this object.

The new rule will be added after the rule which had been selected before Add was clicked. You
can use the arrow buttons on the right to move the rule within the list.

Checking the box next to the rule can be used to disable the rule. Rules can be disabled
temporarily so that it is not necessary to remove rules and create identical ones later.

Note: If the object does not match with any rule, it will be scanned automatically. If only
selected object types are to be scanned, a rule disabling scanning of any URL or MIME type
must be added to the end of the list (the Skip all other files rule is predefined for this purpose).

13.4 Email scanning

SMTP and POP3 protocols scanning settings are defined through this tab. If scanning is enabled
for at least one of these protocols, all attachments of transmitted messages are scanned.

Individual attachments of transmitted messages are saved in a temporary directory on the
local disk. When downloaded completely, the files are scanned for viruses. If no virus is
found, the attachment is added to the message again. If a virus is detected, the attachment is
replaced by a notice informing about the virus found.

Note: Warning messages can also be sent to specified email addresses (e.g. to network admin-
istrators) when a virus is detected. For details, refer to chapter

—— Warning

1. Antivirus control within WinRoute can only detect and block infected attachments. At-
tached files cannot be healed by this control!

2. Within antivirus scanning, it is possible to remove only infected attachments, entire email
messages cannot be dropped. This is caused by the fact that the firewall cannot handle
email messages like mailservers do. It only maintains network traffic coming through. In
most cases, removal of an entire message would lead to a failure in communication with
the server and the client might attempt to send/download the message once again. Thus,
one infected message might block sending/reception of any other (legitimate) mail.

3. In case of SMTP protocol, only incoming traffic is checked (i.e. traffic from the Internet to
the local network — incoming email at the local SMTP server). Checks of outgoing SMTP
traffic (i.e. from the local network to the Internet) might cause problems with temporarily
undeliverable email (for example in cases where the destination SMTP server uses so called
greylisting).

To check also outgoing traffic (e.g. when local clients connect to an SMTP server without
the local network), define a corresponding traffic rule using the SMTP protocol inspector.
For details, see chapter
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Advanced parameters and actions that will be taken when a virus is detected can be set in the
Email scanning tab.

| Antivirus

Antivirus Engine | HTTF, FTP Scanning | Email Scanning | SSL-YPM Scanning

—apecify an action which will be taken with attachments rejected by antivirus

¥ Move message ko quarankine

v Prepend message subjeck with text:  |[#*#yTRUS**

although the antivirus check of SMTP and POP3 Filkers out infected attachments, it is not possible to drop
whole email messages, Such an action might have caused problems in communication with the server and
disabled sending and reception of legal messages,

—TLS Connections

[~ allow clients ko use TLS-secured conneckions

Moke: TLS connections are encrypted and cannot be scanned For viruses,

—If an attachment cannot be scanned (e.qg. encrypted or corrupted File)

{+ Discard the attachment

" Allove delivery of the attachment

Figure 13.9 Settings for SMTP and POP3 scanning

In the Specify an action which will be taken with attachments... section, the following actions
can be set for messages considered by the antivirus as infected:

Move message to quarantine — untrustworthy messages will be moved to a special
directory on the WinRoute host. The WinRoute administrator can try to heal infected
files and later send them to their original addressees.

The quarantine subdirectory under the WinRoute directory is used for the quarantine

(the typical path is C:\Program Files\Kerio\WinRoute Firewall\quarantine)
Messages with untrustworthy attachments are saved to this directory under names
which are generated automatically by WinRoute. Each filename includes information
about protocol, date, time and the connection number used for transmission of the
message.

Prepend subject message with text — use this option to specify a text to be attached
before the subject of each email message where at least one infected attachment is
found. This text informs the recipient of the message and it can be also used for
automatic message filtering.
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Note: Regardless of what action is set to be taken, the attachment is always removed and
a warning message is attached instead.

Use the TLS connections section to set firewall behavior for cases where both mail client and
the server support TLS-secured SMTP or POP3 traffic.

In case that TLS protocol is used, unencrypted connection is established first. Then, client
and server agree on switching to the secure mode (encrypted connection). If the client or the
server does not support TLS, encrypted connection is not used and the traffic is performed in
a non-secured way.

If the connection is encrypted, firewall cannot analyze it and perform antivirus check for
transmitted messages. WinRoute administrator can select one of the following alternatives:

e Enable TLS. This alternative is suitable for such cases where protection from wiretap-
ping is prior to antivirus check of email.

Hint
In such cases, it is recommended to install an antivirus engine at individual hosts that
would perform local antivirus check.

e Disable TLS. Secure mode will not be available. Clients will automatically assume
that the server does not support TLS and messages will be transmitted through an
unencrypted connection. Firewall will perform antivirus check for all transmitted mail.

The If an attachment cannot be scanned section defines actions to be taken if one or multi-
ple files attached to a message cannot be scanned for any reason (e.g. password-protected
archives, damaged files, etc.):

e Reject the attachment — WinRoute reacts in the same way as when a virus was detected
(including all the actions described above).

e Allow delivery of the attachment — WinRoute behaves as if password-protected or
damaged files were not infected.

Generally, this option is not secure. However, it can be helpful for example when
users attempt to transmit big volume of compressed password-protected files (typi-
cally password-protected archives) and the antivirus is installed on the workstations.

13.5 Scanning of files transferred via Clientless SSL-VPN

Antivirus check is also performed for files transferred between the local network and a remote
client by the Clientless SSL-VPN interface (see chapter 24). The SSL-VPN Scanningtab allows to
set advanced parameters for scanning of files transferred via this interface.
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| Antivirus

Antivirus Engine | HTTF, FTP Scanning Email Scanning S5L-YPMN Scanning

—Clientless S5L-YPM Scanning Options
¥ Scan uploaded Files

[~ Scan downloaded Files

—IFf a File cannok be scanned (e.g. corrupked or encrypted)

{* Deny download and upload of the File

" Allow download and upload of the File

Figure 13.10 Settings for scanning of files transferred via Clientless SSL-VPN

Transfer directions
Use the top section of the SSL-VPN Scanning tab to set to which transfer direction the
antivirus check will be applied. By default, only files downloaded from a remote client to
a local host are scanned to avoid slowdown (local network is treated as trustworthy).

If the antivirus check fails
Options in the lower section of the tab specify an action which will be performed if a file
cannot be scanned for any reason (encrypted or corrupted files, etc.). By default, transfer
of such files is denied.
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Chapter 14

Definitions

14.1 IP Addres

s Groups

IP groups are used for simple access to certain services (e.g. WinRoute’s remote administration,

Web server located

in the local network available from the Internet, etc.). When setting access

rights a group name is used. The group itself can contain any combination of computers (IP
addresses), IP address ranges, subnets or other groups.

Creating and Editing IP Address Groups

You can define IP address groups in the Configuration — Definitions — Address Groups section.
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Figure 14.1 WinRoute’s IP groups

Click on Add to add a new group (or an item to an existing group) and use Edit or Delete to
edit or delete a selected group or item.

The following dialog window is displayed when you click on the Add button:

Name

The name of the group. Add a new name to create a new group. Insert the group name

to add a new it

em to an existent group.
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Type

Enddress Group | x|

—aAddrezs Group

M armne: I Local network, LI
—Properties
Type: I M etvark /b ask, LI

Hostname/IP: [192.168.0.0

Drezcription: I'W'hu:ule comparny's private network,

ok LCancel

Figure 14.2 1P group definition

Type of the new item:

Host (IP address or DNS name of a particular host),

Network / Mask (subnet with a corresponding mask),

IP range (an interval of IP addresses defined by starting and end IP address in-
cluding the both limit values),

Address group (another group of IP addresses — groups can be cascaded),
Firewall (a special group including all the firewall’s IP addresses, see also chap-
ter 7.3).

IP address, Mask...
Parameters of the new item (related to the selected type).

Description

Commentary for the IP address group. This helps guide the administrator.

Note: Each IP group must include at least one item. Groups with no item will be removed
automatically.

14.2 Time Intervals

Time ranges in WinRoute are closely related to traffic policy rules (see chapter 7). WinRoute
allows the administrator to set a time period where each rule will be applied. These time
ranges are actually groups that can consist of any number of various intervals and single

actions.

Using time ranges you can also set dial-up parameters — see chapter 5.

To define time ranges go to Configuration — Definitions — Time Ranges.
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19| Time Ranges
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Figure 14.3 WinRoute’s time intervals

Time range types

When defining a time interval three types of time ranges (subintervals) can be used:

Absolute
The time interval is defined with the initial and expiration date and it is not repeated

Weekly
This interval is repeated weekly (according to the day schedule)

Daily
It is repeated daily (according to the hour schedule)

Defining Time Intervals
Time ranges can created, edited and removed in Configuration — Definitions — Time Ranges.

Clicking on the Add button will display the following dialog window:

Name
Name (identification) of the time interval. Insert a new name to create a new time range.
Insert the name of an existent time range to add a new item to this range.

Description
Time ranges description, for the administrator only

Time Interval Type
Time range type: Daily, Weekly or Absolute. The last type refers to the user defined initial
and terminal date.

From, To

The beginning and the end of the time range. Beginning and end hours, days or dates can
be defined according to the selected time range type
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— Time range
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ok LCancel

Figure 14.4 Time range definition

Valid at days
Defines days when the interval will be valid. You can either select particular weekdays
(Selected days) or use one of the predefined options (All Days, Weekday — from Monday
to Friday, Weekend — Saturday and Sunday).

Note:

1. Each time range must contain at least one item. Time ranges with no item will be removed
automatically.

2. Time intervals cannot be cascaded.

14.3 Services

WinRoute services enable the administrator to define communication rules easily (by permit-
ting or denying access to the Internet from the local network or by allowing access to the local
network from the Internet). Services are defined by a communication protocol and by a port
number (e.g. the HTTP service uses the TCP protocol with the port number 80). You can also
match so-called protocol inspector with certain service types (for details see below).

Services can be defined in Configurations — Definitions — Services. Some standard services,
such as HTTP, FTP, DNS etc., are already predefined in the default WinRoute installation.
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Figure 14.5 WinRoute’s network services

Clicking on the Add or the Edit button will open a dialog for service definition.

) service Definition E

—General

Marme:

[HTTP

Descripkion:

IHyperText Transfer Protocol - Wil

Protocol: Protocol inspector:
[1ce x| fnrTe =]
—aource Pork——  —Destination Park
I,ﬁ,n':,-' | IEquaI to |
Port number;
f&0
(] 4 Zancel

Figure 14.6 Network service definition

Name
Service identification within WinRoute. It is strongly recommended to use a concise name
to keep the program easy to follow.
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Description
Comments for the service defined. It is strongly recommended describing each definition,
especially with non-standard services so that there will be minimum confusion when
referring to the service at a later time.

Protocol
The communication protocol used by the service.
Most standard services uses the TCP or the UDP protocol, or both when they can be
defined as one service with the TCP/UDP option. Other options available are ICMP and
other.
The other options allows protocol specification by the number in the IP packet header.
Any protocol carried in IP (e.g. GRE — protocol number is 47) can be defined this way.

Protocal;

I aother LI

- Settingz
Protocaol number:

47

Figure 14.7 Setting a protocol in service definition

Protocol inspector
WinRoute protocol inspector (see below) that will be used for this service.
Note: Each inspector should be used for the appropriate service only. Functionality of the
service might be affected by using an inappropriate inspector.

Source Port and Destination Port
If the TCP or UDP communication protocol is used, the service is defined with its port
number. In case of standard client-server types, a server is listening for connections on
a particular port (the number relates to the service), whereas clients do not know their
port in advance (port are assigned to clients during connection attempts). This means
that source ports are usually not specified, while destination ports are usually known in
case of standard services.
Note: Specification of the source port may be important, for example during the definition
of communication filter rules. For details, refer to chapter 7.3.
Source and destination ports can be specified as:

— Source Port — Destination Part
Ay LI I I range LI
Any Frarm:
Equal to
Greater than I 8000
Lesz than Ta:
Mat equal to
2080

Figure 14.8 Service definition — source and destination port setting
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e Any — all the ports available (1-65535)

e Equal to —a particular port (e.g.80)

e Greater than, Less than — all ports with a number that is either greater or less
than the number defined

e Not equal to — all ports that are not equal to the one defined

e In range — all ports that fit to the range defined (including the initial and the
terminal ones)

e List — list of the ports divided by commas (e.g. 80,8000, 8080)

Protocol Inspectors

WinRoute includes special plug-ins that monitor all traffic using application protocols, such as
HTTP, FTP or others. The modules can be used to modify (filter) the communication or adapt
the firewall’s behavior according to the protocol type. Benefits of protocol inspectors can be
better understood through the two following examples:

1. HTTP protocol inspector monitors traffic between clients (browsers) and Web servers. It
can be used to block connections to particular pages or downloads of particular objects
(i.e. images, pop-ups, etc.).

2. With active FTP, the server opens a data connection to the client. Under certain conditions
this connection type cannot be made through firewalls, therefore FTP can only be used
in passive mode. The FTP protocol inspector distinguishes that the FTP is active, opens
the appropriate port and redirects the connection to the appropriate client in the local
network. Due to this fact, users in the local network are not limited by the firewall and
they can use both FTP modes (active/passive).

The protocol inspector is enabled if it is set in the service definition and if the correspond-
ing traffic is allowed. Each protocol inspector applies to a specific protocol and service. In
the default WinRoute configuration, all available protocol inspectors are used in definitions
of corresponding services (so they will be applied to corresponding traffic automatically), ex-
cept protocol inspectors for SIPand H.323 (SIP and H.323 are complex protocols and protocol
inspectors may work incorrectly in some configurations).

To apply a protocol inspector explicitly to another traffic, it is necessary to define a new service
where this inspector will be used or to set the protocol inspector directly in the corresponding
traffic rule.

—— Example
You want to perform inspection of the HTTP protocol at port 8080. Define a new service: TCP
protocol, port 8080, HTTP protocol inspector. This ensures that HTTP protocol inspector will
be automatically applied to any TCP traffic at port 8080 and passing through WinRoute.
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Note:

1. Generally, protocol inspectors cannot be applied to secured traffic (SSL/TLS). In this case,
WinRoute “perceives” the traffic as binary data only. This implies that such traffic cannot
be deciphered.

2. Under certain circumstances, appliance of a protocol inspector is not desirable. There-
fore, it is possible to disable a corresponding inspector temporarily. For details, refer to
chapter

14.4 URL Groups

URL Groups enable the administrator to define HTTP rules easily (see chapter ). For exam-
ple, to disable access to a group of web pages, you can simply define a URL group and assign
permissions to the URL group, rather than defining permissions to each individual URL rule.
A URL group rule is processed significantly faster than a greater number of separate rules for
individual URLs. It is also possible to cascade URL groups.

URL groups can be defined in Configuration — Definitions — URL Groups.

15| URL Groups

Item | Drescription
= & windaws pdates

-0 &) *update.microsaft.com™  Microsaft servers For update dawnloading

) *office, microsaft, com™ Microsoft servers For update downloading

-0 [ * windowsupdate.comi™  Microsaft servers For update dawnloading
[=]- &7 Search engines

) * . wahoo,com)®
) *.msn,com/*
) *.msn,oo®, PR
W) *omsn, TR

) live, com)*

* googleadservices, com)™®

4

* google, com/*

4

W *.google,co®, 77

K E & EE E R EE

4

* google, 77+

Figure 14.9 URL Groups

Matching fields next to each item of the group can be either checked to activate or unchecked
to disable the item. This way you can deactivate items with no need to remove them and to
define them again.

Note: The default WinRoute installation already includes predefined URL groups:

e Ads/Banners — common URLSs of pages that contain advertisements, banners, etc.

196



14.4 URL Groups

e Search engines — top Internet search engines.
e Windows Updates — URL of pages requested for automatic updates of Windows.

These URL groups are used in predefined URL rules (see chapter 12.2). WinRoute administra-
tors can use predefined groups in their custom rules or/and edit them if needed.

Click on the Add button to display a dialog where a new group can be created or a new item
can be added to existing groups.

—URL Group
Marne: IChat LI
—Properties
Twpe: I LRL LI
URL: [*chat.*
Descripkion: IChat servers worldwide

(] 4 Zancel

Figure 14.10 URL group definition

Name

Name of the group in which the new item will be added. Options of the Name entry are
as follows:

e select a group to which the URL will be added,
e add a name to create a new group where the item will be included.
Type
Type of the item — URL or URL group (groups can be cascaded).
URL / URL Group

URL or URL group that will be added to the group (depending on the item type).
URL can be specified as follows:

o full address of a server, a document or a web page without protocol specification
(http://)

e use substrings with the special * and ? characters. An asterisk stands for any
number of characters, a question-mark represents one character.
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—— Examples:

e www.kerio.com/index.html — a particular page

e www.* — all URL addresses starting with www. www. *

e www.kerio.com — all URLs at the www.kerio.com server (this string is equal to
the www. kerio.com/* string)

e =xsex* — all URL addresses containing the sex string

e =xsex??.czx — all URL addresses containing such strings as sexxx.cz,
sex99.cz, etc.

Description
The item’s description (comments and notes for the administrator).
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Chapter 15
User Accounts and Groups

User accounts in WinRoute improve control of user access to the Internet from the local net-
work. User accounts can be also used to access the WinRoute administration using the Admin-
istration Console.

WinRoute supports several methods of user accounts and groups saving, combining them with
various types of authentication, as follows:

Internal user database

User accounts and groups and their passwords are saved in WinRoute. During authenti-
cation, usernames are compared to the data in the internal database.

This method of saving accounts and user authentication is particularly adequate for net-
works without a proper domain, as well as for special administrator accounts (user can
authenticate locally even if the network communication fails).

On the other hand, in case of networks with proper domains (Windows NT or Active
Directory), local accounts in WinRoute may cause increased demands on administration
since accounts and passwords must be maintained twice (at the domain and in WinRoute).

Internal user database with authentication within the domain

User accounts are stored in WinRoute. However, users are authenticated at Windows NT
or Active Directory domain (i.e. password is not stored in the user account in WinRoute).
Obviously, usernames in WinRoute must match with the usernames in the domain.

This method is not so demanding as far as the administration is concerned. When, for
example, a user wants to change the password, it can be simply done at the domain and
the change will be automatically applied to the account in WinRoute. In addition to this,
it is not necessary to create user accounts in WinRoute by hand, as they can be imported
from a corresponding domain.

Import of user accounts from Active Directory

If Active Directory (Windows 2000 Server or Windows Server 2003/2008) is used, auto-
matic import of user accounts from it can be enabled. It is not necessary to define ac-
counts in WinRoute, nor import them, since it is possible to configure templates by which
specific parameters (such as access rights, content rules, transfer quotas, etc.) will be set
for new WinRoute users. A corresponding user account will be automatically imported
upon the first login of the user to WinRoute. Parameters set by using a template can be
modified for individual accounts if necessary.

Note: This type of cooperation with Active Directory applies especially to older versions
of WinRoute and makes these versions still compatible. In case of the first installation of
WinRoute, it is recommended to apply transparent cooperation with Active Directory.
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Transparent cooperation with Active Directory (Active Directory mapping)
WinRoute can use accounts and groups stored in Active Directory directly — no import to
the local database is performed. Specific WinRoute parameters are added by the template
of the corresponding account. These parameters can also be edited individually.
This type is the least demanding from the administrator’s point of view (all user accounts
and groups are managed in Active Directory) and it is the only one that allows using
accounts from multiple Active Directory domains.

Note: In cases when users are authenticated at the domain (all described types excluding the
first one), it is recommended to create at least one local account in WinRoute that has both
read and write rights, or keep the original Admin account. This account provides connection
to the WinRoute administration in case of the network or domain server failure.

15.1 Viewing and definitions of user accounts

To define local user accounts, import accounts to the local database or/and configure ac-
counts mapped from the domain, go to the User Accounts tab in the Users and Groups — Users

section.
a Users

User fAccounts I Authentication Options | Active Directory® |

Damain: IL::u:aI IUser Database LI Search; I

Mame | Fullname | Descripion Groups
a Adrmin Adriniskr akor WinRoute Administrator Adrins
a jsmith Johin Smith Technical support engineer

a lcarr Lucy Carr Sales representative

a Il Mark, Wawvne Sales manager

Figure 15.1 WinRoute user accounts

Domain
Use the Domain option to select a domain for which user accounts as well as other para-
meters will be defined. This item provides a list of mapped Active Directory domains (see
chapter 15.4) and the local (internal) user database.

Search
The Search engine can be used to filter out user accounts meeting specified criteria.
The searching is interactive — each symbol typed or deleted defines the string which is
evaluated immediately and all accounts including the string in either Name, Full name
or Description are viewed. The icon next to the entry can be clicked to clear the filtering
string and display all user accounts in the selected domain (if the Search entry is blank,
the icon is hidden).
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The searching is helpful especially when the domain includes too many accounts which
might make it difficult to look up particular items.

Hiding / showing disabled accounts
It is possible to disable accounts in WinRoute. Check the Hide disabled user accounts to
show only active (enabled) accounts.

Account template

Parameters shared by the most accounts can be defined by a template. Templates simplify
administration of user accounts — shared parameters are set just once, when defining the
template. It is also possible to configure some accounts (such as administrator accounts)
separately, without using the template.

Templates apply to specific domains (or to the local user database). Each template in-
cludes parameters of user rights, data transfer quota and rules for content rules (for
detailed description of all these parameters, refer to chapter ).

Local user accounts

If the Local user database is selected in the Domain item, user accounts in WinRoute are listed
(complete information on these accounts are stored in the WinRoute configuration database).
The following options are available for accounts in the local database:

Add, Edit, Remove
Click Add, Edit or Remove to create, modify or delete local user accounts (for details, see
chapter ). It is also possible to select more than one account by using the Ctr1 and
Shift keys to perform mass changes of parameters for all selected accounts.

Importing accounts from a domain

Accounts can be imported to the local database from the Windows NT domain or from
Active Directory. Actually, this process includes automatic copying of domain accounts
(account authenticating at the particular domain) to newly created local accounts. For
detailed information about import of user accounts, refer to chapter

Import of accounts is recommended in case of the Windows NT domain. If Active Direc-
tory domain is used, it is recommended to use the transparent cooperation with Active
Directory (domain mapping — see chapter ).

Accounts mapped from the Active Directory domain

If any of the Active Directory domain is selected as Domain, user accounts in this domain are
listed.

Edit User
For mapped accounts, specific WinRoute parameters can be set (refer to chapter ).
These settings are stored in the WinRoute’s configuration database. Information stored in
Active Directory (username, full name, email address) and authentication method cannot
be edited.
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Note: It is also possible to select more than one account by using the Ctr1 and Shift
keys to perform mass changes of parameters for all selected accounts.

In mapped Active Directory domains, it is not allowed to create or/and remove user accounts.
These actions must be performed in the Active Directory database on the relevant domain
server. It is also not possible to import user accounts — such an action would take no effect
in case of a mapped domain.

15.2 Local user accounts

Local accounts are accounts created in the Administration Console or imported from a do-
main. These accounts are stored in the WinRoute’s configuration database (in the userDB. cfg
file under the WinRoute’s installation directory). These accounts can be useful especially in
domainless environments or for special purposes (e.g. firewall’s administration).

Regardless on the method used for creation of the account, each user can be authenticated
through the WinRoute’s internal database, Active Directory or Windows NT domain.

A basic administrator account is created during the WinRoute installation process. This ac-
count has full rights for WinRoute administration. It can be removed if there is at least one
other account with full administration rights.

—— Warning

1. All passwords should be kept safe and secret, otherwise they might be misused by an
unauthorized person.

2. If all accounts with full administration rights are removed and connection to Administra-
tion Console is closed, it is not possible to connect to the WinRoute administration any
longer. Under these conditions, a local user account (Admin with a blank password) will
be created automatically upon the next start of the WinRoute Firewall Engine.

3. If the administration password is forgotten, contact our technical support at

Creating a local user account

Open the User Accounts tab in the User and groups — Users section. In the Domain combo
box, select Local User Database.

Click on the Add button to open a guide to create a new user account.
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15.2 Local user accounts

a Users

User fAccounts I Authentication Options | Active Directory® |

Damain: IL::u:aI IUser Database LI Search; I

Mame | Fullname | Descripion Groups
,?. Adrmin Adriniskr akor WinRoute Administrator Adrins
,?. jsmith Johin Smith Technical support engineer

,?. lcarr Lucy Carr Sales representative

,?. Il Mark, Wawvne Sales manager

Figure 15.2 Local user accounts in WinRoute

Step 1 — basic information

B Add User E

General - page 1 of B

M armne: Iismith

Full narme: IJ ohn Smith

Drezcription: ITechnicaI support engineer

Email addrezs: Iismith@cumpany.cum

Authentication: I Internal user database LI
Password: I

HREHHHRRREEK

Confirm  password: I

[~ fccount iz dizabled

Dromain Template

£ Thiz uzer's configuration iz defined by the domain template

% Thiz uzer haz an individual configuration

¢ Back Mest » LCancel

Figure 15.3 Creating a user account — basic parameters

Name
Username used for login to the account.
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—— Warning
The user name is not case-sensitive. We recommend not to use special characters (non-
English languages) which might cause problems when authenticating at the Web interface
or the SSL-VPN interface.

Full Name
A full name of the user (usually first name and surname).

Description
User description (e.g. a position in a company).
The Full Name and the Description items have informative values only. Any type of infor-
mation can be included or the field can be left empty.

Email Address
Email address of the user that alerts (see chapter ) and other information (e.g.alert
if a limit for data transmission is exceeded, etc.) will be sent to. A valid email address
should be set for each user, otherwise some of the WinRoute features may not be used
efficiently.
Note: A relay server must be set in WinRoute for each user, otherwise sending of alert
messages to users will not function. For details, refer to chapter

Authentication
User authentication (see below)

Account is disabled
Temporary blocking of the account so that you do not have to remove it.
Note: For example, this option can be used to create a user account for a user that will
not be used immediately (e.g. an account for a new employee who has not taken up yet).

Domain template
Define parameters for the corresponding user account (access rights, data transfer quotas
and content rules). These parameters can be defined by the template of the domain (see
chapter ) or they can be set especially for the corresponding account.
Using a template is suitable for common accounts in the domain (common user accounts).
Definition of accounts is simpler and faster, if a template is used.
Individual configuration is recommended especially for accounts with special rights (e.g.
WinRoute administration accounts). Usually, there are not many such accounts which
means their configuration comfortable.

Authentication options:

Internal user database
User account information is stored locally to WinRoute. In such a case, specify the Pass-
word and Confirm password items (later, the password can be edited in the Web interface
— see chapter 11).
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—— Warning

1. Passwords may contain printable symbols only (letters, numbers, punctuation
marks). Password is case-sensitive. We recommend not to use special characters
(non-English languages) which might cause problems when authenticating via the
Web interface.

2. NTLM authentication cannot be used for automatic authentication method by NTLM
(refer to chapter 25.2).. These accounts also cannot be used for authentication to the

Clientless SSL-VPN interface (see chapter 24).

NT domain / Kerberos 5
Users are authenticated through the Windows NT domain (Windows NT 4.0) or through
the Active Directory (Windows 2000/2003/2008).
Go to the Users section of the Active Directory / NT domain tab to set parameters for user
authentication through the Windows NT domain or/and through the Active Directory. If
Active Directory authentication is set also for Windows NT domain, then Active Directory
will be preferred.
Note: User accounts with this type of authentication set will not be active unless au-
thentication through Active Directory or/and NT domain is enabled. For details, see
chapter 15.3.

Step 2 — groups

Qndd User 7 x|

Groups - page 2 of B

MName | D ezcription | Add... |
A [Intemet access] Users who are allowed to access Intermet

f . Femove

Ea [Support] Technical suppart |

n [Telnet allowed] Users who are allowed to uge Telnet

Figure 15.4 Creating a new user account — groups

Groups into which the user will be included can be added or removed with the Add or the
Remove button within this dialog (to create new groups go to User and Groups — Groups —
see chapter 15.5). Follow the same guidelines to add users to groups during group definition.
It is not important whether groups or users are defined first.

—— Hint
While adding new groups you can mark more than one group by holding either the Ctrl or
theShift key.
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Step 3 — access rights

B Add User E

Rights - page 3 of &

— Administration Rights

{~ Mo access ko administrakion
{* Read only access ko administration

£~ Full access ko administration

—additional Rights

[~ User can override W\A'W content rules
[~ User can unlock URL rules

¥ User can dial RAS conneckion

¥ User can conneck using YPH

¥ User can use Clientless SSL-YPN

[~ User is allowed ko use P2P networks

¥ User is allowed ko view statistics

Figure 15.5 Creating a new user account — user rights

Each user must be assigned one of the following three levels of access rights.

No access to administration
The user has no rights to access the WinRoute administration. This setting is commonly
used for the majority of users.

Read only access to administration
The user can access WinRoute. He or she can read settings and logs but cannot edit them.

Full access to administration
These users have full rights to administration and are equal to the Admin account. If
there is at least one user with the full access to the administration, the default Admin
account can be removed.

Additional rights:

User can override WWW content rules
User can customize personal Web content filtering settings independently of the global
configuration (for details, refer to Step 4 and to chapter ).

User can unlock URL rules
If this option is checked, the user is allowed to bypass the rule denying access to the
queried website — at the page providing information about the denial, the Unlock button
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is displayed. The unlock feature must also be enabled in the corresponding URL rule (for
details, refer to chapter ).

User can dial RAS connection
If the Internet connection uses dial-up lines, users with this right will be allowed to dial
and hang up these lines in the Web interface (see chapter 11).

User can connect using VPN
The user is allowed to connect through WinRoute’s VPN server (using Kerio VPN Client).
For detailed information, see chapter

User can use Clientless SSL-VPN
The user will be allowed to access shared files and folders in the local network via the
Clientless SSL-VPN web interface. For details, see chapter

User is allowed to use P2P networks
Traffic of this user will not be blocked if P2P (Peer-to-Peer) networks are detected. For
details, see chapter

User is allowed to view statistics
This user will be allowed to view firewall statistics in the web interface (see chapter 11).

—— Hint
Access rights can also be defined by a user account template.

Step 4 — data transmission quota

Daily and monthly limit for volume of data transferred by a user, as well as actions to be taken
when the quota is exceeded, can be set in this section.

Transfer quota
Setting of daily, weekly and monthly limit of volume of transferred data for the user.
Use the Direction combo box to select which transfer direction will be controlled (down-
load — incoming data, upload — outgoing data, all traffic — both incoming and outgoing
data).
The limit can be set in the Quota entry using megabytes or gigabytes.

Quota exceed action
Set actions which will be taken whenever a quota is exceeded:

e Block any further traffic — the user will be allowed to continue using the opened
connections, however, will not be allowed to establish new connections (i.e. to
connect to another server, download a file through FTP, etc.)

e Don’t block further traffic (Only limit bandwidth...) — Internet connection speed
(so called bandwidth) will be limited for the user. Traffic will not be blocked but
the user will notice that the Internet connection is slower than usual (this should
make such users to reduce their network activities). For detailed information, see
chapter
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B Add User E

Quota - page 4 of &

—Transfer quoka

[¥ Enable daily limik

Direction; I download LI

Quota: | 100 |ME =]
¥ Enable weekly limit

Direction; I download LI

Quota: | 300 [mE =]
[¥ Enable rmonthly limik

Direction; IaII kraffic LI
Quota: | 1 |e& =]

—Quota exceed action

" Block any Further kraffic
f+ Don't block Further Eraffic

{2nly limit bandwidth according bo Bandwidth Limiter settings.)

[v Makify user by email when quoka is excesded

< Back Mext = Zancel

Figure 15.6 Creating a new user account — data transmission quota

Check the Notify user by email when quota is exceeded option to enable sending of warn-
ing messages to the user in case that a quota is exceeded. A valid email address must be
specified for the user (see Step 1). SMTP Relay must be set in WinRoute (see chapter 18.3).
If you wish that your WinRoute administrator is also notified when a quota is almost
exceeded, set the alert parameters in Configuration — Accounting. For details, refer to
chapter 19.3.

Note:

1. If a quotais exceeded and the traffic is blocked in result, the restrictions will continue
being applied until the end of the quota period (day or month). To cancel these
restrictions before the end of a corresponding period, the following actions can be
taken:

e disable temporarily a corresponding limit, raise its value or switch to the
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Don’t block further traffic mode
e resetting of the data volume counter of the user (see chapter 20.1).
2. Actions for quota-exceeding are not applied if the user is authenticated at the firewall.
This would block all firewall traffic as well as all local users. However, transferred

data is included in the quota!

—— Hint
Data transfer quota and actions applied in response can also be set by a user account template.

Step 5 — web content rules and language preferences

B Add User E

Zontent rules - page S of &

—WWY conbent scanning options

[v dllow HTML &ckivel objects

[v Allow HTML Scripk Eags

[v allow HTML JavaScript pop-up windows
v allow HTML Java applets

[v &llow cross-domain referer

—Language options

Prefered language: II::ru:uwser detected LI

Figure 15.7 Creating a new user account — Web site content rules

In the WWW content scanning options section, special content filter rules settings for individual
users can be defined. Global rules (defined in the Content Rules tab in the Configuration —
Content Filtering — HTTP Policy section) are used as default (when a new user account is
defined). For details, see chapter 12.3.

The Language options section allows setting of preferred language of the WinRoute’s web inter-
face (including the Kerio StaR interface). The browser detected option sets preferred language
in accordance with settings in user’s web browser and uses the language with the highest pref-
erence rate available. English will be used if none of other preferred languages is available.

Preferred language also applies to email alerts sent by the firewall (notices of reaching of data
transfer quota, detected viruses, detected P2P networks, etc.). If language is detected and
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set by using user’s web browser preferences, language set as preferred for the previous user’s
login to the web interface will be used. If the user has not logged into the web interface before,
alerts will be in English.

Note: These settings can be customized at a corresponding page of the WinRoute’s web in-
terface (see chapter 11.4). If the user can override content rules, any changes can be made.
Users who are not allowed to override rules can enable or/and disable only features which are
available for them (set in their personal configuration). Language preferences can be changed
whenever needed (settings also apply to the Administration Console).

—— Hint
Content rules can also be defined by a user account template.

Step 6 — user’s IP addresses

Qndd User 7 x|

IF addrezses - page B of B

—autamatic login

Azzume uzer on the following hosts;

[~ Firewall

v Specific host IP addresses

{10.1.1.15

|Jze zemicolons [ ;] to zeparate individual entries

v Addiess goup | Computers of J. Smith | Edit. |

—%PM client addreszs
v Azzign static IP address bo WPN client

{10.1.1.15

Figure 15.8 Creating a new user account — IP addresses for VPN client and automatic logins

If a user works at a reserved workstation (i.e. this computer is not by any other user) with
a fixed IP address (static or reserved at the DHCP server), the user can use automatic login
from the particular IP address. This implies that whenever a connection attempt from this IP
address is detected, WinRoute assumes that the connection is performed by the particular user
and it does not require authentication. The user is logged-in automatically and all functions
are available as if connected against the username and password.

This implies that only one user can be automatically authenticated from a particular IP ad-
dress. When a user account is being created, WinRoute automatically detects whether the
specified IP address is used for automatic login or not.
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Automatic login can be set for the firewall (i.e. for the WinRoute host) or/and for any other
host(s) (i.e. when the user connects also from an additional workstation, such as notebooks,
etc.). AnIP address group can be used for specification of multiple hosts (refer to chapter 14.1).

—— Warning
Automatic login decreases user’s security. If an unauthorized user works on the computer for
which automatic login is enabled, he/she uses the identity of the host’s user who is authen-
ticated automatically. Therefore, automatic login should be accompanied by another security
feature, such as by user login to the operating system.

IP address which will be always assigned to the VPN client of the particular user can be speci-
fied under VPN client address. Using this method, a fixed IP address can be assigned to a user
when he/she connects to the local network via the Kerio VPN Client. It is possible to add this
IP to the list of IP addresses from which the user will be authenticated automatically.

For detailed information on the Kerio Technologies’ proprietary VPN solution, refer to chap-
ter 23.

Editing User Account

The Edit button opens a dialog window where you can edit the parameters of the user account.
This dialog window contains all of the components of the account creation guide described
above, divided into tabs in one window.

15.3 Local user database: external authentication and import of accounts

User in the local database can be authenticated either at the Active Directory domain or at the
Windows NT domain (see chapter 15.2, step one). To enable these authentication methods,
corresponding domains must be set in the Local User Database section on the Authentication
Options tab.

—Local User Database

¥ Enable &ckive Directory® | Kerberos™ authentication

Active Directory® domain name: Iu:u:umpany.u:u:um

Configure Autormatic Import, .. |

¥ Enable Windows NTE domain authenticakion

Windows MTE domain name: ICOMF‘F'.N\"

Figure 15.9 Setting domains for authentication of local accounts

211



Chapter 15 User Accounts and Groups

Active Directory

Use the Enable Active Directory authentication option to enable/disable user authentication at
the local database in the selected Active Directory domain.

The following conditions must be met to enable smooth functionality of user authentication
through Active Directory:

1. The WinRoute host must be a member of this domain.
2. The Active Directory domain controller (server) must be set as the primary DNS server.
Note: Users can also be authenticated in any domain set as trustworthy for the particular

domain.

NT domain

Use the Enable NT domain authentication option to enable NTLM authentication for the domain
selected.

—— Warning

1. The host where WinRoute is installed must belong to this domain.

2. Authentication through a corresponding NT domain must be allowed to enable NTLM au-
thentication through web browsers (refer to chapter ). For the Active Directory domain
(Windows 2000/2003/2008) it is necessary to set authentication both through Active Di-
rectory and NT domain.

Automatic import of user accounts from Active Directory

If Active Directory is used, automatic import of user accounts can be applied. Specific WinRoute
parameters (such as access rights, content rules, data transfer quotas, etc.) can be set by
using the template for the local user database (see chapter ) or/and they can be defined
individually for special accounts. A corresponding user account will be imported upon the
first login of the user to WinRoute.

Note: This type of user accounts import should, above all, help to keep compatibility with older
versions of WinRoute. It is much easier and more recommended to use transparent support
for Active Directory (domain mapping — refer to chapter ).

User accounts will be imported from the domain specified in the Active Directory domain name
entry. Click Configure automatic import to set parameters for this function.

For imports of accounts, it is necessary that WinRoute knows the domain server of the corre-
sponding Active Directory domain. WinRoute can either detect it automatically or it can always
connect to a specified server. The automatic connection to the first server available increases
reliability of the connection and eliminates problems in cases when a domain controller fails.
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unutumatic Impork E

—Local User Database

¥ Enable aukomatic import of user accounts From Ackive Direckary

{*  Auktomatically connect ko the First available domain controller

" Alaays connect ko the specified domain contraller

Dramain controller: Ipdc.cumpany.mm

Account with rights to read user database:

Lser name: I.ﬁ.dministratu:ur

PESSWDrd' I************

(] 4 Zancel

Figure 15.10 Configuration of automatic import of user accounts from Active Directory

The other option (specification of a controller) is recommended for domains with one server
only (speeds the process up).

It is also necessary to enter login data of a user with read rights for the Active Directory
database (any user account belonging to the corresponding domain).

Note: It is not possible to combine the automatic import with Active Directory domain map-
ping (see chapter 15.4) as the local user database would collide with the mapped domain. If
possible, it is recommended to use the Active Directory mapping alternative.

Manual import of user accounts

It is also possible to import special accounts to the local database from the Windows NT do-
main or from Active Directory. Each import of a user account covers creating of a local account
with the identical name and the same domain authentication parameters. Specific WinRoute
parameters (such as access rights, content rules, data transfer quotas, etc.) can be set by using
the template for the local user database (see chapter 15.1) or/and they can be defined individ-
ually for special accounts. The Windows NT / Active Directory authentication type is set for all
accounts imported..

Note: This method of user accounts import is recommended especially when Windows NT
domain is used (domain server with the Windows NT Server operating system). If Active Direc-
tory domain is used, it is easier and recommended to use the transparent support for Active
Directory (domain mapping — see chapter15.4).

Click Import on the User Accounts tab to start importing user accounts. In the import dialog,
select the type of the domain from which accounts will be imported and, with respect to the
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domain type, specify the following parameters:

e NT domain — domain name is required for import. The WinRoute host must be a mem-
ber of this domain.

Irmpart uzers from; I Windows MT domain [findows T 4.0 LI

YWindowsz MT domain name: IEDMF‘.-’-‘-.NY

ak Cancel |

Figure 15.11 Importing accounts from the Windows NT domain

e Active Directory — for import of accounts, Active Directory domain name, DNS name
or IP address of the domain server as well as login data for user database reading (any
account belonging to the domain) are required.

Irmpart uzers from; I Active Directony fwfindows 2000/2003] LI

Active Directony domain name; Iu:u:umpan_l,l.u:u:um

Impart from zerver; Ipdu:.u:u:umpan_l,l.u:u:um
Login ag uzer: I.ﬁ.dministratur
Password: I
(] Cancel

Figure 15.12 Import of accounts from Active Directory

When connection with the corresponding domain server is established successfully, all ac-
counts in the selected domain are listed. When accounts are selected and the selection is
confirmed, the accounts are imported to the local user database.

15.4 Active Directory domains mapping

In WinRoute, it is possible to directly use user accounts from one or more Active Directory
domain(s). This feature is called either transparent support for Active Directory or Active
Directory domain(s) mapping. The main benefit of this feature is that the entire administration
of all user accounts and groups is maintained in Active Directory only (using standard system
tools). In WinRoute, a template can be defined for each domain that will be used to set specific
WinRoute parameters for user accounts (access rights, data transfer quotas, content rules —
see chapter 15.1). If needed, these parameters can also be set individually for any accounts.
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Note: The Windows NT domain cannot be mapped as described. In case of the Windows NT
domain, it is recommended to import user accounts to the local user database (refer to ).

Domain mapping requirements

The following conditions must be met to enable smooth functionality of user authentication
through Active Directory domains:

e For mapping of one domain:

1. The WinRoute host must be a member of the corresponding Active Directory do-
main.

2. The Active Directory domain controller (server) must be set as the primary DNS
server.

e For mapping of multiple domains:
1. The WinRoute host must be a member of one of the mapped domains.

2. It is necessary that this domain trusts any other domains mapped in WinRoute
(for details, see the documentation regarding the operating system on the corre-
sponding domain server).

3. For DNS configuration, the same rules are followed as for mapping of a single
domain (DNS server must be a domain server of the domain which the WinRoute’s
host belongs to).

Single domain mapping

To set Active Directory domain mapping, go to the Active Directory tab under User and Groups
— Users.

If no domain mapping has been defined yet or only one domain is defined, the Active Directory
tab already includes predefined parameters customized for the domain mapping.

Active Directory mapping
In the top part of the Active Directory tab, it is possible to enable/disable mapping of
user accounts from the Active Directory domain to WinRoute.
The Active Directory domain name entry requires full DNS name of the mapped domain
(e.g. company.com, company would not be satisfactory). For your better reference, it
is also recommended to provide a short description of the domain (especially if more
domains are mapped).
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a Users

ser Accounks | Authentication Options Active Direckary(E

—active Directoryi® Mapping

¥ Map user accounts From the Ackive Directory® domain bo Kerio WinRoute Firewall

Active Directory® domain name: Iu:u:umpany.u:u:um

Descripkion: ICDmpany headquarters' domain

—Domain Access

Account with rights to read user database:

Username: I.ﬁ.dministratu:ur

I************
Password:

Advanced. ., |

—windows MTE Authentication

¥ Enable Windows NTE domain authentication Far this domain

Windows MTE domain name: ICOMF‘F'.N\"

Define Mulkiple Domains. . |

Figure 15.13 Active Directory domain mapping

Domain Access
In the Domain Access section, specify the login user name and password of an account
with read rights for the Active Directory database (any user account within the domain
can be used, unless blocked).
Click Advanced to set parameters for communication with domain servers:

e It is possible to let WinRoute connect automatically to a specified server or to
search for a domain server. The automatic connection to the first server available
increases reliability of the connection and eliminates problems in cases when
a domain controller fails. The other option (specification of a controller) is rec-
ommended for domains with one server only (speeds the process up).

e Encrypted connection — to increase security of the communication with the
domain server, encrypted connection can be used (thus, the traffic cannot be
tapped). In such a case, encrypted connection must be enabled at the domain
server. For details, refer to documents regarding the corresponding operating
system.
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—iConneckion

{*  Auktomatically connect ko the First available domain controller

" Alaays connect ko the specified domain contraller

Domain controller;  |pde.compans:, com

—SeCuUrity

[~ Use encrypted connection to access the user database

Mote: The domain controller must be properly configured to support encryption,

oK, Cancel

Figure 15.14 Advanced settings for access to the Active Directory

NT authentication support
For the Active Directory domain, NTLM is also available as an authentication method.
This option is required if you intend to use automatic authentication in web browsers
(see chapter 25.2).
For NTLM authentication, name of the NT domain corresponding with the domain speci-
fied in the Active Directory domain is required.

For mapping from multiple Active Directory domains, click on Define Multiple Domains.

Multiple domains mapping

Click Define Multiple Domains to switch the Active Directory tab to the mode where domains

are listed.
a Users

|lzer Accounts |.-i'-.uthenti|:ati|:|n Options | Active Direckory® |

MName D ezcription |

i‘ company.com Compary headquarters domain
i‘ newark, company.com - Branch office domain

Add... | Edit... | Remove Set az Primany |

Figure 15.15 Mapping of multiple Active Directory domains

217



Chapter 15 User Accounts and Groups

One domain is always set as primary. In this domain, all user accounts where the domain is
not specified, will be searched (e.g. jsmith). Users of other domains must login by username
including the domain (e.g. drdolittle@usoffice.company.com).

Use the Add or the Edit button to define a new domain. This dialog includes the same parame-
ters as the Active Directory tab in administration of an only domain (see above).

Note:

1. By default, the domain defined first is set as primary. You can use the Set as primary
button to set the selected domain as primary.

2. Membership of WinRoute in the domain is not necessarily required for primary domains
(see Domain mapping requirements). Settings of the primary domain only define which
users will be allowed to login to WinRoute (i.e. to the web interface, to the SSL-VPN inter-
face, to the WinRoute administration, etc.) using the username without domain.

Collision of Active Directory with the local database and conversion of accounts

During Active Directory domain mapping, collision with the local user database may occur if
a user account with an identical name exists both in the domain and in the local database. If
multiple domains are mapped, a collision may occur only between the local database and the
primary domain (accounts from other domains must include domain names which make the
name unique).

If a collision occurs, a warning is displayed at the bottom of the User Accounts tab. Click
on the link in the warning to convert selected user accounts (to replace local accounts by
corresponding Active Directory accounts).

ﬂ[unvert User Accounts E

Convert the follmwing selected accounts from the local user database o use their
accountz from the Active Directony domain,

I ame | Fullname | Drezcription |
gkolar  Stanizlay Kolar

Select All Unzelect Al Cancel

Figure 15.16 Conversion of user accounts
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The following operations will be performed automatically within each conversion:

e substitution of any appearance of the local account in the WinRoute configuration (in
traffic rules, URL rules, FTP rules, etc.) by a corresponding account from the Active
Directory domain,

¢ removal of the account from the local user database.

Accounts not selected for the conversion are kept in the local database (the collision is still
reported). Colliding accounts can be used — the accounts are considered as two independent
accounts. However, under these circumstances, Active Directory accounts must be always
specified including the domain (even though it belongs to the primary domain); username
without the domain specified represents an account belonging to the local database. However,
as long as possible, it is recommended to remove all collisions by the conversion.

Note: In case of user groups, collisions do not occur as local groups are always independent
from the Active Directory (even if the name of the local group is identical with the name of the
group in the particular domain).

15.5 User groups

User accounts can be sorted into groups. Creating user groups provides the following benefits:

e Specific access rights can be assigned to a group of users. These rights complement
rights of individual users.

e Each group can be used when traffic and access rules are defined. This simplifies the

definition process so that you will not need to define the same rule for each user.

User groups Definitions

User groups can be defined in User and Groups — Groups.

Ca Groups

Groups |

Damain: IL::u:aI IUser Database LI Search; I

Mame | Drescription

tﬂ Adrins WinRoute adminiskrakors

cﬂInternet access Isers with Inkernet access

tﬂ Sales Sales department

tﬂ Support Technical Support

cﬂTeInet alloveed Isers with access to the Telnet Service

Figure 15.17 WinRoute user groups
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Domain
Use the Domain option to select a domain for which user accounts or other parameters
will be defined. This item provides a list of mapped Active Directory domains (see chap-
ter 15.4) and the local user database.
In WinRoute, it is possible to create groups only in the local user database. It is not
possible to create groups in mapped Active Directory domains. It also not possible to
import groups from the Windows NT domain or from Active Directory.
In case of groups mapped in Active Directory domains, it is possible to set only access
rules (see below — step 3 of the user group definition wizard).

Search

The Search engine can be used to filter out user groups meeting specified criteria.

The searching is interactive — each symbol typed or deleted defines the string which is
evaluated immediately and all groups including the string in either Name or Description
are viewed. The icon next to the entry can be clicked to clear the filtering string and
display all groups in the selected domain (if the Search entry is blank, the icon is hidden).
The searching is helpful especially when the domain includes too many groups which
might make it difficult to look up particular items.

Creating a new local user group
In the Domain combo box in Groups, select Local User Database.

Click Add to start a wizard where a new user group can be created.

Step 1 — Name and description of the group

ENEW Group ﬂ E

General - page 1 of 3

M armne: ISuppu:urt

Drezcription: ITechnicaI support

Figure 15.18 Creating a user group — basic parameters
Name
Group name (group identification).

Description
Group description. It has an informative purpose only and may contain any information
or the field can be left empty.
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Step 2 — group members

Members - page 2 of 3

Mame IFuII Mame |

& ismith  John Smith
a mwayne  Mark Wavne

Remove |

Figure 15.19 Creating a user group — adding user accounts to the group

Using the Add and Remove buttons you can add or remove users to/from the group. If user
accounts have not been created yet, the group can be left empty and users can be added during
the account definition (see chapter 15.1).

—— Hint

When adding new users you can select multiple user accounts by holding either the Ctrl or the

Shift key.

Step 3 — group access rights

Rights - page 3 of 3

— Administration Rights

{~ Mo access ko administrakion
{* Read only access ko administration

£~ Full access ko administration

—additional Rights

[~ Users can override ‘W' content rules
[~ Users can unlock URL rules

¥ Users can dial RAS conneckion

¥ Users can conneck using YPM

¥ Users can use Clientless SSL-YPM

[~ Users are allowed ko use P2P nebwarks

¥ Users are allowed ko views statistics

Figure 15.20 Creating a user group — members’ user rights
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The group must be assigned one of the following three levels of access rights:

No access to administration
Users included in this group cannot access the WinRoute administration.

Read only access
Users included in this group can access the WinRoute administration. However, they can
only read the records and settings and they are not allowed to edit them.

Full access to administration
Users in this group have full access rights.

Additional rights:

Users can override WWW content rules
User belonging to the group can customize personal Web content filtering settings inde-
pendently of the global configuration (for details see chapters a ).

User can unlock URL rules
This option allows its members one-shot bypassing of denial rules for blocked websites
(if allowed by the corresponding URL rule — see chapter ). All performed unlock
actions are traced in the Security log.

Users can dial RAS connection
If the Internet connection uses dial-up lines, users of this group will be allowed to dial
and hang up these lines in the Web interface (see chapter 11).

Users can connect using VPN
Members of the group can connect to the local network via the Internet using the Kerio
VPN Client (for details, see chapter 23).

User can use Clientless SSL-VPN
Members of this group will be allowed to access shared files and folders in the local
network via the Clientless SSL-VPN web interface. For details, see chapter

Users are allowed to use P2P networks
The P2P Eliminator module (detection and blocking of Peer-to-Peer networks — see chap-
ter ) will not be applied to members of this group.

Users are allowed to view statistics
Users in this group will be allowed to view firewall statistics in the web interface (see
chapter 11).

Group access rights are combined with user access rights. This means that current user rights
are defined by actual rights of the user and by rights of all groups in which the user is included.
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Remote Administration and Update Checks

16.1 Setting Remote Administration

Remote administration can be either permitted or denied by definition of the appropriate
traffic rule. Traffic between WinRoute and Administration Console is performed by TCP and
UDP protocols over port 44333. The definition can be done with the predefined service KWF
Admin.

If WinRoute includes only traffic rules generated by the wizard, remote administration is avail-
able through all interfaces except the one which is used for Internet connection and where
NAT is enabled (see chapter 7.1). This means that remote administration is available from all
local hosts.

How to allow remote administration from the Internet

In the following example we will demonstrate how to allow WinRoute remote administration
from some Internet IP addresses.

e Source — group of IP addresses from which remote administration will be allowed.

For security reasons it is not recommended to allow remote administration from an
arbitrary host within the Internet (this means: do not set Source as the Web interface).

e Destination — Firewall (host where WinRoute is running)
o Service — KWF Admin (predefined service— WinRoute administration)
e Action — Permit (otherwise remote administration would be blocked)

e Translation — Because the engine is running on the firewall there is no need for trans-
lation.

Marme Source Destination Service Action | Translation

B remote administration |7~ Remote administration |[C2) Firsvall :;,j KWF Admin [

Figure 16.1 Traffic rule that allows remote administration
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—— Hint
The same method can be used to enable or disable remote administration of Kerio MailServer
through WinRoute (the KMS Admin service can be used for this purpose).

Note: Be very careful while defining traffic rules, otherwise you could block remote adminis-
tration from the host you are currently working on. If this happens, the connection between
Administration Console and WinRoute Firewall Engine is interrupted (upon clicking on the Ap-
ply button in Configuration — Traffic Policy). Local connections (from the WinRoute Firewall
Engine’s host) works anyway. Such a traffic cannot be blocked by any rule.

16.2 Update Checking

WinRoute enables automatic check for new versions at the Kerio Technologies website. When-
ever a new version is detected, is download and installation is offered.

Open the Update Checker tab in the Configuration — Advanced Options section to view infor-
mation on a new version and to set parameters for automatic checks for new versions.

| Advanced Options

W

Security Setkings | Web Interface | SSL-YPM | Update Checker I SMTP Relay | P2P Eliminator | Cynamic DNS

—pdate checker

Last update check performed S0 rninukes ago

v Aukomatically check For news versions  Check now ... |

[~ Check also for beta versions

) A new version is available: Kerio WinRoute Firewall 6.6.0

Maore Information. ..

Download. ..

Figure 16.2 Check for new WinRoute versions

Last update check performed ... ago
Information on how much time ago the last update check was performed.
If the time is too long (several days) this may indicate that the automatic update checks
fail for some reason (i.e. access to the update server is blocked by a traffic rule). In
such cases we recommend you to perform a check by hand (by clicking on the Check now
button), view results in the Debug log (see chapter ) and take appropriate actions.
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Check for new versions
Use this option to enable/disable automatic checks for new versions. Checks are per-
formed:

e 2 minutes after each startup of the WinRoute Firewall Engine,

e and then every 24 hours.
Results of each attempted update check (successful or not) is logged into the Debug log
(see chapter ).

Check also for beta versions
Enable this option if you want WinRoute to perform also update checks for beta versions.
If you wish to participate in testing of WinRoute beta versions, enable this option. In case
that you use WinRoute in operations in your company (i.e. at the Internet gateway of your
company), we recommend you not to use this option (beta versions are not tested yet and
they could endanger functionality of your networks, etc.).

Check now
Click on this button to check for updates immediately.

If a new version is available, detailed information links and download links (links to installation

files) are provided:

e More information — this link opens WinRoute changelog page in the default web
browser.

e Download — direct link to the particular version’s installation file. Click the link to
download the installation file in your default browser.

For detailed information on WinRoute installation, refer to chapter

Note: Whenever a new version is detected, this information is displayed in the welcome page
of the administration window (an image providing information about the application and the
license). Clicking on link New version available, click here for details... switches the Adminis-
tration Console to the Update Checker tab of the Configuration — Advanced Options section.
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KerioWinBsuteFirewallo”

License ID: Unregistered trial version
Subscription expiration date: Mever

Produck expiration date: 2008-05-16

Mumber of users: Unlimited {in use: 0}

Campany'

Mew version available, dlick here for details. ..
Reqister produck with a purchased license number, ..

£ kerio Technologies. All nghts reserved. ¢' KER'O

Figure 16.3 Administration Console’s welcome page informing that a new version is available
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Chapter 17
Advanced security features

17.1 P2P Eliminator

Peer-to-Peer (P2P) networks are world-wide distributed systems, where each node can repre-
sent both a client and a server. These networks are used for sharing of big volumes of data
(this sharing is mostly illegal). DirectConnect and Kazaa are the most popular ones.

In addition to illegal data distribution, utilization of P2P networks overload lines via which
users are connected to the Internet. Such users may limit connections of other users in the
same network and may increase costs for the line (for example when volume of transmitted
data is limited for the line).

WinRoute provides the P2P Eliminator module which detects connections to P2P networks and
applies specific restrictions. Since there is a large variety of P2P networks and parameters at
individual nodes (servers, number of connections, etc.) can be changed, it is hardly possible
to detect all P2P connections.’. However, using various methods (such as known ports, estab-
lished connections, etc.), the P2P Eliminator is able to detect whether a user connects to one
or multiple P2P networks.

The following restrictions can be applied to users of P2P networks (i.e. to hosts on which
clients of such networks are run):

e Blocking options — it is possible to block access to the Internet for a particular host or
to restrict the access only to selected services (e.g. web and e-mail),

e Bandwidth limitation — it is possible to decrease speed of data transmission of P2P
clients so that other users are not affected by too much data transferred by the line.

P2P Eliminator Configuration

P2P networks are detected automatically (the P2P Eliminator module keeps running). To set
the P2P Eliminator module’s parameters, go to the P2P Eliminator tab in the Configuration —
Advanced Options section.

As implied by the previous description, it is not possible to block connections to particular
P2P networks. P2P Eliminator allows complete blocking of all traffic (i.e. access to the Internet
from the particular host), enabling of only such services which are securely not associated
with P2P networks or limiting of bandwidth (transfer speed) that can be used by P2P networks
clients. The settings will be applied to all clients of P2P networks detected by P2P Eliminator.

7 According to thorough tests, the detection is highly reliable (probability of failure is very low).
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2| Advanced Options

W

Security Setkings | Web Interface [ S3L-YPH | IUpdate Checker | SMTP Relay | P2P Eliminator | Dynamic DNS

—Peer-to-peer file sharing blocking options

If peer-to-peer file sharing kraffic is detected:
{~ Do not block any braffic
+ Block traffic, allow non-P2P connections only

" Block all traffic of the given host

[ Inform the user by emai

Mote: The email address must be defined in the user's settings

TrafFic will be blocked For |12III minukes Advanced. ., |

Figure 17.1 Detection settings and P2P Eliminator

Check the Inform user by email option if you wish that users at whose hosts P2P networks
are detected will be warned and informed about actions to be taken (blocking of all traffic /
allowance of only certain services and length of the period for which restrictions will be ap-
plied). The email is sent only if a valid email address (see chapter ) is specified in the
particular user account. This option does not apply to unauthenticated users.

The Traffic will be blocked for value defines time when the restriction for the particular host
will be applied. The P2P Eliminator module enables traffic for this user automatically when
the specified time expires. The time of disconnection should be long enough to make the user
consider consequences and to stop trying to connect to P2P networks.

If traffic of P2P network clients is not blocked, it is possible to set bandwidth limitation for
P2P networks at the bottom of the P2P Eliminator tab. Internet lines are usually asymetric (the
speed vary for incoming and outgoing direction); therefore, this limitation is set separately for
each direction. Bandwidth limitation applies only to traffic of P2P networks (detected by P2P
Eliminator), other services are not affected.

Peet-to-peer file sharing bandwidth limitation

apply the Following bandwidth limits to peer-to-peer nebworks:

v Limit downloads ko |32 KEls

[ Limit uploads kao: | 16 KE's

Figure 17.2 Bandwidth limits applied to P2P networks
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Note:

1. If a user who is allowed to use P2P networks (see chapter 15.1) is connected to the fire-
wall from a certain host, no P2P restrictions are applied to this host. Settings in the P2P
Eliminator tab are always applied to unauthorized users.

2. Information about P2P detection and blocked traffic can be viewed in the Status — Hosts /
users section (for details, refer to chapter 19.1).

3. If you wish to notify also another person when a P2P network is detected (e.g. the WinRoute
administrator), define the alert on the Alerts Settings tab of the Configuration — Account-
ing section. For details, see chapter 19.3.

Parameters for detection of P2P networks

Click Advanced to set parameters for P2P detection.

—auspicious Conneckions

Peet-to-peer netwark ackivity will be assumed once a certain
number of active suspicious conneckions is reached,

Consider the Following TCRUDP port numbers as suspicious:

|411-413,1214,353114661-4665,6345-6348,6881-6889

Mumber of conneckions:
IS

—3afe Services

In case when Kerio WinRoute Firewall is unable to determine For a
certainty whether a particular connection is P2P traffic or not,
consider the Following services as non-P2F,

Define Services. .. |

(] 4 Zancel

Figure 17.3 Settings of P2P networks detection

Ports of P2P networks
List of ports which are exclusively used by P2Pnetworks. These ports are usually ports for
control connections — ports (port ranges) for data sharing can be set by users themselves.
Ports in the list can be defined by port numbers or by port ranges. Individual values are
separated by commas while dash is used for definition of ranges.
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Number of suspicious connections

Big volume of connections established from the client host is a typical feature of P2P
networks (usually one connection for each file). The Number of connections value defines
maximal number of client’s network connections that must be reached to consider the
traffic as suspicious.

The optimum value depends on circumstances (type of user’s work, frequently used net-
work applications, etc.) and it must be tested. If the value is too low, the system can be
unreliable (users who do not use P2P networks might be suspected). If the value is too
high, reliability of the detection is decreased (less P2P networks are detected).

Safe services

Certain “legitimate” services may also show characteristics of traffic in P2P networks (e.g.
big number of concurrent connections). To ensure that traffic is not detected incorrectly
and users of these services are not persecuted by mistake, it is possible to define list of
so called secure services. These services will be excluded from detection of P2P traffic.
The Define services... button opens a dialog where services can be define that will not be
treated as traffic in P2P network. All services defined in Configuration — Definitions —
Services are available (for details, refer to chapter sect-services"/>).

—— Warning
Default values of parameters of P2P detection were set with respect to long-term testing. As
already mentioned, it is not always possible to say that a particular user really uses P2P net-
works or not which results only in certain level of probability. Change of detection parameters
may affect its results crucially. Therefore, it is recommended to change parameters of P2P
networks detection only in legitimate cases (e.g. if a new port number is detected which is
used only by a P2P network and by no legitimate application or if it is found that a legitimate
service is repeatedly detected as a P2P network).

17.2 Special Security Settings

WinRoute provides several security options which cannot be defined by traffic rules. These
options can be set in the Security settings tab of the Configuration — Advanced Options section.
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2| Advanced Options

-

Security Settings I Web Interface [ S3L-YPH | Update Checker SMTP Relay PzF Eliminataor Drynamic DS

— Anti-3poofing
¥ Enable &nti-Spoofing

¥ Log

—i_onnection Limit

¥ Enable conneckion limit

Connections count limit: IEuIIIIII per host {local server)

Figure 17.4 Security options — Anti-Spoofing and cutting down number of connections for one host

Anti-Spoofing

Anti-Spoofing checks whether only packets with allowed source IP addresses are received at
individual interfaces of the WinRoute host. This function protects WinRoute host from attacks
from the internal network that use false IP addresses (so called spoofing).

For each interface, any source IP address belonging to any network connected to the interface
is correct (either directly or using other routers). For any interface connected to the Internet
(so called external interface), any IP address which is not allowed at any other interface is
correct.

Detailed information on networks connected to individual interfaces is acquired in the routing
table.

The Anti-Spoofing function can be configured in the Anti-Spoofing folder in Configuration —
Advanced Options.

Enable Anti-Spoofing
This option activates Anti-Spoofing.

Log
If this option is on, all packets that have not passed the anti-spoofing rules will be logged
in the Security log (for details see chapter ).

Connections Count Limit

This function defines a limit for the maximum number of connections which can be established
from one local host (workstation) to the Internet. This feature can be set in the lower section
of the Security Settings under Configuration — Advanced Options. If sum of all connections
from a single host to individual servers in the Internet reaches the set value, WinRoute blocks
other connections.
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Connections count limit is useful especially when a local client host is attacked by a worm
or Trojan horse which attempts to establish connections to larger number of various servers.
Connection count limits protects the firewall (the WinRoute host) from flooding and it can
reduce undesirable activities by worms and Trojan horses.

Note: This feature does not limit number of connections coming in from the Internet (such as
access to mapped services). Limiting of number of connections to a service would increase risk
of so called DoS attack (overloading of a service by establishing of large number of concurrent
connections).
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Other settings

18.1

Using Administration Console you can view or edit the system routing table of the host where
WinRoute is running. This can be useful especially to resolve routing problems remotely (it is
not necessary to use applications for terminal access, remote desktop, etc.).

Routing table

To view or modify the routing table go to Configuration — Routing Table. This section provides
up-to-date version of the routing table of the operating system including so called persistent
routes (routes added by the route -p command).

Note:

1. In the Internet connection failover mode (see chapter 6.3), only the current default route
is shown (depending on which Internet interface is currently active).

2. In case of multiple Internet links in the network load balancing mode (see chapter 6.4),
only a single default route will be displayed which is routed through the link with the
highest proposed speed.

%»| Routing Table

O
Drescription I Metwark, I M azk, [3 ateway I Interface M etric:
O Syztem route 0000 0000 192168.44.1 BmLAN 1
O System route 10.0.0.0 255.255.285.0 PR nternet 1
{) Syztem route 192.168.44.0 205,265, 255.0 =LA 1
OVF‘N route 132.168.80.0 200, 255.255.0 (o WPN Server 20
{:\SL.-'B.N zegment connected via a router 192.168.48.0 255.255.2559.0 192168.44.254 RLAM 1
Inactive Routes
Il 2 Dizconnected segment 132168.64.0 2RR256.250.0 19216344253 PRELAM 1

Figure 18.1 Firewall’s system routing table

Dynamic and static routes can be added and/or removed in section Routing table. Dynamic
routes are valid only until the operating system is restarted or until removed by the route
system command. Static routes are saved in WinRoute and they are restored upon each restart
of the operating system.
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—— Warning
Changes in the routing table might interrupt the connection between the WinRoute Firewall
Engine and the Administration Console. We recommend to check the routing table thoroughly
before clicking the Apply button!

Route Types

The following route types are used in the WinRoute routing table:

e System routes — routes downloaded from the operating system’s routing table (includ-
ing so called persistent routes). These routes cannot be edited some of them can be
removed — see the Removing routes from the Routing Table section).

e Static routes — manually defined routes managed by WinRoute (see below). These
routes can be added, modified and/or removed.

The checking boxes can be used to disable routes temporarily —such routes are pro-
vided in the list of inactive routes. Static routes are marked with an Sicon.

e VPN routes — routes to VPN clients and to networks at remote endpoints of VPN tun-
nels (for details, see chapter 23). These routes are created and removed dynamically
upon connecting and disconnecting of VPN clients or upon creating and removing of
VPN tunnels. VPN routes cannot be created, modified nor removed by hand.

e Inactive routes — routes which are currently inactive are showed in a separate section.
These can be static routes that are temporarily disabled, static routes via an interfaces
which has been disconnected or removed from the system, etc.

Static routes

WinRoute includes a special system for creation and management of static routes in the routing
table. All static routes defined in WinRoute are saved into the configuration file and upon each
startup of the WinRoute Firewall Engine they are added to the system routing table. In addition
to this, these routes are monitored and managed all the time WinRoute is running. This means
that whenever any of these routes is removed by the route command, it is automatically
added again.

Note:

1. The operating system’s persistent routes are not used for implementation of static routes
(for management of these routes, WinRoute uses a proprietary method).

2. If a static connection uses a dial-up, any UDP or TCP packet with the SYN flag dials the
line. For detailed information, see chapter
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Definitions of Dynamic and Static Rules

Click on the Add (or Edit when a particular route is selected) button to display a dialog for
route definition.

B Add Route E

Metwork: [192.165.45.0

Metwark maszk: |255.255.255.EI

Interface: I PRLaN LI
Gateway:  |192.165.44.254
Metric: I'I

v Create static route

Drezcription: IL.-'E-.N gegment connected via a rouker

ok LCancel

Figure 18.2 Adding a route to the routing table

Network, Network Mask
IP address and mask of the destination network.

Interface
Selection of an interface through which the specific packet should be forwarded.

Gateway
IP address of the gateway (router) which can route to the destination network. The IP
address of the gateway must be in the same IP subnet as the selected interface.

Metric
“Distance” of the destination network. The number stands for the number of routers that
a packet must pass through to reach the destination network.
Metric is used to find the best route to the desired network. The lower the metric value,
the “shorter” the route is.
Note: Metric in the routing table may differ from the real network topology. It may be
modified according to the priority of each line, etc.

Create a static route
Enable this option to make this route static. Such route will be restored automatically by
WinRoute(see above). A brief description providing various information (why the route
was created, etc.) about the route can be attached.
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If this option is not enabled, the route will be valid only until the operating system is
restarted or until removed manually in the Administration Console or using the route
command.

Removing routes from the Routing Table

Using the Remove button in the WinRoute admin console, records can be removed from the
routing table. The following rules are used for route removal:

e Static routes in the Static Routes folder are managed by WinRoute. Removal of any of
the static routes would remove the route from the system routing table immediately
and permanently (after clicking on the Apply button).

e Dynamic (system) route will be removed as well, regardless whether it was added in
the Administration Console or by the route command. However, it is not possible to
remove any route to a network which is connected to an interface.

¢ Persistent route of the operating system will be removed from the routing table only
after restart of the operating system. Upon reboot of the operating system, it will be
restored automatically. There are many methods that can be used to create persistent
routes (the methods vary according to operating system — in some systems, the route
-p or the route command called from an execution script can be used, etc.). It is not
possible to find out how a particular persistent route was created and how it might be
removed for good.

18.2 Universal Plug-and-Play (UPnP)

WinRoute supports UPnP protocol (Universal Plug-and-Play). This protocol enables client appli-
cations (i.e. Microsoft MSN Messenger) to detect the firewall and make a request for mapping of
appropriate ports from the Internet for the particular host in the local network. Such mapping
is always temporary — it is either applied until ports are released by the application (using
UPnP messages) or until expiration of the certain timeout.

The required port must not collide with any existing mapped port or any traffic rule allowing
access to the firewall from the Internet. Otherwise, the UPnP port mapping request will be
denied.

Configuration of the UPnP support
To configure UPnP go to the Security Settings folder in Configuration — Advanced Options.

UPRP settings
¥ Enable UPRP

[~ Log packets

[+ Log connections

Figure 18.3 IPnP settings (the Security Settings tab under Configuration — Advanced Options)
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Enable UPnP
This option enables UPnP.
—— Warning
If WinRoute is running on Windows XP, Windows Server 2003, Windows Vista or Windows
Server 2008, check that the following system services are not running before you start
the UPnP function:

e SSDP Discovery Service

e Universal Plug and Play Device Host
If any of these services is running, close it and deny its automatic startup. In WinRoute,
these services work with the UPnP protocol in Windows, and therefore they cannot be
used together with UPnP.

Note: The WinRoute installation program detects the services and offers their stopping
and denial.

Log packets
If this option is enabled, all packets passing through ports mapped with UPnP will be
recorded in the Filter log (see chapter 22.9).

Log connections
If this option is enabled, all packets passing through ports mapped with UPnP will be
recorded in the Connection log (see chapter 22.5).

—— Warning
Warning: Apart from the fact that UPnP is a useful feature, it may also endanger network
security, especially in case of networks with many users where the firewall could be controlled
by too many users. A WinRoute administrator should consider carefully whether to prefer
security or functionality of applications that require UPnP.

Using traffic policy (see chapter 7.3) you can limit usage of UPnP and enable it to certain IP
addresses or certain users only.

Example:

Marme Source Destination Service Action | Translation

B allow UPnP For selected hosts 2|55 UPAP dients  {(£) Firewall ::(:? UPAP |

E Deny LIPRP

W

i

"9 TrustedfLocal |IC3) Firewal ::(:? UPnP U

Figure 18.4 Traffic rules allowing UPnP for specific hosts

The first rule allows UPnP only from UPnP Clients IP group. The second rule denies UPnP from
other hosts (IP addresses).
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18.3 Relay SMTP server

WinRoute provides a function which enables notification to users or/and administrators by
email alerts. These alert messages can be sent upon various events, for example when a virus

is detected (see chapter ), when a Peer-to-Peer network is detected (refer to chapter ),
when an alert function is set for certain events (details in chapter ) or upon reception of
an alert (see chapter ).

For this purpose, WinRoute needs an SMTP Relay Server. This server is used for forwarding of
infected messages to a specified address.

Note: WinRoute does not provided any built-in SMTP server.

To configure an SMTP server, go to the SMTP server tab in Configuration — Advanced Options.

;| Advanced Options

-

Security Setkings IWEI:: Interface | S5L-YPH |LI|:u:Iate Checker SMTP Relay PZP Eliminatar IDynamiu: DS |

—SMTP relay settings

SErver: |mai|.cu:um|:uany.cu:um Tesk. .. |

Matifications and Alerts will be sent using the specified mail server.

[¥ SMTP server requires authentication

User: Iadmin@cumpany.cnm

PaSSWDrd: I************

v Specify sender email address in "From:" header

Email address: IFirewaII@cumpany.cDm

Figure 18.5 SMTP settings — reports sending

Server
Name or IP address of the server.
Note: If available, we recommend you to use an SMTP server within the local network
(messages sent by WinRoute are often addressed to local users).

SMTP requires authentication
Enable this option to require authentication through username and password at the spec-
ified SMTP server.

Specify sender email address in “From” header
In this option you can specify a sender’s email address (i.e. the value for the From header)
for email sent from WinRoute (email or SMS alerts sent to users). Preset From header does
not apply to messages forwarded during antivirus check (refer to chapter ).
This item must be preset especially if the SMTP server strictly checks the header (mes-
sages without or with an invalid From header are considered as spams). The item can also
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be used for reference in recipient’s mail client or for email classification. This is why it is
always recommended to specify sender’s email address in WinRoute.

Connection test

—— Warning

1.

Click Test to test functionality of sending of email via the specified SMTP server. WinRoute
sends a testing email message to the specified email address.

If SMTP is specified by a DNS name, it cannot be used until WinRoute resolves a corre-
sponding IP address (by a DNS query). The IP address of specified SMTP server cannot be
resolved warning message is displayed in the SMTP Relay tab until the IP address is not
found. If the warning is still displayed, this implies that an invalid (non-existent) DNS
name is specified or the DNS server does not respond.

If the warning on the SMTP server tab is still displayed, it means that an invalid DNS
name was specified or that an error occured in the communication (DNS server is not
responding). Therefore, we recommend you to specify SMTP server by an IP address if
possible.

Communication with the SMTP server must not be blocked by any rule, otherwise the
Connection to SMTP server is blocked by traffic rules error is reported upon clicking the
Apply button.

For detailed information about traffic rules, refer to chapter
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Status Information

WinRoute activities can be well monitored by the administrator (or by other users with ap-
propriate rights). There are three types of information — status monitoring, statistics and
logs.

¢ Communication of each computer, users connected or all connections using WinRoute
can be monitored.
Note:

1. WinRoute monitors only traffic between the local network and the Internet. The
traffic within the local network is not monitored.

2. Only traffic allowed by traffic rules (see chapter 7) can be viewed. If a traffic
attempt which should have been denied is detected, the rules are not well defined.

o Statistics provide information on users and network traffic for a certain time period.
Statistics are viewed in the form of charts and tables. For details see chapter 20.

e Logs are files where information about certain activity is reported (e.g. error or warn-
ing reports, debug information etc.). Each item is represented by one row starting with
a timestamp (date and time of the event). In all language versions of WinRoute, reports
recorded are available in English only and they are generated by the WinRoute Firewall
Engine. For details, refer to chapter 22.

The following chapters describe what information can be viewed and how its viewing can be
changed to accommodate the user’s needs.

19.1 Active hosts and connected users

In Status — Active Hosts, the hosts within the local network or active users using WinRoute for
communication with the Internet will be displayed.

Note: For more details about the firewall user’s logon, see chapter 10.1.

Look at the upper window to view information on individual hosts, connected users, data
size/speed, etc.

The following information can be found in the Active Hosts window:

Hostnhame
DNS name of a host. In case that no corresponding DNS record is found, IP address is
displayed instead.
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"w=)| Active Hosts

=
Hast name | IP Address [ User | Lagin Time | Tatal Fix [KE] | Tatal Tx [KE] |
=5 I=Tdd T2 To0. &, Ta5F [a T
€2 Fireveall Firesall 32828 52215
=) iakub.kerio.local 19216848134 38 71
™ icrmunt kenio. local 192.168.44.138 2 jcmunt 20 4pr 11:13:08 43872 5303
™ jiezek kenio local 192.168.32.64 2 jiezek.  204pr 11:41:53 92087 445
™) jznajdr. kerio. local 192.163.44.140 2 jghajdr 20 4pr 11:53:56 762 94.9
™ |ms-bigmac. kerio.lo... 192.168.44.130 2 pdouza 20 Apr 12574 15 ¥E4.1 2845
™ |mz-exchange. ker... 192.168.44.155 0.1 (IR

Figure 19.1 List of active hosts and users connected to the firewall

User
Name of the user which is connected from a particular host. If no user is connected, the
item is empty.

Currently Rx, Currently Tx
Monitors current traffic speed (kilobytes per second) in both directions (from and to the
host — Rx values represent incoming data, Tx values represent outgoing data)

The following columns are hidden by default. To view these columns select the Modify columns
option in the context menu (see below).

IP address
IP address of the host from which the user is connecting from

Login time
Date and time of the recent user login to the firewall

Login duration
Monitors length of the connection. This information is derived from the current time
status and the time when the user logged on

Inactivity time
Duration of the time with zero data traffic. You can set the firewall to logout users
automatically after the inactivity exceeds allowed inactivity time (for more details see
chapter 11.1)

Start time
Date and time when the host was first acknowledged by WinRoute. This information is
kept in the operating system until the WinRoute Firewall Engine disconnected.

Total received, Total transmitted
Total size of the data (in kilobytes) received and transmitted since the Start time
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Connections
Total number of connections to and from the host. Details can be displayed in the context
menu (see below)

Authentication method
Authentication method used for the recent user connection:

plaintext — user is connected through an insecure login site plaintext

SSL — user is connected through a login site protected by SSL security system
SSL

proxy — a WinRoute proxy server is used for authentication and for connection
to Websites

NTLM — user was authenticated with NTLM in NT domain (this is the standard
type of login if Internet Explorer 5.5 or later or Firefox/SeaMonkey core version
1.3 or later is used)

VPN client — user has connected to the local network using the Kerio VPN Client
(for details, see chapter 23).

Note: Connections are not displayed and the volume of transmitted data is not
monitored for VPN clients.

For more details about connecting and user authentication see chapter 10.1.

Information displayed in the Active Hosts window can be refreshed by clicking on the Re-

freshbutton.

Use the Show / Hide details to open the bottom window providing detailed information on
a user, host and open connections.

Active Hosts dialog options

Clicking the right mouse button in the Active Hosts window (or on the record selected) will
display a context menu that provides the following options:

User CQuota

Refresh
Auko Refresh 3

Logout User

Logout All Users

Maodify Columns. ..

Figure 19.2 Context menu for the Active Hosts window
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User quota
Use this option to show quota of the particular user (Administration Console switches to
the User quota tab in Status — Statistics and selects the particular user automatically).
The User quota option is available in the context menu only for hosts from which a user
is connected to the firewall.

Refresh
This option refreshes information in the Active Hosts window immediately (this function
is equal to the Refresh button displayed at the bottom of the window).

Auto refresh
Settings for automatic refreshing of the information in the Active Hosts window. Informa-
tion can be refreshed in the interval from 5 seconds up to 1 minute or the auto refresh
function can be switched off (No refresh).

Logout user
Immediate logout of a selected user.

Logout all users
Immediate logout of all firewall users.

Manage Columns
By choosing this option you can select columns to be displayed in the Active Hosts window
(see chapter 3.2).

Detailed information on a selected host and user

Detailed information on a selected host and connected user are provided in the bottom window
of the Active Hosts section.

Open the General tab to view information on user’s login, size/speed of transmitted data and
information on activities of a particular user.

—Login infarmation Traffic information
|lzer: rgabriel from rgabriel keno lozal [192.168.44.160] Download: 1.30 MB [curent: 8422 B/s]
Login tire:  2004-04-20 17:35:08 wia S5L [idle: 0:00] Upload: 026 MB [curent: 1,753 B/s]

Activity Time Activity Event | Activity Description |

133609 ) wtat K.ero Technologies Inc.
133616 ) wtat K.erio Techhologies Inc. | Keno wWinRoute Firewall - Corporate ..
13:36:25 @ Multimedia gerver 217.11.2561.145, MMS strearn, 331.0 KB transfered

General | Connections I

Figure 19.3 Information about selected host/user — actions overview
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Login information
Information on logged-in users:

e User — name of a user, DNS name (if available) and IP address of the host from
which the user is connected
e Login time — date and time when a user logged-in, authentication method that
was used and inactivity time (idle).
If no user is connected from a particular host, detailed information on the host are pro-
vided instead of login information.

Huozt information
Hoszt: jakub.keno.local [192.168.48.1 34]
|dle tirne: 16:51

Figure 19.4 Host info (if no user is connected from it)

e Host — DNS name (if available) and IP address of the host
e Idle time — time for which no network activity performed by the host has been
detected

Traffic information
Information on size of data received (Download) and sent (Upload) by the particular user
(or host) and on current speed of traffic in both directions.

Overview of detected activities of the particular user (host) are given in the main section of
this window:

Activity Time
Time (in minutes and seconds) when the activity was detected.

Activity Event
Type of detected activity (network communication). WinRoute distinguishes between the
following activities: SMTP, POP3, WWW (HTTP traffic), FTP, Streams (real-time transmis-
sion of audio and video streams) and P2P (use of Peer-to-Peer networks).
Note: WinRoute is not able to recognize which type of P2P network is used. According to
results of certain testing it can only "guess” that it is possible that the client is connected
to such network. For details, refer to chapter

Activity Description
Detailed information on a particular activity:

o WWW — title of a Web page to which the user is connected (if no title is available,
URL will be displayed instead). Page title is a hypertext link — click on this link to
open a corresponding page in the browser which is set as default in the operating
system.

Note: For better transparency, only the first visited page of each web server to
which the user connected is displayed. For detailed information about all visited
pages, refer to Kerio StaR (see chapter 21).

e SMTP, POP3 — DNS name or IP address of the server, size of down-

loaded/uploaded data.
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19.1 Active hosts and connected users

e FTP — DNS name or IP address of the server, size of downloaded/saved data,
information on currently downloaded/saved file (name of the file including the
path, size of data downloaded/uploaded from/to this file).

e Multimedia (real time transmission of video and audio data) — DNS name or IP
address of the server, type of used protocol (MMS, RTSP, RealAudio, etc.) and
volume of downloaded data.

e P2P — information that the client is probably using Peer-To-Peer network.

Informations about connections from/to the Internet

On the Connections tab, you can view detailed information about connections established from
the selected host to the Internet and in the other direction (e.g. by mapped ports, UPnP, etc.).
The list of connections provides an overview of services used by the selected user. Undesirable
connections can be terminated immediately.

Traffic rule | Service | Source | Source F'u:urtI Dreztination Dreztination F'u:urtI Protocol | Ifo

MHAT hdbd 5 21711251145 4310 rgabriel keno.local 1132 IOF ticrozoft Strean
MAT hdbd 5 rgabriel keno.local 1365 2711251145 1755 TCP icrogzoft Media
MAT 12774/TCF rgabriel keno.local 1760 qw 12774 TCP

MHAT IC0 rgabriel kenio local 1616 E4.12 24161 5140 TCF

MHAT 1755/U0P  rgabriel kerio.local 1866 21711.251.145 17865 IDF

4]
v Show DMS names

General | Connections I

Figure 19.5 Information about selected host/user — connections overview

Information about connections:

Traffic rule
Name of the WinRoute traffic rule (see chapter 7) by which the connection was allowed.

Service
Name of the service. For non-standard services, port numbers and protocols are dis-

played.

Source, Destination
Source and destination IP address (or name of the host in case that the Show DNS names
option is enabled —see below).
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The following columns are hidden by default. They can be shown through the Modify columns
dialog opened from the context menu (for details, see chapter 3.2).

Source port, Destination port
Source and destination port (only for TCP and UDP protocols).

Protocol
Protocol used for the transmission (TCP, UDP, etc.).

Timeout
Time left before the connection will be removed from the table of WinRoute’s connections.
Each new packet within this connection sets timeout to the initial value. If no data is
transmitted via a particular connection, WinRoute removes the connection from the ta-
ble upon the timeout expiration — the connection is closed and no other data can be
transmitted through it.

Rx, Tx
Volume of incoming (Rx) and outgoing (Tx) data transmitted through a particular connec-
tion (in KB).

Info
Additional information (such as a method and URL in case of HTTP protocol).

Use the Show DNS names option to enable/disable showing of DNS names instead of IP ad-
dresses in the Source and Destination columns. If a DNS name for an IP address cannot be
resolved, the IP address is displayed.

You can click on the Colors button to open a dialog where colors used in this table can be set.

Note:

1. Upon right-clicking on a connection, the context menu extended by the Kill connection
option is displayed. This option can be used to kill the particular connection between the
LAN and the Internet immediately.

2. The selected host’s overview of connections lists only connections established from the
particular host to the Internet and vice versa. Local connections established between the
particular host and the firewall can be viewed only in Status — Connections (see chap-
ter ). Connections between hosts within the LAN are not routed through WinRoute,
and therefore they cannot be viewed there.

Histogram

The Histogram tab provides information on data volume transferred from and to the selected
host in a selected time period. The chart provides information on the load of this host’s traffic
on the Internet line through the day.
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Time inkerval: |2h|:|urs vI Picture size: IFit to screen vI

Average throughput
IUser rgabriel@kerio.local From rgabriel. kerio.local - 20 seconds intervals, traffic since 3.1.2007 13:22:21 (GMT+1:00)

a0k q

40K 4

30K A

1330 1345 14:00 1415 14:30 1445 1500 1515

B Incoming Current: S.05KE  Awerage: S.49KE Maximum: 43,90 KB
B Cutgoing Current: 0,16 KB Awverage:  0.20kKE  Maximum: 1.75 KB

aeneral ICDnnectiDns I Hiskograrm I

Figure 19.6 Information on selected host and user — traffic histogram

Select an item from the Time interval combo box to specify a time period which the chart will
refer to (2 hours or 1 day). The x axis of the chart represents time and the y axis represents
traffic speed. The x axis is measured accordingly to a selected time period, while measurement
of the y axis depends on the maximal value of the time interval and is set automatically (bytes
per second is the basic measure unit — B/s).

This chart includes volume of transferred data in the selected direction in certain time inter-
vals (depending on the selected period). The green curve represents volume of incoming data
(download) in a selected time period, while the area below the curve represents the total vol-
ume of data transferred in the period. The red curve and area provide the same information
for outgoing data (upload). Below the chart, basic statistic information, such as volume of data
currently transferred (in the last interval) and the average and maximum data volume per an
interval, is provided.

Select an option for Picture size to set a fixed format of the chart or to make it fit to the
Administration Console screen.

19.2 Network connections overview

In Status — Connections, all the network connections which can be detected by WinRoute in-
clude the following:

e client connections to the Internet through WinRoute

e connections from the host on which WinRoute is running
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e connections from other hosts to services provided by the host with WinRoute

e connections performed by clients within the Internet that are mapped to services run-
ning in LAN

WinRoute administrators are allowed to close any of the active connections.
Note:

1. Connections among local clients will not be detected nor displayed by WinRoute.

2. UDP protocol is also called connectionless protocol. This protocol does not perform
any connection. The communication is performed through individual messages (so-called
datagrams). Periodic data exchange is monitored in this case.

<> | Connections

Traffic rule | Service | Source Source Port | Destination [reztination Port| Protocol
MHAT eflonkey 19216848131 1870 17218423210  4BB2 TCF
MHAT ellonkey 19216848131 1724 172.206.233.246  4BE2 TCF
Local Traffic DHS qw-devel 1757 1921681010 53 oP
MHAT 4246/00P 19216848131 2094 193.111.199.179 4246 oP
MHAT 4246/00P 19216848131 2094 193.111.199.183 4246 oP
MHAT 4246/00P 19216848131 2094 193.111.199.187 4246 oP
MHAT 4246/00P 19216848131 2094 193.111.199.211 4246 oP
MHAT HTTF 192.168.44.143 2577 194.228.19.21 a0 TCF
MHAT HTTF 192.168.44.143 2576 194.228.19.21 a0 TCF
MHAT eflonkey 19216848131 2005 195.14.200.83  46B2 TCF
MHAT [MAPS 192.168.36128 33228 195.39.55.2 933 TCF
MHAT [MAPS 192.168.44.153 2278 195.39.55.2 933 TCF
Local Traffic - HTTPS 192.168.43131 1696 195.39.55.6 443 TCF
Local Traffic - HTTPS 19216843131 1917 195.39.55.6 443 TCR
MHAT 2914/TCP 19216844131 2950 195.39.55.20 2914 TCF
MHAT 2914/TCP 19216844131 2951 195.39.55.20 2914 TCP

Figure 19.7 Overview of all connections established via WinRoute

One connection is represented by each line of the Connections window. These are network
connections, not user connections (each client program can occupy more than one connection
at a given moment).

The columns contain the following information:

Traffic rule
Name of the WinRoute traffic rule (see chapter 7) by which the connection was allowed.

Service
Name of transmitted service (if such service is defined in WinRoute — see chapter ).
If the service is not defined in WinRoute, the corresponding port number and protocol
will be displayed instead (e.g. 5004/UDP).
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Source, Destination
IP address of the source (the connection initiator) and of the destination. If there is an
appropriate reverse record in DNS, the IP address will be substituted with the DNS name.

The following columns are hidden by default. They can be enabled through the Modify columns
dialog opened from the context menu (for details, see chapter 3.2).

Source port, Destination port
Ports used for the particular connection.

Protocol
Communication protocol (TCP or UDP)

Timeout
Time left until automatic disconnection. The countdown starts when data traffic stops.
Each new data packet sets the counter to zero.

Rx, Tx
Total size of data received (Rx) or transmitted (Tx) during the connection (in kilobytes).
Received data means the data transferred from Source to Destination, transmitted data
means the opposite.

Info
An informational text describing the connection (e.g. about the protocol inspector applied
to the connection).

Information in Connections is refreshed automatically within a user defined interval or the
Refresh button can be used for manual refreshing.

Options of the Connections Dialog

The following options are available below the list of connections:

e Hide local connections — connections from or/and to the WinRoute host will not be
displayed in the Connections window.

This option only makes the list better-arranged and distinguishes connections of other
hosts in the local network from the WinRoute host’s connections.

e Show DNS names — this option displays DNS names instead of IP addresses. If a DNS
name is not resolved for a certain connection, the IP address will be displayed.

Right-click on the Connections window (on the connection selected) to view a context menu
including the following options:

Kill connection
Use this option to finish selected connection immediately (in case of UDP connections all
following datagrams will be dropped).
Note: This option is active only if the context menu has been called by right-clicking on
a particular connection. If called up by right-clicking in the Connections window (with no
connection selected), the option is inactive.
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Kill connection |

Refresh
Mo refresh

Manage columns. .. v 5 sec

Figure 19.8 Context menu for Connections

Refresh
This option will refresh the information in the Connections window immediately. This
function is equal to the function of the Refresh button at the bottom of the window.

Auto refresh
Settings for automatic refreshing of the information in the Connections window. Informa-
tion can be refreshed in the interval from 5 seconds up to 1 minute or the auto refresh
function can be switched off (No refresh).

Manage Columns
By choosing this option you can select which columns will be displayed in the Connections
window (see chapter 3.2).

Color Settings

Clicking on the Colors button displays the color settings dialog to define colors for each con-
nection:

ﬂ[ulur settings 7 x|

—Font Color

Active connections: I Crefault

|nactive connections; I

—Backaround Color

Local connections: I Crefault LI
|nbound connections: I LI
Outbound connections; I ;I

LCancel |

Figure 19.9 Connection colors settings
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For each item either a color or the Default option can be chosen. Default colors are set in the
operating system (the common setting for default colors is black font and white background).

Font Color

e Active connections — connections with currently active data traffic

e Inactive connections — TCP connections which have been closed but 2 minutes
after they were killed they are still kept active — to avoid repeated packet mis-
handling)

Background Color

e Local connections — connections where an IP address of the host with WinRoute
is either source or destination
e Inbound connections — connections from the Internet to the local network (al-
lowed by firewall)
e OQOutbound connections — connections from the local network to the Internet
Note: Incoming and outgoing connections are distinguished by detection of direction of
IP addresses — “out” (SNAT) or “in” (DNAT). For details, refer to chapter

19.3 Alerts

WinRoute enables automatic sending of messages informing the administrator about impor-
tant events. This makes WinRoute administration more comfortable, since it is not necessary
to connect to the firewall via the Administration Console too frequently to view all status in-
formation and logs (however, this does not mean that it is not worthy to do this occasionally).

WinRoute generates alert messages upon detection of any specific event for which alerts are
preset. All alert messages are recorded into the Alert log (see chapter ). The WinRoute
administrator can specify which alerts will be sent to whom, as well as a format of the alerts.
Sent alerts can be viewed in Status — Alerts.

Note: SMTP relay must be set in WinRoute (see chapter ), otherwise alerting will not work.

Alerts Settings

Alerts settings can be configured in the Alerts settings tab under Configuration — Accounting.

+=| Accounting

Statistics | Quota | Alerts Settings I Logs Setkings

Alert | Actian valid at
License expiration 4 send email to: jsmith@company.com  Always
License expiration G send SMS ta: jsmith@sms. comm Always
Portscan detected 4 send email bo: admin@company.com  Waorking time
IUser kransfer quota exceeded £ send email to: admin@company.com— Always

Figure 19.10 WinRoute Alerts
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This tab provides list of “rules” for alert sending. Use checking boxes to enable/disable indi-

vidual rules.

Use the Add or the Edit button to (re)define an alert rule.

alert

Qndd alert 7 x|
Blet:
I Wiruz detected LI
Actiar:
I Send email LI
Tax
I jemithiBcompaty. com LI

Yalid at time interval:

I Working Hours LI Edit... |

k. Cancel |

Figure 19.11 Alert Definitions

Type of the event upon which the alert will be sent:

Virus detected — antivirus engine has detected a virus in a file transmitted by
HTTP, FTP, SMTP or POP3 (refer to chapter 13).

Portscan detected — WinRoute has detected a port scanning attack (either an
attack passing through or an attack addressed to the WinRoute host).

Host connection limit reached — a host in the local network has reached the con-
nection limit (see chapter 17.2). This may indicate deployment of an undesirable
network application (e.g. Trojan horse or a spyware) on a corresponding host.
Low free disk space warning — this alert warns the administrator that the free
space of the WinRoute host is low (under 11 per cent of the total disk capacity).
WinRoute needs enough disk space for saving of logs, statistics, configuration set-
tings, temporary files (e.g. an installation archive of a new version or a file which
is currently scanned by an antivirus engine) and other information. Whenever the
WinRoute administrator receives such alert message, adequate actions should be
performed immediately.

New version available — a new version of WinRoute has been detected at the
server of Kerio Technologies during an update check. The administrator can
download this version from the server or from http://www.kerio.com/ and
install it using the Administration Console (see chapter 16.2).

User transfer quota exceeded — a user has reached daily, weekly or monthly user
transfer quota and WinRoute has responded by taking an appropriate action. For
details, see chapter 15.1.
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e Connection failover event — the Internet connection has failed and the system
was switched to a secondary line, or vice versa (it was switched back to the pri-
mary line). For details, refer to chapter

e License expiration — expiration date for the corresponding WinRoute li-
cense/subscription (or license of any module integrated in WinRoute, such as
ISS OrangeWeb Filter, the McAfee antivirus, etc.) is getting closer. The WinRoute
administrator should check the expiration dates and prolong a corresponding
license or subscription (for details, refer to chapter 4).

e Dial / Hang-up of RAS line WinRoute is dialing or hanging-up a RAS line (see
chapter 5). The alert message provides detailed information on this event: line
name, reason of the dialing, username and IP address of the host from which the
request was sent.

Action
Method of how the user will be informed:

e Send email — information will be sent by an email message,

e Send SMS (shortened email) — short text message will be sent to the user’s cell
phone.
Note: SMS messages are also sent as email. User of the corresponding cell phone
must use an appropriate email address (e.g. number@provider.com). Sending
of SMS to telephone numbers (for example via GSM gateways connected to the
WinRoute host) is not supported.

To
Email address of the recipient or of his/her cell phone (related to the Action settings).
Recipients can be selected from the list of users (email addresses) used for other alerts
or new email addresses can be added by hand.

Valid at time interval
Select a time interval in which the alert will be sent. Click Edit to edit the interval or to
create a new one (details in chapter ).

Alert Templates

Formats of alert messages (email or/and SMS) are defined by templates. Individual formats
can be viewed in the Status — Alerts section of the Administration Console. Templates are
predefined messages which include certain information (e.g. username, IP address, number of
connections, virus information, etc.) defined through specific variables. WinRoute substitutes
variables by corresponding values automatically. The WinRoute administrator can customize
these templates.

Templates are stored in the templates subdirectory of the installation directory of WinRoute

(the typical path is C:\Program Files\Kerio\WinRoute Firewall\templates):

e the console subdirectory — messages displayed in the top section of Status — Alerts
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(overview),

e the console\details subdirectory — messages displayed at the bottom section of
Status — Alerts (details),

e the email subdirectory — messages sent by email (each template contains a message

in the plain text and HTML formats),

e the sms subdirectory — SMS messages sent to a cell phone.

In the Administration Console, alerts are displayed in the language currently set as preferred
(see Kerio Administration Console — Help). If alert templates in the language are not available,
English version is used instead. Email and SMS alerts are always in English.

Note: In the current WinRoute version, alerts are available only in English and Czech.

Alerts overview (in Administration Console)

Overview of all sent alerts (defined in Configuration — Accounting) can be found under Status
— Alert Messages. The language set in the Administration Console is used (if a template in
a corresponding language is not found, the alert is displayed in English).

Overview of all sent alerts (sorted by dates and times) is provided in the top section of this

window.

/\| Alert Messages

7 Apr 2008 00:09:55

16A4pr/ 2008 22:06:50
16A4pr/ 2008 21:36:30
16A4pr/ 2008 21:36:03
16A4pr/ 2008 21:34:26
16A8pr/ 2008 21:27:41
16A4pr/ 2008 21:26:33
16/A4pr/ 2008 17:35:45

16/8pr 2008 17:35:18
1 T'.-\ e A0NE 17222 RA
b

Portzoan detected
Portecan detected
Portecan detected
Portecan detected
Portecan detected
Portecan detected
Portecan detected
Wirus detected

Wirus detected

Harot mrmmacbioe limit razscbhad

[rate | Alert Dretails ;I
- . a . |

19 4pr/ 2008 08:42:32 Wirus detected |Jzerzpizek, Vi infotw 32/ Metzky. ci@kikdlzip

19 4pr/ 2008 08:27:35 Wirus detected [Jzernot logged vet, Wirug infow 32 /M etzky, plEkidl zip

17 8pr/ 2008 15:45:09 Portecan detected Host: 192.168.48.134

- 192 168,45 134
Host: 192.168.48.134
Host: 192.168.48.134
Host: 192.168.48.134
Host: 192.168.48.134
Host: 192.168.48.134
Host: 192.168.48.134
[Jzermztaztrn, Wiz info: Exploit-SMEDie

[Jzermztaztrn, Wiz info: Exploit-SMEDie _ILI
Iear reaben
»

Figure 19.12 Overview of sent alerts
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Each line provides information on one alert:
e Date — date and time of the event,
e Alert — event type,
e Details — basic information on events (IP address, username, virus name, etc.).

Click an event to view detailed information on the item including a text description (defined
by templates under console\details — see above) in the bottom section of the window.

Portscan detected

Host: jakub keno.local [192. 168 48.134]

Details:  protocol: TCR, zource: 192.168.48.134, destination: 10.0.0.106, paorts; 3763, 3764, 3765, 376E,
AVET, 3VRA, 3VET, 3770, 3771, 3772,

Alert description

& portzzan iz an attempt by an attacker bo count the services running on a maching by probing each port for a
rezponze. Thiz iz an attempt by an intruder to determing how best to attack a system. By determining which services
are running on a hogt, an intruder can direct an attack more effectively, reducing the amount of time and effort
required to gain unauthorized access.

There are many legitimate applications [e.q., FTP] that can appear to be a port scan. Therefore, vou should
irvestigate the initial events to determine whether they were legitimate or not,

Hide detailz |

Figure 19.13 Details of a selected event

Note: Details can be optionally hidden or showed by clicking the Hide/Show details button
(details are displayed by default).
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Basic statistics

Statistical information about users (volume of transmitted data, used services, categorization
of web pages) as well as of network interfaces of the WinRoute host (volume of transmitted
data, load on individual lines) can be viewed in WinRoute.

In the Administration Console, it is possible to view basic quota information for individual
users (volume of transferred data and quota usage information) and statistics of network
interfaces (transferred data, traffic charts). Detailed statistics of users, web pages and volume
of transferred data are available in the firewall’s web interface (Kerio StaR — see chapter 21).

20.1 Volume of transferred data and quota usage

The User Statistics of the Status — Statistics section provides detailed statistics on volume of
data transmitted by individual users during various time periods (today, this week, this month
and total).

The Quota column provides usage of transfer quota by a particular user in percents (see chap-
ter 15.1). Colors are used for better reference:

o green — 0%-74% of the quota is used
o vyellow — 75%-99% of the quota is used
e red — 100% (limit reached)

Note:

1. User quota consists of three limits: daily, weekly and monthly. The Quota column provides
the highest value of the three percentual values (if the daily usage is 50% of the daily quota,
the weekly usage is 90% and the monthly usage is 70%, yellowed 90% value is displayed in
the Quota column).

2. Monthly quota is reset automatically at the beginning of an accounting period. This period
may differ from a civil month (see chapter 21.2).

The all users line provides total volume of data transmitted by all users in the table (even of
the unrecognized ones). The unrecognized users item includes all users who are currently not
authenticated at the firewall. These lines do not include quota usage information.
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‘o»| Statistics

%, Internet Usage Statistics

User Quota I Interface Statistics I

Usernarme | Fullname Today This Weelk This Month Total I Quaka I
all users all users 1,056,270.0 KB 19,029,991,9 KB 5,5563,331.9 KB 535,591,687.6 KB

a admin Administrator 3,504.7 KB 94,996.4 KB 29,5493 KB &,060,045.2KE 0% Q@

a anedvedicky@keriolocal  Alexandr Medwedicky 0.0KE 0.0KE 0.0KE 1,662,935.1KE 0% @

a diuhas@kerio, local Dusan Juhas 0.0 kB 75,314.3 KB 18,7647 KB 1,681,211 4KE 43% @

a fhuresidkeria.local Frantisek Bures 4,692.7 kB 171,925.0 KB 66,9597 KB 36,014,632.0KE 1% @

& jiirinec@kerio.local Jiri Jirinec 72,61005KE  1,201,184.8KE  285,452.1 KB 30,561,295.0KE 27% @

Figure 20.1 User statistics
Note:

1. Optionally, other columns providing information on volume of data transmitted in indi-
vidual time periods in both directions can be displayed. Direction of data transmission
is related to the user (the IN direction stands for data received by the user, while OUT
represents data sent by the user). Hiding/showing of columns is addressed in chapter 3.2.

2. Information of volume of data transferred by individual users is saved in the stats.cfg
file in the WinRoute directory. This implies that this data will be saved the next time the
WinRoute Firewall Engine will be started.

User Quota dialog options

Right-click on the table (or on an item of a selected user) to open the context menu with the
following options:

Delete User Traffic Counters

Firewall
Madify Columns, .. jsmith. cormpany . com
Refresh
Auto Refresh »

Figure 20.2 User Quota context menu

Delete User Traffic Counters
Removal of the selected line with data referring to a particular user. This option is helpful
for reference purposes only (e.g. to exclude blocked user accounts from the list, etc.).
Removed accounts will be added to the overview automatically when data in the particular
account is changed (e.g. when we unblocked an account and its user connects and starts
to communicate again).
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—— Warning
Be aware that using this option for the all usersitem resets counters of all users, including
unrecognized ones!

Note: Values of volumes of transferred data are also used to check user traffic quota (see
chapter ). Reset of user statistics also unblocks traffic of the particular user in case
that the traffic has been blocked for quota reasons.

View host...
This option is not available unless the selected user is connected to the firewall. The View
host option switches to the Status — Active Hosts section of the host the particular user
is connected from.
If the user is connected from multiple hosts, the View host option opens a submenu with
a list of all hosts which the particular user is connected from.

Refresh
This option will refresh the information on the User Statistics tab immediately. This
function is equal to the function of the Refresh button at the bottom of the window.

Auto refresh
Settings for automatic refreshing of the information on the User Statistics tab. Informa-
tion can be refreshed in the interval from 5 seconds up to 1 minute or the auto refresh
function can be switched off (No refresh).

Manage Columns
Use this option to select and unselect items (columns) which will (not) be displayed in the
table (see chapter 3.2).

20.2 Interface statistics

The Interface statistics tab in Status — Statistics provides detailed information on volume of
data transmitted in both directions through individual interfaces of the WinRoute host in se-
lected time intervals (today, this week, this month, total).

Interfaces can be represented by network adapters, dial-ups or VPN tunnels. VPN server is
a special interface — communication of all VPN clients is represented by this item in Interface
statistics.

Optionally, other columns providing information on volume of data transmitted in individual
time periods in both directions can be displayed. Direction of data transmission is related to
the interface (the IN direction stands for data received by the interface, while OUT represents
data sent from the interface). Hiding/showing of columns is addressed in chapter
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‘o» | Statistics

':;., Internet Lsage Statistics

User Statistics | Interface Statistics |

M ame | Today I'W'eek | anth | Total % |
LN 30335KB 30335KB 2RER1ZZ2KE 2VF.2R31 KRB
PR Intermet 64.2 KB 64.2 KB 11521 KB 1.265.4 KB
PR E.enio VPN N0KE N0KE N3kE 3.0KB

Figure 20.3 Firewall’s interface statistics

—— Example
The WinRoute host connects to the Internet through the Public interface and the local network
is connected to the LAN interface. A local user downloads 10 MB of data from the Internet.
This data will be counted as follows:

e N at the Public interface is counted as an IN item (data from the Internet was received
through this interface),

o atthe LANinterface as OUT (data was sent to the local network through this interface).

Note: Interface statistics are saved into the stats.cfg configuration file in the WinRoute in-
stallation directory. This implies that they are not reset when the WinRoute Firewall Engine is
closed.

Interface Statistics menu

A context menu providing the following options will be opened upon right-clicking anywhere
in the table (or on a specific interface):

Reset interface statistics

Remove inkerface statistics

Refresh

Auko refresh 3

Maodify Columns. .

Figure 20.4 Context menu for Interface statistics

259



Chapter 20 Basic statistics

Reset interface statistics
This option resets statistics of the selected interface. It is available only if the mouse
pointer is hovering an interface at the moment when the context menu is opened.

Refresh
This option will refresh the information on the Interface Statistics tab immediately. This
function is equal to the function of the Refresh button at the bottom of the window.

Auto refresh
Settings for automatic refreshing of the information on the Interface Statistics tab. Infor-
mation can be refreshed in the interval from 5 seconds up to 1 minute or the auto refresh
function can be switched off (No refresh).

Manage Columns
Use this option to select and unselect items (columns) which will (not) be displayed in the
table (see chapter 3.2).

Remove interface statistics
This option removes the selected interface from the statistics. Only inactive interfaces
(i.e. disconnected network adapters, hung-up dial-ups, disconnected VPN tunnels or VPN
servers which no client is currently connected to) can be removed. Whenever a removed
interface is activated again (upon connection of the VPN tunnel, etc.), it is added to the
statistics automatically.

Graphical view of interface load

The traffic processes for a selected interface (transfer speed in B/s) and a specific time period
can be viewed in the chart provided in the bottom window of the Interface statistics tab. Use
the Show details / Hide details button to show or hide this chart (the show mode is set by
default).

The period (2 hours or 1 day) can be selected in the Time interval box. The selected time range
is always understood as the time until now (“last 2 hours” or “last 24 hours”).

The x axis of the chart represents time and the y axis represents traffic speed. The x axis is
measured accordingly to a selected time period, while measurement of the y axis depends on
the maximal value of the time interval and is set automatically (bytes per second is the basic
measure unit — B/S).

Select an option for Picture size to set a fixed format of the chart or to make it fit to the
Administration Console screen.

The legend above the graph shows the sampling interval (i.e. the time for which a sum of
connections or messages is counted and is displayed in the graph).
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20.2 Interface statistics

Time interval: I 1 week v| Ficture size: IFit to screen VI

Average throughput

Interface LAM - 30 minutes intervals

2 M-
1500 K
1 M-
500 K.
0 ; & " i
20099, 200114, 200139

M Incoming Current:  04BKE  Awerage: 9023KE  Masimum; 10312 KB
B Cutgoing Current;  471KB  Awverage 29.32KB Masimum:  1,133.45 KB

Histogram I

Figure 20.5 Chart informing about average throughput at the interface

—— Example
Suppose the 1 day interval is selected. Then, an impulse unit is represented by 5 minutes.
This means that every 5 minutes an average traffic speed for the last 5 minutes is recorded in

the chart.
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Chapter 21
Kerio StaR — statistics and reporting

The WinRoute’s web interface provides detailed statistics on users, volume of transferred data,
visited websites and web categories. This information may help figure out browsing activities
and habits of individual users.

The statistics monitor the traffic between the local network and the Internet. Volumes of data
transferred between local hosts and visited web pages located on local servers are not included
in the statistics (also for technical reasons).

One of the benefits of web statistics and reports is their high availability. The user (usually an
office manager) does not need the Administration Console and they even do not need WinRoute
administrator rights (special rights are used for statistics). Statistics viewed in web browsers
can also be easily printed or saved on the disk as web pages.

Note:

1. The WinRoute administrator should inform users that their browsing activities are moni-
tored by the firewall.

2. Statistics and reports in WinRoute should be used for reference only. It is highly unrecom-
mended to use them for example to figure out exact numbers of Internet connection costs
per user.

3. For correct functionality of the Kerio StaR interface, it is necessary that the WinRoute
host’s operating system supports all languages that would be used in the Kerio StaR in-
terface. Some languages (Chinese, Japonese, etc.) may require installation of supportive
files. For details, refer to documents regarding the corresponding operating system.

21.1 Monitoring and storage of statistic data

Diverse data is needed to be gathered for the statistics. Statistic data is stored in the data-
base (the star\data subdirectory of the WinRoute’s installation directory — for details, see
chapter 25.1). Total period length for which WinRoute keeps the statistics can be set in the
Accounting section of the Administration Console (see chapter 21.2). By default, this time is
set to 24 months (i.e. 2 years).

For technical reasons, the WinRoute Firewall Engine stores gathered statistic data in the cache
(the star\cache subdirectory) and data is recorded in the database once per hour. The cache
is represented by several files on the disk. This implies that any data is kept in the cache even
if the WinRoute Firewall Engine is stopped or another problem occurs (failure of power supply,
etc.) though not having been stored in the database yet.
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21.1 Monitoring and storage of statistic data

The statistics use data from the main database. This implies that current traffic of individual
users is not included in the statistics immediately but when the started period expires and the
data is written in the database.

Note: Data in the database used for statistics cannot be removed manually (such action would
be meaningless). In statistics, it is possible to switch into another view mode where data is
related only to a period we need to be informed about. If you do not wish to keep older data,
it is possible to change the statistics storage period (see above).

Requirements of the statistics

The following conditions must be met for correct function of all statistics:

e The firewall should always require user authentication. The statistics by individual
users would not match the true state if unauthenticated users are allowed to access
the Internet. For details see chapter 10.

o For statistics on visited websites, it is necessary that a corresponding protocol inspec-
tor is applied to any HTTP traffic. This condition is met by default unless special traffic
rules disabling the particular protocol inspector are applied (see chapter 7.7).

If the WinRoute proxy server is used, visited pages are monitored by the proxy server
itself (see chapter 8.4).

Note: HTTPS traffic is encrypted and, therefore, it is impossible to monitor visited sites
and categories. Only volume of transferred data is included in the statistics for such
traffic.

o For monitoring of web categories of visited websites, the ISS OrangeWeb Filter module
must be enabled.. In its configuration, the Categorize each page regardless of HTTP
rules option should be enabled, otherwise web categories statistics would be unreli-
able. For details, see chapter 12.4.

Gathering of statistical information and mapped services

Connections from the Internet to mapped services on local hosts (or to services on the firewall
available from the Internet — see chapter 7.3) are also included in user statistics. If a user is
connected to the firewall from the particular host, access to the mapped service is considered
as an activity of this user. Otherwise, such connection is included in activity of unknown users
(users who are not logged in).

The following example helps recognize importance of this feature. User jsmith is authenticated
at the firewall and connected to it from a local workstation. The RDP service for this host is
mapped on the firewall, allowing the user to work remotely on the workstation. If user jsmith
connects from the Internet to the remote desktop on the workstation, this connection (and
data transferred within the connection) will be correctly included in the user’s statistics and
quota.
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The following example addresses case of a mapped web server accessible from the Internet.
Any (anonymous) user in the Internet can connect to the server. However, web servers are
usually located on a special machine which is not used by any user. Therefore, all traffic of
this server will be accounted for users who are “not logged in”.

However, if any user is connected to the firewall from the server, any traffic between clients
in the Internet and the web server is accounted as an activity of this user. If this user also
reaches their data volume quota, corresponding restrictions will be applied to this web server
( see chapters 15.2 and 9.2).

21.2 Settings for statistics and quota

Under certain circumstances (too many connected users, great volume of transmitted data,
low capacity of the WinRoute host, etc.), viewing of statistics may slow WinRoute and data
transmission (Internet connection) down. Be aware of this fact while opening the statistics.
Therefore, WinRoute allows such configuration of statistics that is customized so that only
useful data is gathered and useful statistics created. If you do not wish to use statistics, it
is possible to disable them (this will increase processor’s performance and save disk space of
the WinRoute host).

Statistics settings also affect monitoring of volume of transferred data against user quota
(refer to chapters 15.1 and 20).

Use the Statistics / Quota tab in Configuration — Accounting to set gathering of statistical data
and accounting periods for quota and statistics.

+=| Accounting

Statistics | Quota IExceptinns | Alerts Settings | Logs Settings |

—akakiskics

v @ather Inkernet Usage skatistics Advanced. ., |

v Gather Users' &ckivity records

Keep ak most |24 3: monthis) of history,

—acoounting Periods

Firsk day of week; ISunday vI
First day of month: |1 3:

Figure 21.1 Setting of statistics and accounting periods
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21.2 Settings for statistics and quota

Enable/disable gathering of statistic data
The Gather Internet Usage statistics option enables/disables all statistics (i.e. stops gath-
ering of data for statistics).
The Gather Users’ Activity records option enables gathering of detailed information about
activity of individual users (visited web sites, transferred files, etc. — see chapter 21.7). If
is not necessary to gather these statistics, it is recommended to disable this option (this
reduces demands to the firewall and avoids creating of needless files on the disk).
You can use the Keep at most... parameter to specify a time period for which the data will
be kept (i.e. the age of the oldest data that will be available). This option affects disk space
needed for the statistics remarkably. To save disk space, it is therefore recommended to
keep the statistics only for a necessary period.

Advanced settings for statistics
The Advanced button opens a dialog where parameters can be set for viewing of statistics
in the Kerio StaR interface (see chapter 20).

B Advanced E

Show user names in statiskics by | Smith, John (jsmith@dormain, com’ :I

Johin Smith

Johin Smith (jsmith

¢ Johin Smith jsreith@domain. com)
amith, John
amith, John (jsmith)

amith, John (jsmith@domain, com)

Figure 21.2 Kerio StaR advanced options
The Show user names in statistics by... option enables select a mode of how users and
their names will be displayed in individual user statistics. Full names can be displayed as
first name second name or second name, first name. Optionally, it is also possible to view
full names followed by username without or with domain (if Active Directory mapping is
used).

Statistics and quota accounting periods
Accounting period is a time period within which information of transferred data volume
and other information is gathered. Statistics enable generating of weekly and monthly
overviews. In Accounting Periods, it is possible to define starting days for weekly and
monthly periods (for example, in statistics, a month can start on day 15 of the civil
month and end on day 14 of the following civil month). For details, see chapter 21.4.
The parameter of first day of monthly period also sets when the monthly transferred data
counter of individual users will be set to zero (for monthly quota details, see chapter 15.1
and 11.3).
Note: Setting of accounting period does not affect log rotation — rotation is bound to
weeks or months (for details, see chapter 22.1).
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Statistics and quota exceptions

On the Exceptions tab, it is possible to define exceptions for statistics and for transferred data
quota.

This feature helps avoid gathering of irrelevant information. Thus, statistics are kept trans-
parent and gathering and storage of needless data is avoided.

+=| Accounting

Statistics | Quota | Exceptions I Alerts Settings | Logs Setkings

—Exceptions

[v Accounk Eraffic only at given time intersal

I &5 Working tirme LI Edit. .. |

[v Exclude kraffic if source or destination address belongs ko

I 5 Company servers LI Edit. .. |

¥ Exclude selected users

[=]
Ha Management
£ meandler

Set...

v Do not gather website statistics For URLs which belong ko

I < Company web servers LI Edit... |

Figure 21.3 Statistics and quota exceptions

Usage of individual exceptions:

Time interval
Define a time period when information will be gathered and included in statistics and
quota (e.g. only in working hours). Without this period, no traffic will be included in the
statistics and in the quota neither.
For details on time intervals, see chapter 14.2.

IP addresses
Define IP addresses of hosts which will be excluded from the statistics and to which quota
will not be applied.
The selected group may include both local or Internet IP addresses. If any of these IP
addresses belongs to the local network, bear in mind that no traffic of the host will be
included in the statistics or the quota. In case of addresses of Internet servers, traffic of
local users with the server will not be accounted in the statistics or any user quota.
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21.3 Connection to StaR and viewing statistics

For details on IP groups, see chapter 14.1.

Users and groups
Select users and/or user groups which will be excluded from the statistics and no quota
will be applied to them. This setting has the highest priority and overrules any other
quota settings in user or group preferences.
For details on users and groups, see chapter 15.

Web Pages
Define a URL group. Connections to web sites with these URLs will not be accounted. Such
exception can be used for example to exclude the own corporate web servers from the
statistics (connection to corporate websites is usually considered a work-related activity)
or to exclude ads connection to certain pages may download advertisements automati-
cally, it is not the user’s request. For this purpose, you can use the predefined URL group
Ads/banners (see chapter 14.4).
Wildmarks can be used in URL groups items. This implies that it is possible to define
exceptions for particular pages or for all pages on a particular server, all web servers in
a domain, etc. For details on URL groups, refer to chapter 14.1.
URL exceptions can be applied only to unsecured web pages (the HTTP protocol). Connec-
tions to secured pages (the HTTPS protocol) are encrypted and URL of such pages cannot
be detected.
Note: Unlike in case of exceptions described above, data transferred within connections
to such web pages will be included in the quota.

21.3 Connection to StaR and viewing statistics

To view statistics, user must authenticate at the WinRoute’s web interface first. User (or the
group the user belongs to) needs rights for statistics viewing — see chapter 15.1. StaR can
be accessed by several methods, depending on whether connecting from the WinRoute host
(locally) or from another host (remotely).

Note: For details on the WinRoute’s web interface, see chapter 11.2.

Accessing the statistics from the WinRoute host

On the WinRoute host, the StaR may be opened as follows:

e By using the Internet Usage Statistics link available in the WinRoute Engine Monitor
context menu (opened by the corresponding icon in the notification area — see chap-
ter 2.5).

o By using the Internet Usage Statistics link under Start — Programs — Kerio — WinRoute
Firewall.

Both links open the unsecured StaR interface directly on the local host (by default
http://Tocalhost:4080/star) using the default web browser.
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Note: Within local systems, secured traffic would be useless and the browser would bother
user with needless alerts.

Remote access to the statistics

It is also possible to access the statistics remotely, i.e. from any host which is allowed to
connect to the WinRoute host and the web interface’s ports, by using the following methods:

If the host is connected to WinRoute by the Administration Console, the Internet Usage
Statistics link available under Status — Statistics can be used. This link opens the
secured StaR interface for statistics in the default web browser.

Note: URL for this link consists of the name of the server and of the port of the
secured Web interface defined in the configuration (see chapter 11.1). This guarantees
function of the link from the WinRoute host and from the local network. To make
Internet Usage Statistics link work also for remote administration over the Internet,
name of the particular server must be defined in the public DNS (with the IP address
of the particular firewall) and traffic rules must allow access to the port of the secured
Web interface(4081 by default).

‘em | Statistics

c".. Internet Usage Statistics

User Quota I Interface Skatistics |

Username I Fullname Today This Week I This Month I Takal | Quota |
all users all users 1,056,270,0KE 19,029,991, 9 KB 5,863,331,9 KB 5358,591,687.6 KB

a admin Administrator 3,504.7 KB 94,996.4 kB 295493 KB 8,060,045.2KB 0% @

3 anedvedicky@kerio local  Alexandr Nedvedicky 0.0KE 0.0KE O0KE 1,662,935.1KB 0% @

a djuhas@kerio . local Dusan Juhas 0.0KE 78,3143 KB 18,7647 KB 1,681,211.4 KB 43% @

a fhuresi@kerio.local Frantisek Bures 4,692.7 KB 171,925.0 KB 66,9897 KB 36,014,632.0KE 1% @

& iirinecmkerio.local Jiri Jirinec 72,610,3KB  1,201,184.8 KB  285,452.1 KB 30,561,296.0KB 27% @

Figure 21.4 Link for viewing of the statistics in

the Administration Console (status — Statistics)

At https://server:4081/star or http://server:4080/star This URL works for
the StaR only. If the user has not appropriate rights to view statistics, an error is
reported.

At https://server:4081/ or http://server:4080/. This is the primary URL of the
WinRoute’s web interface. If the user possesses appropriate rights for stats viewing,
the StaR welcome page providing overall statistics (see below) is displayed. Otherwise,
the My Account page is opened (this page is available to any user).
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—— Warning
In case of access via the Internet (i.e. from a remote host) it is recommended to use only the
secured version of the web interface. The other option would be too risky.

StaR page in the web interface

The page is divided into the following tabs:

e Overall — overall statistics including traffic of all local users (volumes of transferred
data, top users, top web pages, etc.). This section is opened as a welcome page imme-
diately upon a successful logon.

e Individual — statistics of individual users (volumes of transferred data, top web pages
visited by the user, etc.).

e Users’ Activity — detailed information about activity of individual users (visited web-
sites, files transferred via FTP, remote access to other hosts, etc.).

e Users by Traffic — table and chart for volumes of data transferred by individual users.

o Visited Sites — overview of the ten most frequently visited web domains. A chart and
table of top users having visited the greatest number of web pages of the domain is
provided.

e Web Categories — the top ten most frequently visited web categories (in accordance
with the ISS OrangeWeb Filter’s categorization). A chart referring to each web category
is provided, along with table of users with the highest number of requests for sites
belonging to the particular category..

Detailed descriptions of individual sections are provided in the following chapters.

Updating data in StaR

First of all, the StaR interface is used for gathering of statistics and creating of reviews for cer-
tain periods. To WinRoute, gathering and evaluation of information for StaR means processing
of large data volumes. To reduce load on the firewall, data for StaR is updated approximately
once in an hour. The top right corner of each StaR page displays information about when the
last update of the data was performed.

For the reasons mentioned above, the StaR interface is not useful for real-time monitoring of
user activity. For these purposes, you can use the Active Hosts section in the Administration
Console (see chapter ).
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Printable version
Any page of the StaR interface can be converted to a printable version. For this purpose, use
the Print option in the upper toolbar.

™ Today ™= This Week | = This Month | = Custom period = | §3 Print

Figure 21.5 Kerio StaR — toolbar

Clicking on Print displays the current StaR page in a new window (or on a new tab) of the
browser in a printable format and the browser’s print dialog is opened. Size and paging are
optimized for the two top-used paper formats, — A4 and Letter.

—— Warning
For technical reasons, pages of StaR cannot be printed by the classic File — Print method (or by
pressing Ctrl+P). This method would print out the original (uncustomized for printing) page.

21.4 Accounting period

Most frequently, statistic information needed refer to a certain time period (today, last week,
etc.). This period is called accounting period.

Accounting period can be set in the toolbar at the top of the Kerio StaR page.

™ Today | = This Week | = This Month = = Custom period = | &3 Print

« %2,” 14/2007

Mext day (2/15/2007)

Figure 21.6 Kerio StaR — toolbar and accounting periods

The toolbar includes buttons for fast switching between accounting periods (daily, weekly,
monthly). Arrows (previous/next) next to the date (current period) allow fast browsing through
the selected period. This browsing is not available for custom accounting periods.

The Custom period option at the top of the statistics page can be used for definition of custom
period.

Select an item in the Period length combo box (day, week, month). Further options are dis-
played depending on which option has been selected.

Note: Weeks and months might not correspond with weeks and months of the civil calendar.
In configuration of statistics (see chapter ), it is possible to set so called accounting period
— starting day of a month and the first day in a week. Changes in these settings affect only
new data. The data already having been stored in the database stay the same as before the
change.

It is also possible to set a custom accounting period, defined by starting and ending days.
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21.4 Accounting period

Zuskom period Print
Period length: = Day v
=  Dav
@@ Fol = wesk [y
Mo Tu % = Month
=7 Cuskom
5 & 7 o] 9 10 1

12 13 14 153 16 17 13
19 20 21 22 23 24 25
26 27 23

Today |

Ok | Cancel

Figure 21.7 Selection of accounting period

Period length: = Custom s
Start Date: [2/172007
End Date: [3/14/2007

The selected period will be rounded to weeks,

(0] 4 Cancel

Figure 21.8 Custom accounting period

The starting and ending day can be defined manually or selected from the thumbnail calendar

available upon clicking on the icon next to the corresponding textfield.

Note: Under certain circumstances, an information may be reported that this period will be
rounded to whole weeks or months. In such a case, the real (rounded) period for the statistics

will be set and shown above the Change Period button.

The selected period applies to all tabs until a next selection (or until closing of the Kerio StaR
interface). The “today” period is set as default and used upon each startup of the Kerio StaR
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21.5 Overall View

The Overall tab provides overall statistics for all users within the local network (including
anonymous, i.e. unauthenticated users) for the selected accounting period.

Traffic by periods
The first chart provides information on the volume of data transferred in individual sub-
periods of the selected period. The table next to the chart informs on data volumes
transferred in the entire selected period (total and for both directions as well). Simply
hover a column in the chart with the mouse pointer to view volume of data transferred in
the corresponding subperiod. Click on a column in the chart to switch to the information
on the particular subperiod only® (for details, see chapter 21.4.

@ Daily Traffic

124G
s {F_n) 1/0/2007
Total
83 12,292,156 KB
Inbound
65 11,771,964 KB
Outbhound
2,180,505 KB 4G 520,191 KB
° | ]
8 q 10 11 1z 12 14

Figure 21.9 Daily Traffic
The subperiod length depends on the current period:

e day — the chart shows traffic by hours,
e week or month— the chart shows traffic by days.
For custom periods:

e up to 2 days — the chart shows traffic by hours,

e up to 5 weeks — the chart shows traffic by days,

e up to 6 months — the chart shows traffic by weeks,

e more than 6 months — the chart shows traffic by months,

Top Visited Websites

The chart of the most frequented websites shows top five domains (second level) by their
visit rate. The number in the chart refers to number of visits of all web pages of the
particular domain in the selected accounting period.

Note: The HTTP protocol inspector “sees” only individual HTTP requests. To count num-
ber of visited pages (i.e. to recognize which requests were sent within a single visit),
WinRoute uses a special heuristic algorithm. The information, therefore, cannot be pre-
cise, though the approximation is very good.

8 It is not possible to switch to a selected subperiod if the traffic is displayed by hours. The shortest accounting period
to be selected is one day.
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& Top Visited Websites

google,com I | 13,693
gemius ol [ AT
SEZMAM.C2 Wisits: 13,693

google,cz 1,835
ricrosoft, canm 1,702

Figure 21.10 Chart of top visited web domains

Top Requested Web Categories

This chart shows top five web categories requested in the selected period sorted by the
ISS OrangeWeb Filter module. The number in the chart refers to total number of HTTP
requests included in the particular category. For technical reasons, it is not possible to
recognize whether the number includes requests to a single page or to multiple pages.
Therefore, number of requests is usually much higher than number of visited websites in
the previous chart.

For details on web categories, refer to chapter 12.4.

& Top Requested Web Categories

Information | Communication I | 98,321

NI N 11 o ation / Communication

Society | Education | Religion Requests: 98,321
Crdering 3,496
Entertainment [ Culture 7,130

Figure 21.11 The chart of top requested web categories

Top 5 users
Top five users, i.e. users with the greatest volume of data transferred in the selected
accounting period.
The chart includes individual users and total volume of transferred data.
The chart shows part of the most active users in the total volume of transferred data in
the selected period. Hover a user’s name in the chart by the mouse pointer to see volume
of data transferred by the user, both in total numbers and both directions (download,
upload).
Click on a user’s name in the chart or in the table to switch to the Individual tab (see
chapter 21.6) where statistics for the particular user are shown.
These charts and tables provide useful information on which users use the Internet con-
nection the most and make it possible to set necessary limits and quotas.
Note:

1. Total volume of data transferred by a particular user is a summary of data transferred
by the user from all hosts from which they have connected to the firewall in the
selected period.

2. Data transferred by unauthenticated users is summed and accounted as the not
logged in user. However, this information is not very useful and, therefore, it is
recommended to set firewall to always require authentication. For details, see chap-
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@ Top 5 users

not logged in George Hanes

avid Richards
Fireswall ‘ , George Hanes (ghanes)

Total

3,429,058 KB

Inbound

3,352,803 KB

Outbound

it 76,254 KB

User Total [KB]
Firewall {firewall) I 6,262,544

3,429,058

016

Flaura Winston (Fwinston) I 2,662,217

Figure 21.12 Top 5 users statistics

ter 10.1.
—— Hint
The way of users’ names are displayed in the table can be set in the Administration Con-
sole, in section Accounting, after clicking on the Advanced button (see chapter 21.2). Only

full names are shown in charts (or usernames if the full name is not defined in the account

of the particular user).

Used Protocol
The chart of used protocols shows part of individual protocols (i.e. their classes) in the

total volume of data transferred in the selected accounting period. Hover a protocol name
with the mouse pointer to see volume of data transferred by the particular protocol.
Such information might, for example, help recognize type of traffic between the local
network and the Internet. If the internet line is overloaded, it is possible to use the
information to set necessary limits and restrictions (traffic rules, URL rules, etc.).

& Used Protocols

ek

h

24,232,011 kB

Other

Mail Ftp

Priogy Mulkimedia

Figure 21.13 Parts of individual protocols in the total volume of transferred data
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For better reference, WinRoute sorts protocols to predefined classes:

e Web — HTTP and HTTPS protocols and any other traffic served by the HTTP
protocol inspector (see chapter 7.3),

o E-mail — SMTP, IMAP, POP3 protocols (and their secured versions),

e FTP — FTP protocol (including traffic over proxy server),

e Multimedia — protocols enabling real-time transmission of sound and video files
(e.g. RTSP, MMS, RealAudio),

e P2P — file-sharing protocols (peer-to-peer — e.g. DirectConnect, BitTorrent, eDon-
key, etc.). The traffic is accounted only if WinRoute detects that it is traffic within
a P2P network. This issue is described in chapter

e VPN — connection to remote private networks (e.g. Kerio VPN, Microsoft PPTP,
etc.).

e Remote Access — “terminal” access to remote hosts (e.g. Remote desktop, VNC,
Telnet or SSH).

e [nstant Messaging) — online communication via IM applications, such as ICQ, MSN
Messenger, Yahoo! Messenger, etc.

e Other — any traffic which does not belong to any of the previously described
categories.

The No data available alert informs that no data is available in WinRoute’s database for the
selected statistics and accounting period. This issue may be caused by various reasons —
for example, any of the conditions described in chapter is not met, the selected user
account did or does not exist in the selected period, the user has not connected to the
firewall in the period, etc.

WinRoute tries to optimize size of the statistic database and volume of processed data.
The greatest volume of data is generated by statistics of visited websites. For this reason,
daily statistics of visited websites are kept only for the last 40 days. Weekly and monthly
statistics are available for the entire data storage period as set in the configuration (see
chapter ).

If a period is selected for which no data is available, WinRoute offers another period where
data for the requested statistics might be found.

@ Top Visited Yebsites

The requested data is not available for selected time period,
Please select different tirme period which (partially) covers the requested period:

= 1/1/z2007 - 1/31/2007
= 1/1/z2007 - 1/7/2007
= 1/8/z007 - 1/14/2007
= 1/15/2007 - 1/21/2007
= 1/z22/2007 - 1/28/2007

Figure 21.14 Selection of a new time period for website statistics
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21.6 User statistics
The Individual tab allows showing of statistics for a selected user.

First, select a user in the Select User menu. The menu includes all users for which any statistic
data is available in the database — i.e. users which were active in the selected period (see
chapter ).

Select User:

John Smith {jsmith} j

John Smith
Username: jsmith
E-mail: jsmith@company.com
Description: Technician

Wiew ser's Ackiviby

Figure 21.15 Selection of a user

—— Hint
The way of users’ names are displayed in the Select User menu can be set in the Administration
Console, in section Accounting, after clicking on the Advanced button (see chapter ).

When a user is selected, full name, username and email address are displayed (if defined in the
user account). The View User’s Activity link switches StaR to the Users’ Activity page providing
detailed information on traffic of the particular user in the selected time period (for details,
see chapter ).

The same type of statistics as total statistics in the Individual section will be shown for the
user, as follows:

¢ volume of data transferred in individual subperiods of the selected accounting period,
e top visited websites,

e top requested web categories,

¢ used protocols and their part in the total volume of transferred data,

For detail information on individual statistic sections, see chapter
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21.7 Users’ Activity

The Users’ Activity tab allows showing of detailed information on “browsing activities” of in-
dividual users. This section answers questions like What was this user doing in the Internet in
the selected period? How much time did this user spend by browsing through web pages?, etc.

In the top right section of the Users’ Activity tab, select a user whose activity you wish to see.

Select User:
-- Please select user -- j
Jennifer Stone (jstone) -

Jim Hamm {(hamrm)
Joel Klecker (jklecker

Johin Snith (jsmittn

John Wayne (jwayne) k
Julian Clifton {jclifion)
Laura Blake (Ihlake)
Lauren Panos {lpanos)
Laurette Stilles {Istilles)
Lisa Maatz {Imaatz)
Lonnie Stiffler {Istiffler)
Lucy Carr {lcarr)

Mark Stone (mstone) | |
Mark \Wayne (mwayne)

Matthew Candler {mcandler’) -

Figure 21.16 Selection of a user

The top left section of the page shows a header with all available information about the se-
lected user (username, email address, etc.)

s )

w

y 7 User's Activity - John Smith

Username:  jsmith
E-mail: jsmithi@conmpanyy  com
Description: Technician

Figure 21.17 User’s Activity — user info

Under this header, all detected activities of this user in the selected time period are listed.
If there are no records meeting the criteria, the No data available information is displayed.
Technically, it is not possible to recognize whether there was any activity by this user in the
period or not, but is has not been recorded for any reason.

Note:

1. The Users’ Activity section provides overview of user’s activity for a certain period, but it
is not useful for real-time monitoring of the use activity. Detected activities are always
shown with certain delay caused especially by these factors:
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e Updating data in StaR — to WinRoute, gathering and evaluation of information for
StaR means processing of large data volumes. To reduce load on the firewall, data
for StaR is updated approximately once in an hour (see information about the last
data update).

e Delay in recording of activities — each activity is recorded 15 minutes after it’s
finished. The reason for this is that similar activities in row are counted as one
record (for better transparency of user’s activity).

2. User’s activity can be shown for up to 7 days (for better transparency). If a longer period
is selected, shorter periods covering the selected period will be provided.

Activity Categories

Detected activities are sorted in a few categories. Under the title of each category, summary
information (total number of connections, total volume of transferred data, etc.) is provided,
followed by detailed overview of activities. Details can be optionally hidden. If a period longer
than one day is selected, records are divided in sections by days. Daily records can be also
optionally hidden (by clicking on the date header).

Each activity record includes this time information: start time and duration of the activity. If
an activity is marked as unfinished, the particular connection has not been closed yet (it is still
open).

Activity categories are ordered as listed in the following description. If there was no corre-
sponding activity by the user in the selected period, the category will not be shown.

Web Pages

This category addresses one of the top user activities, web browsing.
web Pages
‘Wisited pages: 34
Searches performed: 3 Hide details
Start Duration Details
09:06 am 120 google,com | Visits; 2
09:06 am google.cz:
09:06 am 059 kerio.com | Yisits: 4
09:07 am 2147 di.fm | Misits: 4 | Categories: Entertainment [ Culkure, IT
09:08 am 1:41  weomcs,net | wisits: 3
09:10 am 0:47  www,cnn.com | Visits: 5 | Categories: Entertainment f Culture, Infarmation f Communication
09:14 am 455 woutube com | Wisits: 11 | Categories: Entertainment [ Culture
09:59 am 016 google.com | Visits: 2 | Cateqaories: Information | Communication
09:59 am google, com;
09:59 am 101 emule-project.net | Yisits: 1 | Cakegories; IT
09:59 am 015 emule.cam | Wisiks: 2 | Categaries: 1T

Figure 21.18 User’s Activity — access to web pages

278



21.7 Users’ Activity

The header informs about the total number of visited web pages in the selected period
and the total number of web searches. WinRoute treats a HTTP request as a search if its
URL meets certain criteria. Most of top-used search engines is detected correctly.

Each record of connection to a web page includes:

e Start time and duration (see above).

e Domain to which the page belongs (statistics in StaR are created by domains —
see e.g. chapter )

e Number of visits — the number says how many times the page was visited within
this activity.

e Web category — classification by the ISS OrangeWeb Filter module (see chap-
ter ). If ISS OrangeWeb Filter is not running or classification failed, category
will not be displayed.

e Page title. Page title is displayed as a link — it is possible to simply click on the
link to open the page in a new window (or a new tab) of the browser. If the page
has no title, it will not be included in the activity list.

Connections to secured pages (HTTPS) are encrypted; therefore, titles and URLs of these
pages cannot be recognized. In these cases, the record includes only the following infor-
mation:

e Name (or IP address) of the server.

e Protocol (HTTPS).

e Volume of data transferred in each direction.
The search record includes:

e Search engine (only domain).

e Searched string. The searched string is displayed as a link which can be clicked
to perform the corresponding search in the relevant search engine and to view
the search results in a new window (or a new tab) of the browser.

Messaging
This category covers two types of activity: email communication (by SMTP, IMAP and
POP3 protocols) and Instant Messaging — services such as ICQ, AOL Instant Messenger
(AIM), Yahoo! Messenger, MSN Messenger, etc.

Messaging

Emails recognized: 2 | Data transferred: 12,934 KB

Instant messaging used Hide details
Start Duration Details

08:25 am 45:57  Instank messaging

02:36 pm 35:38  Mail connection to imap.mymail,com

02:46 pm 28:10 Mail connection to smtp.ryvrail, com

03:37 pm 1 emails sent o smtp, rmail, com

03:41 pm 1 emails sent to smtp, rmeymail, com

Figure 21.19 User’s Activity — email and Instant Messaging
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The header informs about number of detected email messages and total volume of data
transferred by email protocols. WinRoute can recognize only email communication by
SMTP and POP3. Such traffic must be unencrypted and it must use corresponding pro-
tocol inspectors. Otherwise (the IMAP protocol, secured communication, retired protocol
inspectors), only volumes of data transferred by individual protocols are monitored.
Note: For detailed information on protocol inspectors, refer to chapters and

The Messaging section includes the following types of records:

o Connection to server — connection of email client to SMTP, IMAP or POP3 server.
The record includes name (or IP address) of the server, used protocol and volume
of data transferred in each direction.

e Sent/Received messages — number of messages (transferred within one connec-
tion), name (or IP address) of the incoming/outgoing email server, used protocol
and volumes of data transferred in each direction.

Note: Volume of transferred data is rounded to kilobytes. If data volume is
smaller than 0.5 KB, the value is set to O.

e Instant messaging — only connection to and disconnection from the server is
recorded. The record includes protocol (IM service) and name (or IP address) of
the login server.

In this case, duration of the activity stands for the length of connection to the
service, regardless of how many messages the user sent or received.

Large File Transfers
This category addresses user activities where large data volumes are transferred — down-
loads from web and FTP servers, uploads to FTP servers or sharing of files in P2P net-
works. “Large files” are files exceeding 1 MB (or 2 MB of data transferred by an unknown
connection — see below).

Large File Transfers
Files: & | Daka transferred: 34,975 KB

Data transferred by P2P: 6,126 KB | P2P atternpts blocked: 1 Hide details
Start Duration Details

08:24 am 0:03 Download From cerulean, cachenetworks, com 9,425 KB
08:27 am 0:10 Download From cerulean. cachenetworks, com 5,128 KB
10:25 am Dawnload From downlaad, kerio,com 2,074 KB

10:25 am Upload to Frp.myfip.com 1,044 KB

10:29 am 0:03 Download From Ftp2,.download.com 4,925 KB

10:42 am 54:59 Peer bo Peer file sharing

10:30 am 42:15  Unknown conneckion: 193,138.221.214,

11:10 am 0:33 Download From wew,installengine. com 3,630 KB

11:37 am Peer ko Peer file sharing attempt - blocked

11:46 am 43:13 Unknown connection: bzg-179-18-134, static,bezeqgint.net,

Figure 21.20 User’s Activity — large file transfers and usage of P2P networks
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The header informs about total number of recognized files, total volume of transferred
data (in both directions), data transferred via P2P networks (in both directions) and num-
ber of blocked attempts for sharing of files in P2P networks (this information is displayed
only if there was such attempt detected and blocked).
Types of records in the Large File Transfers category:

e File downloads and uploads — the record includes name (or IP address) of the
server, volume of transferred data and name of the transferred file.

If the record points at download from a web server or from an anonymous FTP
server, the file name is displayed as a link. Clicking on the link downloads the
file.

e Sharing (transfers) of files in P2P networks — the record includes name of de-
tected P2P network and volume of data transferred in each direction.

e Blocked P2P file sharing attempts — information about attempts for file sharing
in P2P networks that was blocked by P2P Eliminator (see chapter ).

e Unknown connection — any traffic between the local network and the Internet
within which more than 2 MB of data was transferred and which cannot be sorted
in another category (e.g. in Multimedia). The record includes name or IP address
of the server, protocol/service (if recognized) and volume of data transferred in
each direction.

Multimedia
The Multimedia category includes real-time transfers of multimedia data — so called
streaming (typically online radio and television channels).

. Multimedia
g\ Data transferred: 24,478 KB
Connections: 3 Hide details
Start Duration Details
09:09 am 658 DIGITALLY-IMPORTED - Dance & HMNR.G
09:14 am 1:24 YouTube - what does ¥OUR Fridge say about YOU 7
09:18 am 4:30 YouTube - lonelyqirl15 Season 1 Recap

Figure 21.21 User’s Activity — multimedia
The header informs about total volume of data transferred by multimedia protocols and
total number of connections to such servers.
Records addressing individual activities include the following information:

¢ Stream name (or URL, if the name is not available). Under certain circumstances,
name can be displayed as a link by which the stream can be opened.

e Name (or IP address) of the server.

e Volume of data transferred in each direction.

Remote Access
This category addresses remote access to Internet hosts (e.g. Microsoft Remote Desktop,
VNC, Telnet and SSH) as well as VPN access to remote networks. Remote access (if not
used for work purposes) can be quite dangerous. User can use it to get round local firewall
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rules — e.g. by browsing through banned web pages on a remote host or by transferring

forbidden files by VPN.
e Remote Access
— : WPH connections: 1 | Data transferred: 4,714 KB

Remaote access connections: 7 | Data transferred: 120,195 KB Hide details
Start Duration Details

07:59 am 1:12:05 home.smith.net
10:23 am 1:14:20  hame.smikh, net
11:37 am home.smith.net
11:50 am 1:17:55 home.smith.net
02:06 pm 20012 hame.smikh, nek
02:06 pm 20012 wpn.server,com
03:14 pm home . smith. net

Figure 21.22 User’s Activity — remote and VPN access
The Remote Access header informs about:

e number of VPN connections and total volume of data transferred via VPN,
e number of remote connections and total volume of transferred data.
Records addressing individual activities include the following information:

e name (or IP address) of the server to which the user connected,
e name of protocol/service,
e volume of data transferred by the connection in each direction.

21.8 Users by Traffic

The Users by Traffic section shows table of all users sorted by volume of transferred data. The
table provides an information of part of the user in the total volume of the transferred data.
It is possible to use the table to view all transferred data or only data transferred by a selected
protocol (or protocol class). This allows to get information about which users have transferred
the most data by a service (e.g. streams from online radio channels).

Note: For detailed description of protocol classes distinguished in Kerio StaR, see chapter

Each row of the table provides name of the user along with information of data transferred by
the user: incoming data (download), outgoing data (upload) and the total volume of transferred
data. If a particular protocol is selected, only total volume of transferred data is displayed.

Click on the name of a user to switch to the Individual tab and see detailed statistics of the
particular user (see chapter ).
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L@, Data Transferred by Individual Users

Total [KB]
| 16,171,609 | |

GEDrgE Har PEMOtE ACCess

Figure 21.23 The Users by Traffic table

—— Hint
The way of users’ names are displayed in the table can be set in the Administration Console, in
section Accounting, after clicking on the Advanced button (see chapter 21.2).

21.9 Top Visited Websites
The Visited Sites tab includes statistics for the top ten most frequently visited web domains.
These statistics provide for example the following information:

e which sites (domains) are visited by the users regularly,

e which users are the most active in web browsing,

The chart at the top of the tab shows top ten visited web domains. The number in the chart
refers to number of visits of all web pages of the particular domain in the selected accounting
period.

Note: The HTTP protocol inspector “sees” only individual HTTP requests. To count number
of visited pages (i.e. to recognize which requests were sent within a single visit), WinRoute
uses a special heuristic algorithm. The information, therefore, cannot be precise, though the
approximation is very good.

Under the chart, detailed statistics for each of top ten visited domains are shown.

e The header provides name of the DNS name and total number of visits at websites on
servers belonging to the domain. Domain name is also a link to the “main” web site of
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@ Top Visited Yebsites

google, cam I | 13,693
gemius.ol [~ [T
SEZNam.c2 Yisits: 13,692

google.cz [ | 1,885
microsoft.com [ | 1,702
idnes.cz [ 1,275
helpfarenglish.cz [ 999
centrum.cz || 924
vodafone.cz [ ] 582
oZ.com [ | 512

Figure 21.24 Top visited web domains

the particular domain (the www prefix is attached to the domain name, i.e. for example

the www . google. com page is opened for the google.com domain).

e The chart shows part of the most active users (up to six items) in the total visit rate of
the particular domain. Hovering of a user’s name by the mouse pointer shows total

number of web pages visited by the user.

8 google.com = 13,693 visits

Top 10 users

Flaura YWinston

Flaura Winston (fwinston)

Visits: 2,940

Other
Alice Perry
Lauren Panos

Henry Pinard /

Mark Stone Jennifer Stone

Figure 21.25 Chart of top active users for the particular domain

e The table next to the chart shows the most active users sorted by number of visits at

websites within the particular domain (up to ten users).

Click on the name of a user in the chart or table to switch to the Individual tab and see detailed

statistics of the particular user (see chapter 21.6).
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User Visits
Flaura Winston (Fwinston) I 3,940

Ulrych Depper (udepper) I a5

Figure 21.26 Table of top active users for the particular domain

—— Hint
The way of users’ names are displayed in the table can be set in the Administration Console,
in section Accounting, after clicking on the Advanced button (see chapter 21.2). Only full
names are shown in charts (or usernames if the full name is not defined in the account of the
particular user).

21.10 Top Requested Web Categories

The Web Categories section includes statistics of the top ten visited web pages categorized by
the ISS OrangeWeb Filter. Statistics of categories provide more general information of visited
websites. For example, the information help figure out how much users browse websites not
related to their work issues.

The chart on the left shows the top ten most visited web categories in the selected account-
ing period. The number in the chart refers to total number of HTTP requests included in the
particular category. For technical reasons, it is not possible to recognize whether the num-
ber includes requests to a single page or to multiple pages. Therefore, number of requests is
usually much higher than number of visits in statistics of the top visited websites (see chap-
ter 21.9).

@& Top Requested Web Categories

Information |/ Com... [ | 98,321

I N 1nformation’ / Communication
Society | Education. .. ] Requests: 98,221

Ordering || 8,496
Entertainment / Cu,.. || 7,130
Lifeskyle [] 5,752
Yehicles | Transpor... [] 2,373
Finance | Investment || 2,039
Games | Gambling | 763
Private Homepages | 618

Figure 21.27 Top visited websites sorted by categories
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Below the chart, detailed statistics for each of top ten visited web categories are shown:

e The header provides name of the category and total number of requests to websites
belonging to the category.

e The chart shows part of the most active users (up to six items) in the total visit rate of
the particular category. Hovering of a user’s name by the mouse pointer shows total
number of the user’s requests to the particular web category.

& Information / Communication 98,321 requests

Top 10 users

Johin Wavne Thomas Moore
Jennifer Stone Morman Flanders
Firewall
Flaur Winskon A
Flaura Winston (ﬁ.-nnstun]
Requests: 12,970
Other

Figure 21.28 Chart of top users for a selected web category

e The table next to the chart shows the most active users sorted by number of requests
to the particular web category (up to ten users).

User Requests
Flaura Winston (Fwinston) I 12,970

Laurette Stilles {lstilles) I 2,939

Figure 21.29 Table of top users for a selected web category

Click on the name of a user in the chart or table to switch to the Individual tab and see detailed
statistics of the particular user (see chapter 21.6).
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—— Hint
The way of users’ names are displayed in the table can be set in the Administration Console,
in section Accounting, after clicking on the Advanced button (see chapter ). Only full

names are shown in charts (or usernames if the full name is not defined in the account of the
particular user).

Note: Statistics of visited categories might be affected by wrong categorization of some web
pages. Some pages might be difficult to categorize for technical reasons and, rarely, it may
happen that a website is included in a wrong category. Categorization by ISS OrangeWeb Filter
is addressed in chapter
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Chapter 22
Logs

Logs are files where history of certain events performed through or detected by WinRoute are
recorded and kept. Each log is displayed in a window in the Logs section.

Each event is represented by one record line. Each line starts with a time mark in brackets (date
and time when the event took place, in seconds). This mark is followed by an information,
depending on the log type. If the record includes a URL, it is displayed as a hypertext link.
Follow the link to open the page in your default browser.

Optionally, records of each log may be recorded in files on the local disk” and/or on the Syslog
server.

Locally, the logs are saved in the files under the 1ogs subdirectory where WinRoute is installed.
The file names have this pattern:

file_name.log

(e.g. debug.Tog). Each log includes an .1idx file, i.e. an indexing file allowing faster access to
the log when displayed in Administration Console.

Individual logs can be rotated — after a certain time period or when a threshold of the file size
is reached, log files are stored and new events are logged to a new (empty) file.

Administration Console allows to save a selected log (or its part) in a file as plaintext or in
HTML. The log saved can be analysed by various tools, published on web servers, etc.

22.1 Log settings

Log parameters (file names, rotation, sending to a Syslog server) can be set in the Configuration
— Accounting section. In this section of the guide an overview of all logs used by WinRoute
are provided.

Double-click on a selected log (or select a log and click on the Edit button) to open a dialog
where parameters for the log can be set.

Note: If the log is not saved in a file on the disk, only records generated since the last login to
WinRoute Firewall Engine will be shown in the Administration Console. After logout (or closing
of Administration Console), the records will be lost.

Local disk is a disk of the computer where WinRoute is installed, not a computer where Administration Console is
running!
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+=| Accounting

Statistics | Quota |.ﬁ.lerts Settings | Logs Setkings

Log | File name | Fokation Syslog

1 alert o alert

A config y/chFig

<= conneckion y/cnnnectinn
debug y/debug 5 file(s), max size 1024 KB

w) dial o dial

& error W error W 192,168.1.1

% Filker o Filker

@ http y/http every daw, 1 file(s)

% securiby y/security

@ sslvpn y/sslvpn

&4 warning  warning W 192,168.1.1
wih \/WEb every dav, 2 file(s)

Figure 22.1 Log settings

File Logging
Use the File Loggingtab to define file name and rotation parameters.

Enable logging to file
Use this option to enable/disable logging to file according to the File name entry (the
. Tog extension will be appended automatically).
If this option is disabled, none of the following parameters and settings will be available.

Rotate regularly

Set intervals in which the log will be rotated regularly. The file will be stored and a new
log file will be started in selected intervals.

Weekly rotation is performed at the edge of the calendar week depending on settings in
the operating system where WinRoute is installed (typically in Saturday night if the week
starts with Sunday or in Sunday night if the week starts with Monday). Monthly rotation
is performed at the end of the month (in the night when one month ends and another
starts).

Rotate when file exceeds size
Set a maximal size for each file. Whenever the threshold is reached, the file will be rotated.
Maximal size is specified in megabytes (MB).
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File Logging IExternaI Loggirg |

—aeneral

¥ Enable logging ko file

File name: Ierru:ur

—Raokation

¥ Rotate regularly
{~ Every hour
" Ewery day
{* Every week

= Every month

¥ Rokate when file exceeds size

.

Max, log file size: |10 5| ME

Keep ak most |2III 3: rokated log file(s)

(] 4 Zancel

Figure 22.2 File logging settings

Keep at most ... log file(s)
Maximal count of log files that will be stored. Whenever the threshold is reached, the
oldest file will be deleted.

Note:

1. If both Rotate regularly and the Rotate when file exceeds size are enabled, the particular
file will be rotated whenever one of these conditions is met.

2. Setting of statistics and quotas accounting period does not affect log rotation (see chap-
ter 21.2). Rotation is always bound to calendar week and month.

Syslog Logging
Parameters for logging to a Syslog can be defined in the External Logging tab.

Enable Syslog logging
Enable/disable logging to a Syslog server.
If this option is disabled, none of the following parameters and settings will be available.
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ﬂLug Error HE

Filz Logging | External Logging |

—5yzlog service

¥ Enable Syslog logging

Syslog server: I'I 92.168.1.10

Facility: I 3 Suztem daemons

=
=

Severity: I 3 Errar

Figure 22.3 Syslog settings
Syslog server
DNS name or IP address of the Syslog server.

Facility
Facility that will be used for the particular WinRoute log (depends on the Syslog server).

Severity
Severity of logged events (depends on the Syslog server).

22.2 Logs Context Menu

When you right-click inside any log window, a context menu will be displayed where you can
choose several functions or change the log’s parameters (view, logged information).

Copy Chel+C
Save Log...

Find... Zkel+F

Highlighting. ..
Select Font. ..

Encoding 3

IP Traffic...
Shiow skatus 3
Messages...

Log Setkings. ..

Clear Log

Figure 22.4 Logs Context Menu
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Copy

Copies the selected text onto the clipboard. A key shortcut from the operating system
can be used (Ctrl+C or Ctrl+Insert in Windows).

Save log

Find

This option saves the log or selected text in a file as plaintext or in HTML.
—— Hint
This function provides more comfortable operations with log files than a direct access to
log files on the disk of the computer where WinRoute is installed. Logs can be saved even
if WinRoute is administered remotely.

The Save log option opens a dialog box where the following optional parameters can be
set:

Target File:

II::ug-deI:uug.htm Browse, ., |
Format ——— —Source

" Plain text £ Full File

' HTML % Only selection

(] 4 Zancel

Figure 22.5 Saving a log to a file

e Target file — name of the file where the log will be saved. By default, a name
derived from the file name is set. The file extension is set automatically in accor-
dance with the format selected.

e Format — logs can be saved as plaintext or in HTML. If the HTML format is used,
colors will be saved for the lines background (see section Highlighting) and all
URLSs will be saved as hypertext links.

e Source — either the entire log or only a part of the text selected can be saved.
Bear in mind that in case of remote administration, saving of an entire log may
take some time.

Use this option to search for a string in the log. Logs can be scanned either Up (search
for older events) or Down (search for newer events) from the current position.

During the first lookup (when switched to the log window), the log is searched through
from the top (or the end, depending on the lookup direction set). Further search starts
from the marked text (marked by mouse or as a result of the recent search).
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Highlighting
Highlighting may be set for logs meeting certain criteria (for details, see below).

Select font
Within this dialog you can select a font of the log printout. All fonts installed on the host
with the Administration Console are available.

Encoding
Coding that will be used for the log printout in Administration Console can be selected in
this section. UTF-8 is used by default.
—— Hint
Select a new encoding type if special characters are not printed correctly in non-English
versions.

Log debug
A dialog where log parameters such as log file name, rotation and Syslog parameters can
be set. These parameters can also be set in the Log settings tab under Configuration —
Accounting. For details, refer to chapter

Clear log
Removes entire log. The file will be removed (not only the information saved in the
selected window).
—— Warning
Removed logs cannot be refreshed anymore.

Note: If a user with read rights only is connected to WinRoute (see chapter ), the Log
settings and Clear log options are missing in the log context menu. Only users with full rights
can access these functions.

Log highlighting

For better reference, it is possible to set highlighting for logs meeting certain criteria. High-
lighting is defined by special rules shared by all logs. Seven colors are available (plus the
background color of unhighlighted lines), however, number of rules is not limited.

Use the Highlighting option in the context pop-up menu of the corresponding log to set high-
lighting parameters.

Highlighting rules are ordered in a list. The list is processed from the top. The first rule
meeting the criteria stops other processing and the found rule is highlighted by the particular
color. Thanks to these features, it is possible to create even more complex combinations of
rules, exceptions, etc. In addition to this, each rule can be “disabled” or “enabled” for as long
as necessary.

Use the Add or the Edit button to (re)define a highlighting rule.
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B
~|

) Highlighting
Drezcription | Condition |
RaR RaR
FiO FiO
Filter log; Dropped packets DROFP. *packet
Filter log: Denied ' pages DEMY URL
Filter log; F.emword filker DEMY K.eyword filter
O Filter log: Denied FTP DEMY FTP
Connection log: More than T008ME of tranzferred data Y[Bytesh]s hdwMd+ a9}
Connection log: More than 10MEB of transferred data Y[Bytesh]s hdwMd+AdiE )
O Debug log: Licensing infarmation {licenzing}

Add... Edit... Remove

0K

Cancel

Figure 22.6 Log highlighting settings

[ Edit Highlighting E3

Drezcription: IEu:unneu:tiDn log: More than 100MEB of transferred data

Condition [substring): IH[B_I,Ites'x]'x hawMdeMdi9)

v Treat az regular expression

Colar; I LI

0K

Cancel

Figure 22.7 Highlighting rule definition

Each highlighting rule consists of a condition and a color which will be used to highlight lines
meeting the condition. Condition can be specified by a substring (all lines containing the string
will be highlighted) or by a so called regular expression (all lines containing one or multiple

strings matching the regular expression will be highlighted).

The Description item is used for reference only. It is recommended to describe all created
rules well (it is recommended to mention also the name of the log to which the rule applies).

Note: Regular expression is such expression which allows special symbols for string definition.

WinRoute accepts all regular expressions in accordance with the POSIX standard.

For detailed instructions contact Kerio technical support. For detailed information, refer for

example to

http://www.gnu.org/software/qrep/
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22.3 Alert Log

The Debug log advanced settings

Special options are available in the Debug log context menu. These options are available only
to users with full administration rights (see chapter )..

Options of information which can be monitored by the Debug log are addressed in chap-
ter

22.3 Alert Log

The Alert log provides a complete history of alerts generated by WinRoute (e.g. alerts upon
virus detection, dialing and hanging-up, reached quotas, detection of P2P networks, etc.).

Each event in the Alert log includes a time stamp (date and time when the event was logged)
and information about an alert type (in capitals). The other items depend on an alert type.

—— Hint
Email and SMS alerts can be set under Configuration — Accounting. All sent alerts can be
viewed in the Status — Alert messages section (for details, see chapter ).

22.4 Config Log

The Config log stores a complete communication history between Administration Console and
the WinRoute Firewall Engine — the log allows you to find out what administration actions
were performed by which user, and when.

The Config window contains three log types:

1. Information about user logins/logouts to/from the WinRoute’s administration

—— Example
[18/Apr/2008 10:25:02] james - session opened
for host 192.168.32.100

[18/Apr/2008 10:32:56] james - session closed
for host 192.168.32.100

[18/Apr/2008 10:25:02] — date and time when the record was written to the
log

e jsmith — the login name of the user logged in the WinRoute administration

e session opened for host 192.168.32.100 — information about the begin-
ning of the communication and the IP address of the computer from which the
user connected

e session closed for host 192.168.32.100 — information about the end of
the communication with the particular computer (user logout or Administration
Console closed)
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2. Configuration database changes

Changes performed in the Administration Console. A simplified form of the SQL language
is used when communicating with the database.

—— Example
[18/Apr/2008 10:27:46] james - insert StaticRoutes
set Enabled=’1’, Description="VPN’,
Net="192.168.76.0°, Mask=’255.255.255.0",
Gateway="192.168.1.16", Interface="LAN’, Metric=’1’

e [18/Apr/2008 10:27:46] — date and time when the record was written
e jsmith — the login name of the user logged in the WinRoute administration

e 1insert StaticRoutes ... — the particular command used to modify the
WinRoute’s configuration database (in this case, a static route was added to the
routing table)

3. Other changes in configuration

A typical example of this record type is the change of traffic rules. When the user hits
Apply in Configuration — Traffic policy, a complete list of current traffic rules is written
to the Config log.

—— Example
[18/Apr/2008 12:06:03] Admin - New traffic policy set:

[18/Apr/2008 12:06:03] Admin - 1: name=(ICMP traffic)
src=(any) dst=(any) service=("Ping")

snat=(any) dnat=(any) action=(Permit)
time_range=(always) inspector=(default)

e [18/Apr/2003 12:06:03] — date and time of the change
e Admin — login name of the user who did the change

e 1: — traffic rule number (rules are numbered top to bottom according to their
position in the table, the numbering starts from 1)

e name=(ICMP Traffic) ... — traffic rule definition (name, source, destination,
service etc.)

Note: The default rule (see chapter 7.1) is marked with default instead of the positional
number.
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22.5 Connection Log

The Connection log gathers information about traffic matching traffic rules with the Log match-
ing connections enabled (see chapter 7) or meeting certain conditions (e.g. log of UPnP traffic
— see chapter ).

How to read the Connection Log?

[18/Apr/2008 10:22:47] [ID] 613181 [Rule] NAT

[Service] HTTP [User] james

[Connection] TCP 192.168.1.140:1193 -> hit.google.com:80
[Duration] 121 sec [Bytes] 1575/1290/2865 [Packets] 5/9/14

e [18/Apr/2008 10:22:47] — date and time when the event was logged (note: Con-
nection logs are saved immediately after a disconnection).

e [ID] 613181 — WinRoute connection identification number

e [Rule] NAT — name of the traffic rule which has been used (a rule by which the traffic
was allowed or denied).

e [Service] HTTP — name of a corresponding application layer service (recognized by
destination port).
If the corresponding service is not defined in WinRoute (refer to chapter ), the
[Service] item is missing in the log.

e [User] james name of the user connected to the firewall from a host which partici-
pates in the traffic.
If no user is currently connected from the corresponding host, the [User] item is

missing in the log.

e [Connection] TCP 192.168.1.140:1193 -> hit.top.com:80 — protocol, source
IP address and port, destination IP address and port. If an appropriate log is found in
the DNS Forwarder cache (see chapter 8.1), the host’s DNS name is displayed instead
of its IP address. If the log is not found in the cache, the name is not detected (such
DNS requests would slow WinRoute down).

e [Duration] 121 sec — duration of the connection (in seconds)

e [Bytes] 1575/1290/2865 — number of bytes transferred during this connection
(transmitted /accepted /total).

e [Packets] 5/9/14 — number of packets transferred through this connection

(transmitted/accepted/total).
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22.6 Debug Log

Debug (debug information) is a special log which can be used to monitor certain kinds of
information, especially for problem-solving. Too much information could be confusing and
impractical if displayed all at the same time. Usually, you only need to display information
relating to a particular service or function. In addition, displaying too much information slows
WinRoute’s performance. Therefore, it is strongly recommended to monitor an essential part
of information and during the shortest possible period only.

Selection of information monitored by the Debug log

The window’s context menu for the Debug log includes (see chapter 22.2) further options for

advanced settings of the log and for an on-click one-time view of status information.

Note: These options are available only to users with full administration rights for WinRoute
(see chapter 15.1).

IP Traffic
This function enables monitoring of packets according to the user defined log expression.

E xpreszion; Iu:uif='|nternet' ¥ [dport=30 | dport=2030]

Help | ok LCancel |

Figure 22.8 Expression for traffic monitored in the debug log
The expression must be defined with special symbols. After clicking on the Help button,
a brief description of possible conditions and examples of their use will be displayed.
Logging of IP traffic can be cancelled by leaving or setting the Expression entry blank.

Show status
A single overview of status information regarding certain WinRoute components. This
information can be helpful especially when solving problems with Kerio Technologies
technical support.

Messages
This feature allows advanced monitoring of functioning of individual WinRoute plug-ins..
This information may be helpful when solving issues regarding WinRoute components
and/or certain network services.

e WAN / Dial-up messages information about dialed lines (request dialing, auto
disconnection down-counter),

e Filtering — logs proving information on filtering of traffic passing through
WinRoute (antivirus control, website classification, detection and elimination of
P2P networks, dropped packets, etc.),

e Accounting — user authentication and monitoring of their activities (protocol
recognition, statistics and reporting, etc.),
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EI WinR.oute Services ;I

DHCP messages

DHCP unsupported messages

DHCP requestedfoffered options

O oms messages

= L1 HTTR{HTTPS Web interface

- O UPnP IGD Service

[=]- Decoded protocols

O oms messages

L O HTTR messages

[=]- Filkering
- [ Ankivirus plugin

- [ 155 OrangeWeb filker library

- [ Low-level driver messages

- [ Packets dropped For some reason

Peer-to-peer Eliminator

- [ Unhandled ethernet protocols

[=]- Accounting

- bl Activities

- [ Prokocal recognizer LI

(] 4 Zancel |

Figure 22.9 Selection of information monitored by the Debug log

WinRoute services — protocols processed by WinRoute services (DHCP server, DNS
Forwarder, Web interface, and UPnP support),

Decoded protocols — logs of specific protocols (HTTP and DNS),

Miscellaneous — other information on miscellaneous topics (e.g. packet process-
ing by the Bandwidth Limiter, Internet connection, HTTP cache, used licenses,
update check, employment of dynamic DNS, etc.),

Protocol inspection — reports from individual WinRoute’s protocol inspectors
(sorted by protocol),

Kerio VPN — detailed information on traffic within Kerio VPN (VPN tunnels, VPN
clients, encryptions, exchange of routing information, web server for Clientless
SSL-VPN, etc.).

22.7 Dial Log

Data about dialing and hanging up the dial-up lines, and about time spent on-line.

The following items (events) can be reported in the Dial log:

1.

Manual connection (from the Administration Console — see chapter 5 or directly from the
operating system)

[15/Mar/2008 15:09:27] Line "Connection" dialing,
console 127.0.0.1 - Admin

[15/Mar/2008 15:09:39] Line "Connection" successfully connected
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The first log item is reported upon initialization of dialing. The log always includes
WinRoute name of the dialed line (see chapter 5). If the line is dialed from the Admin-
istration Console, the log provides this additional information

o where the line was dialed from (console — Administration Console,
o [P address of the client (i.e. IP address of the Administration Console),

¢ login name of the user who sent the dial request.
Another event is logged upon a successful connection (i.e. when the line is dialed, upon
authentication on a remote server, etc.).
2. Line disconnection (manual or automatic, performed after a certain period of idleness)

[15/Mar/2008 15:29:18] Line "Connection" hang-up,
console 127.0.0.1 - Admin

[15/Mar/2008 15:29:20] Line "Connection" disconnected,
connection time 00:15:53, 1142391 bytes received,
250404 bytes transmitted

The first log item is recorded upon reception of a hang-up request. The log provides
information about interface name, client type, IP address and username.

The second event is logged upon a successful hang-up. The log provides information
about interface name, time of connection (connection time), volume of incoming and
outgoing data in bytes (bytes received and bytes transmitted).

3. Disconnection caused by an error (connection is dropped)

[15/Mar/2008 15:42:51] Line "Connection" dropped,
connection time 00:17:07, 1519 bytes received,
2504 bytes transmitted

The items are the same as in the previous case (the second item — the disconnected
report).
4. Requested dialing (as a response to a DNS query)

[15/Mar/2008 15:51:27] DNS query for "www.microcom.com"
(packet UDP 192.168.1.2:4567 -> 195.146.100.100:53)
initiated dialing of 1line "Connection"

[15/Mar/2008 15:51:38] Line "Connection" successfully connected

The first log item is recorded upon reception of a DNS request (the DNS forwarder has not
found requested DNS record in its cache). The log provides:

e DNS name from which IP address is being resolved,

e description of the packet with the corresponding DNS query (protocol, source IP
address, source port, destination IP address, destination port),

 name of the line to be dialed.
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Another event is logged upon a successful connection (i.e. when the line is dialed, upon
authentication on a remote server, etc.).

5. On-demand dialing (response to a packet sent from the local network)

[15/Mar/2008 15:53:42] Packet
TCP 192.168.1.3:8580 -> 212.20.100.40:80
initiated dialing of 1line "Connection"

[15/Mar/2008 15:53:53] Line "Connection" successfully connected

The first record is logged when WinRoute finds out that the route of the packet does not
exist in the routing table. The log provides:

e description of the packet (protocol, source IP address, destination port, destina-
tion IP address, destination port),

¢ mname of the line to be dialed.

Another event is logged upon a successful connection (i.e. when the line is dialed, upon
authentication on a remote server, etc.).

6. Connection error (e.g. error at the modem was detected, dial-up was disconnected, etc.)

[15/Mar/2008 15:59:08] DNS query for "www.microsoft.com"
(packet UDP 192.168.1.2:4579 -> 195.146.100.100:53)
initiated dialing of 1line "Connection"

[15/Mar/2008 15:59:12] Line "Connection" disconnected

The first record represents a DNS record sent from the local network, from that the line is
to be dialed (see above).

The second log item (immediately after the first one) informs that the line has been hung-
up. Unlike in case of a regular disconnection, time of connection and volume of transmit-
ted data are not provided (because the line has not been connected).

22.8 Error Log

The Error log displays information about serious errors that affect the functionality of the en-
tire firewall. WinRoute administrator should check this log regularly and fix detected problems
as soon as possible. Otherwise, users might have problems with some services or/and serious
security problems might arise.

A typical error message in the Error log could be: a problem when starting a service (usually a
collision at a particular port number), problems when writing to the disk or when initializing
anti-virus, etc.
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Each record in the Error log contains error code and sub-code as two numbers in parentheses
(x y). The error code (x) may fall into one of the following categories:

1-999 — system resources problem (insufficient memory, memory allocation error,
etc.)

1000-1999 — internal errors (unable to read routing table or interface IP addresses,
etc.)

2000-2999 — license problems (license expired, the number of users would break
license limit, unable to find license file, etc.)

3000-3999 — configuration errors (unable to read configuration file, detected a look
in the configuration of DNS Forwarder or the Proxy server, etc.)

4000-4999 — network (socket) errors

5000-5999 — errors while starting or stopping the WinRoute Firewall Engine (prob-
lems with low-level driver, problems when initializing system libraries, services, con-
figuration databases, etc.)

6000-6999 — filesystem errors (cannot open /save /delete file)
7000-7999 — SSL errors (problems with keys and certificates, etc.)

8000-8099 — HTTP cache errors (errors when reading / writing cache files, not enough
space for cache, etc.)

8100-8199 — errors of the ISS OrangeWeb Filter module
8200-8299 — authentication subsystem errors

8300-8399 — anti-virus module errors (anti-virus test not successful, problems when
storing temporary files, etc.)

8400-8499 — dial-up error (unable to read defined dial-up connections, line configu-
ration error, etc.)

8500-8599 — LDAP errors (server not found, login failed, etc.)

Note: If you are not able to correct an error (or figure out what it is caused by) which is
repeatedly reported in the Error log, do not hesitate to contact our technical support. For
detailed information, refer to chapter 26 or to
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22.9 Filter Log

This log gathers information on web pages and objects blocked/allowed by the HTTP and FTP
filters (see chapters and ) and on packets matching traffic rules with the Log matching
packets option enabled (see chapter 7) or meeting other conditions (e.g. logging of UPnP traffic
— see chapter ).

Each log line includes the following information depending on the component which generated
the log:

e when an HTTP or FTP rule is applied: rule name, user, IP address of the host which
sent the request, object’s URL

e when a traffic rule is applied: detailed information about the packet that matches the
rule (rule name, source and destination address, ports, size, etc.)

—— Example of a URL rule log message
[18/Apr/2008 13:39:45] ALLOW URL ’McAfee update’

192.168.64.142 james HTTP GET
http://update.kerio.com/nai-antivirus/datfiles/4.x/dat-4258.zip

e [18/Apr/2008 13:39:45] — date and time when the event was logged

e ALLOW — action that was executed (ALLOW = access allowed, DENY = access denied)
e URL — rule type (for URL or FTP)

e ’McAfee update’ — rule name

e 192.168.64.142 — IP address of the client

e jsmith — name of the user authenticated on the firewall (no name is listed unless at
least one user is logged in from the particular host)

e HTTP GET — HTTP method used in the request

e http:// ... —requested URL

—— Packet log example
[16/Apr/2008 10:51:00] PERMIT ’Local traffic’ packet to LAN,
proto:TCP, Ten:47, 1ip/port:195.39.55.4:41272 ->
192.168.1.11:3663, flags: ACK PSH, seq:1099972190
ack:3795090926, win:64036, tcplen:7

e [16/Apr/2008 10:51:00] — date and time when the event was logged

e PERMIT — action that was executed with the packet (PERMIT, DENY or DROP)
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Local traffic — the name of the traffic rule that was matched by the packet

e packet to — packet direction (either to or from a particular interface)
¢ LAN — interface name (see chapter 5 for details)

e proto: — transport protocol (TCP, UDP, etc.)

e Tlen: — packet size in bytes (including the headers) in bytes

e 1ip/port: — source IP address, source port, destination IP address and destination
port

o flags: — TCP flags

e seq: — sequence number of the packet (TCP only)

e ack: — acknowledgement sequence number (TCP only)
e win: — size of the receive window in bytes (it is used for data flow control — TCP
only)

e tcplen: — TCP payload size (i.e. size of the data part of the packet) in bytes (TCP
only)

22.10 Http log

This log contains all HTTP requests that were processed by the HTTP inspection module (see
section 14.3) or by the built-in proxy server (see section 8.4). The log has the standard format
of either the Apache WWW server (see http://www.apache.org/) or of the Squid proxy server
(see http://www.squid-cache.org/). The enable or disable the Http log, or to choose its
format, go toConfiguration — Content Filtering — HTTP Policy (refer to section 12.2 for details).

Note:

1. Only accesses to allowed pages are recorded in the HTTP log. Request that were blocked
by HTTP rules are logged to the Filter log (see chapter 22.9), if the Log option is enabled
in the particular rule (see section 12.2).

2. The Http log is intended to be processes by external analytical tools. The Web log (see
bellow) is better suited to be viewed by the WinRoute administrator.

304


http://www.apache.org/
http://www.squid-cache.org/

22.10 Http log

—— An example of an HTTP log record in the Apache format
192.168.64.64 - jflyaway

[18/Apr/2008:15:07:17 +0200]

"GET http://www.kerio.com/ HTTP/1.1" 304 0 +4

e 192.168.64.64 — IP address of the client host

e rgabriel — name of the user authenticated through the firewall (a dash is displayed
if no user is authenticated through the client)

e [18/Apr/2008:15:07:17 +0200] — date and time of the HTTP request. The +0200
value represents time difference from the UTC standard (+2 hours are used in this
example — CET).

e GET — used HTTP method

e http://www.kerio.com — requested URL

e HTTP/1.1 — version of the HTTP protocol

e 304 — return code of the HTTP protocol

e 0 — size of the transferred object (file) in bytes

e +4 — count of HTTP requests transferred through the connection

—— An example of Http log record in the Squid format
1058444114.733 0 192.168.64.64 TCP_MISS/304 0
GET http://www.squid-cache.org/ - DIRECT/206.168.0.9

e 1058444114.733 — timestamp (seconds and miliseconds since January 1st, 1970)
e 0 — download duration (not measured in WinRoute, always set to zero)

e 192.168.64.64 — IP address of the client (i.e. of the host from which the client is
connected to the website)

e TCP_MISS — the TCP protocol was used and the particular object was not found in the
cache (“missed”). WinRoute always uses this value for this field.

e 304 — return code of the HTTP protocol
e 0 — transferred data amount in bytes (HTTP object size)
e GET http://www.squid-cache.org/ — the HTTP request (HTTP method and URL of

the object)
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e DIRECT — the WWW server access method (WinRoute always uses DIRECT access)

e 206.168.0.9 — IP address of the WWW server

22.11 Security Log

A log for security-related messages. Records of the following types may appear in the log:

1.

2.

Anti-spoofing log records

Messages about packets that where captured by the Anti-spoofing module (packets with
invalid source IP address — see section for details)

—— Example
[17/Jul1/2008 11:46:38] Anti-Spoofing:

Packet from LAN, proto:TCP, Ten:48,
ip/port:61.173.81.166:1864 -> 195.39.55.10:445,

flags: SYN, seq:3819654104 ack:0, win:16384, tcplen:0

e packet from — packet direction (either from, i.e. sent via the interface, or to, i.e.
received via the interface)

¢ LAN — interface name (see chapter 5 for details)

e proto: — transport protocol (TCP, UDP, etc.)

e Tlen: — packet size in bytes (including the headers) in bytes
e 1ip/port: — source IP address, source port, destination IP address and destina-
tion port

o flags: — TCP flags

e seq: — sequence number of the packet (TCP only)

e ack: — acknowledgement sequence number (TCP only)
e win: — size of the receive window in bytes (it is used for data flow control — TCP
only)

e tcplen: — TCP payload size (i.e. size of the data part of the packet) in bytes (TCP
only)

FTP protocol parser log records
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—— Example 1
[17/Jul/2008 11:55:14] FTP: Bounce attack attempt:
client: 1.2.3.4, server: 5.6.7.8,

command: PORT 10,11,12,13,14,15

(attack attempt detected — a foreign IP address in the PORT command)

—— Example 2
[17/Ju1/2008 11:56:27] FTP: Malicious server reply:
client: 1.2.3.4, server: 5.6.7.8,

response: 227 Entering Passive Mode (10,11,12,13,14,15)

(suspicious server reply with a foreign IP address)

3. Failed user authentication log records
Message format:
Authentication: <service>: C(Client: <IP address>: <reason>
e <service> — The WinRoute service to which the user attempted to authenti-
cate (Admin = administration using Kerio Administration Console, WebAdmin = web

administration interface, WebAdmin SSL = secure web administration interface,
Proxy = proxy server user authentication)

e <IP address> — IP address of the computer from which the user attempted to
authenticate

e <reason> — reason of the authentication failure (nonexistent user / wrong pass-
word)

Note: For detailed information on user quotas, refer to chapters and

4. Information about the start and shutdown of the WinRoute Firewall Engine
a) Engine Startup:
[17/Dec/2008 12:11:33] Engine: Startup.
b) Engine Shutdown:
[17/Dec/2008 12:22:43] Engine: Shutdown.

22.12 Sslvpn Log

In this log, operations performed in the Clientless SSL-VPN interface are recorded. Each log
line provides information about an operation type, name of the user who performed it and file
associated with the operation.
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—— Example
[17/Mar/2008 08:01:51] Copy File: User: jsmith@company.com
File: ’\\server\data\www\index.html’

22.13 Warning Log

The Warning log displays warning messages about errors of little significance. Warnings can
display for example reports about invalid user login (invalid username or password), error in
communication of the server and Web administration interface, etc.

Events recalling warning messages in this log do not seriously affect WinRoute functionality.
However, they can point at current or possible problems. The Warning log can help if for
example a user is complaining that certain services are not working.

Each warning message is identified by its numerical code (code xxx:). The following warning
categories are defined:

e 1000-1999 — system warnings (e.g. an application found that is known as conflicting)

e 2000-2999 — WinRoute configuration problems (e.g. HTTP rules require user authen-
tication, but the WWW interface is not enabled)

e 3000-3999 — warning from individual WinRoute modules (e.g. DHCP server, anti-virus
check, user authentication, etc.)

e 4000-4999 — license warnings (subscription expiration, forthcoming expiration of
WinRoute’s license, ISS OrangeWeb Filter license, or the McAfee anti-virus license)

Note: License expiration is considered to be an error and it is logged into the Error log.

—— Examples of Warning logs
[15/Apr/2008 15:00:51] (3004) Authentication subsystem warning:
Kerberos 5 auth: user james@company.com not authenticated

[15/Apr/2008 15:00:51] (3004) Authentication subsystem warning:
Invalid password for user admin

[16/Apr/2008 10:53:20] (3004) Authentication subsystem warning:
User jflyaway doesn’t exist

e The first log informs that authentication of user jsmith by the Kerberos system in the
company . com domain failed

e The second log informs on a failed authentication attempt by user admin (invalid
password)

e The third log informs on an authentication attempt by a user which does not exist
(johnblue)
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Note: With the above three examples, the relevant records will also appear in the Security
log.

22.14 Web Log

This log contains all HTTP requests that were processed by the HTTP inspection module (see
section ) or by the built-in proxy server (see section 8.4). Unlike in the HTTP log, the Web
log displays only the title of a page and the WinRoute user or the IP host viewing the page. In
addition to each URL, name of the page is provided for better reference.

For administrators, the Web log is easy to read and it provides the possibility to monitor which
Websites were opened by each user.

How to read the Web Log?

[24/Apr/2008 10:29:51] 192.168.44.128 james
"Kerio Technologies" http://www.kerio.com/

e [24/Apr/2008 10:29:51] — date and time when the event was logged
e 192.168.44.128 — IP address of the client host

e james — name of authenticated user (if no user is authenticated through the client
host, the name is substituted by a dash)

e "Kerio Technologies | Home" — page title
(content of the <title> HTML tag)

Note: If the page title cannot be identified (i.e. for its content is compressed), the
"Encoded content" will be reported

e http://www.kerio.com/ — URL pages
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Kerio VPN

WinRoute enables secure interconnection of remote private networks using an encrypted tun-
nel and it provides clients secure access to their local networks via the Internet. This method
of interconnection of networks (and of access of remote clients to local networks) is called
virtual private network (VPN). WinRoute includes a proprietary implementation of VPN, called
“Kerio VPN”.

Kerio VPN is designed so that it can be used simultaneously with the firewall and with NAT
(even along with multiple translations). Creation of an encrypted tunnel between networks
and setting remote access of clients at the server is very easy.

Kerio VPN enables creation of any number of encrypted server-to-server connections (i.e. tun-
nels to remote private networks). Tunnels are created between two WinRoutes (typically at
Internet gateways of corresponding networks). Individual servers (endpoints of the tunnels)
verify each other using SSL certificates — this ensures that tunnels will be created between
trustworthy servers only.

Individual hosts can also connect to the VPN server in WinRoute (secured client-to-server con-
nections). Identities of individual clients are authenticated against a username and password
(transmitted also by secured connection), so that unauthorized clients cannot connect to local
networks.

Remote connections of clients are performed through Kerio VPN Client, included in WinRoute
(for a detailed description, view the stand-alone Kerio VPN Client — User Guide document).

Note: For deployment of the Kerio VPN, it is supposed that WinRoute is installed at a host
which is used as an Internet gateway. If this condition is not met, Kerio VPN can also be used,
but the configuration can be quite complicated.

Benefits of Kerio VPN
In comparison with other products providing secure interconnection of networks via the In-

ternet, the Kerio VPN solution provides several benefits and additional features.

e Easy configuration (only a few basic parameters are required for creation of tunnels
and for configuration of servers which clients will connect to).

¢ No additional software is required for creation of new tunnels (Kerio VPN Client must
be installed at remote clients — installation file of the application is 8 MB).

e No collisions arise while encrypted channels through the firewall are being created.
It is supposed that one or multiple firewalls (with or without NAT) are used between
connected networks (or between remote clients and local networks).
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¢ No special user accounts must be created for VPN clients. User accounts in WinRoute
(or domain accounts if the Active Directory is used — see chapter 10.1) are used for
authentication.

o Statistics about VPN tunnels and VPN clients can be viewed in WinRoute (refer to chap-
ter 20.2).

23.1 VPN Server Configuration

VPN server is used for connection of remote endpoints of VPN tunnels and of remote clients
using Kerio VPN C(lient.

Note: Connection to the VPN server from the Internet must be first allowed by traffic rules. For
details, refer to chapters 23.2 and 23.3.

VPN server is available in the Interfaces tab of the Configuration — Interfaces section as a spe-
cial interface.

B2 | Interfaces

Interfaces |

—Internet Conneckiviky

Select how the firewall is connecked to the Internet:

I & Single Inkernet Link - Persistent LI
Mame | IP address | Mask, Skatus
> Inkernet inkerfaces

. B Internet 95,13.154.10 755,755.255.0  Up
"9 TrustedfLocal interfaces

Lo R LAN 192.168.1.1 755,755.255.0  Up
503 YPM interfaces

"lr VPN Server 172.17.1.1 255,255,255.0 Up

=55 Tunnel o branch office Up

£3 Tunnel to company headgquarters Up

Figure 23.1 Viewing VPN server in the table of interfaces

Double-click on the VPN server interface (or select the alternative and press Edit, or select Edit
from the context menu) to open a dialog where parameters of the VPN server can be set.

Genevral
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General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:

WM network: I'IEI.'I.'I.EI Magk: |255.266.265.0
—55L Certificate
Common Mame: |$erver.cumpan_l,l.cum
Organization: |Eu:um|:uan_l,l I,
Fingerprint; I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Change 551 Certificate. ..

Figure 23.2 VPN server settings — basic parameters

Enable VPN server
Use this option to enable /disable VPN server. VPN server uses TCP and UDP protocols,
port 4090 is used as default (the port can be changed in advanced options, however, it is
usually not necessary to change it). If the VPN server is not used, it is recommended to
disable it.
The action will be applied upon clicking the Apply button in the Interfaces tab.

IP address assignment

Specification of a subnet (i.e. IP address and a corresponding network mask) from which
IP addresses will be assigned to VPN clients and to remote endpoints of VPN tunnels
which connect to the server (all clients will be connected through this subnet).

By default (upon the first start-up after installation), WinRoute automatically selects a free
subnet which will be used for VPN. Under usual circumstances, it is not necessary to
change the default subnet. After the first change in VPN server settings, the recently
used network is used (the automatic detection is not performed again).

—— Warning
Make sure that the subnet for VPN clients does not collide with any local subnet!

WinRoute can detect a collision of the VPN subnet with local subnets. The collision may
arise when configuration of a local network is changed (change of IP addresses, addition
of a new subnet, etc.), or when a subnet for VPN is not selected carefully. If the VPN
subnet collides with a local network, a warning message is displayed upon saving of the
settings (by clicking Apply in the Interfaces tab). In such cases, redefine the VPN subnet.

i VPN server address range collides with local network.

Add - Edt. | Eemove | Dil [

Figure 23.3 VPN server — detection of IP collision
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It is recommended to check whether IP collision is not reported after each change in
configuration of the local network or/and of the VPN!
—— Warning

1. Under certain circumstances, collision with the local network might also arise when
a VPN subnet is set automatically (if configuration of the local network is changed
later).

2. Regarding two VPN tunnels, it is also examined when establishing a connection

whether the VPN subnet does not collide with IP ranges at the other end of the tunnel
(remote endpoint).
If a collision with an IP range is reported upon startup of the VPN server (upon click-
ing Apply in the Interfaces tab), the VPN subnet must be set by hand. Select a network
which is not used by any of the local networks participating in the connection. VPN
subnets at each end of the tunnel must not be identical (two free subnets must be
selected).

3. VPN clients can also be assigned IP addresses according to login usernames. For
details, see chapter

SSL certificate
Information about the current VPN server certificate. This certificate is used for ver-
ification of the server’s identity during creation of a VPN tunnel (for details, refer to
chapter ). The VPN server in WinRoute uses the standard SSL certificate.
When defining a VPN tunnel, it is necessary to send the local endpoint’s certificate fin-
gerprint to the remote endpoint and vice versa (mutual verification of identity — see

chapter )-

—— Hint

Certificate fingerprint can be saved to the clipboard and pasted to a text file, email mes-
sage, etc.

Click Change SSL Certificate to set parameters for the certificate of the VPN server. For
the VPN server, you can either create a custom (self-subscribed) certificate or import a cer-
tificate created by a certification authority. The certificate created is saved in the ssTcert
subdirectory of the WinRoute installation directory as vpn.crt and the particular private
key is saved at the same location as vpn.key.

Methods used for creation and import of SSL certificates are described thoroughly in
chapter

Note: If you already have a certificate created by a certification authority especially for
your server (e.g. for secured Web interface), it is also possible to use it for the VPN server
— it is not necessary to apply for a new certificate.
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DNS

General | DMS I.-’-'-.dvanu:ed |

—DHS
f* Usze'WinRoute az DNS server

" Usze specific DNS servers

Frimary DFS: I

Secondany [HS: I

Figure 23.4 VPN server settings — specification of DNS servers

Specify a DNS server which will be used for VPN clients:

Use WinRoute as DNS server — IP address of a corresponding interface of WinRoute
host will be used as a DNS server for VPN clients (VPN clients will use the DNS for-
warder).

If the DNS Forwarder is already used as a DNS server for local hosts, it is recommended
to use it also for VPN clients. The DNS forwarder provides the fastest responses
to client DNS requests and possible collision (inconsistency) of DNS records will be
avoided.

Note: If the DNS forwarder is disabled (refer to chapter 8.1), the option is not available.
Use specific DNS servers — primary and secondary DNS servers specified through this
option will be set for VPN clients.

If another DNS server than the DNS forwarder in WinRoute is used in the local network,
use this option.

Advanced

Listen on port
The port on which the VPN server listens for incoming connections (both TCP and UDP
protocols are used). The port 4090 is set as default (under usual circumstances it is not
necessary to switch to another port).
Note:

1.

If the VPN server is already running, all VPN clients will be automatically disconnected
during the port change.

If it is not possible to run the VPN server at the specified port (the port is used by
another service), the following error will be reported in the Errorlog (see chapter 22.8)
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General | DMS | Advanced |

—%PM server

Lizten on port; |4EIE|EI

—LCuztom Routes

All'VPM clientz are automatically configured with routes to local
networkz, Here you may define additional custom routes.

Description INetwurk b azk,
wiana company.com  165.53.35.10 255 256,255 255

Add... Edit... Remove

(] Cancel

Figure 23.5 VPN server settings — server port and routes for VPN clients

upon clicking on the Apply button:

(4103:10048) Socket error: Unable to bind socket
for service to port 4090.

(5002) Failed to start service "VPN"
bound to address 192.168.1.1.

To make sure that the specified port is really free, view the Error log to see whether
an error of this type has not been reported.

Custom Routes

Other networks to which a VPN route will be set for the client can be specified in this
section. By default, routes to all local subnets at the VPN server’s side are defined — see
chapter 23.4).

—— Hint
Use the 255.255.255.255 network mask to define a route to a certain host. This can be
helpful for example when a route to a host in the demilitarized zone at the VPN server’s
side is being added.
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23.2 Configuration of VPN clients

The following conditions must be met to enable connection of remote clients to local networks
via encrypted channels:

The Kerio VPN Client must be installed at remote clients (for detailed description, refer
to a stand-alone document, Kerio VPN Client — User Guide).

Users whose accounts are used for authentication to Kerio VPN Client must possess
rights enabling them connect to the VPN server in WinRoute (see chapter 15.115.1).

Connection to the VPN server from the Internet as well as communication between
VPN clients must be allowed by traffic rules.

Note: Remote VPN clients connecting toWinRoute are included toward the number of persons
using the license (see chapters 4 and 4.6). Be aware of this fact when deciding on what license
type should be purchased (or whether an add-on for upgrade to a higher number of users for
the license should be bought).

Basic configuration of traffic rules for VPN clients

Marne Source Destination Service Action | Translation
ervice Kerio = Iy | Firewa 5 Kerio

M zervice kerio ven Co[ % A (L] Firewal . Kerio YPM

B Local traffic 0|2 Firewall |E3] Firewall & Any y/

= AlYPM clients (7= All VPN clients
"9 Trustedilocal | #9 TrustedfLocal

Figure 23.6 Common traffic rules for VPN clients

The first rule allows connection to the VPN server in WinRoute from the Internet.

To restrict the number of IP addresses from which connection to the VPN server will
be allowed, edit the Source entry.

By default, the Kerio VPN service is defined for TCP and UDP protocols, port 4090. If
the VPN server is running at another port, this service must be redefined.

The second rule allows communication between the firewall, local network and VPN
clients.

If the rules are set like this, all VPN clients can access local networks and vice versa (all local
hosts can communicate with all VPN clients). To restrict the type of network access available
to VPN clients, special rules must be defined. A few alternatives of the restrictions settings
within Kerio VPN are focused in chapter 23.5.

Note:

1. If the Network Rules Wizard is used to create traffic rules, the described rules can be gen-
erated automatically (including matching of VPN clients with the Source and Destination
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items). To generate the rules automatically, select Yes, I want to use Kerio VPN in Step 5.
For details, see chapter 7.1.

2. For access to the Internet, VPN clients use their current Internet connections. VPN clients
are not allowed to connect to the Internet via WinRoute (configuration of default gateway
of clients cannot be defined).

3. For detailed information about traffic rules, refer to chapter 7.

23.3 Interconnection of two private networks via the Internet (VPN tunnel)

WinRoute (version 6.0.0 or later) including support for VPN (VPN support is included in the
typical installation — see chapter 2.3) must be installed in both networks to enable creation
of an encrypted tunnel between a local and a remote network via the Internet (“VPN tunnel”).

Note: Each installation of WinRoute requires its own license (see chapter 4).

Setting up VPN servers

First, the VPN server must be allowed by the traffic policy and enabled at both ends of the
tunnel. For detailed description on configuration of VPN servers, refer to chapter 23.1.

Definition of a tunnel to a remote server

VPN tunnel to the server on the other side must be defined at both ends. Use the Add — VPN
tunnel option in the Interfaces section to create a new tunnel.

Name of the tunnel
Each VPN tunnel must have a unique name. This name will be used in the table of inter-
faces, in traffic rules (see chapter 7.3) and interface statistics (details in chapter 20.2).

Configuration
Selection of a mode for the local end of the tunnel:

e Active — this side of the tunnel will automatically attempt to establish and main-
tain a connection to the remote VPN server.
The remote VPN server specification is required through the Remote hostname
or IP address entry. If the remote VPN server does not use the port 4090,
a corresponding port number separated by a colon must be specified (e.g.
server.company.com:4100 or 10.10.100.20:9000).
This mode is available if the IP address or DNS name of the other side of the
tunnel is known and the remote endpoint is allowed to accept incoming connec-
tions (i.e. the communication is not blocked by a firewall at the remote end of the
tunnel).

e Passive — this end of the tunnel will only listen for an incoming connection from
the remote (active) side.
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B Add ¥PN Tunnel | x|

General I.-’-'-.dvanu:ed |

—General
L Mame of the tunnel:
()
=~ ITunneI to company headquarters
— Configuration

{* Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

Inewynrk.cnmpany.cnm
{~ Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Remote endpoint's S50 certificate fingerprint:

I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

Detect remote certificate. ..

Figure 23.7 VPN tunnel configuration

The passive mode is only useful when the local end of the tunnel has a fixed IP
address and when it is allowed to accept incoming connections.
At least one end of each VPN tunnel must be switched to the active mode (passive servers
cannot initialize connection).

Configuration of a remote end of the tunnel

When a VPN tunnel is being created, identity of the remote endpoint is authenticated
through the fingerprint of its SSL certificate. If the fingerprint does not match with the
fingerprint specified in the configuration of the tunnel, the connection will be rejected.
The fingerprint of the local certificate and the entry for specification of the remote fin-
gerprint are provided in the Settings for remote endpoint section. Specify the fingerprint
for the remote VPN server certificate and vice versa — specify the fingerprint of the local
server in the configuration at the remote server.
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Figure 23.8 VPN tunnel — certificate fingerprints

If the local endpoint is set to the active mode, the certificate of the remote endpoint and
its fingerprint can be downloaded by clicking Detect remote certificate. Passive endpoint
cannot detect remote certificate.

However, this method of fingerprint setting is quite insecure —a counterfeit certificate
might be used. If a fingerprint of a false certificate is used for the configuration of
the VPN tunnel, it is possible to create a tunnel for the false endpoint (for the attacker).
Moreover, a valid certificate would not be accepted from the other side. Therefore, for
security reasons, it is recommended to set fingerprints manually.

DNS Settings

DNS must be set properly at both sends of the tunnel so that it is possible to connect to hosts
in the remote network using their DNS names. One method is to add DNS records of the hosts
(to the hosts file) at each endpoint. However, this method is quite complicated and inflexible.

If the DNS forwarder in WinRoute is used as the DNS server at both ends of the tunnel, DNS
queries (for DNS rules, refer to chapter 8.1) can be forwarded to hostnames in the correspond-
ing domain of the DNS forwarder at the other end of the tunnel. DNS domain (or subdomain)
must be used at both sides of the tunnel.

Note: To provide correct forwarding of DNS queries sent from the WinRoute host (at any side
of the VPN tunnel), it is necessary that these queries are processed by DNS forwarder. To
secure this, set local IP address as for the DNS server and specify former DNS servers in the
WinRoute’s DNS forwarder.

Detailed guidance for the DNS configuration is provided in chapter 23.5.
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Routing settings

On the Advanced tab, you can set which method will be used to add routes provided by the
remote endpoint of the tunnel to the local routing table as well as define custom routes to
remote networks.

The Kerio VPN routing issue is described in detail in chapter 23.4.

[ Add ¥PN Tunnel | x|

General | Advanced |

—Routing

" Usze routes automatically provided by the remate endpaoint
{* Uze both automatically provided and custorm routes

" Usze custom routes only

—LCuztom Routes

Description | M etwark, | b azk, |
Branch office - zales depa... 10.1.20.0 205.250.2565.0

B Add Route E

Cuztom PN route

Drezcription: IBranu:h office - technical department

Metwork:  {10.1.30.0

Mask:  |255.255.255.0

ak Cancel |

Add.. Edit.. Bemove |

(] Cancel

Figure 23.9 VPN tunnel’s routing configuration
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Connection establishment

Active endpoints automatically attempt to recover connection whenever they detect that the
corresponding tunnel has been disconnected (the first connection establishment is attempted
immediately after the tunnel is defined and upon clicking the Apply button in Configuration
— Interfaces, i.e. when the corresponding traffic is allowed — see below).

VPN tunnels can be disabled by the Disable button. Both endpoints should be disabled while
the tunnel is being disabled.

Note: VPN tunnels keeps their connection (by sending special packets in regular time intervals)
even if no data is transmitted. This feature protects tunnels from disconnection by other
firewalls or network devices between ends of tunnels.

Traffic Policy Settings for VPN

Once the VPN tunnel is created, it is necessary to allow traffic between the LAN and the network
connected by the tunnel and to allow outgoing connection for the Kerio VPN service (from
the firewall to the Internet). If basic traffic rules are already created by the wizard (refer to
chapter ), simply add a corresponding VPN tunnel into the Local Traffic rule and the Kerio
VPN service to the Firewall traffic. The resulting traffic rules are shown at figure

Mame Source Drestination Service Action | Translation
B service keria vPH | Any |E3) Firewall &j Kerin YPMN \/
B Local braffic 2(E9] Firewall [E3] Firesall < any v
= Al YPN clients = Al YPN clients
03 Tunnel ko branch office (%55 Tunnel ko branch office
"9 Trusted)Local "9 Trusted)Local
B Firewall traffic 0 LD Fireweall o Any ":;-:? DMS v
& HTTP
& HTTPS
& map
":;-:? Kerio YPM
% POP3
i Telnet

Note:

Figure 23.10 Traffic Policy Settings for VPN

1. To keep examples in this guide as simple as possible, it is supposed that the Firewall traffic
rule allows to access any service at the firewall (see figure ). Under these conditions,
it is not necessary to add the Kerio VPN service to the rule.
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ame Source Drestination SErvice Action | Translation
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500 Tunnel ko branch office | %55 Tunnel to branch office
*% Trusted|Lacal *% Trusted)Local
B Firewall traffic (L] Firewwall *}- Any J:p Any ‘/

Figure 23.11 Common traffic rules for VPN tunnel

2. Traffic rules set by this method allow full IP communication between the local network,
remote network and all VPN clients. For access restrictions, define corresponding traffic
rules (for local traffic, VPN clients, VPN tunnel, etc.). Examples of traffic rules are provided
in chapter

23.4 Exchange of routing information

An automatic exchange of routing information (i.e. of data informing about routes to local
subnets) is performed between endpoints of any VPN tunnel (or between the VPN server and
a VPN client). thus, routing tables at both sides of the tunnel are still kept updated.

Routing configuration options

Under usual circumstances, it is not necessary to define any custom routes — particular routes
will be added to the routing tables automatically when configuration is changed at any side
of the tunnel (or at the VPN server). However, if a routing table at any side of the VPN tunnel
includes invalid routes (e.g. specified by the administrator), these routes are also interchanged.
This might make traffic with some remote subnets impossible and overload VPN tunnel by too
many control messages.

A similar problem may occur in case of a VPN client connecting to the WinRoute’s VPN server.

To avoid the problems just described, it is possible to go to the VPN tunnel definition dialog
(see chapter ) or to the VPN server settings dialog (refer to chapter ) to set which
routing data will be used and define custom routes.

Kerio VPN uses the following methods to pass routing information:
e Routes provided automatically by the remote endpoint (set as default) — routes to
remote networks are set automatically with respect to the information provided by

the remote endpoint. If this option is selected, no additional settings are necessary
unless problems regarding invalid routes occur (see above).

e Both automatically provided and custom routes — routes provided automatically are
complemented by custom routes defined at the local endpoint. In case of any colli-
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sions, custom routes are used as prior. This option easily solves the problem where
aremote endpoint provides one or more invalid route(s).

Custom routes only — all routes to remote networks must be set manually at the local
endpoint of the tunnel. This alternative eliminates adding of invalid routes provided
by a remote endpoint to the local routing table. However, it is quite demanding from
the administrator’s point of view (any change in the remote network’s configuration
requires modification of custom routes).

Routes provided automatically

Unless any custom routes are defined, the following rules apply to the interchange of routing
information:

default routes as well as routes to networks with default gateways are not exchanged
(default gateway cannot be changed for remote VPN clients and/or for remote end-
points of a tunnel),

routes to subnets which are identical for both sides of a tunnel are not exchanged
(routing of local and remote networks with identical IP ranges is not allowed).

other routes (i.e. routes to local subnets at remote ends of VPN tunnels excluding the
cases described above, all other VPN and all VPN clients) are exchanged.

Note: As implied from the description provided above, if two VPN tunnels are created, com-
munication between these two networks is possible. The traffic rules can be configured so that
connection to the local network will be disabled for both these remote networks.

Update of routing tables

Routing information is exchanged:

when a VPN tunnel is connected or when a VPN client is connected to the server,

when information in a routing table at any side of the tunnel (or at the VPN server) is
changed,

periodically, once per 30 secs (VPN tunnel) or once per 1 min (VPN client). The timeout
starts upon each update (regardless of the update reason).

23.5 Example of Kerio VPN configuration: company with a filial office

This chapter provides a detailed exemplary description on how to create an encrypted tunnel
connecting two private networks using the Kerio VPN.

This example can be easily customized. The method described can be used in cases where no
redundant routes arise by creating VPN tunnels (i.e. multiple routes between individual private
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networks). Configuration of VPN with redundant routes (typically in case of a company with
two or more filials) is described in chapter 23.6.

Note: This example describes a more complicated pattern of VPN with access restrictions for
individual local networks and VPN clients. An example of basic VPN configuration is provided
in the Kerio WinRoute Firewall — Step By Step Configuration document.

Specification

Supposing a company has its headquarters in New York and a branch office in London. We
intend to interconnect local networks of the headquarters by a VPN tunnel using the Kerio
VPN. VPN clients will be allowed to connect to the headquarters network.

The server (default gateway) of the headquarters uses the public IP address 63.55.21.12 (DNS
name is newyork.company.com), the server of the branch office uses a dynamic IP address
assigned by DHCP.

The local network of the headquarters consists of two subnets, LAN 1 and LAN 2. The head-
quarters uses the company.com DNS domain.

The network of the branch office consists of one subnet only (LAN). The branch office
filial.company.com.

Figure 23.12 provides a scheme of the entire system, including IP addresses and the VPN
tunnels that will be built.

LAN 1 |
1oLy __-
2552552550 '«. II
'u"PNclmnl
| ITREE] |t
 — B3.55.21.12
| 10124 l\” ~=
L& o
LAN 2 newyork, wmpunr com
10.0.2.0/
235.255.255.0
< | —
1 18218811 |

LAM

192148 1.0/
2332332350

Figure 23.12 Example — interconnection of the headquarter and

a filial office by VPN tunnel (connection of VPN clients is possible)
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Suppose that both networks are already deployed and set according to the figure and that the
Internet connection is available.

Traffic between the network of the headquarters, the network of the branch office and VPN
clients will be restricted according to the following rules:

1.

2.

VPN clients can connect to the LAN 1 and to the network of the branch office.
Connection to VPN clients is disabled for all networks.

Only the LAN 1 network is available from the branch office. In addition to this, only the
WWW, FTP and Microsoft SQL services are available.

No restrictions are applied for connections from the headquarters to the branch office
network.

LAN 2 is not available to the branch office network nor to VPN clients.

Common method

The following actions must be taken in both local networks (i.e. in the main office and the
filial):

1.

It is necessary that WinRoute in version 6.0.0 or higher (older versions do not include
Kerio VPN) is installed at the default gateway.

Note: For every installation of WinRoute, a stand-alone license for the corresponding num-
ber of users is required! For details see chapter

Configure and test connection of the local network to the Internet. Hosts in the local net-
work must use the WinRoute host’s IP address as the default gateway and as the primary
DNS server.

If it is a new (clean) WinRoute installation, it is possible to use the traffic rule wizard (refer
to chapter 7.1).

For detailed description of basic configuration of WinRoute and of the local network, refer
to the Kerio WinRoute Firewall — Step By Step document.

In configuration of DNS Forwarder, set DNS forwarding rules for the domain in the remote
network. This enables to access hosts in the remote network by using their DNS names
(otherwise, it is necessary to specify remote hosts by IP addresses).

To provide correct forwarding of DNS requests from a WinRoute host, it is necessary to
use an IP address of a network device belonging to the host as the primary DNS server. As
a secondary DNS server, a server where DNS requests addressed to other domains will be
forwarded must be specified (typically the ISP’s DNS server).

Note: For proper functionality of DNS, the DNS database must include records for hosts
in a corresponding local network. To achieve this, save DNS names and IP addresses of
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local hosts into the hosts file (if they use IP addresses) or enable cooperation of the DNS
Forwarder with the DHCP server (in case that IP addresses are assigned dynamically to
these hosts). For details, see chapter

In the Interfaces section, allow the VPN server and set its SSL certificate if necessary. Note
the fingerprint of the server’s certificate for later use (it will be required for configuration
of the remote endpoint of the VPN tunnel).

Check whether the automatically selected VPN subnet does not collide with any local sub-
net either in the headquarters or in the filial and select another free subnet if necessary.

Define the VPN tunnel to the remote network. The passive endpoint of the tunnel must
be created at a server with fixed public IP address (i.e. at the headquarter’s server). Only
active endpoints of VPN tunnels can be created at servers with dynamic IP address.

If the remote endpoint of the tunnel has already been defined, check whether the tunnel
was created. If not, refer to the Error log, check fingerprints of the certificates and also
availability of the remote server.

In traffic rules, allow traffic between the local network, remote network and VPN clients
and set desirable access restrictions. In this network configuration, all desirable restric-
tions can be set at the headquarter’s server. Therefore, only traffic between the local
network and the VPN tunnel will be enabled at the filial’s server.

Test reachability of remote hosts from each local network. To perform the test, use the
ping and tracert system commands. Test availability of remote hosts both through IP
addresses and DNS names.

If a remote host is tested through IP address and it does not respond, check configuration
of the traffic rules or/and find out whether the subnets do not collide (i.e. whether the
same subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when a cor-
responding DNS name is tested, then check configuration of the DNS.

The following sections provide detailed description of the Kerio VPN configuration both for
the headquarter and the filial offices.

Headquarters configuration

1.

Install WinRoute (version 6.0.0 or later) at the headquarter’s default gateway (“server”).

Use Network Rules Wizard (see chapter 7.1) to configure the basic traffic policy in WinRoute.
To keep the example as simple as possible, it is supposed that the access from the local
network to the Internet is not restricted, i.e. that access to all services is allowed in step 4.
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B Network rules Wizard E

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 23.13 Headquarters — no restrictions are applied to accessing the Internet from the LAN

In step 5, select Create rules for Kerio VPN server. Status of the Create rules for Kerio
Clientless SSL-VPN option is irrelevant (this example does not include Clientless SSL-VPN
interface’s issues).

B Network Rules Wizard E

WPM - page 5 of 7

Select whether wou wank to use the Kerio WinRoute Firewall's builk-in YPR
features, If wou want ko use a third party WPMN solution such as MicrosofkE
PPTP, uncheck the checkboxes,

¥ Create rules For Kerio WPM server

¥ Create rules For Kerio Clientless SSL-YPM

Figure 23.14 Headquarter — creating default traffic rules for Kerio VPN

This step will create rules for connection of the VPN server as well as for communication
of VPN clients with the local network (through the firewall).

Marme Source Destination Service Action | Translation
B service kerio WP | Any |E3] Firesall &j Kerio YPH [
B Local traffic 0|2 Firewall |E3] Firewall o Any y/

= AlYPM clients  [Fm Al VPN clients
"9 Trustedflocal |9 TrustedfLocal

B Firewall traffic 2|3 Firewal o Any o Any
- -

Figure 23.15 Headquarter — default traffic rules for Kerio VPN
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When the VPN tunnel is created, customize these rules according to the restriction re-
quirements (see item 6).

Note: To keep the example as simple and transparent as possible, only traffic rules relevant
for the Kerio VPN configuration are mentioned.

3. Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider
by default).

*.| DNS Forwarder

DMS Forwarding |

¥ Enable DNS Farwarding

DMS Forwarding

¥ Enable cache for Faster response to repeated queries Clear cache |
v Use custom Forwarding Defing. .. |

Figure 23.16 Headquarter — DNS forwarder configuration

e Enable the Use custom forwarding option and define rules for names in the
filial.company.com domain. Specify the server for DNS forwarding by the IP
address of the remote firewall host’s interface (i.e. interface connected to the
local network at the other end of the tunnel).

Etustum DMS Forwarding | x|

DMS Mame/Metwork | DMNS Server(s) |

* Filial. cormpanyy . com 192,168.1.1
192,168,1.0/255,255,255.0 192.165.1.1

|
!

add... Edit, .. Remove

(] 4 Zancel

Figure 23.17 Headquarter — DNS forwarding settings
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e Set the IP address of this interface (10.1.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the LAN 1 local network. It is not necessary
to set DNS server at the interface connected to LAN 2 — DNS configuration is
applied globally to the entire operating system.

Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

—{% Use the following IP address:
IF address: [10.1 .1 .1

Subnet magk: I 285 255285, 0

Default gateway: I

€ Dbtain DME semver address autamatizally

—% Use the following DMS server addresses:

Preferred DMS zerver: I m. 1 o1 01

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 23.18 Headquarter — TCP/IP configuration at

a firewall’s interface connected to the local network

e Set the IP address 10.1.1.1 as a primary DNS server also for the other hosts.

Note: For proper functionality of DNS, the DNS database must include records for hosts
in a corresponding local network. To achieve this, save DNS names and IP addresses of
local hosts into the hosts file (if they use IP addresses) or enable cooperation of the DNS
Forwarder with the DHCP server (in case that IP addresses are assigned dynamically to
these hosts). For details, see chapter 8.1.

Enable the VPN server and configure its SSL certificate (create a self-signed certificate if no
certificate provided by a certification authority is available).

Note: The VPN network and Mask entries now include an automatically selected free sub-
net.
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General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:

WPM network: |1?2.1?.1.EI Mazk: |255.265.255.0
—55L Certificate
Common Mame: |newyu:urk.u:u:umpany.u:u:um
Organization: |Eu:um|:uan_l,l I,
Fingerprint; I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Change 551 Certificate. ..

Figure 23.19 Headquarters — VPN server configuration

For a detailed description on the VPN server configuration, refer to chapter 23.1.
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5. Create a passive end of the VPN tunnel (the server of the branch office uses a dynamic IP
address). Specify the remote endpoint’s fingerprint by the fingerprint of the certificate of
the branch office VPN server.

B Add ¥PN Tunnel | x|

General I.-’-'-.dvanu:ed |

—General
L Mame of the tunnel:
e &3] :
=~ ITunneI to branch office
— Configuration

{~ Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

{* Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Remote endpoint's S50 certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

[Metect remote certificate...

Figure 23.20 Headquarter — definition of VPN tunnel for a filial office
6. Customize traffic rules according to the restriction requirements.

e In the Local Traffic rule, remove all items except those belonging to the local
network of the company headquarters, i.e. except the firewall and LAN 1 and
LAN 2.

¢ Define (add) the VPN clients rule which will allow VPN clients to connect to LAN 1
and to the network of the branch office (via the VPN tunnel).

e Create the Branch office rule which will allow connections to services in LAN 1.
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Marne Saurce Destination Setvice Ackion | Translation
B service Kerio ven ] |E9) Fireveall :;:, Kerio VPN ‘/
M Local traffic SO Firewall |E3] Firewall & Any -/
*% TrustedLocal = TrustedjLocal
B e Clients 0|y Al vPN clients LA & Any o
%03 Tunnel ko branch office
M Eranch office 2[5 Tunmel to branch office |88 LAN 1 & fny o
| Company headquarters £ 5%y TrustedfLocal &3 Tunmel to branch office [« Any -/
M Firewal traffic 2|E9) Firewall & Any & Any o

Figure 23.21 Headquarter — final traffic rules

e Add the Company headquarters rule allowing connections from both headquar-
ters subnets to the branch office network..

Rules defined this way meet all the restriction requirements. Traffic which will not match
any of these rules will be blocked by the default rule (see chapter 7.3).

Configuration of a filial office

1. Install WinRoute (version 6.0.0 or later) at the default gateway of the branch office
(“server”).

2. Use Network Rules Wizard (see chapter 7.1) to configure the basic traffic policy in WinRoute.
To keep the example as simple as possible, it is supposed that the access from the local
network to the Internet is not restricted, i.e. that access to all services is allowed in step 4.

B Network rules Wizard E

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 23.22 Filial — no restrictions are applied to accessing the Internet from the LAN
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In this case, it would be meaningless to create rules for the Kerio VPN server and/or the
Kerio Clientless SSL-VPN, since the server uses a dynamic public IP address). Therefore,
leave these options disabled in step 5.

B Network Rules Wizard E

WPM - page 5 of 7

Select whether wou wank to use the Kerio WinRoute Firewall's builk-in YPR
features, If wou want ko use a third party WPMN solution such as MicrosofkE
PPTP, uncheck the checkboxes,

[~ Create rules For Kerio WPM server

[~ Create rules For Kerio Clientless SSL-YPM

Figure 23.23 A filial — it is not necessary to create rules for the Kerio VPN server

This step will create rules for connection of the VPN server as well as for communication
of VPN clients with the local network (through the firewall).

Marme Source Destination Service Action | Translation
B service kerio WP | Any |E3] Firesall &j Kerio YPH [
B Local traffic 0|2 Firewall |E3] Firewall o Any y/

= AlYPM clients  [Fm Al VPN clients
"9 Trustedflocal |9 TrustedfLocal

I Firewall traffic 5|3 Firewall £ Any £ Any
v v

Figure 23.24 Filial office — default traffic rules for Kerio VPN

When the VPN tunnel is created, customize these rules according to the restriction re-
quirements (Step 6).

3. Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider

by default).

e Enable the Use custom forwarding option and define rules for names in the
filial.company.com domain. Specify the server for DNS forwarding by the IP
address of the remote firewall host’s interface (i.e. interface connected to the
local network at the other end of the tunnel).
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.| DNS Forwarder

DM3 Forwarding |

¥ Enable DNS Forvarding
DMS Forwarding

¥ Enable cache for Faster response to repeated queries Clear cache |
¥ Use custam forwarding Define. .. |

Figure 23.25 Filial office — DNS forwarder configuration

Qtustum DMS Forwarding | x|
DMS Mame/Metwork | DMNS Server(s) |
* Ccompansy.com 10.1.1.1 T
10.1.0.0/255,255.0.0 10.1.1.1
4
add... Edit, .. | Remove |
(0] 4 Cancel

Figure 23.26 Filial office — DNS forwarding settings

e Set the IP address of this interface (192.168.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the local network.

e Set the IP address 192.168.1.1 as a primary DNS server also for the other hosts.

Note: For proper functionality of DNS, the DNS database must include records for hosts
in a corresponding local network. To achieve this, save DNS names and IP addresses of
local hosts into the hosts file (if they use IP addresses) or enable cooperation of the DNS
Forwarder with the DHCP server (in case that IP addresses are assigned dynamically to
these hosts). For details, see chapter 8.1.

4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate if no
certificate provided by a certification authority is available).

Note: The VPN network and Mask entries now include an automatically selected free sub-
net.

For a detailed description on the VPN server configuration, refer to chapter 23.1.
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Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports

thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

—{% Use the following IP address:

IF address: 192 .188. 1 . 1
Subnet mask: I 285 255 255 0
Default gateway: I

€ Dbtain DME semver address autamatizally
—% Use the following DMS server addresses:

Preferred DMS zerver: I 192 168 . 1 . 1

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 23.27 Filial office — TCP/IP configuration at

a firewall’s interface connected to the local network

General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:

WP etk |1?2.1?.2.EI Mask: |255.255.255.0

—55L Certificate

Common Mame: |server.fiIiaI.u:u:umpan_l,l.u:u:um

Organization: |Eu:um|:uan_l,l I,

Fingerprint; I dac 2725 7E10:18:0f af ag: aa:ch:44:b8:1 74305

Change 551 Certificate. ..

Figure 23.28 Filial office — VPN server configuration

5. Create an active endpoint of the VPN tunnel which will connect to the headquarters server
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(newyork.company.com). Use the fingerprint of the VPN server of the headquarters as a
specification of the fingerprint of the remote SSL certificate.

B Add ¥PN Tunnel | x|

General I.-’-'-.dvanu:ed |

—General
L Mame of the tunnel:
| &3]
=~ ITunneI to company headquarters
— Configuration

{* Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

Inewynrk.cnmpany.cnm
{~ Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Remote endpoint's S50 certificate fingerprint:

I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

Detect remote certificate. ..

Figure 23.29 Filial office — definition of VPN tunnel for the headquarters

At this point, connection should be established (i.e. the tunnel should be created). If
connected successfully, the Connected status will be reported in the Adapter info column
for both ends of the tunnel. If the connection cannot be established, we recommend you
to check the configuration of the traffic rules and test availability of the remote server
— in our example, the ping newyork.company.com command can be used at the branch
office server.

Note: If a collision of VPN network and the remote network is detected upon creation of
the VPN tunnel, select an appropriate free subnet and specify its parameters at the VPN
server (see Step 4).

For detailed information on how to create VPN tunnels, see chapter 23.3.
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6. Add the new VPN tunnel into the Local Traffic rule. It is also possible to remove the Dial-In
interface and the VPN clients group from this rule (VPN clients are not allowed to connect
to the branch office).

Tame Source Destination Jervice Action | Translation
B service kerio ven £2 o= Any £ Fireweall &:} Kerio YPM \/
B Local traffic 2 |E Firewall |E49] Firewall & any y/
403 Tunnel ko company headgquarters |55 Tunnel to company head
% TrustedLocal *% Trusted/Local
B Firewal traffic 0| IE3 Firewall & any & any v

Figure 23.30 Filial office — final traffic rules

Note: It is not necessary to perform any other customization of traffic rules. The required
restrictions should be already set in the traffic policy at the server of the headquarters.

VPN test

Configuration of the VPN tunnel has been completed by now. At this point, it is recommended
to test availability of the remote hosts from each end of the tunnel (from both local networks).

For example, the ping or/and tracert operating system commands can be used for this
testing. It is recommended to test availability of remote hosts both through IP addresses and
DNS names.

If a remote host is tested through IP address and it does not respond, check configuration
of the traffic rules or/and find out whether the subnets do not collide (i.e. whether the same
subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when a corre-
sponding DNS name is tested, then check configuration of the DNS.

23.6 Example of a more complex Kerio VPN configuration

In this chapter, an example of a more complex VPN configuration is provided where redundant
routes arise between interconnected private networks (i.e. multiple routes exist between two
networks that can be used for transfer of packets).

The only difference of Kerio VPN configuration between this type and VPN with no redundant
routes (see chapter ) is setting of routing between endpoints of individual tunnels. In
such a case, it is necessary to set routing between individual endpoints of VPN tunnels by
hand. Automatic route exchange is inconvenient since Kerio VPN uses no routing protocol and
the route exchange is based on comparison of routing tables at individual endpoints of the
VPN tunnel (see also chapter ). If the automatic exchange is applied, the routing will not
be ideal!

For better reference, the configuration is here described by an example of a company with
a headquarters and two filial offices with their local private network interconnected by VPN
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tunnels (so called triangle pattern). This example can be then adapted and applied to any
number of interconnected private networks.

The example focuses configuration of VPN tunnels and correct setting of routing between in-
dividual private networks (it does not include access restrictions). Access restrictions options
within VPN are described by the example in chapter 23.5.

Specification

The network follows the pattern shown in figure 23.31.

Company
Branch Office 1 LAM 1
Headquarters London 1721610/
Mew York - 255255 255.0

-
-
"‘_“"'"‘1 1721614 |

11:21&?_1 1

,-"’"1 1158627 65 e — — .
gwlondon.company.com

LAM 1

(IR N-T
255 355 35850

LAM 2

17208 2.00
255,255 255.0

ETEEER e
]Isasaznzl-

| 10424
L:l J‘lr T

e rk_com Lo

LAN 2 / ge-neavepo pany.
102408

255255 3550

Branch Office 2

Paris

Y [
= 1az 1501 |

LAMN
19218107
255,355, 255.0

Figure 23.31 Example of a VPN configuration — a company with two filials

The server (default gateway) uses the fixed IP address 63.55.21.12 (DNS name is
gw-newyork.company.com). The server of one filial uses the IP address 115.95.27.55 (DNS
name gw-1london.company.com), the other filial’s server uses a dynamic IP address assigned
by the ISP.

The headquarters uses the DNS domain company.com, filials use subdomains
santaclara.company.com and newyork.company.com. Configuration of individual
local networks and the IP addresses used are shown in the figure.

Common method
The following actions must be taken in all local networks (i.e. in the main office and both
filials):

1. WinRoute in version 6.1.0 or higher must be installed at the default gateway. Older
versions do not allow setting of routing for VPN tunnels. Therefore, they cannot be used
for this VPN configuration (see figure 23.31).
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Note: For every installation of WinRoute, a stand-alone license for the corresponding num-
ber of users is required! For details see chapter

Configure and test connection of the local network to the Internet. Hosts in the local net-
work must use the WinRoute host’s IP address as the default gateway and as the primary
DNS server.

If it is a new (clean) WinRoute installation, it is possible to use the traffic rule wizard (refer
to chapter 7.1).

For detailed description of basic configuration of WinRoute and of the local network, refer
to the Kerio WinRoute Firewall — Step By Step document.

In configuration of DNS Forwarder, set DNS forwarding rules for domains of the other
filials. This enables to access hosts in the remote networks by using their DNS names
(otherwise, it is necessary to specify remote hosts by IP addresses).

To provide correct forwarding of DNS requests from a WinRoute host, it is necessary to
use an IP address of a network device belonging to the host as the primary DNS server. As
a secondary DNS server, a server where DNS requests addressed to other domains will be
forwarded must be specified (typically the ISP’s DNS server).

Note: For proper functionality of DNS, the DNS database must include records for hosts
in a corresponding local network. To achieve this, save DNS names and IP addresses of
local hosts into the hosts file (if they use IP addresses) or enable cooperation of the DNS
Forwarder with the DHCP server (in case that IP addresses are assigned dynamically to
these hosts). For details, see chapter

In the Interfaces section, allow the VPN server and set its SSL certificate if necessary. Note
the fingerprint of the server’s certificate for later use (it will be required for configuration
of the VPN tunnels in the other filials).

Check whether the automatically selected VPN subnet does not collide with any local sub-
net in any filial and select another free subnet if necessary.

Note: With respect to the complexity of this VPN configuration, it is recommended to

reserve three free subnets in advance that can later be assigned to individual VPN servers.

Define the VPN tunnel to one of the remote networks. The passive endpoint of the tunnel
must be created at a server with fixed public IP address. Only active endpoints of VPN
tunnels can be created at servers with dynamic IP address.

Set routing (define custom routes) for the tunnel. Select the Use custom routes only option
and specify all subnets of the remote network in the custom routes list.

If the remote endpoint of the tunnel has already been defined, check whether the tunnel
was created. If not, refer to the Error log, check fingerprints of the certificates and also
availability of the remote server.

Follow the same method to define a tunnel and set routing to the other remote network.
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7. Allow traffic between the local and the remote networks. To allow any traffic, just add the
created VPN tunnels to the Source and Destination items in the Local traffic rule. Access
restrictions options within VPN are described by the example in chapter 23.5.

8. Test reachability of remote hosts in both remote networks. To perform the test, use the
ping and tracert system commands. Test availability of remote hosts both through IP
addresses and DNS names.

If a remote host is tested through IP address and it does not respond, check configuration
of the traffic rules or/and find out whether the subnets do not collide (i.e. whether the
same subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when a cor-

responding DNS name is tested, then check configuration of the DNS.

The following sections provide detailed description of the Kerio VPN configuration both for
the headquarter and the filial offices.

Headquarters configuration

1. Install WinRoute (version 6.1.0 or higher) at the default gateway of the headquarters
network.

2. Use Network Rules Wizard (see chapter 7.1) to configure the basic traffic policy in WinRoute.
To keep the example as simple as possible, it is supposed that the access from the local
network to the Internet is not restricted, i.e. that access to all services is allowed in step 4.

B Network rules Wizard E

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 23.32 Headquarters — no restrictions are applied to accessing the Internet from the LAN
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In step 5, select Create rules for Kerio VPN server. Status of the Create rules for Kerio
Clientless SSL-VPN option is irrelevant (this example does not include Clientless SSL-VPN

interface’s issues).

B Network Rules Wizard E

WPM - page 5 of 7

Select whether wou wank to use the Kerio WinRoute Firewall's builk-in YPR
features, If wou want ko use a third party WPMN solution such as MicrosofkE
PPTP, uncheck the checkboxes,

¥ Create rules For Kerio WPM server

¥ Create rules For Kerio Clientless SSL-YPM

Figure 23.33 Headquarter — creating default traffic rules for Kerio VPN

This step will create rules for connection of the VPN server as well as for communication
of VPN clients with the local network (through the firewall).

Marme Source Destination Service Action | Translation
B service kerio WP | Any |E3] Firesall &j Kerio YPH [
B Local traffic 0|2 Firewall |E3] Firewall o Any y/

= AlYPM clients  [Fm Al VPN clients
"9 Trustedflocal |9 TrustedfLocal

B Firewall traffic 2|3 Firewal o Any o Any v

Figure 23.34 Headquarter — default traffic rules for Kerio VPN

3. Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider

by default).

7. | DNS Forwarder

DMS Forwarding |

v Enable DNS Forwarding

Dh3 Forwarding

v Enable cache for Faster response to repeated queries Clear cache |
¥ Use custom Forwarding Define. .. |

Figure 23.35 Headquarter — DNS forwarder configuration
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e Enable the Use custom forwarding option and define rules for names in the
filiall.company.comand filial2.company.com domains. To specify the for-
warding DNS server, always use the IP address of the WinRoute host’s inbound
interface connected to the local network at the remote side of the tunnel.

@Eustum DMS Forwarding | x|

DMS Mame/Metwork | DMNS Server(s) |

* london, company . com 172.16.1.1

* paris, compansy, com 192,1658.1.1 +
192,168.1,0/255,255.255.0  192,168.1.1 -
172.16.0.0/255,255.0.0 172.16.1.1 .

add... Edit, .. Remove

(] 4 Zancel

Figure 23.36 Headquarter — DNS forwarding settings

e Set the IP address of this interface (10.1.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the LAN 1 local network. It is not necessary
to set DNS at the interface connected to LAN 2.

e Set the IP address 10.1.1.1 as a primary DNS server also for the other hosts.
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Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports

thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

—{% Use the following IP address:
IF address: [10.1 .1 .1
Subnet mask: I 255 0265 0255 . 0
Default gateway: I
€ Dbtain DME semver address autamatizally
—% Use the following DMS server addresses:
Frefermed DS sepver: I m. 1 .1 1
Alternate DS server: I

Advanced... |
(] I Cancel |

Figure 23.37 Headquarter — TCP/IP configuration at

a firewall’s interface connected to the local network
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4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate if no
certificate provided by a certification authority is available).

Note: The VPN network and Mask entries now include an automatically selected free sub-
net. Check whether this subnet does not collide with any other subnet in the headquarters
or in the filials. If it does, specify a free subnet.

General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:

WPM network: |1?2.1?.1.EI Mazk: |255.265.255.0
—55L Certificate
Common Mame: |newyu:urk.u:u:umpany.u:u:um
Organization: |Eu:um|:uan_l,l I,
Fingerprint; I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Change 551 Certificate. ..

Figure 23.38 Headquarters — VPN server configuration

For a detailed description on the VPN server configuration, refer to chapter 23.1.
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5. Create a passive endpoint of the VPN tunnel connected to the London filial. Use the fin-

gerprint of the VPN server of the London filial office as a specification of the fingerprint of
the remote SSL certificate.

B Add ¥PN Tunnel | x|
General I Advanced |

—aeneral

... Mame aof the tunnel:

(7

ITunneI ko London

—Zonfiguration

{~ Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

{+ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05
Femote endpoint's S50 certificate fingerprink:

IE'I BF83: V099787 6 d2: VA 53 b3 be:b1: 1

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate, .,

Figure 23.39 Headquarter — definition of VPN tunnel for the London filial

On the Advanced tab, select the Use custom routes only option and set routes to the sub-
nets at the remote endpoint of the tunnel (i.e. in the London filial).
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B Add ¥PN Tunnel | x|
General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

London - LA 1 172.16.1.0 255,255,255.0

London - LAN 2 172.16.2.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 23.40 The headquarters — routing configuration for the tunnel connected to the London filial

—— Warning
In case that the VPN configuration described here is applied (see figure 23.31), it is un-
recommended to use automatically provided routes! In case of an automatic exchange of
routes, the routing within the VPN is not be ideal (for example, any traffic between the
headgquarters and the Paris filial office is routed via the London filial whereas the tunnel
between the headquarters and the Paris office stays waste.
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6. Use the same method to create a passive endpoint for the tunnel connected to the Paris
filial.

B Add ¥PN Tunnel | x|

General I Advanced |

—aeneral

... Mame aof the tunnel:

(73

ITunneI ko Paris

—Zonfiguration

{~ Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

{+ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Femote endpoint's S50 certificate fingerprink:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate, .,

Figure 23.41 The headquarters — definition of VPN tunnel for the Paris filial

On the Advanced tab, select the Use custom routes only option and set routes to the sub-
nets at the remote endpoint of the tunnel (i.e. in the Paris filial).

7. Add the new VPN tunnels into the Local Traffic rule.
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B Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing
Here wou may define the remote networks that will be accessible from the local network,

through the YPR tunnel,
" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

& | Mebwark | Mask. |
192.168.1.0 255,255,255.0

Descripkion
Patis - LAM

| Edit. .. | Remove |

Figure 23.42 The headquarters — routing configuration for the tunnel connected to the Paris filial

Marme Source Destination Service fction | Translation
B service kerio WP | Any |E3] Firesall 3{} Kerio YPH [
B Local traffic ©9|(E3) Firewall [E9] Fireswall < any v
i= AlWPM clients [ f#y All VPN clients
%3 Tunnel ko Londan | %55 Tunnel ta Londaon
%03 Tunnel ko Paris  |%05 Tunnel ta Paris
"9 Trustedflocal | #% Trusted/Local
B Firewall traffic 2|3 Firewal & Any & Any v

Figure 23.43 Headquarter — final traffic rules
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23.6 Example of a more complex Kerio VPN configuration

Configuration of the London filial
1. Install WinRoute (version 6.1.0 or higher) at the default gateway of the filial’s network.

2. Use Network Rules Wizard (see chapter 7.1) to configure the basic traffic policy in WinRoute.
To keep the example as simple as possible, it is supposed that the access from the local
network to the Internet is not restricted, i.e. that access to all services is allowed in step 4.

In step 5 of the wizard, select the Create rules for Kerio VPN server option (setting of the
Create rules for Kerio Clientless SSL-VPN option is not regarded here).

B Network rules Wizard E

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 23.44 The London filial — no restrictions are applied to accessing the Internet from the LAN

B Network Rules Wizard E

WPM - page 5 of 7

Select whether wou wank to use the Kerio WinRoute Firewall's builk-in YPR
features, If wou want ko use a third party WPMN solution such as MicrosofkE
PPTP, uncheck the checkboxes,

¥ Create rules For Kerio WPM server

[~ Create rules For Kerio Clientless SSL-YPM

Figure 23.45 The London filial office — creating default traffic rules for Kerio VPN

This step will create rules for connection of the VPN server as well as for communication
of VPN clients with the local network (through the firewall).

3. Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
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warded (primary and secondary DNS server of the Internet connection provider

by default).
Marne Source Destination Service Action | Translation
M Service Keria PN |45 Arry 3] Firewall 55 Kerio YPN
7 2l i)
B Local traffic 0|2 Firewall | Firewall £ Any
el el v
= AlYPM clients  [Fm Al VPN clients
"9 Trustedflocal |9 TrustedfLocal
M Firewall traffic ¢9{(L3) Firewall < any < any v

Figure 23.46 The London filial office — default traffic rules for Kerio VPN

-~ | DNS Forwarder

DMS Forwarding |

[¥ Enable DNS Forwarding

DS Forwarding

[¥ Enable cache For Faster response to repeated queries Clear cache |
¥ Use custarn Forvarding Define. .. |

Figure 23.47 The London filial office — DNS forwarder configuration

e Enable the Use custom forwarding option and define rules for names in the
company.com and filial2.company.com domains. To specify the forwarding
DNS server, always use the IP address of the WinRoute host’s inbound interface
connected to the local network at the remote side of the tunnel.

Qtustum DMS Forwarding | x|
DMS Mame/Metwork | DMNS Server(s) |
* Ccompansy.com 10.1.1.1
* paris, compansy, com 192,1658.1.1 +
192,168,1.0/255,255,255.0 192.165.1.1
10,1.0.0/255.255.0.0 10,1.1.1 3
add... Edit, .. Remove
(0] 4 Cancel

Figure 23.48 The London filial office — DNS forwarding settings
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e Set the IP address of this interface (172.16.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the LAN 1 local network. It is not necessary
to set DNS at the interface connected to LAN 2.

e Set the IP address 172.16.1.1 as a primary DNS server also for the other hosts.

Enable the VPN server and configure its SSL certificate (create a self-signed certificate if no
certificate provided by a certification authority is available).

Note: The VPN network and Mask entries now include an automatically selected free sub-
net. Check whether this subnet does not collide with any other subnet in the headquarters
or in the filials. If it does, specify a free subnet.

General IDNS |.ﬁ.dvanced |

¥ Enable YPM server

—IP address assignment

Assign IP addresses ko WPR clients using nekwork:

YPMN nebwork: |1?2.1?.2.EI Mask; |255.255,255.0

—33L Certificate

Comman Mame: | 9w-london, companty, com

Organizakion: | Company Inc.

Fingerprint: IE'I B8R 83: Y o997 87 6hd2: VA 53 b be:b 1 1

Zhange 33L Certificate. ..

Figure 23.49 The London filial office — VPN server configuration

For a detailed description on the VPN server configuration, refer to chapter 23.1.

Create an active endpoint of the VPN tunnel which will connect to the headquarters server
(newyork.company.com). Use the fingerprint of the VPN server of the headquarters as a
specification of the fingerprint of the remote SSL certificate.

On the Advanced tab, select the Use custom routes only option and set routes to headquar-
ters’local networks.

At this point, connection should be established (i.e. the tunnel should be created). If
connected successfully, the Connected status will be reported in the Adapter info column
for both ends of the tunnel. If the connection cannot be established, we recommend you
to check the configuration of the traffic rules and test availability of the remote server — in
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our example, the ping gw-newyork.company.com command can be used at the London
branch office server.

B Add ¥PN Tunnel | x|
General I Advanced |

—aeneral

[~ Mame of the tunnel:

ITunneI ko company headquarters

—Zonfiguration

{* Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

Igw-newynrk.mmpany.cnm
{~ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IE'I B8R 83: Y o997 87 6hd2: VA 53 b be:b 1 1

Femote endpoint's S50 certificate fingerprink:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate. . |

Zancel |

Figure 23.50 The London filial office — definition of VPN tunnel for the headquarters
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B Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing
Here wou may define the remote networks that will be accessible from the local network,

through the YPR tunnel,
" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

Zompany Headquarters - LAMN 1 10.1.1.0 255,255,255.0

Company Headquarters - LAM 2 10.1.2.0 255,255,255.0
add. .. Edit. .. | Remove |

Figure 23.51 The London filial — routing configuration for the tunnel connected to the headquarters
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6. Create a passive endpoint of the VPN tunnel connected to the Paris filial. Use the finger-

print of the VPN server of the Paris filial office as a specification of the fingerprint of the
remote SSL certificate.

B Add ¥PN Tunnel | x|
General I Advanced |

—aeneral

[~ Mame of the tunnel:
=)
—

ITunneI ko Paris

—Zonfiguration

{~ Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

{+ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IE'I B8R 83: Y o997 87 6hd2: VA 53 b be:b 1 1

Femote endpoint's S50 certificate fingerprink:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate, .,

Figure 23.52 The London filial office — definition of VPN tunnel for the Paris filial office

On the Advanced tab, select the Use custom routes only option and set routes to Paris’
local networks.

Add the new VPN tunnels into the Local Traffic rule. It is also possible to remove the

Dial-In interface and the VPN clients group from this rule (supposing that all VPN clients
connect to the headquarters’ server).
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B Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing
Here wou may define the remote networks that will be accessible from the local network,

through the YPR tunnel,
" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description | Metwork, | Mask, |
Paris - LAM 192.165.1.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 23.53 The London filial — routing configuration

for the tunnel connected to the Paris branch office

Mame Source Dreckination Service Action | Translation
B Service Keria WPN |5 Ay L] Firewall 55 Kerio YPN

o el i)
B Local teaffic £ Fireswall 9] Fireswall ﬁb Ay \/

3 Tunmel to company headquarters | %75 Tunnel ko company he

53 Tunmel ta Paris

53 Tunmel ta Paris
#5 Trusked/Local #5 Trusked/Local

B Firewall traffic 2 (IE9] Firewall
1)

& any & any v

Figure 23.54 The London filial office — final traffic rules
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Configuration of the Paris filial
1. Install WinRoute (version 6.1.0 or higher) at the default gateway of the filial’s network.

2. Use Network Rules Wizard (see chapter 7.1) to configure the basic traffic policy in WinRoute.
To keep the example as simple as possible, it is supposed that the access from the local
network to the Internet is not restricted, i.e. that access to all services is allowed in step 4.

B Network rules Wizard E

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 23.55 The Paris filial — no restrictions are applied to accessing the Internet from the LAN

In this case, it would be meaningless to create rules for the Kerio VPN server and/or the
Kerio Clientless SSL-VPN, since the server uses a dynamic public IP address). Therefore,
leave these options disabled in step 5.

B Network Rules Wizard E

WPM - page 5 of 7

Select whether wou wank to use the Kerio WinRoute Firewall's builk-in YPR
features, If wou want ko use a third party WPMN solution such as MicrosofkE
PPTP, uncheck the checkboxes,

[~ Create rules For Kerio WPM server

[~ Create rules For Kerio Clientless SSL-YPM

Figure 23.56 The Paris filial — default rules for Kerio VPN will not be created
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3. Customize DNS configuration as follows:

¢ In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider
by default).

-~ | DNS Forwarder

DMS Forwarding |

¥ Enable DNS forwarding

DrS Forwarding

[¥ Enable cache For Faster response to repeated queries Clear cache |
¥ Use custan Forwarding Define. .. |

Figure 23.57 The Paris filial office — DNS forwarder configuration

e Enable the Use custom forwarding option and define rules for names in the
company.com and fiTiall.company.com domains. Specify the server for DNS
forwarding by the IP address of the remote firewall host’s interface (i.e. interface
connected to the local network at the other end of the tunnel).

Qtustum DMS Forwarding | x|

DMS Mame/Metwork | DMNS Server(s) |

* Ccompansy.com 10.1.1.1

* london, company . com 172.16.1.1 +
10.1.0.0/255,255.0.0 10.1.1.1

172.16.0,0/255,255.0,0 172.16.1.1 3

add... Edit, .. Remove
(0] 4 Cancel

Figure 23.58 The Paris filial office — DNS forwarding settings

e Set the IP address of this interface (172.16.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the LAN I local network. It is not necessary
to set DNS at the interface connected to LAN 2.

e Set the IP address 172.16.1.1 as a primary DNS server also for the other hosts.

4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate if no
certificate provided by a certification authority is available).
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Note: The VPN network and Mask entries now include an automatically selected free sub-
net. Check whether this subnet does not collide with any other subnet in the headquarters
or in the filials. If it does, specify a free subnet.

General IDNS |.ﬁ.dvanced |

¥ Enable YPM server

—IP address assignment

Assign IP addresses ko WPR clients using nekwork:

YPMN nebwork: |1?2.1?.3.EI Mask; |255.255,255.0

—33L Certificate

Carmrman Marme: | QW-paris, COmpan' . Com

Organizakion: | Company Inc.

Fingerprint: IFS:da:4d:1u::F?:FI:::I:uB:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

Zhange 33L Certificate. ..

Figure 23.59 The Paris filial office — VPN server configuration

For a detailed description on the VPN server configuration, refer to chapter 23.1.
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5. Create an active endpoint of the VPN tunnel which will connect to the headquarters server
(newyork.company.com). Use the fingerprint of the VPN server of the headquarters as a
specification of the fingerprint of the remote SSL certificate.

B Add ¥PN Tunnel | x|
General I Advanced |

—aeneral

[ Mame of the tunnel:

)"E!F

ITunneI ko company headquarters

—Zonfiguration

{* Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

Igw-newynrk.mmpany.cnm
{~ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a
Femote endpoint's S50 certificate fingerprink:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate. .

Figure 23.60 The Paris filial office — definition of VPN tunnel for the headquarters

On the Advanced tab, select the Use custom routes only option and set routes to headquar-
ters’local networks.

At this point, connection should be established (i.e. the tunnel should be created). If
connected successfully, the Connected status will be reported in the Adapter info column
for both ends of the tunnel. If the connection cannot be established, we recommend you
to check the configuration of the traffic rules and test availability of the remote server —
in our example, the ping gw-sanfrancisco.company.com command can be used at the
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Paris branch office server.

B Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

Zompany Headquarters - LAMN 1 10.1.1.0 255,255,255.0

Company Headquarters - LAM 2 10.1.2.0 255,255,255.0
add. .. Edit. .. | Remove |

Figure 23.61 The Paris filial — routing configuration for the tunnel connected to the headquarters
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6. Create an active endpoint of the tunnel connected to London (server

gw-Tondon.company.com).

Use the fingerprint of the VPN server of the London

filial office as a specification of the fingerprint of the remote SSL certificate.

B Add ¥PN Tunnel | x|

General I.ﬁ.dvanced |

—aeneral

[~ Mame of the tunnel:

)"E!F

ITunneI ko London

—Zonfiguration

{* Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

Igw-lundun.cumpany.cum
{~ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

Femote endpoint's S50 certificate fingerprink:

Iel:BF:89:?u::FQ:9?:8?:6F:|:|2:?4:FF:53:I:|9:I:|E:I:|1:1|:

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate. . |

(] 4 Zancel |

Figure 23.62 The Paris filial office — definition of VPN tunnel for the London filial office

On the Advanced tab, select the Use custom routes only option and set routes to London’s

local networks.

Like in the previous step, check whether the tunnel has been established successfully, and
check reachability of remote private networks (i.e. of local networks in the London filial).

Add the new VPN tunnels into the Local Traffic rule. It is also possible to remove the

Dial-In interface and the VPN clients group from this rule (VPN clients are not allowed to
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B Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing
Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

London - LA 1 172.16.1.0 255,255,255.0

London - LAN 2 172.16.2.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 23.63 The Paris filial — routing configuration

for the tunnel connected to the London branch office

Mame Source Destination Service #ction | Translation
B service kerio Wt | any |E4] Firewyall :{} Kerin WPN |
B Localtraffic 2|00 Firewall £ Firgwall £ Any v
503 Tunnel bo company headquarters | %05 Tunnel ta company he
503 Tunnel o Londan 503 Tunnel o Londan
"5 Trusted/Local "5 Trusted/Local
B Firewall teaffic 2|00 Firewall <& any & Any v

Figure 23.64 The Paris filial office — final traffic rules

connect to this branch office).

VPN test

The VPN configuration has been completed by now. At this point, it is recommended to test
reachability of the remote hosts in the other remote networks (at remote endpoints of individ-

ual tunnels).
For example, the ping or/and tracert operating system commands can be used for this

testing.
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Kerio Clientless SSL-VPN

Kerio Clientless SSL-VPN (thereinafter “SSL-VPN”) is a special interface used for secured remote
access to shared items (files and folders) in the network protected by WinRoute via a web
browser.

To a certain extent, the SSL-VPN interface is an alternative to Kerio VPN Client (see chapter 23).
Its main benefit is that it enables an immediate access to a remote network from any location
without any special application having been installed and any configuration having been per-
formed (that’s the reason for calling it clientless). The main disadvantage of this alternative is
that network connections are not transparent. SSL-VPN is, in a manner, an alternative to the
My Network Places system tool ) — it does not enable access to web servers or other services
in a—remote network.

SSL-VPN is suitable for an immediate access to shared files in remote networks in such envi-
ronments where it is not possible or useful to use Kerio VPN Client.

24.1 Configuration of WinRoute’s SSL-VPN

Usage of SSL-VPN is conditioned by membership of the WinRoute host in the corresponding
domain (Windows NT or Active Directory). User accounts that will be used for connections to
SSL-VPN must be authenticated at the domain (it is not possible to use local authentication).
This implies that SSL-VPN cannot be used for accessing shared items in multiple domains or
to items at hosts which are not members of any domain.

SSL-VPN configuration

The SSL-VPN interface can be enabled/disabled on the Web Interface — SSL-VPN in the Config-
uration — Advanced Options section.

s Advanced Options

-

Security Settings | Weh Intetface | SSL-YPM I Update Checker | SMTP Relay | P2P Eliminator | Diynarnic DMS I

[+ Enable Kerio Clientless SSL-YPM server Advanced... |

Figure 24.1 Configuration of the SSL-VPN interface

|—Keri|:| Clientless SSL-VPR
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Click Advanced to open a dialog where port and SSL certificate for SSL-VPN can be set.

) 55L-¥PN Advanced Options | x|

—TCF Part
S5L-PM zerver TCP port; |443
—55L Certificate

Common Mame: |firewall.u:u:umpan_l,l.|:cum

Organization: |Eu:um|:uan_l,l I,

Change 551 Certificate. .. |

ak Cancel |

Figure 24.2 Setting of TCP port and SSL certificate for SSL-VPN

SSL-VPN’s default port is port 443 (standard port of the HTTPS service).

Click Change SSL Certificate to create a new certificate for the SSL-VPN service or to import
a certificate issued by a trustworthy certification authority. When created, the certificate is
saved as ssTvpn.crt and the corresponding private key as ss1vpn.key. The process of cre-
ating/importing a certificate is identical as the one for WinRoute’s interface or the VPN server,
addressed in detail in chapter 11.1.

—— Hint
Certificates for particular server name issued by a trustworthy certification authority can also
be used for the Web interface and the VPN server — it is not necessary to use three different
certificates.

Allowing access from the Internet

Access to the SSL-VPN interface from the Internet must be allowed by defining a traffic rule
allowing connection to the firewall’s HTTPS service. For details, see chapter 7.4.

Marme Source Destination Service Action | Translation

B kerio SsL-vPy (0| Ay [(C0) Firewall |55 HTTRS |

Figure 24.3 Traffic rule allowing connection to the SSL-VPN interface

Note: If the port for SSL-VPN interface is changed, it is also necessary to modify the Service
item in this rule!
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24.2 Usage of the SSL-VPN interface

For access to the interface, most of common graphical web browsers can be used (however, we
recommend to use Internet Explorer version 6.0 or Firefox/SeaMonkey with the core version 1.3
and later). Specify URL in the browser in the

https://server/

format, where server represents the DNS name or IP address of the WinRoute host. If SSL-VPN
uses another port than the default port for HTTPS (443), it is necessary to specify the used
port in the URL, e.g.

https://server:12345/

Upon a connection to the server, the SSL-VPN interface’s welcome page is displayed localized
to the language set in the browser. If the language defined as preferred is not available, the
English version will be used.

For access to the network by SSL-VPN, authentication to the particular domain at the login
page by username and password is required. Any operations with shared files and folders are
performed under the identity of the user currently logged in.

KerioElietiessSSLV/PN

Login to Kerio Clientless SSL-¥PN:

Marne: |jsmith@cumpany.cum
Password: |********
Lagin

Figure 24.4 C(lientless SSL-VPN — login dialog

Method of specification of the login name depends on the configuration of the particular user
account in WinRoute (see chapter 15):

e If an account is defined in the local user database, the username must be specified
without the domain (e.g. jsmith).

—— Warning
Only accounts authenticated in Active Directory or Windows NT domain (NT/Kerberos 5
authentication) can be used for access to the SSL-VPN interface. Accounts authenti-
cated only in WinRoute (Internal user database authentication) cannot be used to ac-
cess SSL-VPN. For details on local user accounts, refer to chapter 15.2.

e If it is a mapped Active Directory domain which is set as primary (or if only one do-
main is mapped), it is possible to specify username either leaving out the domain
(jdoTittle) or with the domain (jdo1ittle@company.com).
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o If it is
mary,

a mapped Active Directory domain which is
the domain must be

included

in the wusername

sidneywashington@usoffice.company.com).

Handling files and folders

not

set as

pri-

specification (e.g.

The way the SSL-VPN interface is handled is similar to how the My Network Places system

window is used.

KerioEliemntiessSSSLVPN < KERIO
B Current path: |'|,'|,zbenes'|,income g zrftro%;zgnpanv.com
Mavigation tree Al O Name = Size Changed Description
"3 Entire network el o oneievelip
L COMPANY [T 3 S4bewFolderizs DIR  05{09/2005 05:46 PM
=) zhenes | ¥ 3 NewFolder DIR  05{12/2005 09:05 AM
£ income 7 3 MewFolderzz3 DIR  05/09/2005 06:23 PM
7 S4MewFolder1z3 - 03 MewFalderqw '02 DIR 05/10/2005 05: 26 AM
[ MewFalder [T 3 MewFolderw DIR  OS/09/2005 06:44 PM
07 MewFalderz23 - I 3 gwe DIR 05122005 11:46 AM
Tasks Al O about.prg 4 kB 05/11/2005 01:57 PM
€ Rename Il adblock filkers SkE  D5/09/2005 01:02 PM
5 Mave ko (| ColorPic.exe 150kE  05/09/2005 01:04 PM
& capy ta Il cs.def 13kE  05/12[2005 07:59 AM
% Delete r debug.log 1kE  05/10/2005 12:41 PM
(3 New Folder Il evidsp3.exe 59125 kB 05/09/2005 01:07 PM
ﬁ Upload | hiome030.zip 9 766 kB 05/09/2005 01:03 PM
L8 Add to bookmarks r internal-kwf-6.1,0-b1-78-win,exe 21 103 kB 05092005 01:13 PM
r neskow, zip 93 kB D5/10/2005 12:19 PM
Bookmarks Al O TryDock.log 0kB  05/11/2005 11:11 AM

L] Manage bookmarks

‘izbenesiincome

Figure 24.5 Clientless SSL-VPN — main page

At the top of the page, an entry is available, where location of the demanded shared item (so
called UNC path) can be specified — for example:

\\server\folder\subfolder

The path may be specified regularly even if folder or/and file names include blank spaces —

for example:

\\server\my folder\my file.doc

All shared items in the domain can be browsed using a so called navigation tree on the left.
The navigation tree is linked to the entry (this means that in the entry, the path associated
with the selected item in the tree is displayed, and vice versa — if a path is entered in the line,
a corresponding item is selected in the tree).
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Right under the navigation tree, actions available for the specified location (i.e. for the se-
lected item or folder) is provided. The basic functions provided by the SSL-VPN interface are
download of a selected file to the local host (the host where the user’s browser is running) and
uploading a file from the local host to a selected location in the remote domain (the user must
have write rights for the destination). Downloading or uploading of more than one file or of
entire folders is not possible.

For files and folders, any standard functions, such as copying, renaming, moving and removals,
are still available. Files and folders can be copied or moved within the frame of shared files in
the particular domain. In the current path, new folders can be created and empty folders can
be removed.

Antivirus control

If at least one antivirus is enabled in WinRoute (see chapter 13), all files transferred by the
SSL-VPN interface can be scanned for viruses.

In default configuration, only files uploaded to hosts in remote private networks are scanned.
For connection speed reasons, files downloaded to local hosts from remote networks are not
scanned by antiviruses (files downloaded from private networks are considered as trustwor-
thy). Settings of antivirus check can be changed in antivirus configuration — see chapter

Bookmarks

For quick access to frequently used network items, so called bookmarks can be created. Book-
marks work on principles similar to the Favorites tool in Windows operating systems.

The Add to bookmarks option creates a new bookmark for the current path (the path displayed
in the URL entry). It is recommended to label by a short unique name — this will help you
with the bookmarks maintenance, especially if more bookmarks are used. If the name is not
specified, the bookmark will be listed in the list of bookmarks under the UNC path.

The Folder administration option allows editing or removing of created bookmarks as well
as creating of a new bookmark for any path (folder). The destination path can be specified
manually or it can be browsed in the folder tree and it is also possible to use an existing
bookmark as a starting point.
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B¢ Insert a new bookmark

Bookmark path:

|'|,'|,server'l,jsmith'l,Du:ucuments'l,Pru:ujectS Change. .. |
Bookmark description:

|F‘ru:ujeu:t3

Insert Zancel

Figure 24.6 Clientless SSL-VPN — new bookmark

Examples of operations with files and folders

In this section, several examples of manipulation with files and folders via the SSL-VPN inter-
face.

Creating folders
The dialog allows creating of a new folder in the specified location. By default, the current
path specified in the URL line is indicated. However, it is possible to enter a new path.

& Create a new folder

Create a new folder:
|F‘ru:ujeu:t3

In Folder;

|'|,'l,server'l,jsmith'l,Du:u:uments Change. .. |

Create | Cancel |

Figure 24.7 Clientless SSL-VPN — new folder
Use the Edit button to select a new path (folder) where the new folder will be created:

¢ use a bookmark,
e select it in the folder tree.

Renaming a file or a folder
Renaming is very simple — use the dialog to specify a new name for the selected folder
or file.

Copying or moving files/folders
The SSL-VPN interface allows copying or moving of any number of files or/and folders at
a time. First, select files and folders by checking the fields next to their names (checking
of the field in the header selects all files and folders in the current location).
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@ Select a target location

— 7 Select a target location

Zurrent path:

|'|,'l,server'l,jsmith'l,Du:u:uments

J

hoose a destination from yvour bookmark: list:
| Documents ;l

Select a destination From the list:

[ server
[ jsmith
== Documents
[ Project3

Ok

| Zancel |

Figure 24.8 Clientless SSL-VPN — destination path (folder) selection

& Copy selected files

Copy selected files to the Following Folder:

|'I,'l,server'l,shareu:|

Change. .. |

List of selected files and Folders:

3 Project3
| projects,doc

Z files or Folders selected

Copy

| Zancel |

Figure 24.9 Clientless SSL-VPN — copying or moving of files/folders
In the copy/move dialog, specify the destination path (folder) or select it in the tree or it

is also possible to use a bookmark (see above).

Moving of files / folders

It is also possible to remove any number of folders or/and files as well as all files and

folders in the current path.

Downloading files

Downloading of files from remote shared folders to the local host is performed in the
same way as usual downloading of files from web pages. Simply click on a file to open
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a standard download dialog.
It is not possible to download whole folders or multiple files at a time.

Uploading files
The upload dialog allows selection of a destination folder (by default, the folder which
is currently opened in the SSL-VPN interface is set). Destination folder can be specified
manually, selected in the folder tree or loaded from a bookmark (see above).
Use the File entry to specify full path to a local file. Files can be also selected by using the
Browse... button (click this link to open the standard system dialog for opening of a file).

— = Upload File
To Folder:
|'|,'|,server'l,jsmith'l,Du:u:uments'l,F‘ru:ujeu:tS Change. .. |
File:
IDZ"-.F'rDiECB'\SpECificatiDn.dDC Browsze. .. |

Upload | Zancel |

Figure 24.10 Clientless SSL-VPN — uploading files to shared folders
It is not possible to upload whole folders or multiple files at a time.
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Chapter 25
Specific settings and troubleshooting

This chapter provides description of advanced features and specific configurations of the fire-
wall. It also includes helpful guidelines for solving of issues which might occur when you use
WinRoute in your network.

25.1 Configuration Backup and Transfer

For cases when it is necessary to reinstall the firewall’s operating system (e.g. when new
hardware is deployed), it is possible to back-up WinRoute’s configuration including the major
part of status information and use the back-up for your new WinRoute installation. This may
save significant amount of your time as well as help you avoid solution of problems you have
already figured out.

Configuration files

All WinRoute configuration data is stored in the following files under the same directory where
WinRoute is installed

(the typical path is C:\Program Files\Kerio\WinRoute Firewall).
The following files are included:

winroute.cfg
Chief configuration file

UserDB.cfg
Information about groups and user accounts.

host.cfg
Preferences for backs-up of configuration, user accounts data, DHCP server database, etc.

logs.cfg
Log configurations

Note: The data in these files are saved in XML format so that it can be easily modified by an
advanced user or generated automatically using another application.

Files in the following directories are also considered as configuration data:

dbSSL
An automatically generated SSL certificate generated for traffic between the WinRoute
Firewall Engine and the Administration Console.
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For details on traffic between the WinRoute Firewall Engine and the
Administration Console, refer to Kerio Administration Console — Help

( ).

sslcert
SSL certificates for all components using SSL for traffic encryption (i.e. the web interface,
VPN server and the Clientless SSL-VPN interface).

license
If WinRoute has already been registered, the 1icense folder includes a license key file
(including registered trial versions). If WinRoute has not been registered yet, the Ticense
folder is empty.

Status files

In addition, WinRoute generates other files and directories where certain status information is
saved:

Files:

Cache.CFS
Current ISS OrangeWeb Filter’s cache data (see chapter ).

dnscache.cfg
DNS files stored in DNS forwarder’s cache (see chapter 8.1).

leases.cfg
IP addresses assigned by the DHCP server.
This file keeps all information available on the Leases tab of the Configuration — DHCP
server section (refer to chapter 8.2).

ofclient.cfg
Current ISS OrangeWeb Filter configuration data (see chapter )
This file is generated automatically in accordance with ISS OrangeWeb Filter settings made
in the main configuration file (winroute.cfg) and it is refreshed upon any change of
these settings.

stats.cfg
Interface statistics (see chapter ) and user statistics (see chapter ) data.

vpnleases.cfg
IP addresses assigned to VPN clients (see chapter )

Directories:

logs
The Togs directory stores all WinRoute logs (see chapter 22).
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star
The star directory includes a complete database for statistics of the WinRoute web inter-
face.

Handling configuration files

We recommend that WinRoute Firewall Engine be stopped prior to any manipulation with
the configuration files (backups, recoveries, etc.)! Information contained within these files is
loaded and saved only upon starting or stopping the MailServer. All changes to the configura-
tion performed while the Engine is running are only stored in memory. All modifications done
during Engine performance will be overwritten by the configuration in the system memory
when the Engine is stopped.

Configuration backup recovery

Configuration can be backed-up by copying all the previously described configuration and/or
status files.

To recover configuration through backed-up data (typically this need may arise when WinRoute
is installed to a new workstation or when the operating system is being reinstalled), follow
these steps:

1. Perform WinRoute installation on a required machine (refer to chapter 2.3).
2. Stop WinRoute Firewall Engine.

3. Into the WinRoute directory
(the typical path is C:\Program Files\Kerio\WinRoute Firewall)
copy files host.cfg, Togs.cfg, UserDB.cfg and winroute.cfg from the back-up

4. Copy license and SSL certificate subdirectories (1icense, ss1cert and dbSSL).

5. Copy all files and directories with status information (files Cache.CFS, dnscache.cfg,
Teases.cfg,ofclient.cfg, stats.cfg, vpnclient.cfg and directories Togs and star).

6. Run WinRoute Firewall Engine.

At this stage, WinRoute detects the required configuration file. Within this process, un-
known network interfaces (ones which are not defined in the winroute. cfg configuration
file) will be detected in the system. Each network interface includes a unique (randomly
generated) identifier in the operating system. It is almost not possible that two identifiers
were identical.

To avoid setting up new interfaces and changing traffic rules, you can assign new identi-
fiers to original interfaces in the winroute.cfg configuration file.

7. Stop WinRoute Firewall Engine.
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8. Use a plaintext editor (e.g. Notepad) to open the winroute.cfg configuration file. Go to
the following section:

<1ist name="Interfaces">

Scan this section for the original adapter. Find an identifier for a new interface in the new
adapter’s log and copy it to the original adapter. Remove the new interface’s log.

—— Example
Name of the local network interface is LAN. This network connection is labeled as Local
Area Connection in the new operating system. Now, the following data can be found in
the Interfaces section (only the essential parts are listed):

<Tistitem>
<variable name="Id">
\DEVICE\{7AC918EE-3B85-5A0E-8819-CBA57D4E11C7}
</variable>
<variable name="Name">LAN</variable>

</Tistitem>
<Tistitem>
<variable name="Id">
\DEVICE\{6BF377FB-3B85-4180-95E1-EAD57D5A60A1}
</variable>
<variable name="Name">Local Area Connection</variable>

</1istitem>
Copy the Local Area Connection interface’s identifier into the LAN interface. Remove
the data for Local Area Connection (arelevant 1istitem section).

When all these changes are performed, the data in the configuration file relating to inter-
face connected to the local network will be as follows:

<Tistitem>
<variable name="1Id">
\DEVICE\{6BF377FB-3B85-4180-95E1-EAD57D5A60A1}
</variable>
<variable name="Name">LAN</variable>

</1istitem>

9. Save the winroute.cfg file and run WinRoute Firewall Engine.

Now, the WinRoute configuration is identical with the original WinRoute configuration on the
prior operating system.
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Note: The method described above includes a complete “clone” of WinRoute on a new host.
Some of the steps are optional — for example, if you do not wish to keep the current statistics,
do not copy the star subdirectory.

25.2 Automatic user authentication using NTLM

WinRoute supports automatic user authentication by the NTLM method (authentication from
Web browsers). Users once authenticated for the domain are not asked for username and
password.

This chapter provides detailed description on conditions and configuration settings for correct
functioning of NTLM.

General conditions
The following conditions are applied to this authentication method:

1. WinRoute Firewall Engine is running as a service or it is running under a user account with
administrator rights to the WinRoute host.

2. The server (i.e. the WinRoute host) belongs to a corresponding Windows NT or Active
Directory (Windows 2000/2003/2008) domain.

3. Client host belongs to the domain.

4. User at the client host is required to authenticate to this domain (i.e. local user accounts
cannot be used for this purpose).

5. The NT domain / Kerberos 5 authentication method (see chapter 15.1) must be set for the
corresponding user account under WinRoute. NTLM cannot be used for authentication in
the internal database.

WinRoute Configuration

NTLM authentication of users from web browsers must be enabled in Users — Authentica-
tion Options. User authentication should be required when attempting to access web pages,
otherwise enabling NTLM authentication is meaningless.

User authentication in the corresponding NT domain must be enabled.

e For local user accounts (including accounts imported manually or automatically from
the domain) — at the bottom of the Authentication Options tab, NT authentication
must be enabled and the corresponding NT domain must be set (e.g. COMPANY).
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a Users

User Accounks | Authentication Options Active Directory®

—web Authentication

v Abways require users bo be authenticated when accessing web pages

[~ Force non-transparent proxy server authenticakion

Each browser session will require user authentication. This is useful in Cikrix or Terminal Service
environments, where multiple users authenticate to the firewall From the same computer,

[T &pply only ta these IP addresses: LI Edit. .. |

¥ Enable user authentication automatically performed by Web browsers

Moke: Windows NTE domain authentication must be configured properly,

Figure 25.1 NTLM — user authentication options

—Local User Database

¥ Enable &ckive Directory® | Kerberos™ authentication

Active Directory® domain name: Iu:u:umpany.u:u:um

Configure Autormatic Import, .. |

¥ Enable Windows NTE domain authenticakion

Windows MTE domain name: ICOMF‘F'.N\"

Figure 25.2 Setting of NT authentication for local user accounts

e For mapped Active Directory domain — the corresponding NT domain must be set in
the particular domain’s configuration on the Active Directory tab (for details, refer to
chapter ).

MT authentization

[+ Enable NT domain authentication for this damain

NT Domain name: |COMPANY

Figure 25.3 Setting of NTLM authentication for a mapped Active Directory domain

The configuration of the WinRoute’s web interface must include a valid DNS name of the server
on which WinRoute is running (for details, see chapter ).
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*i*| Advanced Options

-

Security Settings |".'"."E|:I Interface | SSL-YWPH IUpdate Checker | SMTPRelay | P2P Eliminakor |Dynamic ONS |

—Ketio Clientless SSL-YPM

[+ Enable Kerio Clientless SSL-YPM server Advanced. ..

—User Web Interface

[ Enable HTTP Weh interface

[v Enable HTTPS (55L-secured) Web interface Advanced. ..

[l

WinFoute server name: |Firewall.cumpany.cum

This is the name that will be displaved in the browser's URL bar.

v Allow access anly from these IP addresses: | 2 Local Metwork ;I Edit, .. |

Figure 25.4 Configuration of WinRoute’s Web Interface

Web browsers

For proper functioning of NTLM, a browser must be used that supports this method. By now,
the following browsers are suitable:

e Internet Explorer version 5.01 or later

e Firefox or SeaMonkey with the core version Mozilla 1.3 or later

NTLM authentication process
NTLM authentication process differs depending on a browser used.

Internet Explorer

NTLM authentication is performed without user’s interaction.

The login dialog is displayed only if NTLM authentication fails (e.g. when user account
for user authenticated at the client host does not exist in WinRoute).

—— Warning
One reason of a NTLM authentication failure can be invalid login username or password
saved in the Password Manager in Windows operating systems (Control Panels — User
Accounts — Advanced — Password Manager) applying to the corresponding server (i.e.
the WinRoute host). In such a case, Internet Explorer sends saved login data instead of
NTLM authentication of the user currently logged in. Should any problems regarding
NTLM authentication arise, it is recommended to remove all usernames/passwords for
the server where WinRoute is installed from the Password Manager.
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Firefox/SeaMonkey
The browser displays the login dialog. For security reasons, automatic user authentica-
tion is not used by default in the browser. This behaviour of the browser can be changed
by modification of configuration parameters — see below.
If authentication fails and direct connection is applied, the firewall’s login page is opened
automatically (refer to chapter 11.2). The login dialog is displayed if proxy server is used.

Note: If NTLM authentication fails by any reason, details are recorded in the error log (see
chapter 22.8).

Firefox/SeaMonkey configuration
Configuration can be changed to enable automatic NTLM authentication — leaving out the

login dialog. Check the following example:

1. Insert about:configin the browser’s address bar. The list of configuration parameters is
displayed.

2. Set corresponding configuration parameter(s) using the following instructions:

e For direct connection (proxy server is not set in the browser):

Look up the network.automatic-ntlm-auth.trusted-uris parameter. Use
the WinRoute host’s name as a value for this parameter (e.g. server or
server.company.com). This name must match the server name set under Con-
figuration — Advanced Options — Web Interface (see chapter 11.1).

Note: It is not possible to use IP address as a value in this parameter!

o If WinRoute proxy server is used:

Look up the network.automatic-ntIm-auth.alTow-proxies parameter and set
its value to true.

Configuration changes are applied right away, i.e. it is not necessary to restart the browser.

25.3 FTP on WinRoute’s proxy server

Proxy server in WinRoute, version 6.0.2 and later (see chapter 8.4), supports FTP. When using
this method of accessing FTP servers, it is necessary to keep in mind specific issues regarding
usage of the proxy technology and parameters of WinRoute’s proxy server.

1. Itis necessary that the FTP client allows configuration of the proxy server. This condition
is met for example by web browsers (Internet Explorer, Firefox/SeaMonkey, Opera, etc.),
Total Commander (originally Windows Commander), CuteFTP, etc.
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Terminal FTP clients (such as the ftp command in Windows or Linux) do not allow config-
uration of the proxy server. For this reason, they cannot be used for our purposes.

2. To connect to FTP servers, the proxy server uses the passive FTP mode. If FTP server is
protected by a firewall which does not support FTP (this is not a problem of WinRoute), it
is not possible to use proxy to connect to the server.

3. Setting of FTP mode in the client is irrelevant for usage of the proxy server. Only one
network connection used by the FTP protocol is always established between a client and
the proxy server.

Example of a client configuration: web browser

Web browsers allow to set the proxy server either globally or for individual protocols. In our
example, configuration of Internet Explorer 6.0 focused (configuration of any other browsers
is almost identical).

1. In the browser’s main menu, select Tools — Internet Options, open the Connections tab and
click on the LAN Settings option.

2. Enable the Use a proxy server for your LAN option and enter the IP address and port of the
proxy server. IP address of the proxy server is the address of the WinRoute’s host interface
which is connected to the local network; the default port of the proxy server is 3128 (for
details, refer to chapter 8.4). It is also recommended to enable the Bypass proxy server for
local addresses option — using proxy server for local addresses would slow down traffic
and overburden WinRoute.

Local Area Metwork {LAN) Settings EEd |

—Automatic configuration

Aukomatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[ Automatically detect settings

[ Use automatic configuration scripk

fddress I

~Proxy server

v IUse a progxy server For your LA (These settings will nok apply to
dial-up or ¥PM connections),

Address: |192.168.1.1 Park: |3128 .ﬁ.dvanged...l

[ Bvpass proxy server for local addresses

(] 4 I Zancel |

Figure 25.5 Configuring proxy server in Internet Explorer 6.0
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—— Hint
To configure web browsers, you can use a configuration script or the automatic detection of
configuration. For details, see chapter 8.4.

Note: Web browsers used as FTP clients enable only to download files. Uploads to FTP server
via web browsers are not supported.

Example of a client configuration: Total Commander

Total Commander allows either single connections to FTP server (by the Net — FTP - New
Connection option available in the main menu) or creating a bookmark for repeated connec-
tions (Net — FTP - Connect). The proxy server must be configured individually for each FTP
connection (or for each bookmark).

1. In the FTP: connection details dialog, enable the Use firewall (proxy server) option and click
Change.

2. In the Firewall settings dialog box, select HTTP Proxy with FTP support. In the Host
name textbox, enter the proxy server’s IP address and port (separated by a colon, e.g.
192.168.1.1:3128). The User name and Password entries are optional (WinRoute does
not use this information).

Firewall settings E |

—Connect method
Send command USER user@hoztname

Send command SITE [with logon)

Send command OFEM

USER uzerefirewalluzerahoztname / PASS pazs@firewallpazs
Tranzparent

HTTP Prowy with FTP zupport

SOCKS4

SOCKSE [basic authentication]

IJSER uzeri@hosthame firewalluzer PASS pazs ACCT firewallpazs
HTTP COMMECT

—Fireswall logor

Host name: I'I 92163.1.1:3128

0 i 2 T NI i 1 T N i

zer name: I

Pazswaord: I

YWarning: Staring the pazswaord is insecurel

(] I Cancel Help

Figure 25.6 Setting proxy server for FTP in Total Commander
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—— Hint
The defined proxy server is indexed and saved to the list of proxy servers automatically. Later,
whenever you are creating other FTP connections, you can simply select a corresponding proxy
server in the list.

25.4 Internet links dialed on demand

If an on-demand dial-up link is used (see chapter 6.2), consider specific behavior of this con-
nection type. If the network and/or the firewall are not configured correctly, the link may stay
hung-up even if the local network sends requests for Internet connection or it may be dialed
unintentionally.

Information provided in this chapter should help you understand the principle and behavior
of on-demand dial-ups and avoid such problems.

How demand dial works

First, the function of demand dial must be activated within the appropriate line (either perma-
nently or during a defined time period — see chapter 6.2).

Second, there must be no default gateway in the operating system (no default gateway must
be defined for any network adapter). This condition does not apply to the dial-up line which is
used for the Internet connection — this line will be configured in accordance with information
provided by the ISP.

If WinRoute receives a from the local network, it will compare it with the system routing
table. If the packets goes out to the Internet, no record will be found, since there is no default
route in the routing table. Under usual circumstances, the packet would be dropped and
a control message informing about unavailability of the target would be sent to the sender. If
no default route is available, WinRoute holds the packet in the cache and dials the appropriate
line if the demand dial function is enabled. This creates an outgoing route in the routing table
via which the packet will be sent.

To avoid undesired dialing of the line, line dialing is allowed by certain packet types only.
The line can be dialed only by UDP or TCP packets with the SYN flag (connection attempts).
Demand dialing is disabled for Microsoft Networks services (sharing of files and printers, etc.).

Since this moment, the default route exists and other packets directed to the Internet will be
routed via a corresponding line. The line may be either disconnected manually or automati-
cally if idle for a certain time period. When the line is hung-up, the default route is removed
from the routing table. Any other packet directed to the Internet redials the line.

Note:

1. To ensure correct functionality of demand dialing there must be no default gateway set
at network adapters. If there is a default gateway at any interface, packets to the Inter-
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net would be routed via this interface (no matter where it is actually connected to) and
WinRoute would not dial the line.

Only one link can be set for on-demand dialing in WinRoute. WinRoute does not enable
automatic selection of a line to be dialed.

Lines can be also dialed if this is defined by a static route in the routing table (refer to
chapter ). If a static route via the dial-up is defined, the packet matching this route
will dial the line. This line will not be used as the default route — the Use default gateway
on remote network option in the dial-up definition will be ignored.

According to the factors that affect total time since receiving the request until the line
is dialed (i.e. line speed, time needed to dial the line, etc.) the client might consider
the destination server unavailable (if the timeout expires) before a successful connection
attempt. However, WinRoute always finishes dial attempts. In such cases, simply repeat
the request, i.e. with the Refresh button in your browser.

Technical Peculiarities and Limitations

Demand dialing has its peculiarities and limitations. The limitations should be considered
especially within designing and configuration of the network that will use WinRoute for con-
nection and of the dial-up connected to the Internet.

1.

Demand dial cannot be performed directly from the host where WinRoute is installed
because it is initiated by WinRoute low-lever driver. This driver holds packets and decides
whether the line should be dialed or not. If the line is disconnected and a packet is sent
from the local host to the Internet, the packet will be dropped by the operating system
before the WinRoute driver is able to capture it.

Typically the server is represented by the DNS name within traffic between clients and an
Internet server. Therefore, the first packet sent by a client is represented by the DNS query
that is intended to resolve a host name to an IP address.

In this example, the DNS server is the WinRoute host (this is very common) and the line
to the Internet is disconnected. A client’s request on this DNS server is traffic within the
local network and, therefore, it will not result in dialing the line. If the DNS server does
not have the appropriate entry in the cache , it must forward the request to another server
on the Internet. The packet is forwarded to the Internet by the local DNS client that is run
at the WinRoute host. This packet cannot be held and it will not cause dialing of the line.
Therefore, the DNS request cannot be answered and the traffic cannot continue.

For these reasons, WinRoute DNS Forwarder enables automatic dialing (if the DNS server
cannot respond to the request itself). This feature is bound to on-demand dialing.

Note: If the DNS server is located on another host within the local network or clients within
the local network use a DNS server located in the Internet, then the limitation is irrelevant
and the dialing will be available. If clients’ DNS server is located on the Internet, the line
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will be dialed upon a client’s DNS query. If a local DNS server is used, the line will be
dialed upon a query sent by this server to the Internet (the default gateway of the host
where the DNS server is running must be set to the IP address of the WinRoute host).

3. It can be easily understood through the last point that if the DNS server is to be running at
the WinRoute host, it must be represented by DNS Forwarder because it can dial the line
if necessary.

If there is a domain based on Active Directory in the LAN (domain server with Windows
Server 2000/2003/2008), it is necessary to use Microsoft DNS server, because communica-
tion with Active Directory uses special types of DNS request. Microsoft DNS server does not
support automatic dialing. Moreover, it cannot be used at the same host as DNS Forwarder
as it would cause collision of ports.

As understood from the facts above, if the Internet connection is to be available via dial-
up, WinRoute cannot be used at the same host where Windows Server with Active Directory
and Microsoft DNS are running.

4. If DNS Forwarder is used, WinRoute can dial as a response to a client’s request if the
following conditions are met:

¢ Destination server must be defined by DNS name so that the application can create
a DNS query.

e In the operating system, set the primary DNS server to the IP address of the fire-
wall). In Windows, go to TCP/IP properties in interfaces connected to the LAN and
set the IP address of this interface as the primary DNS server.

5. The Proxy server in WinRoute (see chapter 8.4) also provides direct dial-up connections.
A special page providing information on the connection process is opened (the page is
refreshed in short periods). Upon a successful connection, the browser is redirected to
the specified Website.

Unintentionally dialed link — application of on-demand dial rules

Demand dial functions may cause unintentional dialing. It’s usually caused by DNS queries
that are handled by the DNS Forwarder The following causes apply:

e User host generates a DNS query in the absence of the user. This traffic attempt may be
an active object at a local HTML page or automatic update of an installed application.

e DNS Forwarder performs dialing in response to requests of names of local hosts. De-
fine DNS for the local domain properly (use the hosts system file of the WinRoute host
— for details, see chapter 8.1).

Note: Undesirable traffic causing unintentional dialing of a link can be blocked by WinRoute
traffic rules (see chapter 7.3). However, the best remedy for any pain is always removal of its
cause (e.g. perform antivirus check on the corresponding workstation, etc.).
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To avoid unintentional dialing based on DNS requests, WinRoute allows definition of rules
where DNS names are specified for which the line can be dialed or not. To define these rules,
click on Advanced in Configuration— Interfaces (in the A Single Internet Link — Dial on De-
mand mode).

[~ Enable dialing For local DMS names (names where the domain part is missing)

Action | DNS Name |

%7 Dial v, banner . com

Z7lgnore  *.banner.com
L2 Ignore  *.comparry.com

|
!

add. .. Edit. .. Remove |

(] 4 | Zancel

Figure 25.7 Dial on demand rules (for dialing based on DNS queries)

Either full DNS name or only its end or beginning completed by an asterisk (*) can be specified
in the rule. An asterisk may stand for any number of characters.

Rules are ordered in a list which is processed from the top downwards (rules order can be
modified with the arrow buttons at the right side of the window). When the system detects
the first rule that meets all requirements, the desired action is executed and the search is
stopped. All DNS names missing a suitable rule will be dialed automatically by DNS Forwarder
when demanded.

In Actions for DNS name, you can select either the Dial or the Ignore option. Use the second
option to block dialing of the line in response to a request for this DNS name. The Dial action
can be used to create complex rule combinations. For example, dial can be permitted for one
name within the domain and denied for the others (see figure 25.7).

Dial of local DNS names
Local DNS names are names of hosts within the domain (names that do not include a do-
main).
—— Example:
The local domain’s name is company.com. The host is called pcl. The full name of the
host is pcl.company.com whereas local name in this domain is pcl.

Local names are usually stored in the database of the local DNS server (in this example,
the names are stored in the hosts file at the WinRoute host that uses DNS forwarder).
Set by default, DNS Forwarder does not dial these names as names are considered non-
existent unless they can be found in the local DNS database.

If the primary server of the local domain is located outside of the local network, it is
necessary that the DNS Forwarder also dials the line if requests come from these names.
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Activate the Enable dialing for local DNS names option in the Other settings tab to enable
this (at the top of the Dial On Demand dialog window). In other cases, it is recommended
to leave the option disabled (again, the line can be dialed undesirably).
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Chapter 26
Technical support

Free email and telephone technical support is provided for Kerio WinRoute Firewall. For con-
tacts, see the end of this chapter. Our technical support staff is ready to help you with any
problem you might have.

You can also solve many problems alone (and sometimes even faster). Before you contact our

technical support, please take the following steps:

e Try to look up the answer in this manual. Individual chapters describe features and
parameters of WinRoute components in detail.

e If you have not found answers here, try to find it in the Technical Support section of
the Kerio Technologies website.

If you have not find answers to all your questions and you still intend to contact our technical
support, read through the following section which will provide you with a few guidelines.

26.1 Essential Information

To send a request to our technical support, use the contact form at
http://support.kerio.com/.

To be able to help you solve your problems the best and in the shortest possible time our tech-
nical support will require your configuration data and as clear information on your problem
as possible. Please specify at least the following information:

Description

Clearly describe your problem. Provide as much information on the problem as possible (i.e.
whether the issue arose after you had installed a new product version, after an upgrade, etc.).

Informational File

You can use the Administration Console to create a text file including your WinRoute configu-
ration data. Take the following steps to generate the file:

e Run WinRoute Firewall Engine and connect to it through the Administration Console.
e If you use dial-up, connect to the Internet.

e In the Administration Console use the Ctrl+S keys.
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26.2 Tested in Beta version

The text file will be stored in the home directory of the logged user.
(e.g. C:\Documents and Settings\Administrator)
as kerio_support_info.txt.

Note: The kerio_support_info.txt file is generated by the Administration Console. This
implies that in case you connect to the administration remotely, this file will be stored on
the computer from which you connect to the WinRoute administration (not on the com-
puter/server where the WinRoute Firewall Engine is running).

Error Log Files
In the directory where WinRoute is installed
(the typical path is C:\Program Files\Kerio\WinRoute Firewall)

the Togs subdirectory is created. There you can find files error.log and warning.log. At-
tach these two files to your email to our technical support.

License type and license number

Please specify whether you have purchased any WinRoute license or if you use the trial version.
Requirements of owners of valid licenses are always preferred.

26.2 Tested in Beta version

As to increase quality of our products, Kerio Technologies releases essential versions of our
products as so called beta versions. Beta versions are product versions which include all
projected new features, however, these functions and the product itself are still under devel-
opment. Volunteers can test these versions and provide us with feedback to help us improve
the product and fix bugs.

The feedback from beta testers is essential for the product’s development. Therefore,
WinRoute beta versions include extensions and modules helping testers communicate
smoothly with Kerio Technologies.

For details on beta versions and their testing, refer to the http://www.kerio.com/beta web
page.

26.3 Contacts

Kerio Technologies can be contacted at the following addresses:
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USA

Kerio Technologies Inc.

111 W. Saint John Street, Suite 1100
San Jose, CA 95113

Phone: +1 408 496 4500

http://www.kerio.com/

Contact form: http://support.kerio.com/

United Kingdom

Kerio Technologies UK Ltd.
Enterprise House

Vision Park

Histon

Cambridge, CB24 9ZR
Tel.: +44 1223 202 130

http://www.kerio.co.uk/

Contact form: http://support.kerio.co.uk/

Czech Republic

Kerio Technologies s. r. o.
Anglicke nabrezi 1/2434
301 49 PLZEN

Phone: +420 377 338 902

http://www.kerio.com/

Contact form: http://support.kerio.cz/
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Appendix A
Legal Notices

Microsoft®, Windows®, Windows NT®, Windows Vista™, Internet Explorer®, ActiveX®, and Active
Directory® are trademarks or registered trademarks of Microsoft Corporation.

Mac OS® are Safari™ are trademarks or registered trademarks of Apple Computer, Inc.™
Linux® is registered trademark of Linus Torvalds.

Mozilla® and Firefox® are registered trademarks of Mozilla Foundation.

Kerberos™ is trademark of Massachusetts Institute of Technology (MIT).

Other names of real companies and products mentioned in this document may be registered
trademarks or trademarks of their owners.
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Appendix B
Used open-source libraries

Kerio WinRoute Firewall contains the following open-source libraries:

bindlib
Copyright ©1983, 1993 The Regents of the University of California. All rights reserved.
Portions Copyright ©1993 by Digital Equipment Corporation.

Firebird
This software embeds modified version of Firebird database engine distributed under
terms of IPL and IDPL licenses. All copyright retained by individual contributors — origi-
nal code Copyright © 2000 Inprise Corporation. Original source code can be downloaded
from http://www. firebirdsql.org/.

h323plus
This product includes unmodified version of the h323plus library distributed under
Mozilla Public License (MPL).
Original source code can be downloaded from http://h323plus.org/.

libcurl
Copyright © 1996-2008 Daniel Stenberg.

libiconv
Copyright © Free Software Foundation, Inc.
Author: Bruno Haible
WinRoute includes a customized version of this library. Complete source codes of the
customized version of Ilibiconv library are available at:

http://download.kerio.com/dwn/kwf-iconv.zip

libIDL
Copyright © 1998, 1999 Andrew T. Veliath.

libxml2
Copyright © 1998-2003 Daniel Veillard. All Rights Reserved.
Copyright © 2000 Bjorn Reese and Daniel Veillard.
Copyright © 2000 Gary Pennington and Daniel Veillard
Copyright © 1998 Bjorn Reese and Daniel Stenberg.

OpenSSL
This product contains software developed by OpenSSL Project designed for OpenSSL
Toolkit (http://www.openss].org/).
This product includes cryptographic software written by Eric Young.
This product includes software written by Tim Hudson.
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PHP
Copyright © 1999-2006 The PHP Group. All rights reserved.
This product includes PHP software,
from http://www.php.net/software/.

php_mbstring
Copyright © 2001-2004 The PHP Group.
Copyright © 1998-2002 HappySize, Inc. All rights reserved.

Prototype
Copyright © Sam Stephenson.
Homepage: http://prototype.conio.net/

ptlib

freely available

This product includes unmodified version of the ptlib library distributed under Mozilla

Public License (MPL).

Original source code can be downloaded from http://h323plus.org/.

zlib
Copyright © Jean-Loup Gailly and Mark Adler.
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Glossary of terms

ActiveX

This Microsoft’s proprietary technology is used for creation of dynamic objects for web
pages. This technology provides many features, such as writing to disk or execution of
commands at the client (i.e. on the host where the Web page is opened). This technology
provides a wide range of features, such as saving to disk and running commands at the
client (i.e. at the computer where the Web page is opened). Using ActiveX, virus and
worms can for example modify telephone number of the dial-up.

ActiveXis supported only by Internet Explorer in Microsoft Windows operating systems.

Cluster
A group of two or more workstations representing one virtual host (server). Requests
to the virtual server are distributed among individual hosts in the cluster, in accordance
with a defined algorithm. Clusters empower performance and increase reliability (in case
of dropout of one computer in the cluster, the virtual server keeps running).

Connections
A virtual bidirectional communication channel between two hosts.

DDNS
DDNS (Dynamic Domain Name System) is DNS with the feature of automatic update of
records.

Default gateway
A network device or a host where so called default path is located (the path to the Inter-
net). To the address of the default gateway such packets are sent that include destination
addresses which do not belong to any network connected directly to the host and to any
network which is recorded in the system routing table.
In the system routing table, the default gateway is shown as a path to the destination
network 0.0.0.0 with the subnet mask 0.0.0.0.
Note: Although in Windows the default gateway is configured in settings of the network
interface, it is used for the entire operating system.

DHCP
DHCP (Dynamic Host Configuration Protocol) Serves automatic IP configuration of com-
puters in the network. IP addresses are assigned from a scope. Besides IP addresses,
other parameters can be associated with client hosts, such as the default gateway ad-
dress, DNS server address, local domain name, etc.
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DMZ
DMZ (demilitarized zone) is a reserved network area where services available both from
the Internet and from the LAN are run (e.g. a company’s public web server). DMZ provides
an area, where servers accessible for public are be located separately, so they cannot be
misused for cracking into the LAN.
More information can be found for example at

DNS
DNS (Domain Name System) A worldwide distributed database of Internet hostnames and
their associated IP address. Computers use Domain Name Servers to resolve host names
to IP addresses. Names are sorted in hierarchized domains.

Firewall
Software or hardware device that protects a computer or computer network against at-
tacks from external sources (typically from the Internet).
In this guide, the word firewall represents the WinRoute host.

FTP
File Transfer Protocol. The FTP protocol uses two types of TCP connection: control and
data. The control connection is always established by a client. Two FTP modes are distin-
guished according to a method how connection is established:

e active mode — data connection is established from the server to a client (to the
port specified by the client). This mode is suitable for cases where the firewall
is at the server’s side, however, it is not supported by some clients (e.g. by web
browsers).

e passive mode — data connection is established also by the client (to the port
required by the server). This mode is suitable for cases where the firewall is at
the client’s side. It should be supported by any FTP client.

Note: WinRoute includes special support (protocol inspector) for FTP protocol. Therefore,
both FTP modes can be used on LAN hosts.

Gateway
Network device or a computer connecting two different subnets. If traffic to all the other
(not specified) networks is routed through a gateway, it is called the default gateway.

Greylisting

A method of protection of SMTP servers from spam. If an email message sent by an
unknown sender is delivered to the server, the server rejects it for the first time (so called
temporary delivery error). Legitimate senders attempt resend the message after some
time. SMTP server lets the message in and considers the sender as trustworthy since
then, not blocking their messages any longer. Most spam senders try to send as great
volume in as short time as possible and stay anonymous. Therefore, they usually do not
repeat sending the message and focus on another SMTP server.

More information (in English) can be found for example at

393


http://en.wikipedia.org/wiki/Demilitarized_zone_%28computing%29
http://en.wikipedia.org/wiki/Greylisting

Glossary of terms

Ident
The Ident protocol is used for identification of user who established certain TCP connec-
tion from a particular (multi-user) system. Theldent service is used for example by IRC
servers, FTP servers and other services.
More information (in English) can be found for example at

IMAP
Internet Message Access Protocol (IMAP) enables clients to manage messages stored on
a mail server without downloading them to a local computer. This architecture allows the
user to access his/her mail from multiple locations (messages downloaded to a local host
disk would not be available from other locations).

IP address
IP address is a unique 32-bit number used to identify the host in the Internet. It is spec-
ified by numbers of the decimal system (0-255) separated by dots (e.g. 195.129.33.1).
Each packet contains information about where it was sent from (source IP address) and
to which address it is to be delivered (destination IP address).

IPSec
IPsec (IP Security Protocol) is an extended IP protocol which enables secure data transfer.
It provides services similar to SSL/TLS, however, these services are provided on a network
layer. IPSec can be used for creation of encrypted tunnels between networks (VPN) — so
called tunnel mode, or for encryption of traffic between two hosts— so called transport
mode.

Kerberos
Kerberos is a system used for secure user authentication in network environments. It was
developed at the MIT university and it is a standard protocol used for user authentication
under Windows 2000/2003/2008. Users use their passwords to authenticate to the central
server (KDC, Key Distribution Center) and the server sends them encrypted tickets which
can be used to authenticate to various services in the network. In case of the Windows
2000/2003/2008 domains, function of KDC is provided by the particular domain server.

LDAP
LDAP (Lightweight Directory Access Protocol) is an Internet protocol used to access di-
rectory services. Information about user accounts and user rights, about hosts included
in the network, etc. are stored in the directories.

NAT
NAT (Network Address Translation ) stands for substitution of IP addresses in packets
passing through the firewall:

e source address translation (Source NAT, SNAT) — in packets going from local
networks to the Internet source (private) IP addresses are substituted with the
external (public) firewall address. Each packet sent from the local network is
recorded in the NAT table. If any packet incoming from the Internet matches
with a record included in this table, its destination IP address will be substituted
by the IP address of the appropriate host within the local network and the packet
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will be redirected to this host. Packets that do not match with any record in the
NAT table will be dropped.

e destination address translation (Destination NAT, DNAT, it is also called port
mapping) — is used to enable services in the local network from the Internet. If
any packet incoming from the Internet meets certain requirements, its IP address
will be substituted by the IP address of the local host where the service is running
and the packet is sent to this host.

The NAT technology enables connection from local networks to the Internet using a single
IP address. All hosts within the local network can access the Internet directly as if they
were on a public network (certain limitations are applied). Services running on local hosts
can be mapped to the public IP address.

Detailed description (in English) can be found for example at

Network adapter
The equipment that connects hosts to a traffic medium. It can be represented by an
Ethernet adapter, TokenRing adapter, by a modem, etc. Network adapters are used by
hosts to send and receive packets. They are also referred to throughout this document
as a network interface.

P2P network
Peer-to-Peer (P2P) networks are world-wide distributed systems, where each node can
represent both a client and a server. These networks are used for sharing of big volumes
of data (this sharing is mostly illegal). DirectConnect and Kazaa are the most popular
ones.

Packet
Basic data unit transmitted via computer networks. Packets consist of a header which
include essential data (i.e. source and destination IP address, protocol type, etc.) and of
the data body,. Data transmitted via networks is divided into small segments, or packets.
If an error is detected in any packet or a packet is lost, it is not necessary to repeat the
entire transmission process, only the particular packet will be re-sent.

Policy routing
Advanced routing technology using additional information apart from IP addresses, such
as source IP address, protocols etc.

POP3
Post Office Protocol is an email accessing protocol that allows users to download mes-
sages from a server to a local disk. It is suitable for clients who don’t have a permanent
connection to the Internet.

Port
16-bit number (1-65535) used by TCP and UDP for application (services) identification on
a given computer. More than one application can be run at a host simultaneously (e.g.
WWW server, mail client, FTP client, etc.). Each application is identified by a port number.
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Ports 1-1023 are reserved and used by well known services (e.g. 80 = WWW). Ports above
1023 can be freely used by any application.

PPTP
Microsoft’s proprietary protocol used for design of virtual private networks.
See chapters and sections concerning VPN.

Private IP addresses

Local networks which do not belong to the Internet (private networks) use reserved ranges
of IP addresses (private addresses). These addresses cannot be used in the Internet. This
implies that IP ranges for local networks cannot collide with IP addresses used in the
Internet.
The following IP ranges are reserved for private networks:

e 10.0.0.0/255.0.0.0

e 172.16.0.0/255.240.0.0

e 192.168.0.0/255.255.0.0

Protocol inspector

WinRoute’s plug-in (partial programy), which is able to monitor communication using appli-
cation protocols (e.g. HTTP, FTP, MMS, etc.). Protocol inspection is used to check proper
syntax of corresponding protocols (mistakes might indicate an intrusion attempt), to en-
sure its proper functionality while passing through the firewall (e.g. FTP in the active
mode, when data connection to a client is established by a server) and to filter traffic by
the corresponding protocol (e.g. limited access to Web pages classified by URLSs, anti-virus
check of downloaded objects, etc.).

Unless traffic rules are set to follow a different policy, each protocol inspector is auto-
matically applied to all connections of the relevant protocol that are processed through
WinRoute.

Proxy server
Older, but still wide-spread method of Internet connection sharing. Proxy servers connect
clients and destination servers.
A proxy server works as an application and it is adapted for several particular application
protocols (i.e. HTTP, FTP, Gopher, etc.). It requires also support in the corresponding
client application (e.g. web browser). Compared to NAT, the range of featured offered is
not so wide.

Router
A computer or device with one or more network interfaces between which it handles
packets by following specific rules (so called routes). The router’s goal is to forward
packets only to the destination network, i.e. to the network which will use another router
which would handle it on. This saves other networks from being overloaded by packets
targetting another network.
See also routing table.
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Routing table
The information used by routers when making packet forwarding decisions (so called
routes). Packets are routed according to the packet’s destination IP address. On Windows,
routing table can be printed by the route print command, while on Unix systems (Linux,
Mac OS X, etc.) by the route command.

Script
A code that is run on the Web page by a client (Web browser). Scripts are used for
generating of dynamic elements on Web pages. However, they can be misused for ads,
exploiting of user information, etc. Modern Web browsers usually support several script
languages, such as JavaScript and Visual Basic Script (VBScript).

SMTP
Simple Mail Transfer Protocol is used for sending email between mail servers. The SMTP
envelope identifies the sender/recipient of an email.

Spam
Undesirable email message, usually containing advertisments.

Spoofing
Spoofing means using false IP addresses in packets. This method is used by attackers to
make recipients assume that the packet is coming from a trustworthy IP address.

SSL
SSL is a protocol used to secure and encrypt network communication. SSL was origi-
nally designed in order to guarantee secure transfer of Web pages over HTTP protocol.
Nowadays, it is used by almost all standard Internet protocols (SMTP, POP3, IMAP, LDAP,
etc.).
At the beginning of communication, an encryption key is requested and transferred using
asymmetrical encryption. This key is then used to encrypt (symmetrically) the data.

Subnet mask

Subnet mask divides an IP address in two parts: network mask and an address of a host
in the network. Mask have the same form as IP addresses (i.e. 255.255.255.0), however,
its value is needed to be understood as a 32-bit number with certain number of ones on
the left end and zeros as the rest. The mask cannot have an arbitrary value. Number one
in a subnet mask represents a bit of the network address and zero stands for a host’s
address bit. All hosts within a particular subnet must have identical subnet mask and
network part of IP address.

TCP

Transmission Control Protocol is a transmission protocol which ensures reliable and se-
quentional data delivery. It establishes so called virtual connections and provides tools
for error correction and data stream control. It is used by most of applications protocols
which require reliable transmission of all data, such as HTTP, FTP, SMTP, IMAP, etc.
TCP protocol uses the following special control information — so called flags:

e SYN (Synchronize) — connection initiation (first packet in each connection)

e ACK (Acknowledgement) — acknowledgement of received data
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e RST (Reset) — request on termination of a current connection and on initiation
of a new one

e URG (Urgent) — urgent packet

e PSH (Push) — request on immediate transmission of the data to upper TCP/IP
layers

e FIN (Finalize) — connection finalization

TCP/IP
Name used for all traffic protocols used in the Internet (i.e. for IP, ICMP, TCP, UDP, etc.).
TCP/IP does not stand for any particular protocol!

TLS
Transport Layer Security. New version of SSL protocol. This version is approved by the
IETF and it is accepted by all the top IT companies (i.e. Microsoft Corporation).

UDP
User Datagram Protocol is a transmission protocol which transfers data through individ-
ual messages (so called datagrams). It does not establish new connections nor it provides
reliable and sequentional data delivery, nor it enables error correction or data stream
control. It is used for transfer of small-sized data (i.e. DNS queries) or for transmissions
where speed is preferred from reliability (i.e. realtime audio and video files transmission).

VPN
Virtual Private Network, VPN represents secure interconnection of private networks (i.e.
of individual offices of an organization) via the Internet. Traffic between both networks
(so called tunnel) is encrypted. This protects networks from tapping. VPN incorporates
special tunneling protocols, such as Microsoft’s IPSec and PPTP (Point-to-Point Tunnelling
Protocol).
WinRoute contains a proprietary VPN implementation called Kerio VPN.
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