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Chapter 1
Quick Setup

In this chapter you can find a brief guide for a quick setup of Kerio WinRoute Firewall
(called briefly WinRoute in further text). After this setup the firewall should be immedi-
ately available and able to share your Internet connection and protect your local network.
For a detailed guide refer to the separate WinRoute — Step-by-Step Configuration guide.

If you are not sure how to set any of the Kerio WinRoute Firewall functions or features,
look up the appropriate chapter in this manual. For information about your Internet
connection (such as your IP address, default gateway, DNS server, etc.) contact your ISP.

Note: In this guide, the expression firewall represents the host where WinRoute is (or
will be) installed.

1.

The firewall must include at least two interfaces — one must be connected to the
local network (i.e. the Ethernet or Token Ring network adapters), another must be
connected to the Internet (i.e. analog modem, ISDN adapter, network adapter or USB
Satellite adapter). TCP/IP parameters must be set properly at both/all interfaces.

Test functionality of the Internet connection and of traffic among hosts within the
local network before you run the WinRoute installation. This test will reduce possible
problems with debugging and error detections.

Run WinRoute installation. Specify a username and password for access to the ad-
ministration from the configuration wizard (for details refer to chapters 2.3 and 2.8).

Set basic traffic rules using the Network Rules Wizard (see chapter 5.1).

Run the DHCP server and set required IP ranges including their parameters (sub-
net mask, default gateway, DNS server address/domain name). Read more in chap-
ter 4.4.

Check the DNS Forwarder’s configuration. Define the local DNS domain if you intend
to scan the hosts file and/or the DHCP server table. For details refer to chapter 4.3.

Create or import user accounts and user groups. Set access rights and sort accounts
into groups. For details see chapters 9.1 and 9.2.

Define IP groups (chapter 8.1), time ranges (chapter 8.2) and URL groups (chap-
ter 8.4), that will be used during rules definition (refer to chapter 8.2).
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10.

Create URL rules (chapter 6.1) and set the Cobion Orange Filter system (chapter 6.3).
Set HTTP cache and automatic configuration of browsers (chapter 4.6). Define FTP
rules (chapter 6.5).

Select an antivirus and define types of objects that will be scanned. If you choose
the integrated McAfee antivirus application, check automatic update settings and
edit them if necessary.

Using one of the following methods set TCP/IP parameters for the network adapter
of individual LAN clients:

e Automatic configuration — activate the Obtain an IP address automatically op-
tion. Do not set any other parameters.

e Manual configuration — define IP address, subnet mask, default gateway address,
DNS server address and local domain name.

Use one of the following methods to set the Web browser at each workstation:

e Transparent configuration — by default WinRoute will filter all outgoing HTTP
traffic through the HTTP protocol inspector. This does not require any configu-
ration to the Web browser of the workstations.

e Automatic configuration — activate the Automatically detect settings option (Mi-
crosoft Internet Explorer) or specify URL for automatic configuration (other types
of browsers). For details refer to chapter 4.6.

e Manual configuration — select type of connection via the local network or define
IP address and appropriate proxy server port (see chapter 4.5).



Chapter 2
Introduction

2.1 Kerio WinRoute Firewall 5.1

Kerio WinRoute Firewall 5.1 is a complex tool for connection of the local network to the
Internet and protection of this network from intrusions. It is designed for Windows
NT 4.0, 2000 and XP operating systems.

Basic Features:

Transparent Internet Access With Network Address Translation (NAT) technology, the
local private network can be connected to the Internet through a single public IP
address (static or dynamic). Unlike proxy servers, with NAT technology all Internet
services will be accessible from any workstation and it will be possible to run most
standard network applications, as if all computers within the LAN had their own
connection to the Internet.

Security The integrated firewall protects all the local network including the workstation
it is installed on, regardless of whether the NAT function (IP translation) is used
or WinRoute is used as a “neutral” router between two networks. Kerio WinRoute
Firewall offers the same standard of protection found in much more costly hardware
solutions.

Protocol Maintenance (Protocol Inspectors) You may come across applications that
do not support the standard communication and that may for instance use incom-
patible communication protocols, etc. To challenge this problem, WinRoute includes
so-called “protocol inspectors”, which identify the appropriate application protocol
and modify the firewall’s behavior dynamically, such as temporary access to a specif-
ic port (it can temporarily open the port demanded by the server). FTP in the active
mode, Real Audio or PPTP are just a few examples.

Access Control All the security settings within WinRoute are managed through so-
called "traffic policy rules". These provide effective network protection from external
attacks as well as easy access to all the services running on servers within the pro-
tected local network (e.g. Web Server, Mail server, FTP Server, etc.). Communication
rules in the traffic policy can also restrict local users in accessing certain services on
the Internet.
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Content Filtering WinRoute can monitor all HTTP and FTP communication and block
objects that do not match given criteria. The settings can be global or defined specif-
ically for each user. Downloaded objects can also be transparently checked by an
external anti-virus application.

Network Configuration WinRoute has a built-in DHCP server, which sets TCP/IP param-
eters for each workstation within your local network. Parameters for all workstations
can be set centrally from a single point. This reduces the amount of time needed to
set up the network and minimizes the risk of making a mistake during this process.

DNS forwarder module enables easy DNS configuration and faster responses to DNS
requests. It is a simple type of caching nameserver that relays requests to another
DNS server. Responses are stored in its cache. This significantly speeds up responses
to frequent requests. Combined with the DHCP server and the system’s HOSTS file,
the DNS forwarder can be also used as a dynamic DNS server for the local domain.

Remote Administration All settings are performed in the Kerio Administration Console,
an independent administration console used to manage all Kerio’s server products.
It can be run either on the workstation with WinRoute or on another host within the
local network or the Internet. Communication between WinRoute and the administra-
tion console is encrypted and thus protected from being tapped or misused.

Various Operating Systems Within The Local Network WinRoute works with stan-
dard TCP/IP protocols. From the point of view of workstations within the local net-
work it acts as a standard router and no special client applications are required.
Therefore, any operating system with TCP/IP, such as Windows, Unix/Linux, Mac OS
etc., can be run within the LAN.

Note: WinRoute can work with TCP/IP protocol sets only. It does not affect the function-
ality of other protocols (i.e. IPX/SPX, NetBEUI, AppleTalk, etc.).

2.2 Conflicting Software

The WinRoute host can be used as a workstation, however it is not recommended as user
activity can affect the functionality of the operating system and WinRoute in a negative
way.

WinRoute can be run with most of common applications. However, there are certain
applications that should not be run at the same host as WinRoute for this could result in
collisions.
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2.2 Conflicting Software

Collision of low-level drivers WinRoute Firewall may collide with applications that use
low-level drivers with either identical or similar technology. The following applica-
tions are typical:

Application for Internet connection sharing — e.g. Microsoft Internet Connection
Sharing, Microsoft Proxy Server, Microsoft Proxy Client, etc.

Network firewalls — i.e. Microsoft ISA Server, CheckPoint Firewall-1, WinProxy (by
Ositis), Sygate Office Network and Sygate Home Network, etc.

Personal firewalls — i.e. Kerio Personal Firewall, Internet Connection Firewall (in-
cluded in Windows XP), Zone Alarm, Sygate Personal Firewall, Norton Personal
Firewall, etc.

Software designed to create virtual private networks (VPN) — i.e. software appli-
cations developed by the following companies: CheckPoint, Cisco Systems, Nor-
tel, etc. There are many such applications and their features vary from vendor
to vendor. We recommend to test each VPN server or client that you intend to
use with the trial version of WinRoute or to contact Kerio technical support (see
http://www.kerio.com/).

Note: VPN implementation included in Windows operating system (based on Mi-
crosoft’s PPTP protocol) is supported by WinRoute.

Port collision Applications that use the same ports as the firewall cannot be run at the
WinRoute host (or the configuration of the ports must be modified). If all services are
running, WinRoute uses the following ports:

53/UDP — DNS Forwarder
67/UDP — DHCP server
1900/UDP — SSDP Discovery service

2869/TCP — UPnP Host service

The two recently mentioned services belong to the UPnP support (see chap-
ter 10.5).

4080/TCP — WWW administration interface (see chapter 7)

4081/TCP — secure (SSL) version of the WWW administration interface (see chap-
ter 7)

11
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e 3128/TCP — HTTP proxy server (see chapter 4.5)

e 44333/TCP+UDP — traffic between Kerio Administration Console and WinRoute
Firewall Engine. This service cannot be stopped and its port number cannot be
modified.

Antivirus applications If an antivirus application that scans files on the disc is run on
the WinRoute host, the HTTP cache file (see chapter 4.6, usually the cache subdirec-
tory under the directory where WinRoute is installed) and the tmp subdirectory (used
to scan HTTP and FTP objects) must be excluded from inspection. If the antivirus
is run manually, there is no need to exclude these files, however, WinRoute Firewall
Engine must be stopped before running the antivirus (this is not always desirable).

Note: If WinRoute uses an antivirus to check objects downloaded via HTTP or FTP
protocols (see chapter 6.6), the cache directory can be excluded with no risk — files
in this directory have already been checked by the antivirus.

2.3 Installation

System Requirements

Requirements on minimal haedware parameters of the host where WinRoute will be in-
stalled:

e CPU Intel Pentium II or compatible; 300 MHz

e 128 MB RAM

e 2 network interfaces

e 8 MB free memory for the installation

e Free memory for logs (depends on traffic load and selected logging level)
The product supports for the following operating systems:

o Windows 98

o Windows Me

o Windows NT 4.0

¢ Windows 2000

12
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e Windows XP
e Windows Server 2003

Note: WinRoute provides full support for the Windows NT 4.0, 2000, XP and Server 2003
operating systems. Kerio Technologies cannot guarantee smooth functionality of Win-
Route under Windows 98 and Me for unstability and specific features of these operating
systems.

Warning: To enable running WinRoute as a service, the Client for Microsoft Networks
component is required under the Windows NT, 2000, XP and Server 2003 operating
systems.

Steps to be taken before the installation

Install WinRoute on a computer which is used as a gateway connecting the local network
and the Internet. This computer must include at least one interface connected to the
local network (Ethernet, TokenRing, etc.) and at least one interface connected to the
Internet. You can use either a network adapter (Ethernet, WaveLAN, etc.) or a modem
(analog, ISDN, etc.) as an Internet interface.

We recommend you to check through the following items before you run WinRoute in-

stallation:

e Time of the operating system should be set correctly (for timely operating system
and antivirus upgrades, etc.)

e Current installations of individual applications of the operating system (especially its
security components) should be up-to-date

e TCP/IP parameters should be set for all available network adapters

¢ All network connections (both to the local network and to the Internet) should func-
tion properly. You can use for example the ping command to detect time that is
needed for connections.

These checks and pre-installation tests may protect you from later problems and com-
plications.

Note: Basic installation of all supported operating systems include all components re-
quired for smooth functionality of WinRoute.

13
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Installation and Basic Configuration Guide

Once the installation program is launched (i.e. through kerio-kwf-5.1.0-win.exe), a
guide will take you through setting the basic parameters of the server and importing
settings from a previous WinRoute Pro 4.x installation.

Note: If you have used WinRoute Pro 4.x and you intend to import its settings, stop the
WinRoute Engine before you start the Kerio WinRoute installation process. This saves all
changes in the system registry.

Warning: Uninstallation of WinRoute will result in the loss of all settings!

When the installation program is started, you will be asked to select a language for the
installation process. Language settings for Kerio Winroute interface will be available
within the application itself.

You will be asked to choose between two types of installation — Full or Custom. Choos-
ing the custom mode will let you select Winroute’s individual components (see also chap-
ter 2.4).

Kerio WinRoute Firewall E3 |

Select Components

Chooge the components Setup will install ¢ KE Rlo

Select the componentz you want to inztall, and clear the components you do not want o
iniztall.

=R YWWinRoute Engine plissie

-] WinFloute Engine Monitor “WinFaoute Firewall Engine

----- H.323 Protocol Ingpector
Adminiztration Conzole

o] Plug-in
Space Required on G: 016 k.
Space Available on G: 244700 F,
|mztallzhield

< Back

Cancel |

e WinRoute Firewall Engine — core of the application

e WinRoute Engine Monitor — utility for WinRoute Firewall Engine control and monitor-
ing its status (icon in the system’s notification area)

14
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e H.323 Protocol Inspector — inspection module for the H.323 protocol set (IP telephony
protocols— i.e. voice communication via Microsoft NetMeeting) ,

o Kerio Administration Console — the Kerio Administration Console application (univer-
sal console for all server applications of Kerio Technologies)

e Plug-in — the Kerio Administration Console module for WinRoute administration

Go to chapter 2.4 for a detailed description of all WinRoute components.

Note: If you selected the Custom installation mode, the behavior of the installation pro-
gram will be as follows:

o all ticked components will be installed or refreshed
e all unticked components will not be installed or will be removed

During an update, all components that are intended to remain must be ticked.

Having completed this step, you can start the installation process. All files will be copied
to the hard disk and all the necessary system settings will be performed. The initial
Wizard will be run automatically after your first login (see chapter 2.8).

Restart the machine when the installation has completed. This will install the Win-
Route low-level driver into the system kernel. WinRoute Engine will be automatically
launched after restart. The engine runs as a service or as a background application un-
der NT/2000/XP or 98/Me respectively. The WinRoute Engine Monitor will be launched
after a user login. This utility monitors the Engine status and is used to start or stop
the engine. WinRoute Engine Monitor icon is displayed in the system’s notification area
(system tray).

Conflicting System Services

The WinRoute installation program detects if system services that might conflict with
the WinRoute Firewall Engine are not running.
1. Internet Connection Sharing and Internet Connection Firewall

If Internet Connection Sharing (Windows Me, 2000, XP) or Internet Connection Fire-
wall (Windows XP) is running at any interface of the WinRoute host, the following
warning will reported:

15
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There is either IS {Internet Connection Sharing) or ICF (Internet Connection Firewall) ackive,
If wou want ko use WinRoute, both ICS f ICF must be disabled.

Do not proceed unless both services are disabled on all interfaces. WinRoute will not
function correctly if this condition is not met.

2. Universal Plug and Play Device Host and SSDP Discovery Service

These two services support the UPnP (Universal Plug and Play) protocol on the Win-
dows XP operating system. Both services must be disabled if you intend to use UPnP
in WinRoute (see chapter 10.5).

o If the Universal Plug and Play Device Host service is detected, the following dialog
will appear:

Question E |

Service UPMNPHost has been detected on wour system,
- If wou want ko use UPRP Feature in Kerio WinRoute Firewall, this service must be disabled.
' Do wou want to disable UPMPHOsE now?

Yes Mo

Click on Yes to stop the Universal Plug and Play Device Host service and to disable
its automatic startup when the system is started. Select No to keep existing
service status and parameters.

o If the SSDP Discovery Service service is detected, the following dialog will appear:

Question E |

Service SSDP3SRY has been detected on your swskem,
- If wou want ko use UPRP Feature in Kerio WinRoute Firewall, this service must be disabled.
' Do wou want to disable SSDPSRY now?

Yes Mo

The action of the buttons is the same as described above.

Note: To read more about UPnP refer to chapter 10.5.

16
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2.4 Winroute Components
Kerio Winroute consists of the three following components:

WinRoute Firewall Engine The core of the program executing all services and func-
tions. It is running either as a service in Windows NT 4.0/2000/XP, or as a daemon in
Windows 98/Me.

WinRoute Engine Monitor With this application you can monitor the Engine and/or
Monitor applications, you can switch the engine’s on/off status, edit startup prefer-
ences or launch the administration console. For more info see chapter 2.5.

Note: WinRoute Firewall Engine is independent on the WinRoute Engine Monitor. This
means that the Engine can be run even when the icon is not displayed on the toolbar
(it is running in the background or as a hidden application under Windows 98/Me).

Kerio Administration Console It is a versatile console for local or remote adminis-
tration of Kerio products. For successful connection to an application you need a
plug-in with an appropriate interface. Kerio Administration Console is installed hand-
in-hand with the appropriate module, called plug-in, during the installation of Kerio
Winroute. Go to chapter 3 to see how Kerio Administration Console can be used for
Kerio Winroute administration.

2.5 WinRoute Engine Monitor

WinRoute Engine Monitor is a utility used to control and monitor the WinRoute Engine
status. The icon of this component is displayed on the systray.

WinRouke Firewall is running

EAEMEI ™ 1334

If WinRoute Engine is stopped, a white crossed red spot appears on the icon. Under
different circumstances, it can take up to a few seconds to start or stop the WinRoute
Engine application. Meanwhile, the icon gets grey and is inactive — does not respond to
mouse clicking.

By double-clicking on the icon with the left mouse button, Kerio Administration Console
(see below) will be launched. By clicking the right mouse button on the icon, a menu
offering the following functions will be displayed:

17
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Startup Preferences. ..

Administration. ..

Stop WinRoute Firewall
‘__ Exit Engine Monitar

Startup Preferences With these options WinRoute Engine and/or WinRoute Engine Mon-
itor applications can be set to be launched automatically when the operating system
is started. In default settings (after the installation) both functions are on.

WinRoute Administration This option starts Kerio Administration Console. The appli-
cation can be also started by double-clicking on the WinRoute Engine Monitor icon
with the left mouse button.

Start / Stop WinRoute Engine Switches between the Start and Stop modes. The text
displays the current mode status.

Exit An option to exit WinRoute Engine Monitor. It does not affect status of the WinRoute
Engine application (this will be announced by a report).

2.6 Upgrade and Uninstallation

In this chapter you can find a description of WinRoute upgrade within the version 5 (i.e.
upgrade from the 5.0.0 version to the 5.1.0 version). Upgrade from the 4. x version to
the 5.x version is described in chapter 2.3.

Simply run the installation of a new version to upgrade WinRoute (i.e. to get a new re-
lease from the Kerio Web pages — http://www.kerio.com/). All of the three WinRoute
components will be stopped and closed automatically. The installation program detects
the directory with the former version and updates it by replacing appropriate files with
the new ones automatically. All logs and user defined settings are saved.

Warning: We strongly recommend you not to change the installation directory!

To uninstall WinRoute, stop all three WinRoute components. The Add/Remove Programs
option in the Control Panel launches the uninstallation process. All files under the Win-
Route directory can be deleted.

Update Checker

WinRoute enables automatic checks for new versions of the product at the Kerio Tech-
nologies website. Whenever a new version is detected, its download and installation will
be offered automaticaly.

18
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2.7 Backup and Import of Configuration

For detailed information refer to chapter 10.7.

2.7 Backup and Import of Configuration

All WinRoute configuration data is stored in the following files under the same directory
where WinRoute is installed:

winroute.cfg Chief configuration file
users.cfg Information about groups and user accounts.
logs.cfg Log configurations

host.cfg Preferences for backs-up of configuration, user accounts data, DHCP server
database, etc.

ids.cfg Stored for future use.

The data in these files are saved in XML format so that it can be easily modified by
an advanced user or generated automatically using another application. Configuration
back-up can be done by copying the files (for details see below).

Warning

Stop WinRoute Firewall Engine before handling configuration files as the files are re-
trieved during the WinRoute Firewall Engine startup only. Configuration files are saved
after any modification is done and after Engine is stopped. All modifications done dur-
ing Engine performance will be overwritten by the configuration in the system memory
when the Engine is stopped.

Configuration Recovery Performed Through Back-Up

To recover configuration through backed-up data (typically this need may arise when
WinRoute is installed to a new workstation or when the operating system is being rein-
stalled), follow these steps:

1. Perform WinRoute installation on a required machine (refer to chapter 2.3).
2. Stop WinRoute Firewall Engine.

3. Copy backed-up configuration files host.cfg, logs.cfg, users.cfg and win-
route.cfg into the WinRoute installation directory

19
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(typically C:\Program Files\Kerio\WinRoute Firewall).

4. Run WinRoute Firewall Engine.

At this stage,WinRoute detects required configuration file. Within this process, un-
known network interfaces (ones which are not defined in the winroute.cfg config-
uration file) will be detected in the system. Each network interface includes a unique
(randomly generated) identifier in the operating system. It is almost not possible
that two identifiers were identical.

To avoid setting up new interfaces and changing traffic rules, you can assign new
identifiers to original interfaces in the winroute.cfg configuration file.
5. Stop WinRoute Firewall Engine.
6. Use a plaintext editor (e.g. Notepad) to open the winroute.cfg configuration file.
Go to the following section:
<1ist name="Interfaces">

Scan this section for the original adapter. Find an identifier for a new interface in the
new adapter’s log and copy it to the original adapter. Remove the new interface’s
log.

Example: Name of the local network interface is LAN. This network connection is
labeled as Local area connection in the new operating system. Now, the following
logs can be found in the Interfaces section (only the essential parts are listed):

<Tistitem>
<variable name="Id">\DEVICE\
{7AC918EE-3B85-5A0E-8819-CBA57D4E11C7}</variable>

<variable name="Name">LAN</variable>

</Tistitem>

<listitem>

<variable name="Id">\DEVICE\
{6BF377FB-3B85-4180-95E1-EAD57D5A60A1}</variable>

<variable name="Name">Local Area Connection</variable>

</1istitem>

20
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Copy the Local Area Connection interface’s identifier into the LAN interface. Re-
move the log for Local Area Connection (arelevant 1istitem section).

Whwn all these changes are performed, the log in the configuration file relating to
interface connected to the local network will be as follows:

<Tistitem>
<variable name="Id">\DEVICE\
{6BF377FB-3B85-4180-95E1-EAD57D5A60A1}</variable>

<variable name="Name">LAN</variable>

</Tistitem>

7. Save the winroute.cfg file and run WinRoute Firewall Engine.

Now, the WinRoute configuration is identical with the original WinRoute configura-
tion on the prior operating system.

2.8 Configuration Wizard
Using this Wizard you can define all basic WinRoute parameters. It is started automati-
cally by the installation program.

Note: In any language version, the configuration wizard is available in English only.

Administrator Account Password

Definition of the administration password is essential for the security of the firewall.
Do not use the standard (blank) password, otherwise unauthorized users may be able to
access the WinRoute configuration.

In the dialog window for the administrative account settings define your Password and
confirm the definition in the Confirm Password text field. The administrator’s username
(Admin is used as default) can be edited in the Username text field.

Note: If WinRoute is upgraded from WinRoute Pro 4.x, skip this step and import the
administrative account from WinRoute Pro 4.x (see below).

Remote Access

Immediately after the first WinRoute Firewall Engine startup all network traffic will be
blocked (desirable traffic must be permitted by traffic rules — see chapter 5). If WinRoute
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B2 WinRoute - Settings E |

— &dminiztrative Account

Fleaze provide uzermame and pazsword for account which will have full rightz
for the adminiztration of K.eno WinFoute Firewall. Hint: do not leave the
pazzword blank and make it at least ziv characters long.

Once the inztallation i complete, this user can login to WinBoute using the
K.erio Adminiztration Conzole and configure it

I zernarme: I'.-}.',jmin

Paszsword: Ixxxxxxxxxxxx

Ixxxxxxxxxxxx

Confirm pagsword;

< Back I Meut » I Cancel |

is installed remotely (i.e. using terminal access), communication with the remote client
will be also interrupted immediately (WinRoute must be configured locally).

Within Step 2 of the configuration wizard specify the IP address of the host from which
the firewall will be controlled remotely (i.e. using terminal services) to enable remote
installation and administration. Thus WinRoute will enable all traffic between the firewall
and the remote host.

Note: Skip this step if you install WinRoute locally.

Enable remote access

This option enables full access to the WinRoute computer from a selected IP address

Remote IP address

IP address of the computer from where you will be connecting (e.g. terminal services
client). This field must contain an IP address. A domain name is not allowed.

Notice: After WinRoute has been remotely configured, the rule allowing remote access
will be removed.

Importing Settings from WinRoute Pro 4.x

If installation of WinRoute Pro 4.x is detected on the host where the installation applica-
tion is run, the import of settings from this program will be offered by the configuration
wizard.
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£ WinRoute - Settings E |

—Remote Access

By default \inRoute blocks all netwark: traffic before pou make the initial
configuration uzing the adminiztration conzole. Thiz might be undeszirable if
you want bo ingtall and configure 'inF oute remotely.

Y'ou can allow one remote maching to connect to wWinFoute computer by
checking the box bellow and by entering the remate P address.
¥ Enable remote access

Remate IP address:
|21 E.35.17.157

¢ Back I Meut » I Cancel

Warning: Stop WinRoute Pro 4.x before you install WinRoute (you will be warned by
the installation program as well). Do not uninstall WinRoute Pro 4.x, otherwise all the

settings will be lost.

£ WinRoute - Import E |

—%inRoute Firewall Impart

An older werzion of WinRoute Firewall has been detected.
[ro wou want bo impart iR oute 4.5 zettingz into the new EKeno WinB oute

Firewmall 57

¥ “Yes, import configuration

= Ma, start with an empty configuration

< Back I Meut » I Cancel
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Select Yes, import configuration if you intend to import the settings, or No, start with
an empty configuration if you do not intend to import the settings. If either the first or
the second option is selected, the backup of all WinRoute Pro 4.x settings will be saved
in the 01dCfg subdirectory. This will allow the former configuration to be restored if
necessary.

When the configuration is imported successfully, you will be informed about the number
of imported configuration items.

E2 WinRoute - Settings E |

— Finizhed

4 yzers imported.

3 aroups imported.

0 DHCF leazes imported.

[OMS imparted.

DHCP imparted.

Prowy server imported.

HTTP cache imparted.

1 DHCF zcopes imported.

0 DHCF regervations imported.
0 addresz groups imported.

0 time intervals imparted.

[ time intervals imparted.

4 interfaces imparked.

Traffic rules generated.
Configuration written to file wroonf. <ml

¢ Back I Finizh I Cancel

Click on the Finish button to finish the configuration wizard and to complete WinRoute
installation.
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Kerio Administration Console

All Kerio products including WinRoute are administered through the Kerio Administra-
tion Console application. Using this program you can access WinRoute Engine either
locally (from the Engine host) or remotely (from another host). Traffic between Kerio
Administration Console and WinRoute Firewall Engine is encrypted. This protects you
from tapping and misuse.

2 Kerio Administration Console - [Kerio WinRoute Firewall - localhost]

E}&ctiun Bookmarks Settings Window Help

HDDH@

Connect  Dizconnect 1321 EB..Ed.'I 28 Localhost

3.1 Local Administration

From the Kerio program group menu or by using the WinRoute Engine Monitor utility,
run Kerio Administration Console. Click the Connect button (on the toolbar) or use the
Action / Connect option to activate the connection dialog window.

£ Connect to server 7 x|

Server Application to manage:; I 'EB' K.erio WinF oute Firewall j

Server Application is running on ;

f*  Thiz computer [local]

= Remote computer [DNS name or IP addresz)

Humzt: | rrail LI

|Jzemame: I.-'l'-.u:lmin

Password: I [E—

Connect LCancel |

First, select a type of server application to be administrated (WinRoute).
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Choose the This computer (local) option. Kerio Administration Console will be connected
to the server running on the same host (Tocalhost). Insert a username and password (if
connecting first time, use the administrator account created during the installation pro-
cess). Clicking on the Connect button to connect to the server. If connected successfully,
the WinRoute Firewall Engine control window will be opened in the Kerio Administration
Console.

Note: After the first connection to WinRoute, the Rule Wizard will be started automat-
ically. The primary WinRoute configuration is done in this wizard. To read a detailed
guide of the wizard see chapter 5.1.

3.2 Remote Administration

To connect from a remote host, you will need to install Kerio Administration Console
with WinRoute administration plug-in. Run the WinRoute installation program and install
Kerio Administration Console.

Run Kerio Administration Console. In the connection dialog window select the option that
WinRoute Engine is running at Remote computer (DNS name or IP address). Insert either
the appropriate IP address (i.e. 192.168.1.1) or the DNS name (e.g. fw.company.com) of
the host where you run WinRoute Engine into the Server textfield. Insert an appropriate
username and the password.

3.3 Why can’tl log on?

If the report Failed to connect to the server application is displayed after your connection
attempt, it can be caused by the following reasons:

e Invalid username or password. Verify that you have inserted the correct username
and password. Bear in mind that the password is case sensitive. Make sure that the
Caps Lock mode is not on and that you use the correct language mode.

e User does not have administrator rights. Only users with access to the WinRoute
Firewall Engine administration will be allowed to use Kerio Administration Console.
For details refer to chapter 9.1.

e WinRoute Engine is not running on the host to which you are trying to connect. Run
it first (using either WinRoute Engine Monitor or the Services panel under Windows
NT 4.0 / 2000 / XP).

e Remote administration is not allowed or it is only allowed from a certain IP group.
See chapter 10.1 for details.
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3.4 Bookmarks

If you use Kerio Administration Console frequently to connect to various server applica-
tions (for example if you administer several WinRoutes installed on different hosts), you
can save parameters (IP addresses, usernames and passwords) for these connections and
connect to the chosen system by simply selecting an item from a list or by pressing a
button on the toolbar. In Kerio Administration Console this can be done with bookmarks.

How to Define and Manage Bookmarks

Bookmarks can be created and sorted into different folders using the Bookmarks / Man-
age Bookmarks menu entry.

E1 Manage bookmarks K E3
I ame | Application | Hogt | |zemame |
EI'E Bookmarks menu
é----ﬂ}Sewer K.eno WinRoute Firewal zerver firma.cz Adrnin
E'ﬁ Mew folder :I
;91 92.168.64.128 k.erio VR System localhost Admir

132.168.1.15 K.enio MailServer phoenix Audrnir ll
E;;L;'l 92168.1.28 K.erio Woicebd ail phoenis Admin
- =3 Bookmarks toolbar
@ 192.168.64.128 F.erio Gatekesper lozalkost Adrnin
Localhost Kerio MailServer localhost Admiiry

Mew item I Mew folder Edit Delete Encropt Cloze

There are two bookmark trees in the left part of the window. The Bookmarks menu
includes bookmark entries displayed in the menu whereas the Bookmarks toolbar rep-
resents buttons on the toolbar. The Bookmarks toolbar is displayed next to the Connect
and Disconnect buttons at the top part of the dialog window by default. You can move
it within or even out of the main Kerio Administration Console window.

Use the buttons in the right part of the window to create, edit or remove bookmarks:

New Item Use this option to create a new bookmark.

Use Name entry to give your bookmark a name, which will then be displayed in the
Bookmarks menu or the toolbar.

If the Save Password option is enabled, the password will be saved in the file with
other information. In this case, you can access the bookmark by a single click. If
the password is not saved, you will have to enter it each time you use the bookmark.
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£ Bookmark E E

M ame: I Server

— Properties
Server application to manage: I@ K.ero WinRoute Firewall LI

Server Application is running on ;
f*  Thiz computer [local]

= Remote computer [DNS name or IP addresz)
Hioat; I

|Jzemame: I.-'l'-.u:lmin

Password: I [ET—

W Save password

ok LCancel

For safety reasons, you can encrypt the whole bookmark file in Kerio Administration
Console and protect it using a password (see below).

New Folder creates a new folder (only applicable for the Bookmarks menu).

Encrypt encrypts the bookmark file and allows you to define a password. During the
next connection attempt the user is asked for the password to access the bookmarks.

Caution: The password can contain printable characters only (letters, digits and punc-
tuation). It is case sensitive.

£ Encrypt bookmarks 7 x|

To protect bookmarks from unauthorized use, it iz recommended
that vou zet a pazsphraze, which will be uzed to encrept bookmark,
file. If pou zet blank pazsphraze, bookmarks will be not encrypted.

Enter pazsphraze: I**********

Yerify pazzphraze; I**********

ok LCancel

Every time Kerio Administration Console is started, the user will be asked to insert
the password to access the bookmark file. If the user enters an incorrect password or
cancels the dialog, he/she can use the Kerio Administration Console but bookmarks
will not be available.
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Close closes the Manage Bookmarks dialog window.

TIP: To ensure full use of bookmarks save passwords for individual connections, as this
will speed things up. However, make sure you encrypt the bookmarks file and define the
password so that unauthorized persons cannot misuse it. Use the Encrypt button to do
So.

Bookmarks Context Menu

By right-clicking on a selected bookmark the context menu will be displayed. It con-
tains all functions described above — New Item, New Folder, Edit, Delete, Up and Down.
Other standard functions, such as Cut, Copy and Paste are also included. Using these
functions, you can do many things such as move bookmarks from one folder to another
easily.

Edit

> Delete

@ Trlew ikem
1 Mew Folder
ff Up

@} Drawr

4 Cut
Copy

E, Paste

3.5 Startup Preferences and Language Settings

Start-up preferences and language can be set in the Setting / Options menu.

Start-up settings define the Kerio Administration Console’s behavior after it is started:

Show connect dialog A connection dialog will be opened automatically after Kerio Ad-
ministration Console is started (by clicking the Connect button or by selecting the
Action / Connect option from the menu the window can be opened as well).

Show main splash screen Defines whether the introductory Kerio Administration Con-
sole screen is displayed after the console is started.

Show plug-in’s splash screen Defines whether a splash screen will be displayed for
server plug-ins (e.g. WinRoute) after connection.

The Language bookmark contains setting options for primary and secondary languages
that will be used in Kerio Administration Console.
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£ Options EE
Start Up | Language |

Preferred Language

First: I Englizh VI
Second: IEzech vI

ok LCancel |

£ Options ﬂ E

Start Up ILanguagE I

— Connection

W Show connect dialog

— Splazh Screen

W Show main splash screen

[T Show plugin's splash screen

ok LCancel

These settings determine the order in which Kerio Administration Console will seek for
particular language definition files (*.qm). If the primary language definition file is not
found, Kerio Administration Console will attempt to find the secondary one. If this also
fails, the default language (English) will be used.

The option Automatic sets the language automatically according to the operating system
settings (if the appropriate definition file is available).
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3.6 Help

Administrator’s Guide

Administrator’s Guide (this document) is available in the Kerio Administration Console
(the Help / Administrator’s Guideoption in the main menu).

The following steps must be taken to make the Help section available from the Kerio

Administration Console:

1. Download the guide in the HTML Help format (*.chm) from the Kerio Technologies
website (http://www.kerio.com/) pisluny manual ve formatu.
2. Save this file into the Kerio Administration Console directory
(typically C:\Program Files\Kerio\Admin)
as
kwf_<version>_<subversion>_<language abbreviation>.chm

the <version> and <subversion> items represent number of WinRoute Firewall En-
gine version and of a corresponding administration plug-in (the wradmin_x_y.d11
file).

<language abbreviation> are two characters representing preferred language
(see chapter 3.5). This information is also included in the name of a correspond-
ing file (wradmin_x_y_zz.qgm).

Example: Administration plug-in for the Kerio WinRoute Firewall 5.1 is called
wradmin_5_1.d11. The file containing English version of the product is wrad-
min_5_1_en.qm. Therefore, the following name will be used for the help file:
kwf_5_1_en.chm

The help will be available by next connection to WinRoute Firewall Engine.

Notes:

1. The Administrator’s Guide item will be available in the Help menu after connection
to a server application (WinRoute Firewall Engine, MailServer Engine etc.) — a corre-
sponding product help file is always opened.

2. English is set as the default language. If Kerio Administration Console cannot find
selected language version of the help file, English help file will be used. If neither
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this file cannot be found, the Help / Administrator’s Guide option in the main menu
will not be available.

3. If number of version of the administration plug-in does not match with the help file
number (e.g. wradmin_5_1.d11 and kwf_5_0_cs. chm), the help will not be opened.
The main reason is that help files describing older product versions might provide
incorrect information.

About the Application

Use the Help / About option in the main menu to open a window providing information
about the Kerio Administration Console and about all plug-ins used for connection to
server applications (WinRoute Firewall Engine, MailServer Engine, etc.).

Open the About tab to view number of version of the Kerio Administration Console and
information about the producer (version of the Kerio Administration Console is indepen-
dent from a product version).

The following information is provided in the Installed plug-ins tab:

£ About EHE

About | Installed plugins |

M ame I 1D I Flugin version I DE I Fart I
E}Keriu YWinRoute Firewall 1 5.0 [build 8] 18 44333
E}Keriu YWinRoute Firewall 1 5.1 [build 8] 18 44333

K.erio MailServer 2 BE[buld &) 18 44337
K.erio MailServer 2 A7 [buld 3 18 44337

Name Name of a product for which the plug-in is used.

ID Plug-in identifier.

Plug-in version The following two items are included in this section:
e version of the product which the plug-in is used for (e.g. 5.0)

e version of the plug-in (e.g. build 8)
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DB Number of version of the configuration database (TinyDB used by the plug-in).

Port Port at which a server application listens for connection which will be used for the
administration).

This information is used especially for definition of a traffic rule (refer to chapter 5)
which will be applied to remote administration of a corresponding server application.
TCP and UDP protocols are used for such traffic.

3.7 Views Setup

Many sections of the Kerio Administration Console are in table form where each line
represents one record (e.g. detailed information about user, information about inter-
face, etc.) and the columns consist of individual entries for these records (e.g. name of
server, MAC address, IP address, etc.).

WinRoute administrators can define — according to their liking — the way how the in-
formation in individual sections will be displayed. By clicking the right mouse button
in any of the sections listed, a context menu will be displayed. It includes the Modify
Columns entry. This entry opens a dialog window where users can select which columns
will or will not be displayed.

£ Modify Columins

Hidden columns:

Dizplayed columns:

D Interface
MALC £dd > | IP address Move Up |
b azk
<- Remove | fidapter name Move Diown |
Adapter info
Rezet |

0k, Cancel |

The Hidden Columns field contains columns that are intended to be hidden whereas
Displayed Columns contains columns that are to be displayed. By clicking on the Add
button, selected columns will be moved from the "hidden" to the "displayed" group.
Clicking on the Remove button will do the opposite. Clicking on the Refresh button will
restore default settings.

The Move Up and Move Down buttons move the selected column up and down within the
group. This allows the administrator to define the order the columns will be displayed.

The order of the columns can also be adjusted in the window view. Left-click on the
column name, hold down the mouse button and move the column to the desired location.
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The width of individual columns can be adjusted by moving the dividing line between
the column headers.
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Chapter 4
Settings for Interfaces and Network Services

4.1 Interfaces

WinRoute functions as a router for all WinRoute’s network interfaces installed within the
system. The interfaces are listed in the Configuration / Interface section of the WinRoute
Administration Console.

!9 Interfaces

I Interface % I IF address I M azk: Adapter name I.-'l'-.dapter irfia
ERLAN 192.168.1.10 255.285.255.0  LANM Intel[R) PRO Adapter
B Public 196.39.56.21 265.286.255.224  Intemet 3Com EtherLink PCI
SDiakln

Interface The name used for interface identification within WinRoute. It should be
unique for easy reference, e.g. Internet for the interface connected to the Internet
connection. We recommend you not to use duplicate interface names as they could
cause problems during traffic policy definitions or routing table modifications.

The name can be edited later (see below) with no affect on WinRoute’s functionality.

The icon to the left of the name represents the interface type (network adapter or
dial-up connection).

Note: Unless the name is edited manually, this item displays the name of the adapter
as assigned by the operating system (see the Adapter name entry).

Adapter name The name of the adapter (e.g. “LAN connection 2”). The name is for
reference only.

Adapter info Adapter identification string returned by the device driver.
IP Address and Mask IP address and the mask of this interface’s subnet.

Use the buttons at the bottom of the interface list to remove or edit properties of the
chosen interface. If no interface is chosen or the selected interface does not support
a certain function, appropriate buttons will be inactive.
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Add Adds anew dial-up interface. If a new network adapter is added it must be installed
and configured in the operating system first in order to for WinRoute to detect it
automatically.

Edit Displays detailed information and enables editing of the interface’s parameters.

Remove Removes the selected interface from WinRoute. This can be done under the
following conditions:

e the dial-up is hung-up
o the network adapter is not active or it is not physically present
WinRoute does not allow removing an active network or dial-up adapter.

Dial or Hang Up You can use WinRoute’s Web interface (see chapter 7) to dial or hang
up lines. If a network adapter is selected, these buttons are inactive.

Refresh Use this button to refresh the list of interfaces.

Adding or Editing Interfaces

The Add or the Edit button will open a dialog window to define or edit interface param-

eters.

Note: The following text only describes dial-up connections. In case of network adapters

only the Interface name option can be edited.

Bind this interface... Select the Windows RAS connection that you use to connect to
your ISP.
Note: It is recommended to create this connection and test it before the WinRoute
installation.

Interface name Unique name that will identify the line within WinRoute.

In the Dialing Settings tab you can specify the details of when and how the line will be
dialed. Manual dialing is set as default.

RAS Entry The Windows Dial-up Connection entry that has been selected in the Interface
identification tab. The name RAS item is displayed for informational purposes.

Username and Password Username and login password for this connection are re-
quired by WinRoute (in Windows, this is saved in the user’s profile folder that cannot
be accessed by the WinRoute Firewall Engine).
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::#::Inl:erface properties

|nterface identification | Dialing settings

— Settingz
RAS Entry: | Connection to ISP

|Jzemame: I compar

Fazzword: I R

— Connection - — Optionz

= Manual v Hangup if idle I‘IE 3: rinLtes
&+ On demand v  Bedial when busy |3 3: tirne:s

" Persistent v FReconnect if line iz driopped

" Custom Advanced... |

k. Cancel |

::#::Inl:erface properties

Interface identification I Dialing zettings

— Interface Description
@ IP Addreszs: 0.0.0.0

Dial-Up

— Windows Dial-up Connection
Bind thiz interface to Dial-up Connection

Connection to [SP ;I

— Settings

Interface name: | line 1

ok LCancel
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Connection Connection type that can be used for dialing:

e Manual — the line can only be dialed manually, either from the Kerio Administra-
tion Console or from WinRoute’s Web interface (see chapter 7).

e On Demand — the line will be dialed whenever a host on the LAN tries to access
the Internet (incoming packet). To see details about the WinRoute and system
on-demand dial configuration refer to chapter 10.3.

o Persistent — the line will be dialed immediately after the WinRoute Firewall Engine
service is started and it will be kept active (and will be reconnected if the line is
dropped for some reason).

e (Custom — here you can set with great detail and complexity when the line should
be dialed persistently or on demand or not dialed at all.

{#% Custom Settings

Or demand dial enabled

0 always

= never
f+ at Iu:la_l,l VI Edit |

K.eep the line connected

= never
f+ at Ipeak VI Edit |

K.eep the line dizconnected

= never

o at Inight VI Edit |

In sections of the dialog window you can select time ranges for each dialing type.
Click on the Edit button to open a dialog where time ranges can be created or
edited. For more information about time ranges refer to chapter 8.2.

This is how the user defined dialing works:
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e The Keep the line disconnected option is processed prior to all other options.
The line is kept disconnected during this period (or it is hung-up automatically).

e The time range for the Keep the line connected option is processed as seconds.
During this period the line will be kept connected.

e The On demand dial enabled option is processed with the lowest priority. If
the always option is selected, on-demand dial will be allowed anytime when it
is not conflicting with the time range of the never option.

Options Advanced parameters for the Manual, On Demand and Custom dial types. In
case of persistent connection these options are irrelevant (WinRoute keeps the line
connected).

Hangup if idle Defines time range during which no data will be allowed to pass
through this interface. Outside this period, the line will be disconnected automat-
ically. With each incoming or outgoing packet, the timer of inactivity is set to zero.

There is no such thing as optimum length of the timeout period. If it is too short,
the line is dialed too frequently, if too long, the line is kept connected too long. Both
increase the Internet connection costs.

Redial when busy If line is busy when dialed, WinRoute will redial unless either con-
nected successfully or the maximal user defined number of attempts is completed. If
the connection attempt fails, the demand on dial will be ignored. According to this
fact, connection attempts will not be repeated later automatically.

Reconnect if line is dropped If line drop-out is detected, WinRoute will try to recon-
nect automatically.

Advanced dialing settings WinRoute allows launching an application or a command in
the following situations: Before dial, After dial, Before hang-up or/and After hang-up.

£ Advanced dialing settings 7 x|

— Esternal command
v EBefore dial I"E:'xskripts'xl:uefu:ure dial bat"!

v After dial I C:\ekriptzhafterdial bat

[~ BEefore hang-up I

W After hang-up I"E:'xskripts'xafterhang-up.I:uat" ikired

(] Cancel
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Path to the executable file must be complete. If the path includes spaces it must be
closed into quotes, otherwise the part after a space will be considered as a parame-
ter(s) of a batch file. If the path to the file is quoted, the text which follows the closing
quote mark is also considered as batch file parameter(s).

Warning: If WinRoute is running as a service in the operating system, the application
will be executed in the background.

Note: In case of the Before dial and Before hang-up options, the system does not wait
for its completion after startup of the program.

4.2 Connection Failover

WinRoute allows for definition of connection failover (secondary connection). This al-
ternate connection is enabled automatically whenever a dropout of the primary Internet
connection is detected. Functionality of the primary connection is tested by sending of
ICMP Echo Requests (PING) to selected computers. When WinRoute finds out that the pri-
mary connection is recovered again, the alternate connection is disabled and the primary
one is established automatically.

Any network interface or dial connection defined in WinRoute can be used as an alternate
connection (see chapter 4.1). Traffic rules permitting or denying relevant communication
through the alternate connection must be defined. This means that anet work connected
to the alternate interface must be added to the Destination section of all rules defining
traffic going out to the Internet through the primary connection.

For details on traffic rules refer to chapter 5.2.

Example: Primary connection used for traffic going out to the Internet is performed by
a network adapter (labeled as Internet in WinRoute). A Dial-up Connection interface will
be used for the alternate connection. We want to deny connection the Telnet service in
direction from the local network to the Internet.

To meet these requirements, the folowing rules are set. Two destination items are spec-
ified for each rule: network connected to the Internet interface(primary connection) and
network connected to the Dial-up Connection interface (alternate connection).

e Forbid Telnet — connection to Telnet in direction from the local network to the Inter-
net will be forbidden.

e NAT — translation of source IP addresses will be performed for connections from
the local network to the Internet (shared Internet connection).

e Firewall - Internet — the WinRoute host will be allowed to connect to the Internet
(NAT is not necessary since this host has its proper IP address).
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tame Source Destination Service Action | Tranzlation

B Farbid Telnet E LAM E Inkernet @ Telnet »
%’ Dial-up connection

B naT %’ LAM E [nternet e Ay o MHAT [Default outgoing interface]
E Dial-up connection

B Firewal > Intemet 'EB' Firewall E [nternet e Any '
E Dial-up connection

M IP5ec clients - ser % IPSec client % IPSec zervers @ IPSec i MAT [Default outgoing interface]

o IKE
Notes:

1. Traffic rules must be defined by the moment when Connection Failover Setup (see
below) is enabled, otherwise the connection will not function properly.

2. Use the Default outgoing interface option in the NAT rule to ensure that source IP
address in packets going from the local network to the Internet is always resolved
to appropriate IP address (i.e. to IP address of either primary or alternate interface
— accordingly to which one is used at the moment).

To specify an IP address for NAT, two independent rules must be defined — one for
the primary and the other for an alternate connection.

Connection Failover Setup

Use the Connection failover tab in Configuration / Interfaces to define a secondary con-
nection.

Enable automatic connection failover Use this option to enable/disable connection
failover.

Current connection This item informs users on which connection is currently active:
e Primary — primary connection (in a green field)
e Secondary — alternate (secondary) connection (in a purple field)

Note: Current connections can be switched any time. To view the current status click
on the Refresh button (at the bottom of the Connection failover tab).

Probe hosts Use this entry to specify IP address(es) of at least one computer (or
a router, etc.). WinRoute will test availability of specified IP address(es) in regular
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@ Interfaces Cobion (-) McAfee

filter | | SECURITY

Interfaces | Connection failowver |

W Enable autamatic connection Failaver

Current connection: | Primary

To determing whether the connection iz available, ICHMP ping iz sent peniodically to probe hosts.

Probe hosts: I 195.1599.33.1,195.153.33.100:222. 2121

|ze zemicolon [ ; ] to separate entries

Primary connection:

Interface: Iﬁlnternet x| Auto detect |
Default gatewan: I 195.159.33.1

Alternate connection:

[f the primary Internet connections i detected unavailable, uze the following one.

Interface: I &3 Dialup connection LI

Default gateway: I 0.0.0.0

intervals. If at least one of the tested devices is available, the primary connection is

considered as functioning.

Note:

1. Connection failover is enabled only if at least one probe host is specified (Win-
Route is not able to detect fails of the primary connection unless at least one

probe host is defined).

2. Probe hosts must be represented by computers or network devices which are
permanently running (servers, routers, etc.). Workstations which are running

only a few hours per day are irrelevant as probe hosts.

3. Probe hosts must not block ICMP Echo Requests (PING) since such requests are
used to test avalability of these hosts — otherwise the hosts will be always con-

sidered as unavailable.
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Primary connection Parameters of the primary Internet connection. The connection

can be defined as follows:
e network interface with a default gateway
e dial-up connection

Only interfaces and dial-up connections defined through the Interfaces tab are avail-
able in the Interface entry (see chapter 4.1).

Default settings (default gateway and a corresponding interface) are detected in the
operating system after WinRoute installation, or when the Enable automatic connec-
tion failover option is enabled the first time. This can be also achieved by clicking on
the Detect button.

If no default gateway is defined in the operating system (i.e. when the primary con-
nection is performed by a dial-up which is currently hung-up), connection cannot be
detected automatically — the primary connection must be set by hand.

Alternate connection Use this section to set parameters for an alternate nternet con-

nection which will be established in case that a primary connection dropout is detect-
ed can. The alternate connection can be defined as a network interface with a default
gateway or as a dial-up connection (like for the primary connection).

Note: The same adapter as for the primary connection can be used, however, the
default gateway must be different. This way we can be sure that a differnet router in
the same network (subnet) will be used when the primary connection is dropped out.

Dial-up Use

The following issues must be taken into consideration if a dial-up is used for the primary
and/or the alternate connection:

1.

Connection failover is relevant only if performed by a permanent connection (using
a network adapter or a permanently connected dial-up). If an on-demand dial-up
(or a dial-up connection dialed by hand) was used for the primary connection, the
alternate connection would be established automatically after each hang-up of the
primary connection.

If a dial-up is used for alternate connection, it is not important whether this line is
dialed on demand — WinRoute will dial and hang up the line whenever needed.

However, problems can be caused by the Hang-up if idle option — whenever the
alternate line is disconnected automatically, WinRoute will not dial it again (unless
the primary connection is recovered and then fails again).
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For these reasons we recommend you to set dial-up parameters as follows:

for the primary connection — persistent connection

for the alternate connection — manual dialing

4.3 DNS Forwarder

In WinRoute, the DNS Forwarder plug-in can be used to enable easier configuration for
DNS hosts within local networks or to speed up responses to repeated DNS queries. At
local hosts, DNS can be defined by taking the following actions:

use IP address of the primary or the back-up DNS server. This solution has the risk
of slow DNS responses.

use the DNS server within the local network (if available). The DNS server must be
allowed to access the Internet in order to be able to respond even to queries sent
from outside of the local domain.

use DNS Forwarder in WinRoute. DNS Forwarder can be also used as a basic DNS
server for the local domain (see below) or as a forwarder for the existing server.

In WinRoute default settings the DNS Forwarder is switched on and set up so that all
DNS queries are forwarded by one of the DNS servers defined in the operating system
(usually it is a DNS server provided by your ISP). The configuration can be fine-tuned in
Configurations / DNS Forwarder.

Enable DNS forwarding This option switches between the on/off modes of the DNS

Forwarder (the service is running on the port 53 and UDP protocol is used by this
service). If DNS Forwarder is not used for your network configuration, it can be
switched off. If you want to run another DNS server on the same host, DNS Forwarder
must be switched off, or there will be a collision on the port.

DNS forwarding DNS Forwarder must know at least one DNS server to forward queries

to. This option defines how DNS Forwarder will identify the IP address of the server:

e Forward DNS queries to the server automatically... — functional Internet connec-
tion is required. At least one DNS server must be defined within TCP/IP configura-
tion (in Windows, DNS servers are defined at a particular adapter, however, these
settings will be used within the entire operating system).
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&)| DNS Forwarder covion ||ty McAfee

filter | | SECURITY

W Enable DMNS fonwarding
— DMS fonwarding

= Forward DS gueries to the server automatically selected fram DMS servers known o the operating system

f*  Forward DWNS queries ko the specified DNS servers]

OMS Server(z): |1E|5_1 95.1.5:195.195.100.100 |ze zemicolon [ ; ] to separate entries

W Enable cache for faster response of repeated quenies  Clear cache |
v Use custom fanwarding Define... |

— Simple DMS rezolution
Befare fonwarding query, try ko find name in:

¥ ‘'hosts' file E dit file... |

¥ DHCF |zase table

YWwhen rezolving name from ‘hosts' file or leaze table combine it with DHS domain below:

I COMPAnY. com

DNS Forwarder can read these settings and use the same DNS servers. This pro-
vides the following benefit — the hosts within the local network and the WinRoute
host will use the same DNS server.

e Forward DNS queries to the specified DNS server(s) — DNS queries will be forward-
ed to the specified DNS server/servers (if more than one server specified, they are
considered primary, secondary, etc.). This option should be used when there is the
need to monitor where DNS queries are forwarded to or to create a more complex
configuration.

Enable cache for faster response of repeated queries If this option is on, all re-
sponses will be stored in local DNS Forwarder cache. Responses to repeated queries
will be much faster (the same query sent by various clients is also considered as
a repeated query).

Notes:

1. Time period for keeping DNS logs in the cache is specified individually in each
log (usually 24 hours).

2. Use of DNS also speeds up activity of the HTTP proxy server (see chapter 4.5).
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Use custom forwarding Use this option to define custom settings for forwarding cer-
tain DNS queries to other DNS servers. This can be helpful for example when we
intend to use a local DNS server for the local domain (the other DNS queries will be
forwarded to the Internet directly — this will speed up the response).

Usev the Define button to open the dialog for definition of custom rules.

* Custom DNS forwarding E E

| Domain/Metwark I DMS Serverz] I
bl 192168.0.0/286.255.00  192.168.1.10
M1 company.com 132.163.1.10

Add... Edit... Bemove

ok, Cancel

DNS server can be specified for:

e a domain — queries requiring names of computers included in the particular do-
main will be forwarded to this DNS server (so called A queries)

e a subnet — queries requiring IP addresses of the particular domain will be for-
warded to the DNS server (reverse domain — PTR queries)

Click on the Add or the Edit button to open a dialog where custom DNS forwarding
rules can be defined.

e Use the Name DNS query alternative to specify rule for DNS queries on names of
computers included in the particular domain (or multiple domains). Use the If the
query contains domain entry to specify name of the particular domain.

Specification of a domain name may contain * (asterisk — substitutes any number
of characters) and/or ? (question mark — substitutes a single character). The rule
will be applied to all domains matching with the string.

Example: Domain name will be represented by the string ?erio.c*. The rule will
be applied for example to domains kerio.com, cerio.cz, aerio.c, etc.
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4.3 DNS Forwarder

* Add custom forwarding EEd

f*  Mame DNS query

If the query containg domain;

I COMPAnY. com

Wildoard characters [*,7] are allowed
= Rewverse DNS querny

[FIF addrezz in the queny matches network./mazk

| 4

Then fonward queny to DMS Server(z):
192.168.1.10

|ze zemicolon [ ; ] to separate entries

(] Cancel

e Use the Reverse DNS query alternative to specify rule for DNS queries on IP ad-
dresses in a particular subnet. Subnet is specified by a network address and a cor-
responding mask (i.e. 192.168.1.0 / 255.255.255.0).

e Use the Then forward query to DNS Server(s) field to specify IP address(es) of
one or more DNS server(s) to which queries will be forwarded. Use semicolons to
separate individual entries.

If multiple DNS servers are entered, they are considered as primary, secondary,
etc. If no server is specified, then DNS queries meeting the rule will not be for-
warded to any DNS server — WinRoute will only scan the local hosts file or tables
of DHCP server (see below).

Simple DNS Resolution DNS Forwarder can be used as a simple DNS server for one of
your local domains as well. This can be performed due to the following functions:

e ’host’ file — this file can be found in any operating system supporting TCP/IP. Each
row of this file includes host IP addresses and a list of appropriate DNS names.
When any DNS query is received, this file will be checked first to find out whether
the desired name or IP address is included. If not, the query is forwarded to a DNS
server.
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If this function is on, DNS Forwarder follows the same rule. Use the Edit button to
open a special editor where the HOSTS file can be edited via Kerio Administration
Console even if this console is connected to WinRoute remotely.

% HOSTS file

Eind | I SErver ak. | Cancel |

# entry should be kept on an individual line. The IP address shu:uﬁld j‘

# be placed in the first column followed by the corezponding host name.
# The IP addrezs and the host name should be separated by at least one
# zpace.

#

# Additionally, commentz [zuch az theze] may be inserted on individual

# linez or following the machine name denoted by a '8’ zymbal,

#

# For example:

#

1025494597  rhino.acme. com # zource server
# 38286310 wacme.com # » client hogt

127.0.01 lozalhosgt

192.168.1.1 zerver mail H# firewall + mailzerver
1921683150 vy B local WwWhsied semver LI

e DHCP lease table— if the hosts within local network are configured by the DHCP
server in WinRoute (see chapter 4.4), the DHCP server knows what IP address was
defined for each host. After starting the system, the host sends a request for IP
address definition including the name of the host.

DNS Forwarder can access DHCP lease tables and find out which IP address has
been assigned to the host name. If asked to inform about the local name of the
host, DNS Forwarder will always respond with the current IP address.

.. combine the name ... with DNS domain Insert the name of the local DNS domain
in this text field.

If a host sends a query to obtain an IP address, it uses the name only (it has not found
out the domain yet). DNS Forwarder needs to know the name of the local domain to
answer queries on fully qualified local DNS names (names including the domain).

The problem can be better understood through the following example:

The local domain’s name is company . com. The host called john is configured so as to
obtain an IP address from the DHCP server. After the operating system is started the
host sends to the DHCP server a query with the information about its name (john).
The DHCP server will respond with the IP address 192.168.1.56 and it will keep
information about assigning the IP address from the table to the john host.
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Another host that wants to start communication with the host will send a query on
the john.company.com name (the john host in the company.com domain). If the
local domain name would not have been known by DNS Forwarder, the forwarder
would send the query to the DNS server as it would not recognize that it is a name
from the local domain. However, as DNS Forwarder knows the local domain name,
the company.com name will be separated and the john host with the appropriate IP
address will be easily looked up in the DHCP table.

Note: If the local domain is specified in DNS Forwarder, local names with or without
the domain can be recorded in the HOSTS file.

4.4 DHCP server

The DHCP protocol (Dynamic Host Configuration Protocol) is used for easy TCP/IP config-
uration of hosts within the network. The DHCP server selects appropriate configuration
parameters (IP address with appropriate subnet mask and other optional parameters,
such as IP address of the default gateway, addresses of DNS servers, domain name, etc.)
for the client stations.

The DHCP server assigns clients IP addresses within a predefined scope for a certain
period (lease time). If an IP address is to be kept, the client must request an extension on
the period of time before the lease expires. If the client has not required an extension on
the lease time, the IP address is considered free and can be assigned to another client.

So called reservations can be also defined on the DHCP server — certain clients will have
their own IP addresses reserved. Addresses can be reserved for a hardware address
(MAC) or a host name. These clients will have fixed IP address. These addresses are
configured automatically.

Using DHCP brings two main benefits. First, the administration is much easier than
with the other protocols as all settings may be done at the server (it is not necessary to
configure individual workstations). Second, many network conflicts are eliminated (i.e.
one IP address cannot be assigned to more than one workstation, etc.).

DHCP Server Configuration

To configure the DHCP server in WinRoute go to Configuration / DHCP Server. Here you
can define IP scopes, reservations or optional parameters, and view information about
occupied IP addresses or statistics of the DHCP server.

The DHCP server can be enabled/disabled using the DHCP Server enabled option (at the
top). Configuration can be modified even when the DHCP server is disabled.
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Definition of Scopes and Reservations

To define scopes including optional parameters and to reserve IP addresses for selected
clients go to the Scopes dialog. The tab includes two parts — in one address scopes and
in the other reservations are defined:

&)| DHCP Server covion ||y McAfee

filter | | SECURITY

W DHCF Server enabled

Scopez II:eases I Advanced Optionhs

Scopez Mumber of IP's in scope:
Itermn I Description | Uszed
A Default Options Free:

=-0 $91921681.0  Local segment
P :_Pﬂ 92.168.1.10 Reserver address for = computer

O %192.158.2.0 AW sBrver Type I Code | Option Name Y alue I
Qo3 Default gateway  192.168.1.1

=
=
!1115 Qog DMNS zerver 192168.1.1
E'tg ms Damain name Company. cg

Optiohz

Add T Edit... Remove

In the Item column, you can find subnets where scopes of IP addresses are defined. The
IP subnet can be either ticked to activate the scope or unticked to make the scope inactive
(scopes can be temporarily switched off without deleting and adding again). Each subnet
includes also a list of reservations of IP addresses that are defined in it.

In the Default options item (the first item in the table) you can set default parameters for
DHCP server.

Lease time Time for which an IP address is assigned to clients. This IP address will be
automatically considered free by expiration of this time (it can be assigned to another
client) unless the client requests lease time extension or the address release.

DNS server Any DNS server (or multiple DNS servers separated by semicolons) can be
defined. We recommend you to use DNS Forwarder in WinRoute as the primary server
(first in the list) — IP address of the WinRoute host. DNS Forwarder can cooperate
with DHCP server (see chapter 4.3) so that it will always use correct IP addresses to
response to requests on local host names.
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4.4 DHCP server

{8 Default Options

— Default definition

Lease Time: |4 3: daylsl [0 & :|o &

— Optiong
v Domain name server: |12'I.'IEIEI.2I3.5

v WwWiINS name server: I'IEIE.'IEB.'I.'II:I

v Damain name: Iu:u:umpan_l,l.mm
Advanced... |
Ok, LCancel |

WINS server IP address of the WINS server.

Domain Local Internet domain. Do not specify this parameter if there is no local do-
main.

Advanced Click on the Advanced button to open the dialog which includes list of
all optional parameters supported by DHCP protocol (including the ones described
above).You can add any parameter supported by DHCP protocol and set its value.

Default parameters are automatically matched with address scopes unless configuration
of a particular scope is defined (the Address Scope/Options dialog). The same rule is
applied on scopes and reservations (parameters defined for a certain address scope are
used for the other reservations unless parameters are defined for a specific reservation).
Weight of individual parameters correspondets with their position in the tree hierarchy.

Select the Add / Scope option to view the dialog for address scope definition.

Note: Only one scope can be defined for each subnet.

Description Comment on the new address scope (just as information for WinRoute
administrator).

First address, Last address First and last address of the new scope.
Note: If possible, we recommend you to define the scope larger than it would be

defined for the real number of users within the subnet.

Mask Mask of the appropriate subnet. It is assigned to clients together with the IP
address.
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::#::Address Scope

Description: IL::u:aI zegment 1

— Scope definition
First address: | 192.165.1.10 Last address: | 192.168.1.10

Metwark maszk: |255.255.255.EI Exclugions. .. |
Lease tirne: |2 i’ day(s] |12 i’ :IEI i’

— Optiong
v Default gateway: I 192.168.11

v Damain name server; |1E|2.1EB.'I.'I

[T WiINS name server; I

v Damain name: Iu:u:umpan_l,l.mm
Advanced... |

ok LCancel |

Note: The Kerio Administration Console application monitors whether first and last
address belong to the subnet defined by the mask. If this requirement is not met, an
error will be reported after the confirmation with the OK button.

Lease time Time period during which the client can use the IP address. Unless the
client has requested extension of the lease time during this period, the IP address is
considered free and can be assigned to another client.

Exclusions WinRoute enables the administrator to define only one scope in within each
subnet. To create more individual scopes, follow these instructions:

e create address scope covering all desired scopes
e define so called exclusions that will not be assigned

Example: In 192.168.1.0 subnet you intend to create two scopes: from
192.168.1.10 to 192.168.1.49 and from 192.168.1.61 to 192.168.1.100. Ad-
dresses from 192.168.1.50 to 192.168.1.60 will be left free and can be used for
other purposes.

Create the scope from 192.168.1.10 to 192.168.1.100 and click on the Exclusions
button to define the scope from 192.168.1.50 to 192.168.1.60. These addresses
will not be assigned by the DHCP server.
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%% Exclusions

From To Description I Add...

192.168.1.50 192168.1.60 Servers
Edi... |
Femove |

0E. Cancel

Parameters In the Address Scope dialog, basic DHCP parameters of the addresses as-
signed to clients can be defined:

e Default Gateway — IP address of the router that will be used as the default gate-
way for the subnet from which IP addresses are assigned.

e DNS server — any DNS server (or more DNS servers separated with semicolons).
We recommend you to use the DNS Forwarder in WinRoute as the primary DNS
server ( IP address of the WinRoute host). The reason is that the DNS Forwarder
can cooperate with the DHCP server (see chapter 4.3) and it will always respond to
requests on local host names with the correct IP address.

e WINS name server — In networks with multiple routers it is sometimes neces-
sary to use a WINS (Windows Internet Naming Service) to resolve local NetBIOS
computer names.

e Domain — local internet domain. Do not define this parameter unless there is
a local domain.

Advanced Click on this button to open a dialog with a complete list of advanced pa-
rameters supported by DHCP (including the four mentioned above). Any parameter
supported by DHCP can be added and its value can be set within this dialog. This
dialog is also a part of the Address Scopes tab.

To view configured DHCP parameters and their values within appropriate IP scopes
see the right column in the Address Scope tab.

Note: Simple DHCP server statistics are displayed at the right top of the Address
Scope tab. Each scope is described with the following items:

e total number of addresses within this scope
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3% DHCP Dptions

Type I Code I Option Mame Yalue

E‘.,g o3 Default gateway 192.168.1.1
E‘.,g 106 DMS zerver 192.168.1.1
E‘.,g ms Dromain name COMPAEnY. com

{38/ DHCP Option

Edit...

Remove |

Walue: H A
003: Default gateway

004: Tirne server
005: Mame zerver
00&: OMS server
007: Log server
008: Cookie server
009: LPR zerver
MO: Impress server
M1: Resource location server
R M2 Hozt name
113: Boot file zsize
M1 4: ket dumnp file
M5: Domain name
ME: Swap server

Option: | 002: Time offzet LI

Cancel |

e number and percentage proportion of leases

e number and percentage proportion of free addresses

MHumber of [P'z in scope: a0
|Jzed: g6 [9E%)
Free: 4 [4%]

Lease Reservations

DHCP server enables the administrator to book an IP address for any host. To make the

reservation click on the Add / Reservations button in the Scopes folder.

Any IP address included in a defined subnet can be reserved.

IP addresses can be reserved for:

e hardware (MAC) address of the host — it is defined by hexadecimal numbers separat-

ed by colons, i.e.

00:bc:a5:f2:1e:50
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4.4 DHCP server

i¥%/Lease Reservation

Drezcription: |W‘W‘W ZEMVEr

— Leaze definition

Reservation for: | hardware address ;I

Walle: I ab:00:c3ef:51:3a

Advanced... |

Feserved address; |1E|2.1 £3.1.50

ok LCancel |

or by dashes— for example:
00-bc-a5-f2-1e-50

The MAC address of a network adapter can be detected with operating system tools
(i.e. with the ipconfig command) or with a special application provided by the net-
work adapter manufacturer.

e host name — DHCP requests of most DHCP clients include host names (i.e. all Win-
dows operating systems), or the client can be set to send a host name (i.e. Linux
operating system).

Leases

IP scopes can be viewed in the Leases tab. These scopes are displayed in the form of
trees. All current leases within the appropriate subnet are displayed in these trees.

Note: Icon color represents address status (see below). Icons marked with R represent
reserved addresses.

Columns in this section contain the following information:
o Leased Address — leased IP address
e Lease Expiration — date and time specifying expiration of the appropriate lease

e MAC Address — hardware address of the host that the IP address is assigned to
(including name of the network adapter manufacturer).

55



Chapter 4 Settings for Interfaces and Network Services

Q DHCP Server

coebien

filter

[¥ DHCP Server enabled

Scopes | Leases I.ﬂdvancedgptions |

Leazed Address

I Lease Expiration

MAC Address

- EB192.168.1.49

- B0, 192.166.1.140
- 192,168,114
- B0 192 166.1.145
- 0,192.168.1.165
- ER192 1681168
- E8192.168.1.204
- ER192.168.1.22

- EB192.168.1.25

- B0 1921661143
- 01921681146
- 0192.168.1.189

- E192.168.1.0 [devel LAN)

Reserve... Release

5.6, 2003 3:31:22
4.6, 2003 13:45:00
30.5. 2003 15:33:50
30.5. 2003 16:02:22
3.6 2003 11:11:26
2.6, 2003 18:18:26
26.4. 2003 12:51:59
5.6, 2003 10:23:57
5.6, 2003 10:08:51
5.6, 2003 10:54:14
5.6, 2003 10:35:03
5.6. 2003 10:55:08

00:60:1d:21:dd:85
00:50:fc: 24:02:22
00:E0:1d:21:dd: A1
00:02:2d:1b:Be 1
00:50:fe: 20:59:95
00:03:93:83:89.48
00:08: 74:b0: cf:32
00:d0:59:34: 85:ef
00:07:85:92:91: a8
00:0a:f4:d5:45:6b
00:02:fd: 2 05:20
00:03:e3: 22 26:27

[LUCENT TECHMOLOGIES)
[EDIMA TECHWOLOGY CO., LTD.)
[LUCENT TECHMOLOGIES)

[Agere Systems)

[EDIM& TECHWOLOGY CO., LTD)
[Apple Computer, Inc.)

[Dell Computer Carp.]

[&MEBIT MICROSYSTEMS CORP.]
[Cizco Systems lne.)

[Cisco Systems)

[Cizco Spstems, Inc.]

[Cisco Systems. Inc.)

I Hosthame | Statusl ﬂ
skxpnb Expirec
Wind85ECE E=pirec
suppart-nb Expirac
support-nb Expirec
qgaolem Expirac
M acintosh Expirec
torn-dell Expirec
tomxp Leasec
tomxp Leazec
SIPODOAF4D545EE  Leasec
cigoo-ss? Leazec
SIPODO3E 3242627 Leasec LI

e Hostname — name of the host that the IP address is assigned to (only if the DHCP
client at this host sends it to the DHCP server)

e Status — status of the appropriate IP address; Leased (leased addresses), Expired
(addresses with expired lease — the client has not asked for the lease to be extended
yet), Declined (the lease was declined by the client) or Released (the address has been
released by the client).

Notes:

1. Data about expired and released addresses are kept by the DHCP server and can
be used later if the same client demands a lease.

2. Declined addresses are handled according to the settings in the

Options tab (see below).

The following columns are hidden by default:

e Last Request Time — date and time when the recent request for a lease or lease

extension was sent by a client

e Lease Remaining Time — time remaining until the appropriate Lease Expiration

Use the Release button to release a selected IP address immediately (independently of
its status). Released addresses are considered free and can be assigned to other clients

immediately.
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Click on the Reserve button to reserve a selected (dynamically assigned) IP address based
on the MAC address or name of the host that the address is currently assigned to. The
Scopes tab with a dialog where the appropriate address can be leased will be opened
automatically. All entries except for the Description item will be already defined with
appropriate data. Define the Description entry and click on the OK button to assign a
persistent lease for the IP address of the host to which it has been assigned dynamically.

Note: The MAC address of the host for which the IP is leased will be inserted to the
lease reservation dialog automatically. To reserve an IP address for a hostname, change
settings of the Reservation For and Value items.

Options

Other DHCP server parameters can be set in the Options tab.

@ DHCP Server i Cobion

wgefilter

v DHCP Server enabled

Scopes I Leazes | Advanced Options

— BOOTR
W Enable DHCP service for BOOTF clients

— Windows BAS
W Enable DHCF zervice for Windows BAS clients

W R&S clients specific lease time
2 Hdws o &0 4

— Decline Dptiohz

£ Dffer immediately

f*  Dffer after Hrmeout

[T Hdaws o &0 4

BOOTP If this option is enabled, the DHCP server will assign IP addresses (including
optional parameters) also to clients of BOOTP protocol (protocol used formerly to
DHCP— it assigns configurations statically only, according to MAC addresses).
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Windows RAS Through this option you can enable DHCP service for RAS clients (Re-
mote Access Service). You can also specify time when the service will be available to
RAS clients (an IP address will be assigned) if the default value is not convenient.

Warning: The RAS in Windows assigns a new address for each connection(even when
the same client connetcs again). When checking that more users than a particular
license allows do not use the product (see chapter 11.4), WinRoute treats RAS services
as a part of the total number of clients. This means that, under certain conditions (IP
scope is too wide for RAS and/or time for which an IP address is assigned is too long),
repeated connections through RAS may cause that the limit for number of users is
exceeded. If this happens, remote clients will be allowed to connect and communicate
with hosts in LAN, however, it will not be possible to connect to the Internet through
WinRoute.

Declined options These options define how declined IP addresses (DHCPDECLINE re-
port) will be handled. These addresses can be either considered released and assigned
to other users if needed (the Offer immediately option) or blocked during a certain
time for former clients to be able to use them (the Declined addresses can be offered
after timeout option).

4.5 Proxy server

Even though the NAT technology used in WinRoute enables direct access to the Internet
from all local hosts, it contains a standard HTTP proxy server. Under certain conditions
the direct access cannot be used or it is inconvenient . The following list describes the
most common situations:

1. To connect from the WinRoute host it is necessary to use the proxy server of your
ISP. In this case the Internet cannot be accessed directly.

Proxy server included in WinRoute can forward all queries to so called parent proxy
server).

2. Internet connection is performed via a dial-up and access to certain Web pages is
blocked (refer to chapter 6.1). If a direct connection is used, the line will be dialed
before the HTTP query could be detected (line is dialed upon a DNS query or upon
a client’s request demanding connection to a Web server). If a user connects to
a forbidden Web page, WinRoute dials the line and blocks access to the page — the
line is dialed but the page is not opened.

Proxy server can receive and process clients’ queries locally. The line will not be
dialed if access to the requested page is forbidden.
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3. WinRoute is deployed within a network with many hosts where proxy server has been
used. It would be too complex and time-consuming to re-configure all the hosts.

The Internet connection functionary is kept if proxy server is used — it is not nec-
essary to edit configuration of individual hosts (or only some hosts should be re-
configured).

4. WinRoute may be filtering sites and objects transparently, however it is possible
for a Web page to contain a redirect to a non-standard TCP port. In this case the
transparent HTTP proxy will not be used. If the browser is configured to use a proxy
server then the redirect will continue to be processed through the proxy server.

Note: The Proxy server in WinRoute supports only the HTTP and HTTPS protocols. Use
direct access to support traffic using the FTP protocol unless you use a parent proxy
server that supports FTP protocol (WinRoute’s proxy server can “get” FTP to the parent
proxy server).

Proxy Server Configuration

To configure proxy server parameters open the Proxy server tab in Configuration / Con-
tent Filtering / HTTP Policy.

Enable non-transparent proxy server This option enables the HTTP proxy server in
WinRoute on the port inserted in the Port entry (3128 port is set by the default).

Warning : If you use a port number that is already used by another service or appli-
cation, WinRoute will accept this port, however, the proxy server will not be able to
run and the following report will be logged into the Error log (refer to chapter 13.7):

failed to bind to port 3128: another application 1is using this
port

If you are not sure that the port you intend to use is free, click on the Apply but-
ton and check the Error log (check whether the report has or has not been logged)
immediately.

Forward to parent proxy server Tick this option for WinRoute to forward all queries
to the parent proxy server which will be specified by the following data:

e Server — DNS name or IP address of parent proxy server and the port on which
the server is running (3128 port is used by the default)

e Username, Password — username and password for authentication to the parent
proxy server.
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&J| HTTP Policy cobion

filter

IURL Bules | Cortert Fules I Cache | Prowy Server | URL Groups | Forbidden 'words

— General options

[¥ Enable non-transparent proxy server
Port: |31 28

— Advanced optiohz

¥  Famward to parent prosy server

Server.  |17216.100.1 JEER

W Parent proxy server requires authentication

U zermame: | adriit

Fazsword: Ixxxxxxxxxxxxxxx
Set automatic proxy configuration zcnpt bo;

f*  Direct access
 WinBoute prosy server

v &llow browsers to use configuration scrpt automatically via DHCP server in WinFoute

Through this option you can also set the McAfee antivirus and Cobion Orange
Filter so that they can automatically use this proxy server to access the Internet.

Leave the Username and Password entries blank unless your parent proxy server
requires authentication.

Note: The name and password for authentication to the parent proxy server is
sent with each HTTP request. Only Basic authentication is supported.

Allow browsers to use... The Web browsers’ parameters at client hosts must be set
properly to ensure correct proxy server functionality. These parameters are set auto-
matically on most browsers. The following options are provided if Enable browsers
to use configuration script automatically via DHCP server in WinRoute is enabled:

o The Microsoft Internet Explorer browser is configured automatically if the DHCP
server is used and if the Automatically detect settings option is enabled in the
browser settings.

60



4.6 HTTP cache

Note: The DHCP server in WinRoute is required by this method of automatic con-
figuration (refer to chapter 4.4).

e Other browsers (i.e. Netscape/Mozilla, Opera, etc.) enable definition of URL script
for automatic configuration. Here is the appropriate URL:

http://192.168.1.1:3128/pac/proxy.pac

where 192.168.1.1 represents the IP address of the WinRoute host and 3128
represents port of the proxy server (see above).

The Set automatic proxy configuration script to option defines which method will be used
for automatic configuration of browsers:

e Direct access — browser will not use proxy server

e WinRoute proxy server — The proxy server in the browser will be set to the IP address
of the WinRoute host and to the port specified in the Port entry (see above).

4.6 HTTP cache

Using cache to access Web pages that are opened repeatedly reduces Internet traffic.
Downloaded files are saved to the harddisc of the WinRoute host so that it is not neces-
sary to download them from the Web server again later.

All objects are stored in cache for a certain time only (Time To Live — TTL). This time
defines whether checks for the most recent versions of the particular objects will be
performed upon a new request of the page. The required object will be found in cache
unless the TTL timeout has expired. If it has expired, a check for a new update of the
object will be performed. This ensures continuous update of objects that are stored in
the cache.

The cache can be used either for direct access or for access via the proxy server. If you
use direct access, the HTTP protocol inspector must be applied to permitted TCP port
80 and 443 traffic. (refer to chapters 5.2 and 8.3).

To set HTTP cache parameters go to the Cache tab in Configuration / Content Filtering /
HTTP Policy.

Enable cache on transparent proxy This option enables cache for HTTP traffic that us-
es the HTTP protocol inspector (direct access to the Internet)

Enable cache on proxy server Enables the cache for objects downloaded via Win-
Route’s proxy server (see chapter 4.5)
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&J| HTTP Policy

URL Rulez I Content Rules | Cache I Prowy Server | Cobion Settings | URL Groups | *word Groups

— General Dptiohz

W Enable cache on transparent prosy

W Enable cache on prosy server

HTTP pratocol TTL : I'I 3: dav[z] URL zpecific zettings...

Cache directony : Ig:'xpru::gram fileshkenio\winroute/cache

i [f pou change the path to a directony, vou must restart WinBoute Engine.

Cache size : |1|:|24 3: B

kemaory cache zize Az = kB
Max. HTTF object size: |512 = kB

— Cache Optiong

W Continue aborted download [T Use zerver supplied Time-To-Live
™| Keep aborted file in cache W lgnore server Cache-Contral directive
W Cache redirect responses [T Always walidate file in cache

HTTP protocol TTL Default time of object validity within the cache. This time is used
when:

e TTL of a particular object is not defined (to define TTL use the URL specific settings
button —see below)

e TTL defined by the Web server is not accepted (the Use server supplied Time-To-
Live entry)

Cache directory Directory that will be used to store downloaded objects. The cache
file under the directory where WinRoute is installed is used by default.
Warning: Changes in this entry will not be accepted unless the WinRoute Firewall
Engine is restarted.

Cache size Size of the cache file on the disc. Maximal size of this file is determined by
file system: FAT16 — 2GB, 4GB are allowed for other file systems.

Note: If 98 percent of the cache is full, a so called cleaning will be run — this function
will remove all objects with expired TTL. If no objects are deleted successfully, no

62



4.6 HTTP cache

other objects can be stored into the cache unless there is more free space on the disc
(made by further cleaning or by manual removal).

Memory cache size Maximal memory cache size in the main storage. This cache is
used especially to accelerate records to the cache on the disc.

If the value is too high the host’s performance can be affected negatively (cache size
should not exceed 10 per cent of the computing memory).

Max HTTP object size maximal size of the object that can be stored in cache.

With respect to statistics, the highest number of requests are for small objects (i.e.
HTML pages, images, etc.). Big sized objects, such as archives (that are usually down-
loaded at once), would require too much memory in the cache.

Cache Options Advanced options where cache behavior can be defined.

e Continue aborted download — tick this option to enable automatic download of
objects that have been aborted by the user (using the Stop button in a browser).
Users often abort downloads for slow pages. If any user attempts to open the
same page again, the page will be available in the cache and downloads will be
much faster.

e Keep aborted files in cache — if this option is enabled, the server will save even in-
complete objects into the cache (object downloads which have not been finished).
Downloads will be faster when the page is opened again.

The Keep aborted files in cache option will be ignored if the Continue aborted
download option is enabled.

e Cache redirect responses — HTTP responses that contain redirections will be
cached.

e Use server supplied Time-To-Live — objects will be cached for time specified by the
Web server from which they are downloaded. If TTL is not specified by the server,
the default TTL will be used (see the HTTP protocol TTL item).

e Ignore server Cache-Control directive — WinRoute will ignore directives for cache
control of Web pages.

Pages often include a directive that the page will not be saved into the cache.
Enable the Ignore server Cache-Control directive option to make WinRoute accept
only no-store and private directives.
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Note: WinRoute examines HTTP header directives of responses, not Web pages.

o Always validate file in cache — with each query WinRoute will check the server for
updates of objects stored in the cache (regardless of whether the client demands
this).

Note: Clients can always require a check for updates from the Web server (regardless
of the cache settings). Use a combination of the Ctrl-F5 keys to do this using either the
Microsoft Internet Explorer or the Netscape/Mozilla browser. You can set browsers so
that they will check for updates automatically whenever a certain page is opened (then
you will only refresh the particular page).

URL Specific Settings
The default cache TTL of an object is not necessarily convenient for each page. You may
require not to cache an object or shorten its TTL (i.e. for pages that are accessed daily).

Use the URL specific settings button to open a dialog where TTL for a particular URL can
be defined.

3% URL specific settings

TTL |URL | Description ]

Timne-To-Live based on URL

Drezcription: I Mews

=
LRL: I * chn.com® lI

TTL: IEI i’ days I‘I i’ hours

ak Cancel |

sdd | Edt |  Remove | Close

Rules within this dialog are ordered in a list where the rules are read one by one from
the top downwards (use the arrow buttons on the right side of the window to reorder
the rules).

Description Text comment on the entry (informational purpose only)
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URL URL for which cache TTL will be specified. URLs can have the following forms:
e complete URL (i.e. www.kerio.com/cz/index.html)
¢ substring using wildcard matching (i.e. *news.com¥*)

e server name (i.e. www.kerio.com) — represents any URL included at the server
(the string will be substituted for www. kerio.com/* automatically.

TTL TTL of objects matching with the particular URL.

The 0 days, 0 hours option means that objects will not be cached.
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Chapter 5
Traffic Policy

Traffic Policy belongs to of the basic WinRoute configuration. All the following settings
are displayed and can be edited within the table:

e security (protection of the local network including the WinRoute host from Internet
intrusions

e [P address translation (or NAT, Network Address Translation — technology which
enables transparent access of the entire local network to the Internet with one public
IP address only)

e access to the servers (services) running within the local network from the Internet
(port mapping)

¢ controlled access to the Internet for local users

Traffic policy rules can be defined in Configurations / Traffic Policy. The rules can be
defined either manually (advanced administrators) or using the wizard (recommended).

5.1 Network Rules Wizard

The network rules wizard demands only the data that is essential for creating a basic set
of traffic rules. The rules defined in this wizard will enable access to selected services
to the Internet from the local network, and ensure full protection of the local network
(including the WinRoute host) from intrusion attempts from the Internet. To guarantee
reliable WinRoute functionality after the wizard is used, all existing rules are removed
and substituted by rules created automatically upon the new data.

Click on the Wizard button to run the network rules wizard.

Note: The existing traffic policy is substituted by new rules after completing the entire
process after confirmation of the last step. This means that during the process the
wizard can be stopped and canceled without losing existing rules.

Step 1 — information
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::#::Netwurk rules Wizard

About this "Wizard - page 1 of 7

Thiz wizard will help you to zecure the connection of your
LAM ta the Internet.

Bazed on provided information, the wizard will generate
zeveral rules. Each rule will be given a description, 2o that
itz purpoze can be eazily understond and it will alzo help
wou to learn the concept of the rules. You may then
manually addremovemodify the rules to fine-tune them for
your zpecific nebwork, zetup,

Before you proceed, enzure that the Firewall host iz
connected to the LaMN and has a functional |nternet
connechion,

LCancel | ¢ Back

To run successfully, the wizard requires the following parameters on the WinRoute host:

e atleast one active adapter connected to the local network

e at least either one active adapter connected to the Internet or one dial-up defined.
The dial-up needn’t be active to run the wizard.
Step 2 — selection of Internet connection type

Select the appropriate type of Internet connection that is used — either a network
adapter (Ethernet, WaveLAN, DSL, etc.) or a dialed line (analog modem, ISDN, etc.).

::#::Netwurk rules Wizard

Type of Internet Connection - page 2 of 7

Pleaze select the type of pour Internet connection:

{+  Ethemet, D5L, cable modem, satellte or other

= Dial-Up [modem, ISOM, PPPoE]

Step 3 — network adapter or dial-up selection

If the network adapter is used to connect the host to the Internet, it can be selected in
the menu. To follow the wizard instructions easily, IP address, network mask and MAC
address of the selected adapter are displayed as well.

Note: The Web interface with the default gateway is listed first. Therefore, in most cases
the appropriate adapter is already set within this step.
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::#::Netwurk rules Wizard

|nternet Adapter - page 3 of 7

Select a netwark. adapter connecting the firewall computer to the Internet;

Axailable Adapters: IF'uI:uIiu: 'I

Adapter information

IF addreszs: [195.39.55.21
Metwork mazk: | 2565255266224
MaAC address: | 00:04:76: 1 o5 9

In case of a dial line, the appropriate type of connection (defined in the operating system)
must be selected and the correct username and password must be confirmed.

::#::Netwurk rules Wizard

Dial-up Connection - page 3 of 7

Pleaze provide login information for the Dial-lJp connection,

Login infarmation
Dial-Up connection: I Conmection to ISP ;I

|Jzemame: Iu:u:umpan_l,l

EEEEEREEEE T

Fazzword: I

LCancel | ¢ Back

Step 4 — Internet access limitations

Select which Internet services will be available for LAN users:

Allow access to all services Internet access from the local network will not be limited.
Users can access any Internet service.

Allow access to the following services only Only selected services will be available
from the local network.
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::#::Netwurk rules Wizard

Outbound Palicy - page 4 of 7

Select how you want to restrict uzers in the LAM when acceszing the Internet

{ Allow access to all services [no limitations)

% Allow access to the following services only:

| Service I Frotocal I Source Port I Destination Part
Bl HTTP  TCP Ay 2]

B HTTPS TCP Ay 443

Kl FTF TCP Ay 21

[ sMTP  TCP Ay 25

I Dns TCRADP Ay 53

O FOFP2  TCP Ay 110

O map  TCP Ay 143

] Telnet  TCP Ary 23

Cancel | <Back | |7

Note: In this dialog, only basic services are listed (it does not depend on what ser-
vices were defined in WinRoute — see chapter 8.3). Other services can be allowed by
definition of separate traffic policy rules— see below.

Step 5 — specification of servers that will be available within the local network

If any service (e.g. WWW server, FTP server, etc. which is intended be available from
the Internet) is running on the WinRoute host or another host within the local network,
define it in this dialog.

The dialog window that will open a new service can be activated with the Add button.

{#% Inbound Mapping

Service iz running on
= Firewall

(" IP Addiess: [192168.1.10

Service: I HTTPS LI

ok LCancel |
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(3% Network rules Wizard

|nbound Palicy - page 5 of 7

[f you have any servers wnning in your LAK that should be available from the
|nternet, specify them below. IF not ar pou don't know, just skip this page.

IF Address I Service I
192.168.1.10 HTTR
192.168.1.10 HTTPS

Add... Edit... Remove

Service is running on Definition of the host where the service is running:
e Firewall — the host where WinRoute is installed
e IP Address — address of a server within the local network (the host that the service
is running on)
Note: access to the Internet through WinRoute must be defined in the default
gateway of the host, otherwise the service will not be available.
Service Selection of a service to be enabled. The service must be defined in Configura-
tions / Definitions / Services formerly (see chapter 8.3).

Note: Majority of common services is predefined in WinRoute.

Step 6 — NAT

If you only use one public IP address to connect your private local network to the In-
ternet, run the NAT function (IP address translation). Do not trigger this function if
WinRoute is used for routing between two public networks or two local segments (neu-
tral router).

::#::Netwurk rules Wizard

|nternet Sharing [MAT] - page B of ¥

MAT [Metwork Addresz Translation] can provide |nternet access for the entire
Local Area Metwork, [LAM] uging the public IP addrezs aszigned to vour [nternet
interface.

W Enable MAT
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Step 7 — generating the rules

In the last step an information window warns users that the traffic policy will be built
upon the inserted data and all the existing data will be deleted and removed with the
new rules.

::#::Netwurk rules Wizard

Finizh - page 7 of ¥

The wizard haz collected all necceszany infarmation and will now generate the
rules. If pou have provided incorrect information o if your network, zetup
changes, you may rn this wizard again to generate new rules.

Warning: This is the last chance to cancel the process and keep the existing traffic
policy. Click on the Finish button to delete the existing rules and replace them with the
new ones.

Rules Created by the Wizard

The traffic policy is better understood through the traffic rules created by the Wizard in
the previous example.

ICMP traffic This rule can be added whenever needed with no respect to settings within
individual steps. You can use the PING command to send a request on a response
from the WinRoute host. Important issues can be debugged using this command
(i.e.Internet connection functionality can be verified).

Note: The ICMP traffic rule does not allow clients to use the PING command from the
local network to the Internet. If you intend to use the command anyway, you must
add the Ping feature to the NAT rules (for details see chapter 5.2).

NAT If this rule is added, the source (private) addresses in all packets directed from
the local network to the Internet will be substituted with addresses of the interface
connected to the Internet (see the Wizard, steps 3 and 6). However, only services
selected within step 4 can be accessed.

Local Traffic This rule enables all traffic between local hosts with the WinRoute host.
The Source and Destination items within this rule include all WinRoute host’s inter-
faces except the interface connected to the Internet (this interface has been chosen
in step 3).

Note: Access to the WinRoute host is not limited as the Wizard supposes that this
host belongs to the local network. Limitations can be done by modification of an
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!B Traffic Policy
M ame Source Destination | Service Actiog Tranzlation
B ICMP raffic € Firewall |+ Any [ Ping |+
B naT %’ Test Interfa%’ |nternet @ HTTP [+ |MAT [Default outgoing interface)
=] LEN R HTTRS
& FTP
i DNS
B Lacal Traffic 'EB' Firewall 'EB' Firewall | #5 Any i
%’ Test Interfa%’ Test Inten
=] LEN =] LEN
B Firewall Traffic €0 Firewall |2 Intemet [ HTTP |+
R HTTRS
& FTP
i DNS
M Serice HTTP =] Intenet €D Firewall (@82 HTTP |+  [M&P 192163110
B Service HTTPS =] Intenet (€5 Firewall (@82 HTTPS |+ [MA&P 192163110
Drefault rule £ By £ By £ By b4

appropriate rule or by creating a new one. An inconvenient rule limiting access to the
WinRoute host might block remote administration or it might cause some Internet
services to be unavailable (all traffic directed to the Internet passes through this host).

Firewall Traffic This rule enables access to certain services from the WinRoute host. It
is similar to the NAT rule except from the fact that this rule does not perform IP
translation (this host connects to the Internet directly).

HTTP and HTTPS These rules map all HTTP and HTTPS services running at the host
with the 192.168.1.10 IP address (step 6). These services will be available on IP
addresses of the external interface (step 3).

Default rule This rule denies all communication that is not allowed by other rules. The
default rule is always listed at the end of the rule list and it cannot be removed.

The default rule allows the administrator to select what action will be taken with
undesirable traffic attempts (Deny or Drop) and to decide whether packets or/and
connections will be logged.

Note: To see detailed descriptions of traffic rules refer to chapter 5.2.
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5.2 Definition of Custom Traffic Rules

To fine-tune the WinRoute settings, you can define your own rules or edit the rules
generated by the wizard. Advanced administrators can create all the rules according
to their specific needs without using the wizard.

Note: If you would like to control user connections to WWW or FTP servers, use the
special tools available in WinRoute (see chapter 6) rather than traffic rules.

How traffic rules work

The traffic policy consists of rules ordered by their priority. When the rules are applied
they are processed from the top downwards and the first suitable rule found is applied.
The order of the rules can be changed with the two arrow buttons on the right side of
the window.

An explicit rule denying all traffic is shown at the end of the list. This rule cannot be
edited or removed. If there is no rule to allow particular network traffic, then the “catch
all” deny rule will discard the packet.

Rule definitions

The traffic rules are displayed in the form of a table, where each rule is represented
by a row and rule properties (name, conditions, actions — for details see below) are
described in the columns. Left-click in a selected field of the table (or right-click a rule
and choose the Edit... option in the context menu) to open a dialog where the selected
item can be edited.

To define new rules press the Add button. Move the new rule within the list using the

arrow buttons.

Name Name of the rule. It should be brief and unique. More detailed information can
be included in the Description entry.

Matching fields next to names can be either ticked to activate or unticked to disable.
If a particular field is empty, WinRoute will ignore the rule. This means that you need
not remove and later redefine these rules when troubleshooting a rule.

The background color of each row can be defined as well. To set the color of the list
background right click in a cell belonging to the desired row in the Name column and
select Edit name and color.

Note: Colors do not affect rule functionality.

Source and Destination Definition of the source or destination of the traffic defined by
the rule.
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iﬁﬁEdit Source

%1 92.168.1.0/255.266.255.0 I Add -
B Host,..
% IP range...
% IP address group...
% Metwark/mask. ..
%’ Metwark connected to inkerface. ..

'ﬁ Users...

'EB' Firewall host

k. LCancel |

::#::Edil: Rule {Name and Color) B [E3

M armne: I MAT

Color: I Tranzparent ;I

k. LCancel |

A new source or destination item can be defined after clicking the Add button:

Host — the host IP address or name (e.g. 192.168.1.1 or www.company . com)

Warning: If either the source or the destination computer is specified by DNS
name, WinRoute tries to identify its IP address while processing a corresponding
traffic rule.

If no corresponding record is found in the cache, the DNS forwarder forwards the
query to the Internet. If the connection is realized by a dial-up which is currently
hung-up, the query will be sent after the line is dialed. The corresponding rule is
disabled unless IP address is resolved from the DNS name. Under certain circum-
stances denied traffic can be let through while the denial rule is disabled (such
connection will be closed immediately when the rule is enabled again).

For the reasons mentioned above we recommend you to specify source and desti-
nation computer only through IP addresses in case that you are connected to the
Internet through a dial-up!

Network — subnet defined with network address and mask
(e.g. 192.168.1.0/255.255.255.0)
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@ Traffic Policy
M ame Source Destination | Service Actiog Tranzlation
B ICMP raffic € Firewall |+ Any [ Ping |+
B naT %’ Test Interfa%’ |nternet @ HTTP [+ |MAT [Default outgoing interface)
=] LEN R HTTRS
& FTP
i DNS
B Lacal Traffic 'EB' Firewall 'EB' Firewall | #5 Any i
%’ Test Interfa%’ Test Inten
=] LEN =] LEN
B Firewall Traffic €0 Firewall |2 Intemet [ HTTP |+
R HTTRS
& FTP
i DNS
M Serice HTTP =] Intenet €D Firewall (@82 HTTP |+  [M&P 192163110
B Service HTTPS =] Intenet (€5 Firewall (@82 HTTPS |+ [MA&P 192163110
Drefault rule £ By £ By £ By b4
e [Prange — e.g. 192.168.1.10—192.168.1.20
e Subnet with mask — subnet defined by network address and mask (e.g.

192.168.1.0/255.255.255.0)

e Network connected to interface — This represents all IP addresses which reside

behind the particular interface.

e Users — users or groups that can be chosen in a special dialog

The Authenticated users option makes the rule valid for all users authenticated to

the firewall (see chapter 7.2).

In the traffic policy, each user/group or host is represented by IP address from
which it/he/she is connected (for more details about user authentication see chap-

ter 7.2).

Notes:
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3% users
— Select uzer(z)

 Authenticated uzers

% Uszerz) fram list:
Other uzers: Selected users:
Tope IName I - Tope IName I
'ﬁ [FTF denied] "ﬂ [Personal department]
'ﬁ [Internet access] ik |
R [Gales]
kR [Gupport] >3> |
'ﬁ [Telnet allowed]
¥ adrmin
¥ halub |

0E. Cancel

1. If you require authentication for any rule, it is necessary to ensure that a
rule exists to allow users to connect to the firewall authentication page. This
service uses TCP port 4080 for HTTP and 4081 for HTTPS.

2. If you use HTTP, WinRoute can automate user re-direction to the authentica-
tion page (for details see chapter 6.1). Other services do not allow this feature.
Users should be informed that they are required to pass through the authen-
tication page prior to accessing demanded services (see chapters 7 and 7.2).

e Firewall — a special address group including all interfaces of the host where the
firewall is running. This option can be used for example to permit traffic between
the local network and the WinRoute host.

Note: Use the Any button to replace all defined items with the Any item (this item is
also used by default for all new rules). This item will be removed automatically when
at least one new item is added.

Service Definition of service(s) on which the traffic rule will be applied. Any number of
services defined either in Configurations / Definitions / Services or using protocol and
port number (or by port range — a dash is used to specify the range) can be included
in the list.

Notes:

1. If the protocol inspector of the particular protocol is used for the service defini-
tion, this module will be applied on the traffic meeting this rule. If the rule can
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::#::Edil: Service / Port

SRHTTP Add v
RHTTRS
Edit... |
Remove |
Puort or port range: o
{TCcP | |2000-2080
ok LCancel |
ok LCancel

be applied on all services (the Any button), all necessary protocol inspectors will
be applied automatically.

If desired, you can define a rule without using protocol inspectors (for details see
chapter 8.3) in order to bypass the protocol inspector for particular IP hosts.

2. To substitute all defined items by the Any item use the Any button (this is also
the default value for creating a new rule). If at least one new service is added, the
Any item will be removed automatically.

Action Action that will be taken by WinRoute when a given packet has passed all the
conditions for the rule (the conditions are defined by the Source, Destination and
Service items). The following actions can be taken:

{#% Edit Rule (Action)

— Action
W O Permit
A0 Deny
i Drop

0E. Cancel

e Permit — traffic will be allowed by the firewall

e Deny — client will be informed that access to the address or port is denied. The
client will be warned promptly, however, it is informed that the traffic is blocked
by firewall.
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e Drop — all packets that fit this rule will be dropped by firewall. The client will
not be sent any notification and will consider the action as a network outage. The
action is not repeated immediately by the client (it expects a response and tries
to connect later, etc.).

Note: It is recommended to use the Deny option to limit the Internet access for local
users and the Drop option to block access from the Internet.

Log The following actions can be taken to log traffic:

{#% Edit Rule (Log)

@ [T Log matching packets

'@ ¥ Log matching connections

LCancel |

e Log matching packets — all packets matching with rule (permitted, denied or
dropped, according to the rule definition) will be logged in the Filter log.

e Log matching connections — all connections matching this rule will be logged in
the Connection log (only for permit rules).Individual packets included in these
connections will not be logged.

Note: Connections cannot be logged for deny nor drop rules.

Translation Source or/and destination IP address translation.

The source IP address translation can be also called IP masquerading or Internet
connection sharing. The source (private) IP address is substituted by the IP address
of the interface connected to the Internet in packets routed from the local network to
the Internet. Therefore, the entire local network can access the Internet transparently,
but it is externally considered as one host.

IP translation is defined as follows:

— Source MAT [Internet SharingdP Masquerade)
= Mo Tranzlation

£~ Translate to IP address of outgoing interface [typical setting)

™ Translate to IP address of interface: I Connection to [SP ;I

f*  Tranzlate to IP address: |1E|2_1EB_1_1E Resalve. .. |
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No Translation — source address is not modified. This option is set by default and
it is not displayed within traffic rules.

Translate to IP address of outgoing interface — WinRoute will translate the source
address of an outgoing packet to the IP address of the network interface from
where the packet will be forwarded.

Translate to IP address of interface — selection of an interface. IP address of the
appropriate packet will be translated to the primary address of this interface. This
option is relevant if the return path should be different than the upstream path.

Translate to IP address — an IP address to which the source address will be trans-
lated. (i.e. secondary IP address of an interface connected to the Internet). If you
only know DNS name of your host, use the Resolve button to translate the DNS
name to IP address.

Note: The IP address must be assigned to an interface (bound by TCP/IP stack) of
the WinRoute host!

Destination address translation (also called port mapping) is used to allow access to
services hosted behind the firewall. All incoming packets that meet defined rules are
re-directed to a defined host (destination address is changed). From the client’s point
of view, the service is running on the IP address of the Firewall.

Options for destination NAT (port mapping):

Deztination MAT [Part b apping)
= Mo Tranzlation

% Translate to: Iserver.cnmpany.cnm

W Tranzlate port b IBEIBEI

No Translation — destination address will not be modified.

Translate to — IP address that will substitute the packet’s destination address.
This address also represents the IP address of the host on which the service is
actually running.

The Translate to entry can be also specified by DNS name of the destination com-
puter. In such cases WinRoute finds a corresponding IP address using a DNS query.
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Warning: We recommend you not to use names of computers which are not
recorded in the local DNS since rule is not applied until a corresponding IP ad-
dress is found. This might cause temporary malfunction of the mapped service.

o Translate port to — during the process of IP translation you can also substitute
the port of the appropriate service. This means that the service can run at a port
that is different from the port from which it is mapped.

Note: This option cannot be used unless only one service is defined in the Service
entry within the appropriate traffic rule and this service uses only one port or port
range.

Description This item can contain any comment on purpose and type of the appropri-
ate rule (up to 1024 characters).
We recommend describing all created rules thoroughly (you can also make comments
on rules created by the Wizard). This will help you to follow your rule list easily.
The following columns are hidden by the default settings of the Traffic Policy dialog:
Valid on Time interval within which the rule will be valid. Apart from this interval
WinRoute ignores the rule.
The special always option can be used to disable the time limitation (it is not dis-

played in the Traffic Policy dialog).

Protocol Inspector Selection of a protocol inspector that will be applied on all traffic
meeting the rule. You can choose from the following options:

::#::Edil: Rule {Protocol Inspector)

Protocol Inpector
£ Default

= Mone

 Other |H.3230.97 |

FTP
H.323H.225R45
H.323-0.931

IRC
MM S
PPTP
RAP
RTSP
SCCP
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e Default — all necessary protocol inspectors (or inspectors of the services listed in
the Service entry) will be applied on traffic meeting this rule.

e None — no inspector will be applied (regardless of how services used in the Service
item are defined).

e Other — selection of a particular inspector which will be used on traffic meeting
this rule.

Warning: Do not use this option unless the appropriate traffic rule defines a pro-
tocol belonging to the inspector. Functionality of the service might be affected by
using an inappropriate inspector.

Note: Use the Default option for the Protocol Inspector item if a particular service (see
the Service item) is used in the rule definition (the protocol inspector is included in
the service definition).

5.3 Basic Traffic Rule Types

In this chapter you will find some rules used to manage standard configurations. Using
these examples you can easily create a set of rules for your network configuration.

IP Translation

IP translation (NAT) is a term used for the exchange of a private IP address in a packet
going out from the local network to the Internet with the IP address of the Internet
interface of the WinRoute host. The following example shows an appropriate traffic rule:

E nat E LAM %’ Internet | %5+ Any ' [MAT [Default outgoing interface)

Source Interface connected to the private local network.

If the network includes more than one segment and each segment is connected to an
individual interface, specify all the interfaces in the Source entry.

If the local network includes other routers, it is not necessary to specify all interfaces
(the interface which connects the network with the WinRoute host will be satisfactory).

Destination Interface connected to the Internet.

Service This entry can be used to define global limitations for Internet access. If partic-
ular services are defined for IP translations, only these services will be used for the IP
translations and other Internet services will not be available from the local network.
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Action To validate a rule one of the following three actions must be defined: Permit,
Drop, Deny.

Translation In the Source NAT section select the Translate to IP address of outgoing
interface option (the primary IP address of the interface via which packets go out
from the WinRoute host will be used for NAT).

To use another IP address for the IP translation, use the Translate to IP address option
and specify the address. The address should belong to the addresses used for the
Internet interface, otherwise IP translations will not function correctly.

Warning: Only in very specific and unique situations is it necessary to define both
source and destination NAT. For example, you are hosting a service on the LAN that
requires a port mapping, however the local server cannot have a default gateway, or
it uses a gateway other than WinRoute. In this case it is possible to perform source
NAT on traffic passed to the internal server so that it will reply back to the WinRoute
firewall.

Note: The previously defined rule allows outgoing traffic initiated from the local network
to the Internet. It is also necessary to define a rule to allow traffic initiated from the Win-
Route host (defined by source Firewall). Because the WinRoute host is directly connected
to the Internet, it is not necessary to enable translation. The default "catch all" rule at
the bottom of the filter list will enforce stateful packet inspection of the WinRoute host.

B Firewall Traffic €0 Firewall =] Intemst [ Ary |«

Port mapping

Port mapping allows services hosted on the local network (typically in private networks)
to become available over the Internet. The locally hosted server would behave as if it
existed directly on the Internet. The traffic rule therefore must be defined as in the
following example:

B ‘b server |2 Intemet € Firewall |2 HTTP | [MA&P 192163150

R HTTRS

Source Interface connected to the Internet (requests from the Internet will arrive on
this interface).
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Destination The WinRoute host labelled as Firewall, which represents all IP addresses
bound to the firewall host.

Service You can select one of the predefined services (see chapter 8.3) or define an
appropriate service with protocol and port number.

Any service that is intended to be mapped to one host can be defined in this entry.
To map services for other hosts you will need to create a new traffic rule.

Action Select the Allow option, otherwise all traffic will be blocked and the function of
port mapping will be irrelevant.

Translation In the Destination NAT (Port Mapping) section select the Translate to IP
address option and specify the IP address of the host within the local network where
the service is running.

Using the Translate port to option you can map a service to a different port. This
allows services to be available on non-standard ports without the necessity of modi-
fying the port used by the server application.

Warning: In the Source NAT section should be set to the No Translation option.
Combining source and destination IP address translation is relevant under special
conditions only .

Note: For proper functionality of port mapping, the locally hosted server must point
to the WinRoute firewall as the default gateway. Otherwise, it will be necessary to
enable Source NAT in addition to Destination NAT .

Multihoming

Multihoming is a term used for situations when one network interface connected to
the Internet uses multiple public IP addresses. Typically, multiple services are available
through individual IP addresses (this implies that the services are mutually indepen-
dent).

Example: In the local network a web server webl with IP address 192.168.1.100 and
aweb server web2 with IP address 192.168.1.200 are running in the local network. The
interface connected to the Internet uses two public IP addresses — 63.157.211.10 and
63.157.211.11. We want the server webl to be available from the Internet at the IP
address 63.157.211.10, the server web2 at the IP address 63.157.211.11.

The two following traffic rules must be defined in WinRoute to enable this configuration:
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| td apping for server Webl Internet | = £3.157.211.10 @HTTF‘ w  |MAaP 192.168.1.100

B
B

| b apping for server WebZ Internet | = £3.157.211.11 @HTTF‘ w  |MAP 192.168.1.200

Source Interface which is connected to the Internet (incoming requests from Internet
clients will be accepted through this interface).

Destination An appropriate IP address of the interface connected to the Internet (use
the Host option for insertion of an IP address).

Service Service which will be available through this interface (the HTTP service in case
of a Web server).

Action Use the Permit option, otherwise the traffic will be blocked.

Translation Go to the Destination NAT (Port Mapping) section, select the Translate to IP
address option and specify IP address of a corresponding Web server (web1 or web?2).

Limiting Internet Access

Access to Internet services can be limited in several ways. In the following examples, the
limitation rules use IP translation. There is no need to define other rules as all traffic
that would not meet these requirements will be blocked by the default "catch all" rule.

Other methods of Internet access limitations can be found in the Exceptions section (see
below).

Note: Rules mentioned in these examples can be also used if WinRoute is intended as
a neutral router (no address translation) — in the Translation entry there will be no
translations defined.

1. Allow access to selected services only. In the translation rule in the Service entry
specify only those services that are intended to be allowed.

B AT |E LAN (B Intemet |2 HTTP % |MAT [Default outgaing interfacs]

R HTTRS
& FTP
i DNS
@ Telnet

2. Limitations sorted by IP addresses. Access to particular services (or access to any
Internet service) will be allowed only from selected hosts. In the Source entry define
the group.
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B MAT for allowed addiesses -ﬁ Intemet access g Intermet [ &5 Ay '  [MAT [Default outgoing interface]

Note: This type of rule should be used only if each user has his/her own host and
the hosts have static IP addresses.

3. Limitations sorted by users. Firewall monitors if the connection is from an authen-
ticated host. In this case you must define user accounts in WinRoute and users must
authenticate using the firewall authentication page before access is granted to the
specified service.

B MAT for allowed users 'ﬁ [Intermet access) %’ Internet [+ Any | «#  [NAT [Default outgoing interface)

Alternatively you can define the rule to allow only authenticated users to access
specific services. Any user that has a user account in WinRoute will be allowed to
access the Internet after authenticating to the firewall. Firewall administrators can
easily monitor which services and which pages are opened by each user (it is not
possible to connect anonymously).

B MAT for authenticated users 'ﬂ Authenticated users %’ Internet | €5 Any | |MAT [Default outgoing interface)

Note: Detailed information about user connections to the firewall can be found in
chapter 7.2.

The rules mentioned above can be combined in various ways (i.e. a user group can be
allowed to access certain Internet services only).
Exceptions

You may need to allow access to the Internet only for a certain user/address group,
whereas all other users should not be allowed to access this service.

This will be better understood through the following example (how to allow a user group
to use the Telnet service). Use the two following rules to meet these requirements:

e First rule will deny selected users (or a group of users/IP addresses, etc.) to access
the Internet.

e Second rule will deny the other users to access this service.
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B Allow a user group to uze Telnet 'ﬁ [Telnet allowed] %’ |nternet @ Telnet |«

| Drerm Telnet Fik Ay Fik Ay @ Telnet | ¥
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Chapter 6
Content Filtering

WinRoute provides a wide range of features to filter traffic using HTTP and FTP protocols.

Here are the main purposes of HTTP and FTP content filtering:

e to block access to undesirable Web sites (i.e. pages that do not relate to employees’
work)

e to block certain types of files (i.e. illegal content)

e to block or to limit viruses, worms and trojan horses

HTTP protocol — Web pages filtering:
e access limitations according to URL (substrings contained in URL addresses)
e blocking of certain HTML items (i.e. scripts, Active X objects, etc.)

o filtering based on classification by the Cobion Orange Filter system (worldwide
Website classification database)

e limitations based on occurrence of denied words (strings)

antivirus control of downloaded objects
FTP protocol — control of access to FTP servers:

access to certain FTP servers is denied

limitations based on or file names

transfer of files is limited to one direction only (i.e. download only)

certain FTP commands are blocked

antivirus control of transferred files

Content filtering requirements
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The following conditions must be met to ensure smooth functionality of content filter-
ing:

1. Traffic must be controlled by an appropriate protocol inspector.

Note: An appropriate protocol inspector is activated automatically unless its use is
denied by traffic rules. For details see chapter 5.2.

2. Connections must not be encrypted. SSL encrypted traffic (HTTPS and FTPS proto-
cols) cannot be monitored. In this case you can block access to certain servers using
traffic rules (see chapter 5.2).

3. FTP protocols cannot be filtered if the secured authentication (SASO) is used.

Note: WinRoute provides only tools for filtering and access limitations. Decisions on
which Web sites and file types will be blocked must be made by the administrator (or
another qualified person).

6.1 URL Rules

These rules allow the administrator to limit access to Web pages with URLs that meet
certain criteria. URL rules can also enforce user authentication by re-directing browsers
to the authentication page (see chapter 7.2). This means that the authentication page is
not opened manually by the user when accessing a page that requires authentication.

To define URL rules go to the URL Rules tab in Configuration / Content Filtering / HTTP
Policy.

&J| HTTP Policy

RL Rules IEDntentHuIes I Cache | Froxy Server | LRL Groupz I Forbidden ‘words |

Description I.t'l'«ctiu:un | Conditian | Properties

B Allow Mohfes antivins updates s Parmit all objects from update kerio.com €3 Block: wiruzes
| Deny sites rated in Cobion categories wt Deny all objects from URL Database

| Deny technical support to access chat servers 32 Deny all objects from URL group: Chat

B Block ICQ advertisements ¥ Drop all objects from *ads.icg. com®

F suthenticate all users ﬁﬁ Authenticate  all objects

Rules are read starting from the top. The list can be re-ordered using the arrow buttons
at the right side of the dialog window. If a requested URL passes through all rules
without any match, access to the site is allowed. All URLs are allowed by default (unless
denied by a URL rule).
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The following items (columns) can be available in the URL Rules tab:

Description — description of a particular rule (for reference only). You can use the
checking box next to the description to enable/disable the rule (for example, for
a certain time).

Action — action which will be performed if all contitions of the rule are met (Permit
— access to the page will be allowed, Authenticate — user authentication will be
required, Deny — connection to the page will be denied and denial information will
be displayed, Drop — access will be denied and a blank page will be opened).

Condition — condition which must be met to apply the rule (e.g. URL matches certain
criteria, page is included in a particular category of the Cobion database, etc.).

Properties — advanced options for the rule (e.g. anti-virus check, content filtering,
etc.).

IP Groups — IP group to which the rule is applied. The IP groups include addresses
of clients (workstations of users who connect to the Internet through WinRoute).

Valid Time — time interval during which the rule is applied.

Users List — list of users and user groups to which the rule applies.

Note: The default WinRoute installation includes several predefined URL rules. The rules
are inactive by default. WinRoute administrators can enable or edit them if desirable.

URL Rules Definition

Use the Add button to open a dialog for creating a new rule.

Open the General tab to set general rules and actions to be taken.

Description Comment on the appropriate rule function (information for WinRoute’s

administrator).

If user accessing the URL is This option specifies on which users the rule will be ap-

plied:
e any user — for all users (no authentication required).
e any user authenticated on the firewall — for all authenticated users.

e selected user(s) — for selected users or/and user groups who have authenticated
to the firewall.
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SEHTTP Rule

General I.-’-'-.dvanu:ed I Cantent Rulez

Dezcription IDen_l,l technical suppart to access chat servers

— If uger acceszing the URL iz

{ any user

£~ any uzer authenticated on the firewall

f* zelected user(s]: I[Suppl:lrt] Sef...

— &nd URL matches criteria
" URL begins with: |

% iz in URL group: I Chat LI

™ iz rated by Cobion Content Rating spsterm  Select Fating. . |

iz any URL where server iz given az |P address

— Action
W T Allow access to the Web site

ik'* {1 Redirect uzer to firewall lagin page [reguest authentication)
% {* Deny access to the "Web site
IV Log

ok LCancel

Use the Set button to open a dialog where users and groups can be selected (hold
the Ctrl and Shift keys to select more users/groups at once).

Note: Specification of users/groups is irrelevant unless combined with a rule that
requires user authentication.

And URL matches criteria Specification of URL (or URL group) on which this rule will
be applied:

e URL begins with — this item can include either entire URL
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(i.e. www.kerio.com/index.html) or only a substring of a URL using an asterisk
(wildcard matching) to substitute any number of characters (i.e. *.kerio.com¥)

is in URL group — selection of a URL group which the URL will belong to (see
chapter 8.4)

is rated by Cobion Content Rating system — the rule will be applied on all pages
matched with a selected category by the Cobion Orange Filter system (see chap-
ter 6.3).

Click on the Select Rating... button to select from Cobion Orange Filter categories.
Read more in chapter 6.3.

is any URL where server is given as IP address — by enabling this option users will
not be able to bypass URL based filters by connecting to Web sites by IP address
rather than domain name.

Action Selection of an action that will be taken whenever a user accesses a URL meeting
a rule:

Allow access to the Web site

Redirect user to the firewall login page (request authentication) — users will be
redirected to the login page (see chapter 7.2) automatically if they have not already
authenticated at the firewall.

Deny access to the Web site — requested page will be blocked. The user will be
informed that the access is denied or a blank page will be displayed (according to
settings in the Advanced tab — see below).

Tick the Log option to log all pages meeting this rule in the Filter log (see chap-
ter 13.8).

Go to the Advanced tab to define more conditions for the rule or/and to set options for
denied pages.

Valid at time interval Selection of a time interval within which the rule will be valid
(out of this interval the rule will be inactive). Use the Edit button to open a dialog
where time ranges can be modified (for details see chapter 8.2).

Valid for IP address group Selection of IP address group on which the rule will be ap-
plied (client addresses). Use the Any option if you intend to make the rule indepen-
dent of client addresses.
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SEHTTP Rule

General | Advanced IEDntentHuIes I

— Additional rule conditionz
Yalid at time interval:

I Working hours LI Edit... |

Yalid for IP address group:

[ dry > Edt. |

Walid if MIME type is: | |

— Denial optiohz

= Show denial page

[Menial ket

Chat iz denied in labour time!

[T WUsers can Unlock this rule

£~ Show blank page [without any text or graphics)

f* Redirect ta LURL Ihttp:.-".-"www.cu:umpan_l,l.cl:nm.-"

ok LCancel |

Click on the Edit button to open a dialog where IP addresses can be edited (for details
see chapter 8.1).

Valid if MIME type is The rule will be valid for a certain MIME type only (for example,
text/html — HTML documents, image/jpeg — images in the JPEG format, etc.).

You can either select one of the predefined MIME types or define a new one. An
asterisk substitutes any subtype (i.e. image/*). An asterisk stands for any MIME type
— the rule will be independent of the MIME type.
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Denial options Advanced options for denied pages. Whenever a user attempts to open
a page that is denied by the rule, WinRoute will display:

e apage informing the user that access to the required page is denied as it is blocked
by the firewall. This page can also include an explanation of the denial (the Denial
text item).

The Unlock button will be displayed in the page informing about the denial if the
Users can Unlock this rule is ticked. Using this button users can force WinRoute to
open the required page even though this site is denied by a URL rule. The page
will be opened for 10 minutes. Each user can unlock a limited number of denied
pages (up to 10 pages at once). All unlocked pages are logged in the Filter log (see
chapter 13.8).

Notes:
1. Only subscribed users are allowed to unlock rules.

2. If any modifications are done within URL rules, all unlock rules are removed
immediately.

e a blank page — user will not be informed why access to the required page was
denied. It will be as if the server is unavailable and a connection could not be
established.

e another page — user’s browser will be redirected to the specified URL. This option
can be helpful for example to define a custom page with a warning that access to
the particular page is denied.

New rules will be added below the rule that had been marked before the Add button was
used. Use the arrow buttons on the right side of the dialog window to locate the new
rule in the list.

You can use the checkboxes next to rules to temporarily disable them without needing
to delete and reconfigure the rule if it should be needed at a later time.

Note: Access to URLs which do not meet any rules are implicitly allowed. If you intend
to allow access to a limited URL group while denying everything else, you must define
a rule that will deny access to any URL (using ’*’) at the end of the list.

Open the Content Rules tab (in the HTTP Rules section) to specify details for content
filter rules.
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SEHTTP Rule

General | Advanced | Content Bules |

— WAt content scanning options

HTML Activei abjects | % Deny =l
HTML Script tags [« &llowy =l
HTHL JavaScript pop-up windows I wf Allow LI
HTHL Java appletz I Crefault LI
Crozs-domain referer I Default LI

[T Denyeb pages containing forbidden words in HTML

W Scan content for viruzes according to scanning niles

WWW content scanning options In this section you can define advanced parameters
for filtering of objects contained in Web pages which meet the particular rule (for
details refer to chapter 6.2). These parameters will be applied only to users which
will not be allowed to “override Content filter rules”. Users allowed to override these
rules use their custom settings.

One of the following alternatives can be set for each object type:
e Allow — these objects will be displayed.
e Deny — these objects will be filtered out of the page

e Default — global rules or custom rules of a particular user will be applied to such
objects (this implies that this rule will not affect filtering of such objects)

Deny Web pages containing ... Use this option to deny users to access Web pages con-
taining words/strings defined in the Configuration/HTTP Policy section (for details
refer to chapter 6.4).

Scan content for viruses according to scanning rules Antivirus check according to
ssettings in the Configuration / Content Filtering / Antivirus section will be performed
(see chapter 6.6) if this option is enabled.

HTTP Inspection Advanced Options

Click on the Advanced button in the HTTP Policy tab to open a dialog where parameters
for HTTP inspection module can be set.
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£ Set advanced options 7 x|

— Logging optiohz
W Enable HTTF Log

Select format:
¥ Apache access log
= Squid prozy log
W Enable'web Log

— Other zettings

[~ Apply filering rules also for local servers

0k, Cancel |

Use the Enable HTTP Log and Enable Web Log options to enable/disable logging of HTTP
queries (opened web pages) to the HTTP log (see chapter 13.9) and to the Web log (refer
to chapter 13.12).

You can also select format of the log for the Enable HTTP Log item (Apache access log
or Squid proxy log). This may be important especially when the log would be processed
by a specific analytic tool.

Both HTTP and Web logs are enabled and the Apache option is selected by default.

Use the Apply filtering rules also for local server to specify whether content filtering
rules will be applied to local WWW servers which are available from the Internet (see
chapter 5). This option is disabled by default — protocol inspector only scans HTTP
protocol syntax and performs logging of queries ( WWW pages) according to the settings.

Required User Authentication

Using URL rules you can require user authentication to the firewall. Browsers will be
directed to the authentication page automatically and redirected to the requested Web
page after a successful login attempt. Using user authentication you can control users’
access to Web sites (or to other services) as well as monitor users’ activity (see chap-
ter 12) — Internet usage is not anonymous.

We recommend creating a rule that will require authentication before letting users access
any URL.

97



Chapter 6 Content Filtering

SEHTTP Rule

General I.-’-'-.dvanu:ed I Cantent Rulez

Drezcription I Require uzer authentication

— If uger acceszing the URL iz

% any user

£~ any uzer authenticated on the firewall

= zelected uzer(z): I Set...

— &nd URL matches criteria
"  URL begins with: |

iz in URL group: I.-'l'-.ds.-"l:uanners LI

™ iz rated by Cobion Content Rating spsterm  Select Fating. . |

iz any URL where server iz given az |P address

— Action
W T Allow access to the Web site

ik'* f*  Redirect uzer ko firewall login page [request authentication)
® ( Deny access o the 'Web site
[T Log

ok LCancel

Authentication of users that have not already authenticated to the firewall will be redi-
rected automatically. Authenticated users will be ignored by this rule.

This rule can be combined with rules that permit or deny access to certain URLs applied
to selected users (or with rules that deny access for all users).

Notes:

1. This is the only service that provides this feature. Example: Access to the Telnet
service is limited by traffic policy rules (see chapter 5.2). Each user will be required
to open the login page (see chapter 7.2) and pass the authentication process first.
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Afterwards, the user will be allowed to connect to the required server (i.e. using the
Telnet service).

2. The automatic firewall authentication page redirection may conflict with the update
process of most anti-virus programs (refer to chapter 6.6). To resolve this problem
apply one of the following methods:

e create a rule that will permit access to the Web server from which the updates
are downloaded where no user authentication will be required

o if allowed by your antivirus, use your proxy server (see chapter 4.5) and define a
username and password

6.2 Content Rules

In WinRoute you can also block certain features contained in HTML pages.

To define content global filtering rules go to the Content Rules tab in the Configuration
/ Content Filtering/ HTTP Policy section. Special settings for individual pages can be
defined in URL Rules section (refer to chapter 6.1).

These parameters also apply to HTTP traffic of computers from which no user is connect-
ed. Special settings are used for users connected through the firewall (see chapter 9.1).

&J| HTTP Policy

UBL Rules | Content Rules IEache I Prosy Server

— Default Wit content scanning options
Allow HTML Activer objects

Allow HTRML Script tags

< < 7

Allow HTML JavaScript pop-up windows

Allow HTML Java applets

1 =l

Allow inter-damain referer

Allow HTML ActiveX objects Microsoft ActiveX features (security defects during im-
plementation of this technology allow the execution of applications on client hosts,
apart from other features).

Allow HTML Script tags HTML <script> tags — commands of programming lan-
guages, such as JavaScript, VBScript, etc.
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Allow HTML JavaScript pop-up windows New browser windows are opened automati-
cally — usually commercial pop-up windows.

The window.open() method will be blocked in all scripts by WinRoute unless this
option is active.

Allow HTML Java applets HTML <applet> tags (Java Applet)

Allow inter-domain referrer A Referrer item included in an HTTP header.

This item includes the URL of the page opened prior to the currently opened page.
If the Allow inter-domain referver is off, Referrer items that include a server name
different from the current HTTP request will be blocked.

The Cross-domain referrer function protects users’ privacy (the Referrer item can
be monitored to see which pages are opened by each user).

Note: Settings in the Content Rules tab are applied on unauthenticated users. Each
authenticated user can customize filtering rules at the user preferences page (see chap-
ter 7.3). However, users that are not allowed to override WWW content rules (refer to
chapter 9.1) cannot permit HTML features that are denied globally.

6.3 Cobion Orange Filter Content Rating System

Cobion Orange Filter system is integrated in WinRoute. It enables WinRoute to rate Web
page content. Each page is sorted into predefined categories. Access to the page will be
either permitted or denied according to this classification.

The Cobion Orange Filter system has a dynamic worldwide database that includes URLs
and classification of Web pages. This database is maintained by special servers that
perform page ratings. Whenever a user attempts to access a Web page, WinRoute sends
a request on the page rating. According to the classification of the page the user will be
either allowed or denied to access the page. To speed up URL rating the data that have
been once acquired can be stored in the cache and kept for a certain period.

Note: The Cobion Orange Filter system was designed and tested especially on pages in
English. Efficiency of its appliance on non-English pages is lower (about 70 % of the full
efficiency).

Cobion Orange Filter Deployment

Whenever WinRoute processes a URL rule that requires classification of pages, the Cobion
Orange Filter content rating system is activated. The usage will be better understood
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through the following example that describes a rule denying all users to access pages
containing job offers.

the following rule has been defined in the URL Rules tab in Configuration / Content
Filtering / HT'TP Rules:

SEHTTP Rule

General I.-’-'-.dvanu:ed I Cantent Rulez

Dezcription IDen_l,l pages containing job offers

— If uger acceszing the URL iz

% any user

£~ any uzer authenticated on the firewall

= zelected uzer(z): I Set...

— &nd URL matches criteria
" URL begins with: |

iz in URL group: I.-'l'-.ds.-"l:uanners LI

¥ iz rated by Cobion Content Rating spstern  Select Rating. . |

iz any URL where server iz given az |P address

— Action
W T Allow access to the Web site

ik'* = Redirect uzer ko firewall login page [request authentication)
% {* Deny access to the "Web site
IV Log

ok LCancel

The is rated by Cobion Content Rating system is considered the key parameter. The URL
of each opened page will be rated by the Cobion Orange Filter system. Access to each
page matching with a rating category included in the database will be denied.

Use the Select Rating button to open a dialog where Cobion Orange Filter rating cate-
gories can be chosen. Select the Job Search rating category (pages including job offers).
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::#::SEII Cobion Categories

Categon I
-- Cririnial Activities

-- Dirugz

-- Entertainment / Culture

-- Eutreme

-- Finance / Investment

-- Games / Gambling

-- Information # Communication
.. IT

E]--Ju:ul:u Search

: ‘. ] Job Search

-- Lifestyle

-- M edicine

-- Orderinig

-- Paornography / Hudity

-- Private Homepages

[ Society / Education / Feligion
F-Yehicles / Tranzpartation

[+~ W eaponz

+

+

JF

-

0E. Cancel

Note: We recommend you to enable Unlock for rules that use the Cobion Orange Filter
rating system (the Users can Unlock this rule option in the Advanced tab). This option
will allow users to unlock pages blocked for incorrect classification.

Cobion Orange Filter Settings

To set parameters of the Cobion Orange Filter system go to the Cobion Orange Filter
Settings tab in Configuration/Advanced Options.
Use the URL cache section to enable or disable database cache using URL rating and to
set URL cache parameters.
Enabled Using this option you can activate URL cache. URL cache can be helpful espe-
cially when there are many users or the Internet connection is slow.
Note: Cache is activated only after WinRoute Firewall Engine is restarted.

Directory Location of the URL cache directory (including full path). If the directory does
not exist yet, it will be created by WinRoute automatically.

Entries in cache Number of entries currently stored in URL cache.
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@ Advanced Options

LIPrP I.-’-'-.nti-Spu:u:ufing I User Authentication | Cabion Settings ||F'SE'3 I

— Cobion zettings

Entries in cache: I ]

bl ax entriez count; I‘IDDDD 3: [30000 entries = 50 MB memony usage]

Entry expiration; |4B o] Clear cache |
Online quen timeout; |25E|E| ms

— Cobion white list

Server I D escription I
i, [ncos, co.uk
&2 Cobion white list K E3
Server: I WIAIAL I, O

Drezcription: | Mews semver

(] Cancel

Max entries count Upper bound of entries that can be stored in the cache. This value
affects free disc space that will be required and cache scanning speed.

Entry expiration Maximum timeout limit during which an entry will be stored in the
cache (entries are invalid after this limit expires). Cobion Orange Filter database is
dynamic as content of Web pages (and their rating) may change.

Clear cache Click on this button to remove all entries stored in the URL cache.

The Internet connection section provides options for communication (traffic) with the
database server.

Internet connection Method that will be used by Cobion Orange Filter to connect to
the database server (directly or via the parent proxy). If you select the Parent proxy
option, parameters defined in the Proxy Server tab will be used see chapter 4.5).

Online query timeout Time during which the system will wait for a response from the
database server. If the timeout expires and no response has been received, access
to the page will be allowed (the page is considered unclassifiable — it does not meet
rules that use Cobion Orange Filter) .
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Note: Information about pages that cannot be rated is not stored in the cache. Win-
Route sends a new query whenever the page is to be opened.

Cobion white list Servers specified in through this section will not be tested by the
Cobion Orange Filter system. Click on the Add button to add a new item (server).

Server There are several methods of how to define a server. You can define either di-
rectly URL (i.e. www.google.com/index.htm1), URL substring using wildcard match-
ing (i.e. *.g?ogle.com*) or a server name (i.e. www.google.com). Server name is
represented by any URL on a given server (www.google.com/*).

Description For reference only.

6.4 Filtering by Words

WinRoute can also filter Web pages that include undesirable words. This filtering is
applied globally on all HTTP traffic . The filtering is applied after URL rules (only if
access to the demanded page is permitted).

This is the filtering principle: Denied words are matched with values, called weight
(represented by a whole positive integer). Weights of these words contained in a required
page are summed (weight of each word is counted only once regardless of how many
times the word is included in the page). If the total weight exceeds the defined limit, the
page is blocked.

Words are sorted into groups. This feature only makes WinRoute easier to follow. All
groups have the same priority and all of them are always tested.

To define word groups go to the Word Groups tab in Configuration / Content Filtering /
HTTP Rules.

Individual groups and words included in them are displayed in form of trees. To switch
individual words use matching fields located next to them. Ticked rules will be ignored.
Due to this function it is not necessary to remove rules and define them again later .

Note: The following word groups are predefined in the default WinRoute installation:
e Pornography — Words that typically appear on pages with erotic themes.

e Warez — . Words that typically appear on pages offering downloads of illegal soft-
ware, license key generators etc.

All key words in predefined groups are disabled by default. A WinRoute administrator
can modify the weight for each word.
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&J| HTTP Policy

URL Rulez I Content Rules I Cache I Prowy Server I

¥  DenyWeb pages containing forbidden words in HTML

ltem I'W'eight IDescriptiDn I

--F'u:urnu:ugraph_l,l

E--Warez.-"liracks
- []ﬁu:rau:ks a0
- ﬁe:-:plu:uits 25
~ M (fhack 25
~ M (i hacking 20
-~ B (Fileaal 10
- ﬁkeygen 25
- []ﬁserial 10
- [Iﬁwarez a0

Deny pages with weight over Upper bound of total page weight (sum of all forbidden
words detected at the page). If the total weight of the tested page exceeds this limit,
access to the page will be denied (each word is counted only once, regardless of the
count of individual words).

Use the Add button to add a new word into a group or to create a new group.

{#% word Groups Edit

Group: I Job affers ;I

K.epard: I job

Wieight; I a0

Drezcription: I

ok LCancel

Group Selection of a group to which the word will be included. You can also add a new
name to create a new group.

Keyword Forbidden word that is to be scanned for
Weight Word weight (affects decision about the page denial)

Description A comment on the word or group.
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6.5 FTP Policy

To define rules for access to FTP servers go to Configuration / Content Filtering / FTP
Rules.

&) FTP Policy

Description | Action | Conditior I Lzers List
B Forbid resume due antivirus zCanning w* Deny  access to any server

I Forbid a group of users to access certain FTP zervers %t Deny  access to servers "Forbidden FTP servers” [FTP denied]
O Forbid upload w Dery  izzue commands "STOR" on any server

M Zakaz piistupu na wybrané FTP servery skuping ugivateld 52 Deny  access to servers 'Zakdzané FTP serveny”

O Fortid *.mpg, “.mp3 and *.mpeq filez ¢ Deny  transfer file *.mp™ from any server

O Forbid * avifiles 3t Deny  transfer file ™ avi from any server

Rules in this section are tested from the top of the list downwards (you can order the
list entries using the arrow buttons at the right side of the dialog window). Testing is
stopped when the first convenient rule is met. If the query does not match any rule,
access to the FTP server is implicitly allowed.

Notes:
1. Default WinRoute installation includes a few predefined FTP rules. However, these

rules are disabled by default. They are available to WinRoute administrators for
further use or modifications.

2. A rule which denies completion of interrupted downloads is enabled by default (so
called resume — the REST FTP command). This feature is crucial for smooth fun-
cionality of the antivirus check: files must be checked thouroughly and completely
for reliable detection of viruses.

If this behavior is undesirable, the rule can be disabled. Then, however, reliability
of the antivirus check is reduced. Better than disabling the rule, an exceptional rule
can be defined that would enable unlimited access to a particular FTP server. This
rule must be placed before the predefined rule which denies the resume mode.

Use the Add button to define a new FTP rule.
General conditions and actions that are to be taken can be defined in the

General tab.

Description Description of the rule (information for the administrator).
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General I.-’-'-.dvanu:ed I

Dezcription: IFu:urI:uiu:I a group of ugers to access certain FTP servers

— If uger acceszing the FTP server iz
{ any user

£~ any uzer authenticated on the firewall

v zelected user(z): I[FTF' denied] Set...

— &nd the FTP zerver iz

= any server

 zerver I

f* |P address from group: | Forbidden FTF servers LI Edit... |

— Action

w0 Allow

L4 Deny
W Log

ok LCancel

If user accessing the FTP server is Select which users this rule will be applied on:

e any user — the rule will be applied on all users (regardless whether authenticated
on the firewall or not).

e any user authenticated on the firewall — applied on all authenticated users.

e selected user(s) — applied on selected users or/and user groups.

Click on the Set button to select users or groups (hold the Ctrl and the Shift keys
to select more that one user/group at once).

Note: Rules designed for selected users (or all authenticated users) are irrelevant
unless combined with a rule that denies access of non-authenticated users.

And the FTP server is Specify FTP servers on which this rule will be applied:
e any server —any FTP server

e server — IP address of DNS name of a particular FTP server.
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If FTP server is defined through DNS name, WinRoute will automatically perform IP
address resolution from the DNS. IP address will be resoluted immediately when
settings are confirmed by the OK button (for all rules where FTP server was defined
by DNS name).

Warning: Rules are disabled unless a corresponding IP address is found!

IP address from group — selection of IP addresses of FTP servers that will be either
denied or allowed.

Click on the Edit button to edit IP groups (for details see chapter 8.1).

Action Select an action that will be taken when requirements for users and the FTP
server are met:

Allow — WinRoute allows connection to selected FTP servers under conditions set
in the Advanced tab— see below).

Deny — WinRoute will block certain FTP commands or FTP connections (according
to the settings within the Advanced tab).

Use the Log option to log all FTP access attempts that have met this rule into the
Filter log (see chapter 13.8).

Go to the Advanced tab to define other conditions that must be met for the rule to be
applied and to set other FTP traffic options.

SEFTP Rule

General | Advanced |

— Additional rule conditionz
Yalid at time interval:

I Working hours LI Edit... |

Yalid for IP address group:
[ dry =l Edi.. |

— Content
Type:
I FTP command LI

FTP commands:

IF'EIHT,F'.-’-'-.SV,HETH,STEIFLDELE,LIST Set ...

W Scan content for viruzes according to scanning niles
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Valid at time interval Selection of the time interval during which the rule will be valid
(apart from this interval the rule will be ignored). Use the Edit button to edit time
intervals (for details see chapter 8.2).

Valid for IP address group Selection of IP address group on which the rule will be ap-
plied. Client (source) addresses are considered). Use the Any option to make the rule
independent of clients.

Use the Edit button to edit IP groups (for details see chapter 8.1).

Content Advanced options for FTP traffic content.
Use the Type option to set a filtering method:
e Download, Upload, Download / Upload — transport of files in one or both direc-
tions.

If any of these options is chosen, you can specify names of files on which the
rule will be applied using the File name entry. Wildcard matching can be used to
specify a file name (i.e. *.exe for executables).

e FTP command — selection of commands for the FTP server on which the rule will
be applied

e Any — denies all traffic (any connection or command use)
Scan content for viruses according to scanning rules Use this option to en-
able/disable scanning for viruses for FTP traffic which meets this rule.
This option is available only for allowing rules — it is meaningless to apply antivirus
check to denied traffic.
New rules will be added below the rule marked before using the Add button. Use the
arrow buttons at the right side of the dialog window to move the rule within the list.

Use matching fields next to appropriate rules to switch rules off. Ticked rules will be
ignored. Due to this function it is not necessary to remove rules and define them again
later.

Note: Access to FTP servers that do not meet any rules are implicitly allowed. To allow
access to a limited number of FTP servers and block other pages, add a new rule (using
the wildcard "*") that will deny access to any URL to the end of the list.

6.6 HTTP and FTP Antivirus Control

All objects transferred via HTTP or FTP protocols can be scanned for viruses in WinRoute.
The administrator can specify which object types will be scanned.
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Transferred data of individual objects are stored in the cache and scanned by a specified
antivirus. If an infection is detected, WinRoute will drop the rest of the file that it still
keeps in the cache (this part will not be delivered to the client). The file that the client
receives will be damaged. Therefore, it cannot be run and the virus will not be triggered.

Warnings:

1. Antivirus check only detects and blocks infected files, however, it cannot heal them!

2. If the antivirus check is disabled in rules for HTTP and FTP filtering, objects and
files meeting ac orresponding rule are not scanned. For details refer to chapters 6.1

and 6.5).

The antivirus licensing policy must meet the conditions proposed by its provider (typi-
cally the same or higher number of users as WinRoute is licensed for, or a special server

license).

A special version of WinRoute with integrated McAfee antivirus is also available. External

McAfee Anti-Virus applications are not supported by WinRoute.

Go to Configuration / Content Filtering / Antivirus to set antivirus parameters.

@ Antivirus

cCobion

igefilter
Mcifes A4 settings | Antivings |
— Antivirue software vendor
Scan HTTF and FTF uzing antivinus: |NDD32 Select antivirusz... Teszt antivirus
@ Antivirus running
— Scanning Fules
Type Content I Action Description I =
B #uRL *.Com Scan Executable file
B #uRL * Ene Srcan Executable file
B #¥0RL * bat Scan Erecutable file
B #10RL * pif Scan Executable file :l
Fl #0rL *.50r Scan Executable file :I
B #uRL “ b7 Scan YES file
B #uRL “ 7 Scan #L5 file
O #uRL * zZip Szan Archive file
O #uRL " Scan Auchive file d|
add. | Edt. B
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Scan HTTP and FTP using antivirus This entry specifies antivirus that is used to scan
objects transferred using HTTP or FTP protocols. The (none) option means that no
antivirus is selected (HTTP and FTP will not be scanned).

Select antivirus... Use this button to select a plug-in that will cooperate with antivirus.

The antivirus application must be installed before a plug-in is selected (we recom-
mend stopping the WinRoute Firewall Engine prior to running the installation). The
McAfee antivirus is already integrated into WinRoute and is not installed separately.

:::#::SElEEt Antivirus

K.ero WinRoute Firewall supparts antivirus sofbware from several vendors.
The antiviruz zoftware must be installed prior to making a zelection.

Antivinus I O ptions I
Mo antivirus

AVGEEar 7

aT rugt Antiviris

McAfes Scanning Engine

MOD32

Sophoz Antivirug [SAY] 2.0]
F-Secure Anti-ing

Symantec Antivirus Scan Engine 4.0

Optiohz. .. | Check & OF Cancel

You can use the Options button to set advanced parameters if a plug-in has been
selected (only some plug-ins enable this function). Click on the Check & OK button
to test selected antivirus. This antivirus will be used if tested successfully. If the
current plug-in has not passed the test, the previous plug-in will be used and an error

will be logged into the Error log (see chapter 13.7).
Use the No antivirus option to switch the antivirus off.
Test antivirus Click on this button to test antivirus using a tester virus (Eicar). When

the test is finished, detailed information about the test is displayed. If the test is not
completed successfully, detailed information will be logged into the Error log (see

chapter 13.7).

Scanning rules These rules define conditions under which scanning will be performed
(all HTTP and FTP traffic is scanned by default).

Note: The default WinRoute installation includes several predefined scanning rules
and Microsoft Office files (WinRoute administrators can edit these rules if desired).
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Supported Antivirus Applications

WinRoute supports several external antivirus applications by various providers, such as
Eset Software, Grisoft, F-Secure, etc. Supported antivirus applications or licensing poli-
cies, may change. Refer to the Kerio Technologies Website (http://www.kerio.com/)
for up-to-date information on this issue.

Integrated McAfee Antivirus

Set advanced parameters for the integrated McAfee antivirus application in the McAfee
AV settings tab.

@ Antivirus Cobion (-) McAfee

filter | | SECURITY

M chfes & zettings I.-'l'-.ntivirus I

W Scan taffic using Modfes Antiius engine

— Antiviruz update options
W' Check for update every IB 2] hours Update row ... | “ HS&@E
Current wiruz database is |L|nknu:uwn ald
Last update check performed |2 hours, 27 minutes ago
Wiruz databiaze wersion: |4244
Scanning enging Yersion; |4.2.4EI

Scan HTTP and FTP using antivirus Use this button to enable scanning for viruses us-
ing the McAfee antivirus.

Check for update every ... hours Time interval of checks for new updates of the virus
database and the antivirus engine (in hours). If any new update is available, it will be
downloaded automatically by WinRoute.

If the update attempt fails (i.e. the server is not available), detailed information about
the attempt will be logged into the Error log (refer to chapter 13.7).

Each download (update) attempt sets the Last update check performed value to zero.
Current virus database is ... old Information about how old the current database is.

Last update check performed Time that has passed since the last update check.
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Virus database version Database version that is currently used.
Scanning engine version McAfee scanning engine version used by WinRoute.

Update now Use this button for immediate update of the virus database and of the
scanning engine.

After you run the update check using the Update now... button, an informational
window displaying update process will be opened. You can use the OK button to
close it — it is not necessary to wait until the update is finished.

If updated successfully, the version number of the new virus database or/and the
new antivirus version(s), as well as information regarding the age of the current virus
database will be displayed. If the update check fails (i.e. the server is not available),
an error will be reported and detailed information about the update attempt will be
logged into the Error log.

The Last update check performed entry is set to zero whenever a new update check
is performed.

Setting Scanning Rules

Scanning rules are ordered in a list. This list is tested downwards, rule by rule. Use the
arrow buttons at the right side of the dialog to move the reorder rules. The checking is
stopped when the first rule matching the object is found.

Click on the Add button to add a new rule.

#% Filter

Drezcription:

Ewecutable program

|

— If
I MIME type LI Ia|:u|:u|iu:atiu:un.-"x LI

— Then
e ¥ Scan

pfe O Donot scan

(] Cancel

Description Description of the rule (information for the WinRoute administrator).
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If Condition of the rule:

e object MIME type.
MIME type can be specified using either full name (i.e. image/jpeg) or wildcard

matching (i.e. appTication/*).

e URL of the object (i.e. www.kerio.com/img/logo.qgif), a substring using wild-
card matching (i.e. *.exe) or a server name (i.e. www.kerio.com). Server names
represent any URL included at the server (www.kerio.com/*).

e HTTP/FTP filename
Use this option to filter filenames (not complete URLS) transmitted through FTP or
HTTP protocol (i.e. *.exe, *.zip ...).

An asterisk defining a MIME type or a URL represents all objects.

Then This option defines whether the object will be scanned or not.

New rules will be added below the selected rule. Use the arrow buttons to move new
rules within the list.

You can disable rules using the checkboxes next to the rule description.

Note: Any object that does not match a rule will be scanned by the antivirus component.
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Web Interface and User Authentication

WinRoute contains a special Web server that can be used for several purposes, such as
an interface for user connections, dial-up control or cache management. This Web server
is available over SSL or using standard HTTP with no encryption (both versions include
identical pages).

Refer to the list below for URLs of individual pages (’ server’ refers to the name or IP

of the WinRoute host, 4080 represents a standard HTTP interface port).

e the main page (Index) — includes only links to the pages listed below
https://server:4080/

e user authentication at the firewall (login and logout page)
http://server:4080/fw/Togin
http://server:4080/fw/logout
e viewing user statistics (i.e. IP address, login time, size of the data transmitted, num-
ber of filtered objects, etc.)
http://server:4080/fw/stat
o modifications of user configuration (password, global limitations for accessing WWW
pages, etc.)
http://server:4080/fw/pref
e viewing HTTP rules (see chapter 6.1) not related to the user or the host that is used
to connect to the Web interface
http://server:4080/fw/http_restr
o viewing statistics of HTTP cache with functions for deleting and searching for saved
objects

http://server:4080/fw/cache

¢ dialing and disconnecting dial-ups

http://server:4080/fw/dial
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To use the encrypted version specify the HTTPS protocol and number of the port that
the encrypted Web interface is running on (default is 4081) — e.g.

https://server:4081/fw/login

7.1 Web Interface Parameters Configuration

To define basic WinRoute Web interface parameters go to the User Authentication folder
in Configuration / Advanced Options.

— Web Interface

W Enable Weh Interface on part; |4EIBEI

W Require user authentication

v Allow access only from: I Local network, LI Edit... |

— Web S50 Interface
W S5L has pricrity Server 551 Certificate. .

W Enable Wehb Interface aver 550 on part; |4|:|B‘|

YWinRoute server name: Iserver_u:u:umpan_l,l_u:u:um [could be different than computer name]

Note: See chapter 7.2 to learn more about the first section of the User Authentication
tab.

Enable Web Interface on port Number of the port the unencrypted (HTTP) version of
the Web interface will run on. 4080 is the default value.

Require user authentication User authentication will be required to open pages for
dialing lines and viewing cache content..

Allow access only from Selection of IP address group from which access to the Web
interface will be exclusively allowed.

WinRoute administrators can enable access to the Web interface from certain IP ad-
dresses without requirements on user authentication. He/she can also combine this
option with the Require user authentication option to increase security of the Web
interface.

Note: The options mentioned above (Require user authentication and Allow access only
from) relate to both the encrypted and the unencrypted version of the Web interface.
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SSL has priority If this option is enabled, all users will be re-directed either to the en-
crypted version of the login page or to the page informing the user that the access is
denied.

Enable Web Interface over SSL on port Number of the port the encrypted (HTTPS) ver-
sion of Web Interface will run on. Default value is 4081.

WinRoute server name Server DNS name that will be used for purposes of the Web
interface (e.g. server.company.com). The name need not be necessarily identical
with the host name, however, there must exist an appropriate entry in DNS for proper
name resolution.

Note: If all clients accessing the Web Interface use the DNS Forwarder in WinRoute as
a DNS server, there is no need to add the server name to DNS. The name is already
known and combined with the name of the local domain — see chapter 4.3).

Server SSL certificate This button opens a dialog where the server’s SSL certificate can
be imported or created. For details see below.

Warning: If you insert a port that is already used by another service or application into
the Enable Web Interface on port or into the Enable Web Interface over SSL on port entry,
WinRoute will not be able to use this port and an error will be recorded into the Error
log (see chapter 13.7):

failed to bind to port 4080: another application is using this
port

If you are not sure whether the defined ports are free, check the Error log immediately
after clicking on the Apply button to see whether such report has been logged or not.

Web Interface Language Preferences

WinRoute’s Web Interface is available in various languages. The language is set automat-
ically according to each users’ preferences defined in the Web browser (this function is
available in most browsers). English will be used if no preferred languages is available .

Individual language versions are saved in so called definition files in the weblang sub-
directory under the directory where WinRoute is installed. Each language is represented
by the two following files: xx.def and xx.res. The xx string stands for a standard
language abbreviation that consists of two characters (i.e. en stands for English, etc.).
The first rows of xx.def include appropriate language abbreviations (it is equal to the
abbreviation contained in the file name). The second row contains coding used for the
appropriate language (i.e. IS0-8859-1 is used for English). This coding must be used
for both language files.
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WinRoute administrators can easily modify texts of the Web Interface pages or create
a new language versions.

Note: Changes in the xx.def file will be applied after restarting the WinRoute Firewall
Engine.

Server SSL certificate

The principle of an encrypted WinRoute Web interface is based on the fact that all com-
munication between the client and server is encrypted to protect it from wiretapping
and misuse of the transmitted data. The SSL protocol uses an asymmetric encryption
first to facilitate exchange of the symmetric encryption key which will be later used to
encrypt the transmitted data.

Two keys are used for the asymmetric encryption — public to encrypt and private to
decipher. The public (encrypting) key is available to all users that intend to connect to
the server, whereas the private (deciphering) key is available for the server only and it
must be kept close. The client also needs to verify the server’s identity. For this purpose
there is a so called certificate. The certificate contains the public key of the server,
server name, information about validity and other data. To ensure authenticity of the
certificate, it must be verified and subscribed by the third party, or certificate authority.

The communication between the client and server is as follows: the client generates a
symmetrical key and encrypts it with the public key of the server (gained from the server
certificate). The server deciphers it with the unique private key. Therefore, only these
two parties know the symmetrical key.

Generate or Import Certificate

WinRoute provides a sample certificate for testing. You will find it in the server.crt
file under the sslcert subdirectory where WinRoute is installed. The other file (serv-
er.key) includes the private key of the server. This certificate is identical in each Win-
Route application. This means that only encrypted services will function, but practically
no security is ensured (everyone knows the private key — thus any user is allowed to
decipher public communication).

Click on the Server SSL certificate button (in Configuration / Advanced Options, the User
Authentication folder) to view the dialog with the current server certificate. By selecting
the Field (certificate entry) option you can view information either about the certificate
issuer (Issuer) or about the subject (Subject) represented by your server.
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:__.Eerver S5L Certificate

Field: I lzsuer LI
Field | Yalue

C s

CH ZEMVEL COMPan. com

L Cur City

] Our Company

Generate Certificate... | Impart Certificate. .

Mate: Only zelf-zigned certificate can be generated.

To get your own unique certificate that you will use to authenticate identity of your
server, use one of the two methods described below.

To create your own (self-signed) certificate click on the Generate certificate button in the
dialog that displays the current server’s certificate. Insert required data about the server
and your company into the dialog entries. Only entries marked with an asterisk (*) are
required.

::#::Ef_-nerate Certificate

— Aftributes

Hoztname™ I ZEMVEL COMPan. Com

Organization Mame: I Our Company

Organization Lnit; I

City: I Cur City

State or Province: I

Country™ I Idnited States ;I

The required fields are marked with an asterisk [*).

ak Cancel |
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Click on the OK button to view the Server SSL certificate dialog. The certificate will be
started automatically (you will not need to restart your operating system).

A new (self-signed) certificate is unique. It is created by your company, addressed to
your company and based on the name of your server. Unlike the testing version of the
certificate, this certificate ensures your clients security, as only you know the private
key and the identity of your server is guaranteed by the certificate. In their browsers,
clients will be informed that the certificate authority is not reliable; however, they will
install it into the browser as they trust the owner of this certificate. This ensures secure
communication and there will be no more warnings displayed as the certificate has all
the necessary features.

The other option is to get a signed certificate from a public certificate authority (e.g.
Verisign, Thawte, SecureSign, SecureNet, Microsoft Authenticode, etc.). The certification
process is quite complex and requires special technical knowledge. For detailed instruc-
tions contact Kerio technical support.

7.2 Firewall User Authentication

WinRoute allows administrators to monitor connections (packet, connection, Web pages
or FTP objects and command filtering) related to each user. The username in each filter-
ing rule represents the IP address of the host(s) from which the user is connected.

In addition to authentication based access limitations, user login can be used to effec-
tively monitor activity using logs (see chapter 13), and status (see chapter 12.3) and
hosts and users (see chapter 12.2). If there is no user connected from a certain host,
only the IP address of the host will be displayed in the logs and statistics.

Users can connect:

e manually — in the browser user will open page

http://server:4080/fw/login
e re-direction — by accessing any Web site that requires user authentication

e using NTML— if Microsoft Internet Explorer is used and the user is authenticated in a
Windows NT or Windows 2000 domain, the user can be authenticated automatically
(the login page will not be displayed). For details see below (the User Authentication
Options section).

Login by re-direction is performed in the following way: user enters URL pages that
he/she intends to open in the browser. WinRoute detects whether the user has already
authenticated. If not, WinRoute will re-direct the user to the login page automatically.
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After a successful login, the user is automatically re-directed to the requested page or
to the page including the information where the access was denied.

Note: If the SSL has priority option is activated in the parameters for the Web interface
(see chapter 7.1), users are re-directed to the encrypted login page automatically. If not,
users are re-directed to the unencrypted login page.

Login page

This is the appearance of the login page:

Username: |j5rr|ith

Password: |*******

Login |

E Shaow uzer menu page

Username, Password Login name and password of the user.

Show user menu page After a successful login attempt, the user will be re-directed to
the login page. From the login page users can go to the pages of user preferences,
statistics or to the formerly requested site (for details see chapter 7.3).

If the user is re-directed to the page automatically (after inserting the URL of a page for
which the firewall authentication is required), he/she will be re-directed to the formerly
requested site after successful login attempt. This rule will not be applied if the Show
user menu page option is enabled — if so, the login page (with the link to the formerly
required page) will be displayed. For details see chapter 7.3.

User Authentication Options

Optional user parameters can be defined in the User Authentication tab in Configuration
/ Advanced Options. To define these parameters go to the User Authentication section.

Automatic logout after... Timeout (in minutes) —after its expiration the user will be
logged-out from the firewall automatically, if no traffic has been detected. The default
value is 120 minutes (2 hours).

This often happens when a user forgets to logout from firewall. Therefore it is not
recommended to disable this option (by setting the value to 0). If this option is off,
access rights might be misused by other users.
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@ Advanced Options

UPHF I,-’.'-,nti-Sp.:..:.fing | Izer Authentication IE:::I:uiu:un Settings I IPSec I |Ipdate Checking

— Uszer authentication

v Automatic logout after |12E| it of inachivity
W Use MTLM authentication for MSIE browsers

NT domain: | COMPANY

K.erberos realm; Iu:u:umpan_l,l.mm

Use NTLM authentication... If you use Microsoft Internet Explorer (5.01 and later), users
can be authenticated automatically at the firewall (using NTLM authentication). This
function requires the following conditions:

1.

The WinRoute host must belong to a Windows NT or Windows 2000 domain.
Client hosts must belong to this domain as well.

Users at client hosts must log into this domain. Local user accounts cannot be
used in this case.

WinRoute Firewall Engine must run as a service or it must be run as a user which
has administrator rights for the host.

NTLM authentication cannot be used for authentication within an internal
database.

Authenticate users to NT domain Name of the NT domain where users will be authen-
ticated (i.e. COMPANY). Multiple domains (separated by semicolons) can be included in
this entry.

Kerberos realm Name of a Kerberos domain where users will be authenticated (i.e.
company . com). To use multiple domains separate their names with semicolons.

This authentication method is used by the Windows 2000 domain (Active Directory).

Note: When user accounts are imported from an NT domain or Windows 2000 domain,
appropriate items are inserted automatically.
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7.3 User Preferences and Statistics

If a user has opened the user menu (by ticking the option at the login page), the user is
automatically re-directed to the user menu page. This page provides links to (apart of
others):

o formerly requested URL page — if the login page has not been displayed automati-
cally, this item will be empty

e user preferences page (User Preferences)

e user statistics page (Statistics)

User Preferences

The first part of the page enables the administrator to permit or deny certain features
of WWW pages.

Content filter options:

Save settings

Allawed [« [« [« [« [+ Undo changes

MOTE: Firawall administrator could setup general rulas ko aliminate dangerous cornbant from weab
pages, which might averride pour sebtings.

Content filter options If the checkbox under a filter is enabled, this feature will be
available (it will not be blocked by the firewall). If there is a global content filter in
WinRoute (see chapter 6.2) and the user is not allowed to override WWW content rules,
the field is unavailable within this page and the settings cannot be modified. Users
can only make the settings more strict — HTML items that are globally permitted can
be denied by the specific user.

e Pop-Up Window — automatic opening of new windows in the browser (usually
advertisements)

This option will block the window.open() method in scripts

e ActiveX — Microsoft ActiveX features (this technology enables, for example, exe-
cution of applications at client hosts)

This option blocks <object> and <embed> HTML tags

e Java applet <applet> HTML tag blocking
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e Scripts — <script> HTML tag blocking (commands of JavaScript, VBScript, etc.)

o (Cross-domain referrer — blocking of the Referrer items in HTTP headers. This
item includes pages that have been viewed prior to the current page. The Cross-
domain referrer option blocks the Referrer item in case this item does not match
the required server name.

Cross-domain referrer blocking protects users’ privacy (the Referrer item can be
monitored to determine which pages are opened by a user).

Save settings To save and activate settings, click on this button.
Undo changes With this button you can restore your former settings.

User password can be modified at the bottom part of the page:

Change user password:
(Walid only far Internal Uszer Database authentication)

Old password: I"‘“““““““““
MNew password: I"““‘“““““““““““““
Re-type new password: I"““‘“““““““““““““

Change password |

To change a password, enter the current user password, new password, and the new
password confirmation into the appropriate text fields. Save the new password with the
Change password button.

Warning: Passwords can be changed only if the user is configured in the WinRoute in-
ternal database (see chapter 9.1). If another authentication method used, the WinRoute
Firewall Engine will not be allowed to change the password.

Statistics
The following data will be displayed at the User statistics page:

e Login information — username, IP address that the user is connected from, login
duration and method of login (SSL — encrypted login page (SSL — encrypted login
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page; Plaintext — unencrypted login page; NTLM — secure authentication in Windows
NT or Windows 2000, Proxy — authentication at WinRoute’s proxy server)

e Session information — size of outgoing and incoming data (in bytes) and number of
sent HT'TP requests

o (Content filter statistics — number of filtered objects of all individual types (see above).

All data are recorded and measured after the first login of a user. All statistics are
deleted after the user logs out or if the WinRoute Firewall Engine is restarted.

7.4 Web Policy Viewing

Click on the Web policy link at any page of the WinRoute Web Interface to view current
rules and limitations of access to Web pages. The policy is related to the appropriate
user and host. If no user is connected, limitation settings for the IP address of the host
that is used to connect to the Web Interface will be displayed.

To learn more details about rules for accessing Web pages refer to chapter 6.1.

7.5 Dial-up

All RAS lines defined in WinRoute are listed at the Dial-up page (see chapter 4.1). Each
dial-up provides the following information:

e Dial-up Status — Connected or Disconnected
e Action (according to the dial-up status) — Dial or Hang up

Note: The Dial-up page is automatically refreshed in regular time intervals. This ensures
that only the current dial-up status will be displayed.

This page can be viewed by any user (login is not required); however, if the Dial or
Hang up buttons are clicked, authentication may be required by the Web Interface (see
chapter 7.1). Users that intend to control dial-up lines need special rights (the User can
dial option in the user account configurations section — see chapter 9.1).

7.6 HTTP Cache Administration

To view and/or remove objects contained in the HTTP cache go to the Cache tab. Open
the Cache content page of the WinRoute Web Interface to view and/or delete objects in
the HTTP cache. Only users that have rights to read the WinRoute configuration can open
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this page (either by inserting the URL directly or using the Cache link at the bottom of
any Web interface page). To remove objects from the cache, full administration rights
are required. To read detailed information about user access rights see chapter 9.1.

Note: For information on defining HTTP parameters see chapter 4.6.

Cache content

Firewall narmefaddreszz: guw

Cache info

Size |Disc: 1024 MB Mermory: 512 kB
Used|370.95 MB (25.05%)
[ore infu:urrna_tiu:un

Dump list of cache content based on wildmatched LEL

URL I*keriu:u.u:u:um* Dump |

Enter file URL without hitpeff, e, www, vahoo.cor/ or
WA kerio.corndmagesdmen . gif, You can also use wildcards, ie, *yahoo® or *.mpg®t,

Click on the more information link to view tables including the following features:
e Number of saved files, total size of all files and average file size

e File size distribution table (by 1 KB)

e Number of objects found or not found in the cache

e Information on cache maintenance (number of upkeeps, time since the last upkeep
and its duration)

Use the URL: textfield with the Dump button to search for objects matching the appropri-
ate URL. Located objects are displayed in a table (up to 100 entries). Each entry contains
an object’s size, time-to-live (TTL) in hours and the Delete button to remove the object
from the cache if needed.

All objects matching the appropriate URL can be removed from the cache using the
Delete all button (not only the entries displayed in the table, if more than 100 entries
match the specified URL).

TIP: All entries can be removed from the cache by inserting only an asterisk (*) into the
URL: textfield and using the Delete all button.
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8.1 Address Groups

Address groups allow the administrator to easily define restricted access to certain ser-
vices, such as remote administration. Each group will be given a name during configu-
ration. Groups can include combinations of IP addresses, IP ranges, IP subnets or even
other groups.

Adding or Editing Address Groups

You can define the Address groups in Configuration / Definitions / Address Groups.

!9 Address Groups

ltem IDescriptiDn I
=- @Lu:u:al M etwork,
- Bl E192168.1.10 Segment 1

By clicking on the Add button you can add a new group or an item to a group. The Edit
button opens a dialog for editing and the Remove button removes the group or the item
selected.

By clicking on the Add button a dialog for adding a new address group is displayed.

Name Name of the group. Add a new name to create a new group. Insert the group
name to add a new item to an existent group.

Type Defines the type of the new item. There are several options: one IP address (Host),
range of the IP addresses (Network / Range), subnet with appropriate mask (Network
/ Mask) or another address group (Address Group). This also means that you can
include one group into another.

IP Address and Mask Parameters of the new item (related to the selected type).

Description Description of the address group. Comments for the administrator.
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B2 Address Group EE
— Addrezs Group
Mame: I Local Hetwork, ;I
— Properties
Type: I Metwark. M azk ;I

IF address:  [192.162.1.10

Mask: | 255.255.255.0
Drescription: I Segment 1
oK . Cancel

Note: Each IP group must include at least one item. Groups with no item will be removed
automatically.

8.2 Time Ranges

Time ranges in WinRoute are closely related to traffic policy rules (see chapter 5). Win-
Route allows the administrator to set a time period where each rule will be applied. These
time ranges are actually groups that can consist of any number of various intervals and
single actions.

Using time ranges you can also set dial-up parameters — see chapter 4.1.

To define time ranges go to Configuration / Definitions / Time Ranges.

@ Time Ranges

[term Yalid on Dezcription
E..@Da}.

- M @ Daly fom 7.00:00t0 21:5959  Alldays  Day time
E--@Labuur tirne

i B o Daily fror 3:00:00 k2 11:53:59  Weekend ‘“#eekend from 3 4M to 12 P

| o Daily fror 3:00:00 to 16:53:59  Weekday ‘weekdays from 3 AM o 5 PM

- 2 Night
Lo B (S Daily from 2200:00 t0 5:59:59  Alldays Might time
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Time Range Types and Validity
Three types of time intervals can be used to define time ranges:

Absolute The time interval is defined with the initial and expiration date and it is not
repeated

Weekly This interval is repeated weekly (according to the day schedule)

Daily It is repeated daily (according to the hour schedule)

Time Ranges Definition

You can create, edit or remove time ranges in Configurations / Definitions / Time Ranges.

Click on the Add button to open a dialog for time ranges definition:

— Time range
M armne: I Labour time ;I

— Description
[\weekdays from 8 &M to 5 PM

— Time zettings

Time range type: I Craily = I

Fram: |na:nn:nn§:
To: |1E:59:593:
Walid on: IWeekday 'I

;F + F+ + F I T
bMon  Tue ‘wed Thu Fi Sat Sun

ok LCancel |

Name Unique name (identification) of a time range. Insert a new name to create a new
time range. Insert the name of an existent time range to add a new item to this range.

Description Time ranges description, for the administrator only
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Time range type Time range type: Daily, Weekly or Absolute. The last type refers to
the user defined initial and terminal date.

From / To This function helps to define the beginning and end of a time interval. Be-
ginning and end hours, days or dates can be defined according to the selected time
range type

Valid at days Defines days when the interval will be valid. You can either select partic-
ular weekdays (Selected days) or use one of the predefined options (All Days, Weekday
— from Monday to Friday, Weekend — Saturday and Sunday).

Notes:

1. each time range must contain at least one item. Time ranges with no item will be
removed automatically.

2. Ttis not possible to include one time range into another.

8.3 Services

WinRoute services enable the administrator to define communication rules easily (by per-
mitting or denying access to the Internet from the local network or by allowing access to
the local network from the Internet). Services are defined by a communication protocol
and by a port number (e.g. the HTTP service uses the TCP protocol with the port num-
ber 80). You can also match so-called protocol inspector with certain service types (for
details see below).

Services can be defined in Configurations / Definitions / Services. Some standard services,
such as HTTP, FTP, DNS etc., are already predefined in the default WinRoute installation.

!9 Services

MName % I Protocol I Source port | Destination port | Protocol inspectar
SRHTTP TCP Ay 80 HTTP

RHTTRS TCP Ay 443

R IMaP TCP Ay 143

R IMAPS TCP Ay 953

RIAC TCP Ay BGEE-6E5S IRC

Clicking on the Add or the Edit button will open a dialog for service definition.
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: Service Definition
— General
I ame
[HTTP
Protocal; Protocol ingpectors:
[TCP | |HTTP =l
— Source Port Destination Port
I Ay LI I Equal to LI
Part nurmber:
20
Description:  |HyperTest Transfer Pratacol - whaha
ok LCancel

Name Service identification within WinRoute. It is strongly recommended to use a con-
cise name to keep the program easy to follow.

Protocol The communication protocol used by the service.

Most standard services uses the TCP or the UDP protocol, or both when they can be

defined as one service with the TCP/UDP option.

The option other enables the administrator to specify a protocol using the number
contained in its IP packet header. Any protocol carried in IP (e.g. GRE — protocol

number is 47) can be defined this way.

Protocal;

I ather

- Settingz

Protocaol number:

[ 47

Protocol Inspector WinRoute protocol inspector (see below) that will be used for this

service.

Warning: Each inspector should be used for the appropriate service only.

Source Port and Destination Port If the TCP or UDP communication protocol is used,
the service is defined with its port number. In case of standard client-server types,
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a server is listening for connections on a particular port (the number relates to the
service), whereas clients do not know their port in advance (port are assigned to
clients during connection attempts). This means that source ports are usually not
specified, while destination ports are usually known in case of standard services.

Note: Specification of the source port may be important, for example during the
definition of communication filter rules. For more information go to chapter 5.2.

Source and destination ports can be specified as:

— Source Port — Destination Part
Ay LI I I range LI
Any Frarm:
Equal to
Greater than I 8000
Lesz than Ta:
Mat equal to
2080

e Any — all the ports available (1-65535)
e FEqual to —a particular port (e.g.80)

e Greater than, Less than — all ports with a number that is either greater or less
than the number defined

e Not equal to — all ports that are not equal to the one defined

e In range — all ports that fit to the range defined (including the initial and the
terminal ones)

e List — list of the ports divided by comas (e.g. 80,8000, 8080)

Description Comments for the service defined. It is strongly recommended describing
each definition, especially with non-standard services so that there will be minimum
confusion when referring to the service at a later time.

Protocol Inspectors

WinRoute includes special plug-ins that monitor all traffic using application protocols,
such as HTTP, FTP or others. The modules can be used to modify (filter) the communica-
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tion or adapt the firewall’s behavior according to the protocol type. Benefits of protocol
inspectors can be better understood through the two following examples:

1. HTTP protocol inspector monitors traffic between clients (browsers) and Web servers.
It can be used to block connections to particular pages or downloads of particular
objects (i.e. images, pop-ups, etc.).

2. With active FTP, the server opens a data connection to the client. Under certain
conditions this connection type cannot be made through firewalls, therefore FTP
can only be used in passive mode. The FTP protocol inspector distinguishes that
the FTP is active, opens the appropriate port and redirects the connection to the
appropriate client in the local network. Due to this fact, users in the local network
are not limited by the firewall and they can use both FTP modes (active/passive).

A protocol inspector is active if it is included in a service that is used in a traffic rule. If
a rule for any service is defined, all WinRoute’s protocol inspectors that meet this rule
will be activated automatically.

Note: Protocol inspectors recognize application protocols through transport layer proto-
cols (TCP or UDP) and the number of the port that is used by the appropriate service. If a
service is running at a non-standard port (i.e. HTTP on port number 8080), the protocol
inspector will not be used. In this case you could create a custom service for port 8080
which uses the HTTP protocol inspector.

Partial Retirement of Protocol Inspector

Under certain circumstances, appliance of a protocol inspector to a particular commu-
nication might be undesirable. To disable an inspection protocol, take the following
steps:

e create a service, definition of which will not include an inspection protocol,

e define a traffic rule for the service, including relevant source and destination address-
es

Example: A banking application communicates with the bank’s server through its proper
protocol which uses TCP protocol at the port 2000. This port is used by the Cisco SCCP
protocol. If a protocol inspector is applied to an irrelevant protocol (protocol to which
the inspector is not assigned), the communication will not be reliable.

Supposing the banking application is run on a host with IP address 192.168.1.15 and
it connects to the server server.bank.com.

1. In the Configuration / Definitions / Services section, define a service called Internet
Banking: this service will use TCP protocol at the port 2000 and no protocol inspec-
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tor is applied to this communication. na komunikaci se neaplikuje adny inspekni
modul.

::#:Zﬁervice Definition

— General
I ame:
I |nternet Banking
Protocal; Protocol ingpectors:
[TCP | | inore) =l
— Source Port —————— — Destination Port
I Ay LI I Equal to LI
Paort number:
| 2000

Description: | Internet Banking

ok LCancel

2. In the Configuration / Traffic Policy section, create a rule which will permit this
service traffic between the local network and the bank’s server.

I ame Source Dreztination Service Action

| Internet Banking | 2 192.168.1.15 | & zerver.bank.com @ |nternet Banking |

8.4 URL Groups

URL Groups enable the administrator to define HTTP rules easily (see chapter 6.1). For
example, to disable access to a group of Web pages, you can simply define a URL group
and assign permissions to the URL group, rather than defining permissions to each indi-
vidual URL rule.

URL groups can be defined in the Configuration / Definitions / URL Groups section.

Tick or untick matching fields next to each URL to enable or disable the appropriate
URL. This way you can deactivate URLs with no need to remove them and to define them
again.

Note: The default WinRoute installation already includes a predefined URL group:

e Ads/Banners common URLSs of pages that contain advertisements, banners, etc.
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&J| HTTP Policy

URL Rulez I Content Rules I Cache I Prowy Server I

Iterm I D ezcription I

= [Eéds/banners
B 3 s

- ] [31* gator.com”

- M [3] */ad-handler

B e

- M [3) *tbarner”

- M [3) *pleasesshowit”

- [31*/popups”

- B [31 */popups

B @

- M [3] *adframe”

- M [3) “adser”

B @

Click on the Add button to display a dialog where a new group can be created or a new
URL can be added to existing groups.

#$URL Group
Group: | Chat |
LIRL: I * chat.”

Drezcription: IEhat TEMVETE

ok LCancel

Group Name of the group to which the URL will be added. This option enables the
administrator to:

e select a group to which the URL will be added

e add a name to create a new group to which the URL will be included.
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URL The URL that will be added to the group.

o full address of a server, a document or a webpage without protocol specification

(http://)

e use substrings with the special * and ? characters. An asterisk stands for any
number of characters, a question-mark represents one character.

Examples:
e www.kerio.cz/index.html — a particular page
e www.* — all URL addresses starting with www. www.*

e www.kerio.com — all URLs at the www.kerio.com server (this string is equal to
the www . kerio.com/* string)

o *sex* — all URL addresses containing the sex string

e *sex??.cz* — all URL addresses containing such strings as sexxx.cz, sex99.cz,
etc.

Description The URL description (comments and notes for the administrator).
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User Accounts and Groups

9.1 User Accounts

User accounts in WinRoute improve control of user access to the Internet from the local
network. User accounts can be also used to access the WinRoute administration using
the Kerio Administration Console. A basic administrator account is created during the
WinRoute installation process. This account has full rights for WinRoute administration.
It can be removed if there is at least one other account with full administration rights.

Note: If you have lost access to the WinRoute administration contact Kerio technical
support.

Creating a New User Account

New user accounts can be defined in Users and Groups / Users.

@ Users

Mame I Fullrarme: I D ezcription I Groups

Iﬂl admin Adminiztrator WinBoute adminiztrator [Internet access]. [Support]

Iﬂl jbroven Jesgzie Brown Chief of perzonal department  [Internet accesz] [Personal department]
Iﬂl jmiles John Miles Technical support engineer [Internet access].[Support]

Iﬂl jemith Jane Smith b ark.eting director [Internet access].[Sales)

Iﬂl zarr Lucy Carr Sales representative [Internet access].[Sales)

Use the Add button to open a dialog where new user accounts can be defined.

Step 1 — basic information:
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3% add User

General - page 1 of 3

M armne: I jmiles

Full Mame: [John Miles

Drezcription: I Technizal support engineer

Authentication: | Internal uzer databasze ;I
Pazzward Ixxxxxxxxxxx

HREXHHHRRREH

Confirm  password: I

[T Account is dizabled

LCancel | ¢ Back | Mest »

Name Username used to log into the program. Usernames are not case-sensitive.

Warning: We recommend not to use special characters (non-English languages) which
might cause problems when authenticating via the Web interface.

Full name Full name of the user (usually first name and surname of the user)

Description More information about the user (e.g. grade, position within the company,
etc.)

The Full Name and the Description items have informative values only. Any type of
information can be included or the field can be left empty.

Authentication User authentication (see below)
Account is disabled Suspension of a user account without removing it.
Authentication options:

Internal User Database User account information is stored locally to WinRoute. Pass-
words can be later edited using the Web interface — see chapter 7). NTML authenica-
tion cannot be used for this authentication method.

Warning: Passwords can include printable characters only (letters, digits, punctua-
tion) and are case-sensitive. We recommend not to use special characters (non-English
languages) which might cause problems when authenticating to the Web interface.

Windows NT Domain Users are authenticated in Windows NT Domain.
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This method of authentication cannot be used unless WinRoute is running on Win-
dows NT 4.0 / 2000 / XP operating systems.

Kerberos 5 User authentication performed by Kerberos 5 authentication system. Win-
dows 2000 domain (Active Directory) uses this authentication method.

Note: To set NT domain and/or Kerberos 5 realm go to Configuration / Advanced Options
/ User Authentication. For details refer to chapter 7.2.

Step 2 — groups:

3% add User

Groups - page 2 of 3

Name T I DESC”ptIDn I _, .......... '&' dd ...........
|'ﬁ[lnternet accesz] Uszers who can access Internet

'ﬂ[ﬁ upport] Technical support department Remove |

LCancel | ¢ Back Mest »

Groups into which the user will be included can be added or removed with the Add
or the Remove button within this dialog (to create new groups go to Domain Settings /
Groups — see chapter 9.2). Follow the same guidelines to add users to groups during
group definition. It is not important whether groups or users are defined first.

Tip: While adding new groups you can mark more than one group by holding either the
Ctrl or theShift key.

Step 3 — access rights:

Each user must have one of the three types of access rights.

No access to administration The user has no rights to access the WinRoute adminis-
tration. This setting is commonly used for the majority of users.

Read only access to administration The user can access WinRoute. He or she can read
records and settings but cannot edit them.
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3% add User

Rights - page 3 of 4

— Uszer Rights

f* Mo access to administration

{~ Read only access o administration

" Full access to administration

— Additional Rights
W User can overide Wi content rules

v User can dial

W User can unlock URL mles

LCancel | ¢ Back Mest »

Full access to administration The user can read or edit all the records and settings
and his or her rights are equal to the administrator rights (Admin). If there is at least
one user with the full access to the administration, the default Admin account can be
removed.

Advanced options:

User can override WWW content rules User can customize personal Web content fil-
tering settings independently of the global configuration (for details see chapters 6.2
and 7.3).

User can dial User can disconnect or connect to dial lines defined with Kerio Adminis-
tration Console or Web administrator interface ( — see chapter 7) in WinRoute.

User can unlock URL rules User will be allowed to unlock Web pages with forbidden
content.

Step 4 — content rules

Within this step special content filter rules settings for individual users can be defined.
Global rules (defined in the Content Rules tab in the Configuration / Content Filtering
/ HTTP Policy section) are used as default (when a new user account is defined). For
details see chapter 6.2).

Note: Users who are allowed to “override content rules” can customize their settings
through Kerio WinRoute Firewall’s Web interface (read more in chapter 7.3).
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3% add User

Content rules - page 4 of 4

— WAt content scanning options
v Allow HTML Active objects

v Allow HTML Seript tags
v Allow HTML JavaScript pop-up windows
v Allow HTML Java applets

v Allow inter-domain referer

LCancel ¢ Back Finizh

User Account Editing and Displaying Statistics

The Edit button opens a dialog for editing user account parameters. This dialog has all
the properties of the Add User dialog window described above. All the setting options
are included in one window only.

User Accounts Import

User accounts can be either defined manually or imported from other sources by click-
ing on the Import button. Click on Import users from to choose a source from which
accounts will be imported. The sources are as follows:

NT Domain (Windows NT 4.0) There is only one parameter to be specified — Windows
NT domain name. The WinRoute host must belong to this domain.

Warning: Do not use this function to import users if the domain server is running
under Windows 2000! In this case use the Active Directory as a source (see below).

Active Directory (Windows 2000) To import users from Microsoft Active Directory the
following data must be specified:

e Active Directory domain name — name of the domain from which user accounts
will be imported (e.g. domain.com).

e Import from server — name of the domain server (e.g. server.domain.com)
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{8 Import Users

Irnport wgers from | windows MT Domain Pindows NT 4.0) ;I

— Properties
Windows MT domain name: IEEIMF'.-’-‘-.NY

(] Cancel

e Login as user, Password — name and password of the user with an account in this
domain. No special user rights are required.

{8 Import Users

Irpart uzers from | Active Directary [wWindows 20004F) ;I

— Properties
Active Directory domain name; Iu:u:umpan_l,l.mm
Impart from zerver; Iserver.cumpany.cum
Login ag uzer: I.-'l'-.dministratcur
Pazsward: I [PT——
ak Cancel

If all the requirements are met (the information is correct, the server is available, etc.),
clicking on the OK button will display a user list. Select the names of the users which
are to be imported into WinRoute.

User accounts will authenticate according to their source. This means that accounts
imported from an NT domain will be authenticated by Windows NT Domain and user
accounts imported from Active Directory by Kerberos 5 (The Kerberos 5 authentication
system is used in Active Directory).
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::#::Impurl: Users

ﬂame Fullname Dezcription ﬂ

1 dministrator Adminiztrator Built-in account for adminiztering t

O admirdarda Admird arda

O adminmed Adminkd edi

O admintroll AdminT rall

O anedvedicky Alexandr Medvedicky

O ctifw CTI Framewark,

O Guest Guest Buil-in account for quest access b

] holub Tomas Holub

Ml honza Jan Yobruba -

4| | _'|—I
Selectdl | Unselectal 0K Carcel |

9.2 User Groups

User accounts can be sorted into groups . Creating user groups provides the following

benefits:

e Specific access rights can be defined for a user group. These rights complement rights

of each user.

e Each group can be used when traffic and access rules are defined. This simplifies the
definition process so that you will not need to define the same rule for each user.

User groups can be defined in User and Groups / Groups.

@ Groups

MName % I Dezcription Rights

'ﬁ[FTF‘ denied] |zerz who cannot access FTP servers

'ﬂ[ﬁ alez) Salez department

'ﬂ[ﬁ Lpport] Technizal support department Read only access

Creating a New User Group

Clicking on the Add button will open a dialog where new user groups can be created.

Step 1 — group name and description:
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::#::NEW Group

General - page 1 of 3

M ame: | Sales

Drezcription: I Salez department

LCancel | ¢ Back Mest »

Name Group name (group identification).

Description Group description. It has an informative purpose only and may contain
any information or the field can be left empty.

Step 2 — group members

::#::NEW Group

|zerz - page 2 of 3

Name T I Fu" Name DESC”ptIDn I _, .......... '&' dd ...........
Iﬂl jemith Jane Smith b ark.eting director

Iﬂl zarr Lucy Carr Sales representative Remove |

LCancel | ¢ Back Mest »
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Users can be added or removed from the group with the Add/Remove buttons. If user
accounts have not been created yet, the group can be left empty and users can be added
during the account definition (see chapter 9.1).

Tip: To select more than one user hold the Ctrl or the Shift key.

Step 3 — group access rights

::#::NEW Group

Rights - page 3 of 3

— Uszer Rights

= Mo access to administration

{* Read only access o administration

" Full access to administration

— Additional Rights
W User can overide Wi content rules

[T User can dial

W User can unlock URL mles

LCancel | ¢ Back Finizh

Each group must have one of the following three types of access rights:

No access to administration Users included in this group cannot access the WinRoute
administration.

Read only access to administration Users included in this group can access the Win-
Route administration. However, they can only read the records and settings and they
are not allowed to edit them.

Full access to administration Users included in this group have full access rights for
the administration.

Advanced options:

User can override WWW content rules User belonging to the group can customize per-
sonal Web content filtering settings independently of the global configuration (for
details see chapters 6.2 a 7.3).
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User can dial Users included in this group will be allowed to connect and hang up the
dialup lines defined in WinRoute (with Kerio Administration Console or with WWW
administration interface, see chapter 7).

User can unlock URL rules User will be allowed to unlock Web pages with forbidden
content.

Group access rights are combined with user access rights. This means that current user
rights are defined by actual rights of the user and by rights of all groups in which the
user is included.
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Advanced Settings

10.1 Remote Administration Settings

Remote administration can be either permitted or denied by definition of the appropriate
traffic rule. Traffic between WinRoute and Kerio Administration Console is performed by
TCP and UDP protocols over port 44333. The definition can be done with the predefined
service KWF Admin.

How to allow remote administration from the Internet

In the following example we will demonstrate how to allow WinRoute remote adminis-
tration from some Internet IP addresses.

e Source — group of IP addresses from which remote administration will be allowed.

For security reasons it is not recommended to allow remote administration from an
arbitrary host within the Internet (this means: do not set Source as the Web interface).

e Destination — Firewall (host where WinRoute is running)
e Service — KWF Admin (predefined service— WinRoute administration)
e Action — Permit

e Translation — Because the engine is running on the firewall there is no need for
translation.

I Remote administration |, Remote administration 'EB' Fireswall @ EMWE Admin |«

TIP: Remote administration of the other Kerio products can be permitted or denied in
WinRoute following the same type of rule. Appropriate services are predefined in Win-
Route (i.e. KMS Admin, KNM Admin etc.).

10.2 Routing Table

Using Kerio Administration Console you can view or edit the system routing table of the
WinRoute host. This can be useful especially to resolve routing problems remotely (it is
not necessary to use applications for terminal access, remote desktop, etc.).
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To view or modify the routing table go to Configuration / Routing Table. This section is
divided into two tabs:

e Routing Table — current routing table of the operating system (including so called
persistent routes under Windows 2000 and Windows XP operating systems).

!9 Routing Table

Fouting table Iﬁtatic roLtes I

M et I M azk: I 5 ateway Interface I M etric: I
0000 0000 192168110 Intemnet 1
192168.1.0  255.255.255.0 Internet 1
192168100 255.255.255.0 Test Interface (192.168.10.1] 1
192168.2.0  255.255.255.0 L&k

You can also add or remove dynamic routes. New dynamic routes are valid only until
the operating system restart or unless removed using the route system command.

e Static Routes — persistent routes refreshed by WinRoute even after restart of the
operating system.

!9 Routing Table

Fiouting table | Static: routes |

D ezcription INet M azk: 5 ateway Interface IMetric I
B LaM segment behind & router 192168.3.0 2552552550 192.162.1.254 LAN 1

WinRoute contains a special mechanism that is used to generate and maintain static
routes in the routing table. All routes defined in the Static Routes folder are stored
in the configuration file and inserted into the system routing table after each startup
of WinRoute Firewall Engine. These routes are monitored while WinRoute is running
— if any of the routes are removed with the route command, it will be automatically
reinserted by WinRoute.

Note: Persistent routes are not used for implementation of static routes as this func-
tion is not available on all operating systems.

Note: If you use a dial-up connection, then packets routed via this route dial a line
(for more information refer to chapter 10.3).
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Warning: Changes in the routing table might interrupt the connection between the Win-
Route Firewall Engine and the Kerio Administration Console. Therefore, only experienced
users with knowledge of IP routing should use this feature.

Definitions of Dynamic and Static Rules

Click on the Add (or Edit when a particular route is selected) button to display a dialog
for route definition.

3% Route
Drezcription: IL.-'E-.N zegment behind a router
Netwark: [192168.2.0

Metwark. mask: |255.255.255.EI

Interface: I = T LI
Gateway: [192.168.1.254
b etric: I 1

ok LCancel

Description Comment about the route. This item is available in the Static Routes folder
only.

Network, Mask IP address and mask of the destination network.

Interface Selection of an interface through which the specific packet should be forward-
ed.

Gateway IP address of the gateway (router) which can route to the destination network.
The IP address of the gateway must be in the same IP subnet as the selected interface.

Metric “Distance” of the destination network. The number stands for the number of
routers that a packet must pass through to reach the destination network.

Metric is used to find the best route to the desired network. The lower the metric
value, the “shorter” the route is.

Note: Metric in the routing table may differ from the real network topology. It may
be modified according to the priority of each line, etc.
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Removing routes from the Routing Table
The following rules are used for route removal:

e Routes in the Static Routes folder are managed by WinRoute. Removal of any of
the routes within this folder would remove the route from the system routing table
immediately and permanently (after clicking on the Apply button).

e Manually defined dynamic routes will be removed regardless of how they were added,
whether in Kerio Administration Console or using the route command.

e Persistent routes will be removed from the routing table only after restart of the
operating system. It will be automatically refreshed upon reboot. There are many
methods that can be used to create persistent routes (the methods vary according to
operating system — in some systems, the route -p command can be used, etc.).

10.3 Demand Dial

If the WinRoute host is connected to the Internet via dial-up, WinRoute can automatically
dial the connection when users attempt to access the Internet. WinRoute provides the
following options of dialing/hanging control:

e Line is dialed when a request from the local network is received. This function is
called Demand dial. For further description see below.

e Line is disconnected automatically if idle for a certain period (no data is transmit-
ted in both directions). For a description of the automatic disconnection, refer to
chapter 4.1.

How demand dial works

First, the function of demand dial must be activated within the appropriate line (either
permanently or during a defined time period). This may be defined in Configuration /
Interfaces (for details see chapter 4.1).

Second, there must be no default gateway in the operating system (no default gateway
must be defined for any network adapter).

If WinRoute receives a packet from the local network, it will compare it with the system
routing table. If no default route is available, WinRoute holds the packet in the cache
and dials the appropriate line if the demand dial function is enabled. This creates an
outgoing route in the routing table via which the packet will be sent.
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The line may be either disconnected manually or automatically if idle for a certain time
period.

Notes:

To ensure correct functionality of demand dialing there must be no default gateway
set at network adapters. If there is a default gateway at any interface, packets to the
Internet would be routed via this interface (no matter where it is actually connected
to) and WinRoute would not dial the line.

If multiple demand dial RAS lines are defined in WinRoute, the one that was defined
first will be used. WinRoute does not enable automatic selection of a line to be dialed.

Lines can be also dialed if this is defined by a static route in the routing table (refer
to chapter 10.2). If a static route via the dial-up is defined, the packet matching this
route will dial the line. This line will not be used as the default route — the Use
default gateway on remote network option in the dial-up definition will be ignored.

According to the factors that affect total time since receiving the request until the
line is dialed (i.e. line speed, time needed to dial the line, etc.) the client might
consider the destination server unavailable (if the timeout expires) before a success-
ful connection attempt. However, WinRoute always finishes dial attempts. In such
cases, simply repeat the request, i.e. with the Refresh button in your browser.

Technical Peculiarities and Limitations

Demand dialing has its peculiarities and limitations. The limitations should be consid-
ered especially within designing and configuration of the network that will use WinRoute
for connection and of the dial-up connected to the Internet.

1.

Demand dial cannot be performed directly from the host where WinRoute is installed
because it is initiated by WinRoute low-lever driver. This driver holds packets and
decides whether the line should be dialed or not. If the line is disconnected and
a packet is sent from the local host to the Internet, the packet will be dropped by
the operating system before the WinRoute driver is able to capture it.

Typically the server is represented by the DNS name within traffic between clients
and an Internet server. Therefore, the first packet sent by a client is represented by
the DNS query that is intended to resolve a host name to an IP address.

In this example, the DNS server is the WinRoute host (this is very common) and the
line to the Internet is disconnected. A client’s request on this DNS server is traffic
within the local network and, therefore, it will not result in dialing the line. If the
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DNS server does not have the appropriate entry in the cache , it must forward the
request to another server on the Internet. The packet is forwarded to the Internet by
the local DNS client that is run at the WinRoute host. This packet cannot be held and
it will not cause dialing of the line. Therefore, the DNS request cannot be answered
and the the traffic cannot continue.

For these reasons, WinRoute DNS Forwarder enables automatic dialing (if the DNS
server cannot respond to the request itself). This function is dependent on demand
dial — if the demand dial function is disabled, the DNS Forwarder will not dial the
line.

Note: If the DNS server is located on another host within the local network or clients
within the local network use an Internet DNS server, then the limitation is irrelevant
and the dialing will be available. If clients’ DNS server is located on the Internet, the
line will be dialed upon a client’s DNS query. If a local DNS server is used, the line
will be dialed upon a query sent by this server to the Internet (the default gateway
of the host where the DNS server is running must be set to the IP address of the
WinRoute host).

3. It can be easily understood through the last point that if the DNS server is to be
running at the WinRoute host, it must be represented by DNS Forwarder because it
can dial the line if necessary.

If there is a domain that is based on Active Directory in the Windows 2000 local net-
work, Microsoft DNS server must be used as communication with Active Directory
is performed according to special types of DNS requests. Microsoft DNS server does
not support automatic dialing. Moreover, it cannot be used at the same host as DNS
Forwarder as it would cause collision of ports.

As understood from the facts above, if the Internet connection is to be available via
dial-up, WinRoute cannot be used at the same host where Windows 2000 server Ac-
tive Directory and Microsoft DNS are running.

4. 1If DNS Forwarder is used, WinRoute can dial as a response to a client’s request if the
following conditions are met:

e Destination server must be defined by DNS name so that the application can
create a DNS query.

e In the operating system, set the primary DNS server to the IP address of the
firewall). In Windows operating system, go to TCP/IP properties and set the IP
address of this interface as the primary DNS.

e DNS Forwarder must be configured to forward requests to one of the defined
DNS servers (the Forward queries to the specified DNS server(s) option). Automatic
detection of DNS servers are not available. For details refer to chapter 4.3.
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Setting Rules for Demand Dial

Demand dial functions may cause unintentional dialing. It’s usually caused by DNS
queries that are handled by the DNS Forwarder The following causes apply:

e User host generates a DNS query in the absence of the user. This traffic attempt may
be a banner from a local HTML page or automatic update of an installed application.

e DNS Forwarder performs dialing in response to requests of names of local hosts.
Define DNS for the local domain properly (use the hosts system file of the WinRoute
host — for details see chapter 4.3).

Note: In WinRoute, unwanted traffic may be blocked. However, for security reasons
it is recommended to detect the root of the problem (i.e. use antivirus to secure the
workstation, etc.).

In Configuration / Demand Dial within Kerio Administration Console, detailed rules for
dialing certain DNS names may be defined.

& Demand-Dial | © <°®'°" | [y McAfee

filter | | SECURITY

DNS Rules |

W Enable dialing for local DMS names [names without a domain part]

Actiah I DMS Mame I
@ Diial vy, banner. oz

@ lonore *.banner.cz
@ lgnore *firma.cz

KNS

add. | Edt. Remove

In this section you can create a rule list of DNS names.

Either whole DNS name or only its end or beginning completed by an asterisk (*) may be
entered. An asterisk may stand for any number of characters.

In Actions you can select from the Dial or Ignore options. Use the second option to block
dialing of the line in response to a query on the DNS name.

Rule lists are searched downwards (rule order can be modified with the arrows at the
right side of the window). When the system detects the first rule that meets all require-
ments, the desired action is executed and the search is stopped. All DNS names missing
a suitable rule will be dialed automatically by DNS Forwarder when demanded.
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The Dial function can be used for creating advanced and more complex rules. For ex-
ample, dial can be permitted for one name within the domain and denied for the others
(see the figure).

Dial of local DNS names Local DNS names are names of hosts within the domain
(names that do not include a domain).

Example: The local domain is called company.com. The host is called pcl. The full
name of the host is pcl.company.com whereas local name in this domain is pc1.

Local names are usually stored in the database of the local DNS server (in this ex-
ample, the names are stored in the hosts file at the WinRoute host that uses DNS
Forwarder). Set by default, DNS Forwarder does not dial these names as names are
considered non-existent unless they can be found in the local DNS database.

If the primary server of the local domain is located outside of the local network, it
is necessary that the DNS Forwarder also dials the line if requests come from these
names. Activate the Enable dialing for local DNS names option in the Other settings
tab to enable this (at the top of the Demand Dial dialog window).

10.4 Security Settings

WinRoute provides several security options which cannot be defined by traffic rules.
These options can be set in the Security settings tab of the Configuration / Advanced
Options section.

&) Advanced Options covion || by McAfee
filter | | SECUBRBITY
PhP | Security Seftings ILIser.-'l'n.uthenticatiDn | Caobion Setings I IPSec I IJpdate Checking |
— Anti-Spoofing
¥ Enable &nti-5 poofing
v Log

— Connection Limit

¥ Enable connection limit

Connectiohs count mit: | 00 per hozt [local server]

Anti-Spoofing

Spoofing is a process of translating the IP address of a given packet so that a firewall
will believe the request came from a trusted source. Although the packet cannot be
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routed back to the initial source, there is potential for unnecessary network congestion
and possible denial of service. WinRoute is capable of monitoring traffic to verify that
packets arriving on an interface do not have a source address which is associated with
a network of an opposing interface. In other words, such traffic (although possible) is
never justified and should therefore be discarded.

The Anti-Spoofing function can be configured in the Anti-Spoofing folder in Configuration
/ Advanced Options.
Enable Anti-Spoofing This option activates Anti-Spoofing.

Log If this option is on, all packets that have not passed the anti-spoofing rules will be
logged in the Security log (for details see chapter 13.10).

Connections Count Limit

This function enables definition of limits for maximal number of connections per one
local host. This function can be enabled/disabled and set through the Security Settings
tab in Configuration / Advanced Options.

This function can be helpful especially for the following cases:

e Any service (e.g. WWW server) which is available from the Internet (allowed by traffic
rules —see chapter 5) is running on a local host. Connection count limits protects
internal server from flooding (DoS type attacks — Denial of Service).

In this case the limit is applied to the local server — sum of all connections of all
connected clients must not exceed this limit.

¢ C(lient computer (workstation) in the local network is attacked by a worm or a Trojan
horse which is trying to establish connection to many servers. Connection count
limits protects WinRoute host from flooding and it can reduce undesirable activities
by worms and rojan horses.

In this case the limit is applied to a host (workstation) in the local network — sum of
all connections established from this computer to individual servers in the Internet
must not exceed the limit.

10.5 Universal Plug-and-Play (UPnP)

WinRoute supports UPnP protocol (Universal Plug-and-Play). This protocol enables client
applications (i.e. Microsoft Messenger) to detect the firewall and make a request for
mapping of appropriate ports for the particular host. This mapping is temporary.

To configure UPnP go to the UPnP folder in Configuration / Advanced Options.
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!B Advanced Options | © <°®'°~ | | &y McAfee

filter | | SECURITY

LIPnP I.-'l'-.nti-SpDDfing I Izer Authentication I Cobion Settings I IFSec I

UPnP allowz applications running on LaM hozstz to dynamically open ports on the firewall for a zmall period
af time. F.eno wWinFoute Firewall implements LUPAP to zupport the functionality of complex applications
zuch az MSM mezsenger while maintaining the securty inherent to netwaork, address ranzlation.

— UPhP zettings
W Enable UPnP

Fart mapping timeout I aE400 TBC

[T Log packets

¥ Log connections

a Mate: It iz not recommended to enable thiz component in zecure networkz. Some Trojans may be
=~ able to uze this service to open ports through the firewall.

Enable UPnP This option enables UPnP.
Warning: If WinRoute is running on the Windows XP operating system, check whether
the following system services are not running before you start the UPnP function:
e SSDP Discovery Service

e Universal Plug and Play Device Host

If any of these services is running, close it and deny its automatic startup.

In WinRoute these services cannot be used together with UPnP.

Port mapping timeout For security reasons, ports required by applications are mapped
for a certain time period only. Mapping is closed automatically on demand of the
application or when the timeout (in seconds) expires.

UPnP also enables the application to open ports for a requested period. Here the Port
mapping timeout parameter also represents a maximal time period that the port will
be available to an application (even if the application demands a longer period, the
period is automatically reduced to this value).

Log packets If this option is enabled, all packets passing through ports mapped with
UPnP will be recorded in the Security log (see chapter 13.10).

Log connections If this option is enabled, all connections passing through ports
mapped with UPnP will be recorded in the Connection log (see chapter 13.4).
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Warning: Apart from the fact that UPnP is a useful feature, it may also endanger net-
work security, especially in case of networks with many users where the firewall could
be controlled by too many users. A WinRoute administrator should consider carefully
whether to prefer security or functionality of applications that require UPnP.

Using traffic policy (see chapter 5.2) you can limit usage of UPnP and enable it to certain
IP addresses or certain users only.

Example:

B UPAP for allowed addiesses | UPAP allowed |€3) Firewal |58 UDP 1300 |+
B TCF 2168

M Dery UPHP £ Ay € Firewall | S UDP 1300 | 3¢
5 TCP 2163

The first rule allows UPnP only from UPnP Clients IP group. The second rule denies UPnP
from other hosts (IP addresses).

10.6 VPN using IPSec Protocol

IPsec (IP Security Protocol) is an extended IP protocol. It provides encrypted security
services. These services enable authentication, as well as for access and trustwothiness
control. IPsec provides similar services as SSL, but it works on a network layer. Through
IPsec you can create encrypted tunnels (VPN) or encrypt traffic between two hosts.

WinRoute includes so called IPSec pass-through. This implies that WinRoute does not
include tools for establishing of IPSec connection (tunnel), however, it is able to detect
IPSec protocol and enable it for traffic between the local network and the Internet.

IPSec preferences

IPSec preferences can be set in the IPSec tab of the Configuration / Advanced Options
section. For detailed information on IPSec use refer to chapter Konfigurace WinRoute
pro IPSec.

Enable This option enables IPSec pass-through.

It is necessary to set idle timeout for IPSec connections (default time is 3600 seconds
which is exactly 1 hour). If no data is transferred for this time and connection is not
closed properly, WinRoute will consider the connection closed and the pass-through
is available to another computer (another IP address).
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y@ Advanced Options covion ||y McAfee

filter | | SECURITY ||

IPrP I Securty Settings I IJser Authentication I Cobion Settings | IPSec |L||:u:|ate Checking I

IPSec pazs-through
v Enable

IPSec seszion idle timeout; ISEDD ZEC
W Enable pass-through anly for hosts; I"-.J'F'N v| Edit... |

Enable pass-through only for hosts It is possible to narrow number of hosts using
IPSec pass-through by defining a certain scope of IP addresses (typically hosts on
which IPSec client will be run). Use the Edit button to edit a selected IP group or to
add a new one.

WinRoute’s IPSec configuration

Generally, communication through IPSec must be permitted by firewall policy (for details
refer to chapter 5.2). IPSec protocol uses two traffic channels:

o IKE (Internet Key Exchange — exchange of encryption keys and other information).
e encrypted data (IPprotocol number 50 is used)

For definition of traffic rules, define corresponding services in the Configuration / Defi-
nition / Services section first.

Open the Configuration / Traffic Policy section to define a rule which will permit com-
munication between IPSec clients (VPN address group is described in the example) and
IPSec server for the services (ipsec.server.cz server is described in the example).

I ame Source Destination Service Action
F IP5ec taffic % WM B ipzec.zervercz @ |IPSec i
B ipsec servercz |y YPN i IKE

IPSec client in local network

This section of the guide describes WinRoute configuration for cases when an IPSec client
or the server is located in the local network and WinRoute provides translation of IP
addresses (NAT — for details see chapter 5).

1. IPSec client on WinRoute host
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: Service Definition

— General
I ame

[IPSec

Protocal;

I aother LI

— Settings
Protocaol number:

50

Description: | IP Security Protacal

ok LCancel |

::#:Zﬁervice Definition

— General
I ame:
fIKE
Protocal; Protocol ingpectors:
|uop | | inore) =l
— Source Port Destination Port
I Ay LI I Equal to LI
Paort number:
{500

Descrption: | IPSec - Intermet Key Exchange

ok LCancel

In this case IPSec traffic is not influenced by NAT (IPSec client must be set so that it
uses public IP address of the WinRoute host). It is only necessary to define a traffic
rule permitting IPSec communication between the firewall and the IPSec server.

M ame Source Destination Service Action | Translation
1 1PSec taffic ﬂ} Firewall Bl ipzec.server.com @ IPSec i
o IKE
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The Translation column must be blank — no IP translation is performed. The pass-
through setting is not important in this case (it cannot be applied).

One IPSec client in the local network (one tunnel)

If only one IPSec tunnel from the local network to the Internet is created at one
moment, then it depends on the type of IPSec client:

e If IPSec client and the IPSec server support the NAT Traversal function (the client
and the server are able to detect that IP address is translated on the way between
them), IPSec must be disabled (otherwise a collision might arise).

NAT Traversal is supported for example by Nortel Networks’ VPN soft-
ware(http://www.nortelnetworks.com/).

o If the IPSec client does not support NAT Traversal, it is necessary to enable IPSec
pass-through in WinRoute.

In both cases IPSec communication between the client and the IPSec server must be
permitted by a traffic rule. NAT must be defined in the Translation column (in the
same way as for the communication from the local network to the Internet).

tame Source Destination Service Action | Tranzlation

1 (FSec client > server |3 132168110 | & IPEEC. SEMVEL O @ IPSec |« MAT [Default outgoing interface]

i IKE

Multiple IPSec clients in the local network (multiple tunnels)

If multiple IPSec tunnels from the local network to the Internet are supposed to be
created, all IPSec clients and corresponding servers must support for NAT Traversal
(see above). Support for IPSec in WinRoute must be disabled so that no collisions
arise.

Again, traffic between the local network and corresponding IPSec servers must be
permitted by a traffic rule.

Fame Source Destination Service Action | Translation
F IPSec clients - servers % IPSec clients % |IPSec servers @ IPSec |« MAT [Default outgoing interface)
a4 IKE

IPSec server in local network

IPSec server on a host in the local network or on the WinRoute host must be mapped
from the Internet. In this case, traffic between Internet clients and the WinRoute host
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must be permitted by a traffic rule and mapping to a corresponding host in the local
network must be set.

Warning: Only a single IPSec server can be mapped from the public IP address of the
firewall. For maping of multiple IPSec servers, firewall must use multiple public IP ad-
dresses.

Example: We want to set that two IPSec servers will be available from the Internet —
one on the WinRoute host and another on a host with the IP address 192.168.100.100.
The firewall interface connected to the Internet uses IP addresses 60.80.100.120 and

60.80.100.121.

M arne Source D estination Service | Action | Translation

M IPSec server #1 22y Clients of server #1 | 21 B0.80.100120 |2 IPSec |«
i IKE

B 1PSec server 212 2 Clients of server #2 | B0 60.80.100.121 @ IFSec | = MAF 132.168.100.100
i IKE

10.7 Update Checking
WinRoute enables automatic check for new versions at the Kerio Technologies website.
Whenever a new version is detected, is download and installation is offered.

Open the Update Checking tab in the Configuration / Advanced Options section to view
information on a new version and to set parameters for automatic checks for new ver-

sions.

@ Advanced Options | © <°®'°" | | &y McAfee

filter

UPHF I.-’-'-.nti-Spu:u:ufing I User Authentication I Cohian 5 ettings I IPSec | Update Checking |

|Ipdate checking

Last update check performed |5 minLkes ago

v Check for new versions Check now ... |

[T Check alzo beta versions

Last update check performed ... ago Information on how much time ago the last up-
date check was performed.

If the time is too long (several days) this may indicate that the automatic update
checks fail for some reason (i.e. access to the update server is blocked by a traffic
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rule). In such cases we recommend you to perform a check by hand (by clicking on
the Check now button), view results in the Debug log (see chapter 13.5) and take
appropriate actions.

Check for new versions Use this option to enable/disable automatic checks for new
versions. Checks are performed:

e 2 minutes after each startup of the WinRoute Firewall Engine
e every 24 hours

o if the connection to the server cannot be established, update checks are attempted
avery hour unless the connection is established successfully

Results of each attempted update check (succesfull or not) is logged into the Debug
log (see chapter 13.5).

Check also beta versions Enable this option if you want WinRoute to perform also up-
date checks for beta versions.

If you wish to participate in testing of WinRoute betaversions, enable this option.
In case that you use WinRoute in operations in your company (i.e. at the Internet
gateway of your company), we recommend you not to use this option (betaversions
are not tested yet and they could endanger funcionality of your networks, etc.).

Check now Click on this button to check for updates immediately. If no new version is
available, user will be informed about this fact.
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WinRoute must be registered at Kerio Technologies website (http://www.kerio.com/)
after the purchase. Once the product is registered, you will obtain a license key (an
encrypted 1icense.key file ) that must be imported into the program. If the key is not
imported, WinRoute will behave as a full-featured trial version and its license will be
limited by the expiration timeout.

This also implies that the only difference between a trial version and full WinRoute ver-
sion is whether the registration key has been imported or not. This gives each customer
an opportunity to test and try the product in the particular environment during the
30-day period. It is not necessary to re-install nor reconfigure WinRoute to after the
registration, only the license key is to be imported into the trial version.

If the trial period has expired, WinRoute will block all network traffic of its host. You will
be allowed to access only the Kerio Administration Console in order to import the license
key. Full functionality in WinRoute will be available after a valid license key is imported.

11.1 License Types

WinRoute can optionally include the following plug-ins: McAfee antivirus (refer to chap-
ter 6.6) and/or Cobion Orange Filter content rating system }see chapter 6.3). These
modules are licensed individually. License keys consist of the following information:

WinRoute license Basic WinRoute license. Its validity is defined by the two following
factors:

e update right expiration date — specifies the date by which WinRoute can be up-
dated for free. When this date expires, WinRoute keeps functioning, however, it
cannot be updated. The time for updates can be extended by purchasing a sub-
scription.

e product expiration date — specifies the date by which WinRoute stops functioning
and blocks all TCP/IP traffic at the host where it is installed. If this happens, a new
valid license key must be imported or WinRoute must be uninstalled.
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McAfee license This license is defined by the two following dates:

e update right expiration date (independent of WinRoute) — when this date expires,
the antivirus keeps functioning, however, neither its virus database nor the an-
tivirus can be updated yet.

Warning: Owing to persistent incidence of new virus infections we recommend
you to use always the most recent antivirus versions.

e plug-in expiration date— specifies the date by which the antivirus stops function-
ing and cannot be used anymore.

Cobion Orange Filter system license Cobion Orange Filter system is provided as
a service. License is defined only by an expiration date which specifies when the
Cobion Orange Filter system will be blocked.

Note: Refer to Kerio Technologies Website (http://www.kerio.com/) to get up-to-date
information about individual licenses, subscription extensions, etc.

11.2 Viewing License Information and License Key Import

The license information can be displayed by selecting Kerio WinRoute Firewall (the first
item in the tree in the left part of the Kerio Administration Console dialog window — this
section is displayed automatically whenever the WinRoute administration is entered).

Product name of the product (WinRoute)
Copyright Copyright information.

Homepage Link to the Kerio WinRoute Firewall homepage (information on pricing, new
versions, etc.). Click on the link to open the homepage in your default browser.

Operating system Name of the operating system on which the WinRoute Firewall En-
gine service is running.

License ID License number or a special license name.
Subscription expiration date Date until when the product can be upgraded for free.

Product expiration date Date when the product expires and stops functioning (only
for trial versions or special license types).

Number of users Maximal number of hosts (unique IP addresses) that can be connected
to the Internet via WinRoute at the same time. The WinRoute host is not included in
the count.
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11.3 Subscription / Update Expiration

Product: Kerio WinRoute Firewall 5.1.0
Copyright: [£] 1997-2003 K.eno Technologies
Homepage: hitkp: A e,k erio, comy vt
Operating systen: Windows 2000

Licenze ID: INTERHAL-6351

Subscription expiration date:  28.8.2004

Product expiration date; 28.8.2004

Mumber of ugers: 20 [20 remaining)

Comparny: K.ero Techhologies

Inztall license. ..

Company name of the company/person that has registered the product

The Install License... link will open the standard dialog for opening the file with the
license key . The license information will be displayed if the import process has been

completed successfully.

11.3 Subscription / Update Expiration

Users will be periodically informed about time that remains to the license or update
expiration by the WinRoute Engine Monitor when WinRoute, the McAfee antivirus or the

Cobion Orange Filter rating system expiration date is getting closer.

i". Kerio WinRoute Firewall 5.0.0

Your subscription will expire in 4 davwi(s),
McaAfes AY license will expire in 1 hours),
McAfes AY subscription expired |

(=)

-

EM

]

W DB 10:33
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The first time this information is reported 7 days before the expiration date and then it
is displayed a few times a day unless WinRoute or any of its components automatically
stops functioning or until rights for WinRoute’s or McAfee’s update expires.

Note: This information will not be displayed unless the WinRoute Engine Monitor is
running.

11.4 License Management

WinRoute manages number of licences through a table which includes all clients that are
currently connected into the Internet. Each unique IP address represents one license (i.e.
connection to WinRoute). A license is considered free after 15 minutes of idleness.

DNS queries, DHCP nor local traffic are not included in the license.
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WinRoute activities can be well monitored by the administrator (or by other users with
appropriate rights). There are three types of information — status monitoring, records
(logs) and charts.

e Communication of each computer, users connected or all connections using WinRoute
can be monitored.
Note: Only traffic allowed by traffic rules (see chapter 5) can be viewed. If a traffic

attempt which intended to be denied is detected, the rules are not well defined.

e Logs are files where information about certain activity is reported (e.g. error or warn-
ing reports, debug information etc.). Each item has one line and is marked with time
specification (date and time when the action was taken). In all language versions of
WinRoute, reports recorded are available in English only and they are generated by
the WinRoute Firewall Engine.

e In charts, traffic within each interface in a time range is displayed.

To learn what types of information and the methods for monitoring, refer to the follow-
ing chapters.

12.1 Charts

In Status / Charts, the traffic at network interfaces during a time interval (traffic speed
in bytes per second, B/s) can be monitored.

The following chart parameters can be defined:

Interface In this field select an interface that will be monitored. All active interfaces
can be found in the options (e.g. active network adapters and dialed lines).

Time range In the right field, an interval for active monitoring can be selected (from 2
hours up to 30 days). The end of the interval is identical to the current time and the

recent past interval is displayed (“recent 2 hours”, “recent 30 days”, etc.).

The interval for chart refreshing can be found in the comment below the chart.

Example: If the 2 hours time range is selected, there is a refresh interval of 20 seconds.
This means that information in the chart is refreshed and updated every 20 seconds.

The Settings button opens a dialog for setting the chart parameters.
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£ Chart Settings EHE

— T Az

kirimal *r'-walue: I 1]

Maximal -value: | 300000

Mate: Yaluesz 0, 0 mean that the program
computes the best values itzelf.

— Time
% Show local time of Administration Conzole

£~ Show local tirme of Server

— Linez In Chart

¥ #1 Colar: I: ¥ #5 Color I:
#2 Colar; Iq W #7 Color Iﬁ
#3 Colar; Iq WV #2 Color Iﬁ
#4 Color, [ s ~[ ¥ #3 Color, | e— |
#5 Color: Iﬁ v #10 Color Iﬁ

ak Cancel |

EUREUIREY KR

@ Traffic Charts

I Interface / Public L” 2 hours LI

Interface f Public - 2 hours

200 k.
100 k.

40 350 1000 1030 1020 10:300 1040 1050 1700 1110 11:200 171:30
B ncoming (in 20 seconds) [ Qutgaoing (in 20 seconds)

The Y Axis Minimal and maximum Y axis values can be set in this dialog. Bytes are
used to specify the value (e.g. 100 KB will be inserted as 102400 — 100%1024).
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Note: The X value is set up automatically according to the chosen time interval.

Time This option determines whether the server time or the local time of the Kerio
Administration Console host will be displayed in the chart. The following rules are
followed:

o If the Kerio Administration Console is running on the host where WinRoute is in-
stalled, the time values are equal.

e The time values are also equal if times are synchronized (it can be done for exam-
ple with NTP protocol or in Windows NT domain).

o If the time values are not synchronized and both hosts are in the same time zone,
it is highly recommended to use the server

o If the hosts are not in the same time zone, you can choose either the server time
or the administration console time according to your need.

Number and Colors of Lines in the Chart In this section, number and colors of traces
for the chart can be selected.

Note: Only lines generated by selected functions will be displayed in the chart. There
are only two lines used to trace the interface traffic in WinRoute — the #1 line traces
the traffic of incoming and the #2 curve of outgoing data.

12.2 Hosts and Users

In Status / Hosts / Users, the hosts within the local network or active users using Win-
Route for communication with the Internet will be displayed.

Note: For more details about the firewall user’s logon see chapter 7.2.

Look at the upper window to view information on individual hosts, connected users,
data size/speed, etc.

The following information can be found in the Hosts / Users window:

Host name DNS name of a host. In case that no corresponding DNS record is found, IP
address is displayed instead.

User Name of the user which is connected from a particular host. If no user is connect-
ed, the item is empty.

Currently received, Currently transmitted Monitors current traffic speed (kilobytes
per second) in both directions (from and to the host)
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@ Hosts / Users cobier

Host name I Uszer I Current Fix [kB /5] Current Tx [kB/z] I Connections I ;I
£ Firewall ¥ pdabry 03 0.1 4

B hpbria.kerio.lacal [} zsamuel

= hgoukupava.kerio. local } heoukupova 3

= ignor. kerio.local J
= jakub. keria.lacal

= et kerio.local i} icmunt 2

= jlisk 2. keria.lacal § liska 2

= jsebrankaova.kerio.local i} isebrankova 1

= jznajdr kernia lacal Iﬂl jenadr 1

= jvaclavavic. kerio. local i ivaclavovic )

B jzeman-baok keria.local [} izeman 01 2

[ L arinfOin nze barin laeal B aclzeiene LI

The following columns are hidden by default. To view these columns select the Modify
columns option in the context menu (see below).

IP Address IP address of the host from which the user is connecting from
Login time Date and time of the recent user login to the firewall

Login duration Monitors length of the connection. This information is derived from
the current time status and the time when the user logged on

Inactivity time Duration of the time with zero data traffic. You can set the firewall
to logout users automatically after the inactivity exceeds allowed inactivity time (for
more details see chapter 7.1)

Start time Date and time when the host was first acknowledged by WinRoute. This
information is kept in the operating system until the WinRoute Firewall Engine dis-
connected.

Total received,Total transmitted Total size of the data (in kilobytes) received and
transmitted since the Start time

Connections Total number of connections to and from the host. Details can be dis-
played in the context menu (see below)

Authentication method Authentication method used for the recent user connection:
e plaintext — user is connected through an insecure login site plaintext

e SSIL — user is connected through a login site protected by SSL security system SSL
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e proxy — a WinRoute proxy server is used for authentication and for connection to
Websites

e NTLM — user was authenticated with NTML in NT domain (this is the standard
type of login if Microsoft Internet Explorer 5.5 or higher or Mozilla 1.4 or higher
is used)

For more details about connecting and user authentication see chapter 7.2.

Information displayed in the Hosts / Users window can be refreshed by clicking on the
Refreshbutton.

Use the Show / Hide details to open the bottom window providing detailed information
on a user, host and open connections.

Hosts / Users Dialog Options

Clicking the right mouse button in the Hosts / Users window (or on the record selected)
will display a context menu that provides the following options:

Refresh

Auko refresh r

Logout user

Logout all users

Manage columns. ..

Refresh This option refreshes information in the Hosts / Users window immediately
(this function is equal to the Refresh button displayed at the bottom of the window).

Auto refresh Settings for automatic refreshing of the information in the Hosts / Users
window. Information can be refreshed in the interval from 5 seconds up to 1 minute
or the auto refresh function can be switched off (No refresh).

Logout user Immediate logout of a selected user.
Logout all users Immediate logout of all firewall users.

Manage Columns By choosing this option you can select columns to be displayed in
the Hosts / Users window (see chapter 3.7).

Detailed information on a selected host and user

Detailed information on a selected host and connected user are provided in the bottom
window of the Hosts / Users section.
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Open the General tab to view information on user’s login, size/speed of transmitted
data and information on activities of a particular user.

— Login information Traffic information
|lzer: creative. hozt from andrew. kenio.local [192.168.72.135] Download: 483,02 MB [curent: 0B /2]

Login tirme:;  2003-08-29 08:08: 32 wia 551 [idle: 1:40] Jpload: 34.45 MB [current: OBz

Activity Time I Activity Event | Activity Description
123520 [IFTP zerver 3dgamers.in-zpan.net, downloaded 186.0 MB [files: 1], idle

4]

General IEnnnectinns I

Login information Information on logged-in users:

User — name of a user, DNS name (if available) and IP address of the host from

which the user is connected

Login time — date and time when a user logged-in, authentication method that

was used and inactivity time (idle).

If no user is connected from a particular host, detailed information on the host are

provided instead of login information.

Huozt information
Host: 192.168.40.137
|dle tirne: 001

e Host — DNS name (if available) and IP adress of the host

Idle time — time for which no network activity performed by the host has been

detected

Traffic information Information on size of data received (Download) and sent (Upload)
by the particular user (or host) and on current speed of traffic in both directions.

Overview of detected activities of the particular user (host) are given in the main section

of this window:
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Activity Time Time (in minutes and seconds) when the activity was detected.

Activity Event Type of detected actitvity (network communication). WinRoute distin-
guishes betqween the following activities: SMTP, POP3, WWW (HTTP traffic), FTP and
P2P (use of Peer-To-Peer network).

Note: WinRoute is not able to recognize which type of P2P network is used. According
to results of certain testing it can only "guess" that it is possible that the client is
connected to such network.

Activity Description Detailed information on a particular activity:

o WWW — title of a Web page to which the user is connected (if no title is available,
URL will be displayed instead). Page title is a hypertext link — click on this link to
open a corresponding page in the browser which is set as default in the operating
system.

e SMTP, POP3 — DNS name or IP adress of the server, size of downloaded/uploaded
data.

e FTP — DNS name or IP address of the server, size of downloaded/uploaded data,
information on currently downloaded/uploaded file (name of the file including the
path, size of data downloaded/uploaded from/to this file).

e P2P — information that the client is probably using Peer-To-Peer network.

12.3 Connection Status

In Status / Connections, all the network connections which can be detected by WinRoute
include the following:

e client connections to the Internet through WinRoute
e connections from the host on which WinRoute is running
e connections from other hosts to services provided by the host with WinRoute

e connections performed by clients within the Internet that are mapped to services
running in LAN

Notes:
1. connections among local clients will not be detected nor displayed by WinRoute.

2. UDP protocol is also called connectionless protocol. This protocol does not perform
any connection. The communication is performed through individual messages (so-
called datagrams). Periodic data exchange is monitored in this case.
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WinRoute administrators are allowed to close any of the active connections.

$ Connections
Source I Source F'DrtI Destination Destination F'DltI Protocol | Timneout I R« [kE] I Tx [kE] | Infa
0.0.0.0 0 192168111 1820 TCP  00:04:12 H.323-0.931
0.0.0.0 0 192168111 1821 TCP 000412 H.323-0.93
19216811 123 1921681014 3577 UDF 000003 01
192.168.1.10 1029 192168.1.16 a3 UDF 000313 0.3 0z
192.168.1.10 137 1921681163 137 UDF 000607 01
192.168.1.10 1900 132.168.1.154 1165 UDF 000753 33
192.168.1.10 1900 192.168.1.154 1125 UDF 00023 33
192.168.1.10 1300 192.168.1.154 1148 UDF 000641 33
192.168.1.10 1900 192.168.1.154 AN UDF 000311 33
192.168.1.10 1300 192.168.1.154 1108 UDF 000008 33
192.168.1.10 1033 192168116 445 TCP 003306 1256 101.8
192.168.1.11 2268 195.29.55.4 1713 UDF 000412 124 11.0 H.323-H.225RA5
192.168.1.11 2270 195.29.55.4 1713 UDF 000412 1.3 2.9 H.323-H.225RA5
192.168.1.11 4000 198133.219.27 21 TCP  OE:00:48 h.2 1.0 FTP: P

One connection is represented by each line of this window. These are network connec-
tions, not user connections (each client program can occupy more than one connection
at a given moment). The columns provide the following information:

Source and Destination IP address of the source (the connection initiator) and of the
destination. If there is an appropriate reverse record in DNS, the IP address will be
substituted with the DNS name.

Source Port and Destination Port Ports used for the particular connection.
Protocol Communication protocol (TCP or UDP)

Timeout Time left until automatic disconnection. The countdown starts when data
traffic stops. Each new data packet sets the counter to zero.

Rx and Tx Total size of data received (Rx) or transmitted (Tx) during the connection
(in kilobytes). Received data means the data transferred from Source to Destination,
transmitted data means the opposite.

Info An informational text describing the connection (e.g. about the protocol inspector
with which it is controlled).

Information in Connections is refreshed automatically within a user defined interval or
the Refresh button can be used for manual refreshing.

Connections Dialog Options

Right-click on the Connections window (on the connection selected) to view a context
menu including the following options:
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Kill connection

Refresh
fuko refresh Mo refresh
Manage calurns, .. |T 5 sec

10 sec

20 sec

30 sec

1 min

Kill connection Use this option to finish selected connection immediately (in case of
UDP connections all following datagrams will be dropped).

Note: This option is active only if the context menu has been called by right-clicking
on a particular connection. If called up by right-clicking in the Connections window
(with no connection selected), the option is inactive.

Refresh This option will refresh the information in the Connections window immedi-
ately. This function is equal to the function of the Refresh button at the bottom of
the window.

Auto refresh Settings for automatic refreshing of the information in the Connections
window. Information can be refreshed in the interval from 5 seconds up to 1 minute
or the auto refresh function can be switched off (No refresh).

Manage columns By choosing this option you can select which columns will be dis-
played in the Connections window (see chapter 3.7).

Color Settings

Clicking on the Colors button displays the color settings dialog to define colors for each
connection:

For each item either a color or the Default option can be chosen. Default colors are set
in the operating system (the common setting for default colors is black font and white
background).

Font Color
e Active connections — connections with currently active data traffic

e Inactive connections — TCP connections which have been closed but 2 minutes
after they were killed they are still kept active — to avoid repeated packet mishan-
dling)
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{#% Color settings B
— Faont Calar
Active connechions: I Diefault LI
|nactive connections; I I LI
— Background Color
Local connections: I Diefault LI
|nbound connections: I LI
Outbound connections; I ;I
T Cancel |

Background Color

e Local connections — connections where an IP address of the host with WinRoute is
either source or destination

e Inbound connections — connections from the Internet to the local network (al-
lowed by firewall)

e Outbound connections — connections from the local network to the Internet

Note: Incoming and outgoing connections are distinguished by detection of direction
of IP addresses — “out” (SNAT) or “in” (DNAT). For more details see chapter 5.

12.4 Cobion Statistics

Cobion statistics of Web pages categories can be viewed in the Status / Statistics section
(for more information on Cobion refer to chapter 6.3). Statistics are displayed in a table
as well as by a pie chart.

Categorization overview

The Categorization overview section provides the following information:

o total count of processed of Web queries (since startup of the WinRoute Firewall En-
gine)

o total count of queries which have been categorized by Cobion
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e number of queries which have not been categorized (pages which are not in the Co-
bion database or cases when the Cobion plug-in in WinRoute did not receive a re-
sponse in the time limit)

e number of queries which match with defined exceptions (see chapter 6.3)

Percentual rate of each group of queries is representing is also provided (100% is the
total count).

@ Statistics

Cobion statistics |

Categorization overview
Web requests since 11.12. 2003 16:37:26

B Categorized - 3%
W wihite - 22%
O Unknown - 102

Hame x

Categorized 43,903 63,33
Wihite 14,327 2230
[k 6022 937
Total B4,252 100.00

Distribution of categories

The chart in the Distribution of categories section provides information on five most
frequented categories.

The table below the chart provides overview of all Cobion categories (click on the [+] or
on the [-] symbols next to a group name to view or hide individual categories included
in a particular group). The following information is provided for each category:

e number of requests which were not included into this category

e percentage of these queries in relation to total count of requests.
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Distribution of cateqories - all users
Web requests since 11.12. 2003 16:37:26

B Information # Communication - 13318
M IT-10233

O Lifestyle - 3295

O Society / Education / Religion - 2876
B Ordering - 2667

O Other - 4513

Note: Number of requests in all categories included in a particular group and their total
percentage in relation to total count of queries are provided.

Category Requests x
Paornography / Hudity 475 1.08
Orderinig 2667 B.07
Society / Education / Religion 2876 6.55
Crimninal Activities 2 Q.00
Eutreme 1 Q.00
Games / Gambling 285 058
Entertainment / Culture a14 1.85
Information ¢ Communication 13,218 30,34
IT 10,233 233
Dirugz 10 0.0z
Lifestyle 3.296 7.51
Private Homepages 59 013
Job Search 1 Q.00
Finance / Investment 1.262 287
Yehicles / Trangportation 1636 373
WWeapons ] 0.00
M edicine 2 Q.00
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Logs

Logs are files where history of certain events performed through or detected by WinRoute
are recorded and kept.

Each log is displayed in a window in the Logs section. Each event is represented by one
record line. The lines contain time information in brackets (date and time when the
event started) followed by information about the event according to the log type.

Events of individual logs can be optionally saved to files on a local drive and/or to
a Syslog server.

Locally, the logs are saved in the files under the Togs subdirectory where WinRoute is
installed. The file names have this pattern:

file_name.log

(e.g. debug.1og). Each log also includes a file with the .1idx extension. This index file
enables smoother access to logs in the Kerio Administration Console.

Individual logs can be rotated — after a certain time period or when a treshold of the
file size is reached, log files are stored and new events are logged to a new (empty) file.

Storing logs in files enables permanent backup of logs (by copying them to another
directory). Logs can be also analyzed using various analysis tools.

13.1 Log Settings

Log parameters (file names, rotation, sending to a Syslog server) can be set in the Con-
figuration / Log Settings section. In this section of the guide an overview of all logs used
by WinRoute are provided.

Double-click on a selected log (or select a log and click on the Edit button) to open
a dialog where parameters for the log can be set.

File Logging

Use the File Loggingtab to define file name and rotation parameters.
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@ Logs Settings

Log I File name I R atation Syslog
config ¥ config

connection  w# connection

debug w# debug everny day, maw zize 2048 KB

dial w# dial

error s eror even week, max size 1024 KB w' 192.168.1.10
filter w# filter

http " hitp

gLty w zecLity even week, max size 1024 KB ¥ 192168110

Warhing W warning
weh " wehb

Log error ﬂ E

File Lagging IE:-:ternaI Logging I

— General
W Enable logging ta file

File: marne: I errar Jog

— Rotation
v Faotate regularly

= Ewvery hour

= Ewvem day
v Ewvery week
-~

Ewemn month

¥ Fotate when file excesds size

Mazx. log file size: |1|:|24 3: EB.
K.eep at most I‘IEI 3: log file(z).

ok LCancel

Enable logging to file Use this option to enable/disable logging to file according to the
File name entry (the . 1og extension will be appended automatically).

180



13.1 Log Settings

If this option is disabled, none of the following parameters and settings will be avail-
able.

Rotate regularly Set intervals in which the log will be rotated regularly. The file will be
stored and a new log file will be started in selected intervals.

Rotate when file exceeds size Set a maximal size for each file. Whenever the treshold
is reached, the file will be rotated. Maximal size is specified in kilobytes (KB).

Note: If both Rotate regularly and the Rotate when file exceeds size are enabled, the
particular file will be rotated whenever one of these conditions is met.

Keep at most ... log file(s) Maximal count of log files that will be stored. Whenever the
treshold is reached, the oldest file will be deleted.
Syslog Logging

Parameters for logging to a Syslog can be defined in the External Logging tab.

Filz Logging | External Logging |
— Suzlog
W Enable Syzlag logging
Syzlog server: I 192.168.1.10
F acility: I & Systermn dasmons ;I
Severity: I 3 Error ;I
Bk | Cancel
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Enable Syslog logging Enable/disable logging to a Syslog server.

If this option is disabled, the following entries will be unavailable.
Syslog server IP address of the Syslog server.

Facility Facility that will be used for the particular WinRoute log (depends on the Syslog
server).

Severity Severity of logged events (depends on the Syslog server).

13.2 Logs Context Menu

Right-click in any of the log windows to view the context menu. Here you can select from
various functions or edit log parameters.

ug /2003 12:20:29] Update Ehecker check finizhed, new verzsion not available
g ottt o ot b - et check at Sat Aug 301220029 2003

g Eind... . check for an update. ..
g co . check finished, new version not available
ug_ =F¥ - nest check at Sat Aug 30 12:24:58 2003

g Seleck Font. ., oh stopped
ug — n=Filtar kran nnlnadesd
g Unicode

ag Log settings. .. |T UTF-5 :Id
ag Clear log Western (150 8859-1) P
ug IP Traffic. .. YWestern (IS0 8359-15)

ag Messages., .. Central European (150 G859-2)

ug /2003 1227 29] Keno winB out
ug/2003 12:27.29] () 19972003 Central European (CP 1250)
L2003 12:27: 23] Systenn: ‘windt Cwrillic (150 B859-5 F0E
ug/2003 12:27.29] Diiver: Version vrille { )

ug/2003 12:27:30] Initializing SIP Cyrillic (TP 1251}

ug /2003 12:27:30] Update Check s Sramed; nedt check, of FA00 2J T2 2330 200
o 200312273015 sttikn on defaolt confine 1P S arniees

Find Use this option to search for a string in the log. Logs can be scanned either Up
(search for older events) or Down (search for newer events) from the current position.

Copy This function copies selected text to the clipboard. A key shortcut from the op-
erating system can be used (e.g. Ctrl+C or Ctrl+Insert in Windows).

Font Within this dialog you can select a font of the log printout. All fonts installed on
the host with the Kerio Administration Console are available.

Charset coding Coding that will be used for the log printout in Kerio Administration
Console can be selected in this section. UTF-8 is used by default.
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TIP: Select a new encoding type if special characters are not printed correctly in non-
English versions.

Log settings A dialog where log parameters such as log file name, rotation and Syslog
parameters can be set. For detailed information refer to chapter 13.1.

Remove Log Removes entire log. The file will be removed (not only the information
saved in the selected window).

Warning: Removed logs cannot be refreshed anymore.
The following options are available in the Debug log only:

IP Traffic This function enables monitoring of packets according to the user defined log
expression.

£ Log expression ﬂ E

Log exprezsion:

Iu:uif="|nternet" ¥ [dport=30 | dport=2030]

Help | ok LCancel |

The expression must be defined with special symbols. After clicking on the Help
button, a brief description of possible conditions and examples of their use will be
displayed.

Messages This option enables the administrator to define advanced settings for infor-
mation that will be monitored:

e WAN / Dial-up messages — information about dialed lines (request dialing, auto
disconnection down-counter)

e WinRoute services — WinRoute services activity (DHCP server, DNS forwarder, SIP
proxy)

e Decoded protocols — displays message content of all selected protocols that use
WinRoute modules (HTTP and DNS)

e Miscellaneous — more information, such as information about removed packets,
packets with errors, HTTP cache, user authentication, etc.

e Developers logging — detailed logs for debugging (can be used e.g. when resolving
problems with help from technical support)
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£ Logging Messages ﬂ E

-t ADiallp meszages -
] Dial on demand

‘. W] 1dle timer refreshing

[=-"WinFoute Services

] CHCP messages

O Unsupported DHCP messages
O DHCP requested/offered options
O ONS messages

‘. O SIP Prosy meszages

[z Decoded protocols

] HTTP meszages

‘. ] DMNS meszages

[=- Mizcellaneous

- [ Extended tables infarmation

- ] Packets diopped for zome reazon
- [#] Packets with bad checksum

- [ Unhandled ethemet protocols
-] HTTF Cache

- [ User authentication

[=]- Developers logging

. ] HTTP protocal inspection

- [0 HTTPAHTTPS Web interface LI

ok LCancel |

13.3 Config Log

The Config log stores a complete communication history between Kerio Administration
Console and the WinRoute Firewall Engine — the log allows you to find out what admin-
istration actions were performed by which user, and when.

The following three types of records are written to the Config log:
1. Information about user logins/logouts to/from the WinRoute’s administration
Example:
[18/Apr/2003 10:25:02] standa - session opened
for host 192.168.32.100
[18/Apr/2003 10:32:56] standa - session closed
for host 192.168.32.100
e [18/Apr/2003 10:25:02] — date and time when the record was written to the
log

e jsmith — the login name of the user
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e session opened for host 192.168.32.100 — information about the begin-
ning of the communication and the IP address of the computer from which the
user connected

e session closed for host 192.168.32.100 — information about the end of
the communication with the particular computer (user logout or Kerio Adminis-
tration Console closed)

Configuration database changes

This type of record informs about changes performed by the user in the Kerio Ad-
ministration Console. A simplified form of the SQL language is used when commu-
nicating with the database.

Example:
[18/Apr/2003 10:27:46] jsmith - insert StaticRoutes
set Enabled="1’, Description="VPN’,
Net="192.168.76.0", Mask=’255.255.255.0",
Gateway="192.168.1.16", Interface=’LAN’, Metric="1’

e [18/Apr/2003 10:27:46] — date and time when the record was written
e jsmith — the login name of the user

e insert StaticRoutes ... — the particular command used to modify the Win-
Route’s configuration database (in this case, a static route was added to the rout-
ing table)

Other configuration changes

A typical example of this record type is the change of traffic rules. When the user
hits Apply in Configuration / Traffic policy, a complete list of current traffic rules is
written to the Config log.

Piklad:
[18/Apr/2003 12:06:03] Admin - New traffic policy set:
[18/Apr/2003 12:06:03] Admin - 1: name=(ICMP Traffic)
src=(any) dst=(any) service=("Ping")
snat=(any) dnat=(any) action=(Permit),

time_range=(always) inspector=(default)
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e [18/Apr/2003 12:06:03] — date and time of the change
e Admin — login name of the user who did the change

e 1: — traffic rule number (rules are numbered top to bottom according to their
position in the table, the numbering starts from 1)

e name=(ICMP Traffic) ... — traffic rule definition (name, source, destination,

service etc.)

Note: The default rule (the last one in the rule table) is marked with default:
instead of the positional number.

13.4 Connection Log
Connection logs for traffic rules which are configured to be logged using the Log match-
ing connections option (refer to chapter 5).
How to read the Connection Log?
[18/Apr/2003 10:22:47] [ID] 613181 [User] james
[Connection] TCP 192.168.1.140:1193 -> hit.top.com:80
[Duration] 121 sec [Bytes] 1575/1290/2865 [Packets] 5/9/14

e [18/Apr/2003 10:22:47] — date and time when the event was logged (Note: Con-
nection logs are saved immediately after a disconnection)

e [ID] 613181 — WinRoute connection identification number

e [User] james name of the user connected to the firewall from a host which par-
ticipates in the traffic (If no user is connected from this host, the <nul1> value is
logged)

e [Connection] TCP 192.168.1.140:1193 -> hit.top.com:80 — protocol,
source IP address and port, destination IP address and port. If an appropriate
log is found in the DNS Forwarder cache (see chapter 4.3), the host’s DNS name is
displayed instead of its IP address. If the log is not found in the cache, the name is
not detected (such DNS requests would slow WinRoute down).

e [Duration] 121 sec — duration of the connection (in seconds)

e [Bytes] 1575/1290/2865 — number of bytes transferred during this connection
(transmitted/accepted/total)

e [Packets] 5/9/14 — number of packets transferred through this connection (trans-
mitted/accepted/total)
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13.5 Debug Log

Debug (debug information) is a special log which can be used to monitor certain kinds of
information, especially for problem-solving. Too much information could be confusing
and impractical if displayed all at the same time. Usually, only a part of the information
or functions is relevant. In addition, displaying too much information slows WinRoute’s
performance. Therefore, it is strongly recommended to monitor an essential part of
information and during the shortest possible period only.

13.6 Dial Log

Data about dialing and hanging up the dial-up lines, and about time spent on-line.
How to read the Dial Log?
[02/Apr/2003 15:09:27] Line "Connection to ISP" dialing,
console 192.168.32.64 - standa
[02/Apr/2003 15:10:36] Line "Connection to ISP" disconnected,
connection time 00:01:09, 22458 bytes received,
16682 bytes transmitted

e [02/Apr/2003 15:09:27] — date and time when the event was logged

e Line "Connection to ISP" dialing — marks the event as the start of dialing (the
name of the line is in quotation marks, see section 4.1)

e console 192.168.32.64 - jsmith — denotes the cause that triggered the dialing
(a command from the Kerio Administration Console, a command from the Web inter-
face, or a packet from the local network to the Internet). In this example, the user
jsmith dialed the line from the Kerio Administration Console.

e Line "Connection to ISP" disconnected — marks the event as line disconnec-
tion

e connection time 00:01:09 — the duration of the connection
e 22458 bytes received — the amount of received data (in bytes)

e 16682 bytes transmitted — the amount of transmitted data (in bytes)

13.7 Error Log

The Error log displays information about serious errors that affect the functionality of
the entire firewall. WinRoute’s administrator should monitor the error log on a regular
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basis and solve the detected errors as quickly as possible, otherwise some (or even all)
firewall services could become unavailable to the users and/or security problems can
arrise.

A typical error message in the Error log could be: a problem when starting a service
(usually a collision at a particular port number), problems when writing to the disc or
when initializing anti-virus, etc.

Each record in the Error log contains error code and sub-code as two numbers in paren-
theses (x y). The error code may fall into one of the following categories:

1-999 — system resources problem (insufficient memory, memory allocation error,
etc.)

1000-1999 — internal errors (unable to read routing table or interface IP addresses,
etc.)

2000-2999 — license problems (license expired, the number of users would break
license limit, unable to find license file, etc.)

3000-3999 — configuration errors (unable to read configuration file, detected a look
in the configuration of DNS Forwarder or the Proxy server, etc.)

4000-4999 — network (socket) errors

5000-5999 — errors while starting or stopping the WinRoute Firewall Engine (prob-
lems with low-level driver, problems when initializing system libraries, services, con-
figuration databases, etc.)

6000-6999 — filesystem errors (cannot open/save/delete file)
7000-7999 — SSL errors (problems with keys and cerificates, etc.)

8000-8099 — HTTP cache errors (errors when reading/writing cache files, not enough
space for cache, etc.)

8100-8199 — errors of the Cobion system
8200-8299 — authentication subsystem errors

8300-8399 — anti-virus module errors (anti-virus test not successful, problems when
storing temporary files, etc.)

8400-8499 — dial-up error (unable to read defined dial-up connections, line configu-
ration error, etc.)

8500-8599 — LDAP errors (server not found, login failed, etc.)
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13.8 Filter Log

This log contains information about web pages and objects blocked by the HTTP and
FTP filters (see chapters 6.1 and 6.5) and about packets blocked by traffic rules if packet
logging is enabled for the particular rule (see chapter 5 for more information). Each log
line includes the following information depending on the component which generated
the log:

e when an HTTP or FTP rule is applied: rule name, user, IP address of the host which
sent the request, object’s URL

e when a traffic rule is applied: detailed information about the packet that matches the
rule (rule name, source and destination address, ports, size, etc.)

Example of a URL rule log message:
[18/Apr/2003 13:39:45] ALLOW URL ’McAfee update’
192.168.64.142 standa HTTP GET
http://update.kerio.com/nai-antivirus/datfiles/4.x/dat-4258.zip

e [18/Apr/2003 13:39:45] — date and time when the event was logged

e ALLOW — action that was executed (ALLOW = access allowed, DENY = access denied)
e URL — rule type (for URL or FTP)

e ’McAfee update’ — rule name

e 192.168.64.142 — IP address of the client

e jsmith — name of the user authenticated on the firewall (no name is listed unless at
least one user is logged in from the particular host)

e HTTP GET — HTTP method used in the request
e http:// ... —requested URL

Example of a traffic rule log message:
[16/Apr/2003 10:51:00] PERMIT ’Local traffic’ packet to LAN,
proto:TCP, len:47, 1ip/port:195.39.55.4:41272 ->
192.168.1.11:3663, flags: ACK PSH , seq:1099972190
ack:3795090926, win:64036, tcplen:7

e [16/Apr/2003 10:51:00] — date and time when the event was logged

e PERMIT — action that was executed with the packet (PERMIT, DENY or DROP)
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e Local traffic —the name of the traffic rule that was applied
e packet to — packet direction (either to or from a particular interface)
e LAN — interface name (see chapter 4.1 for details)

e proto: — transport protokol (TCP, UDP, etc.)

e Tlen: — packet size in bytes (including the headers) in bytes
e ip/port: — source IP address, source port, destination IP address and destination
port

e flags: — TCP flags

e seq: — sequence number of the packet (TCP only)

e ack: — aknowledgement sequence number (TCP only)

e win: — size of the receive window in bytes (it is used for data flow control — TCP
only)

e tcplen: — TCP payload size (i.e. size of the data part of the packet) in bytes (TCP
only)

13.9 HTTP Log

This log contains all HTTP requests that were processed by the HTTP inspection module
(see section 8.3) or by the built-in proxy server (see section 4.5). The log has the standard
format of either the Apache WWW server (see http://www.apache.org/) or of the Squid
proxy server (see http://www.squid-cache.org/). The enable or disable the HTTP
log, or to choose its format, go to Configuration/ContentFiltering/HTTP Policy (refer to
section 6.1 for details).

Notes:

1. Only accesses to allowed pages are recorded in the HTTP log. Request that were
blocked by HTTP rules are logged to the Filter log (see above), if the particular rule
has the logging enabled (see section 6.1).

2. The HTTP log is intended to be processes by external analytical tools. The Web log
(see bellow) is better suited to be viewed by the WinRoute administrator.

An example of HTTP log record that follows the Apache format:
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[18/Apr/2003 15:07:17] 192.168.64.64 - rgabriel
[18/Apr/2003:15:07:17 +0200]
"GET http://www.kerio.com/ HTTP/1.1" 304 0 +4

e [18/Apr/2003 15:07:17] — date and time when the event was logged
e 192.168.64.64 — IP address of the client host

e rgabriel — name of the user authenticated through the firewall (a dash is displayed
if no user is authenticated through the client)

e [18/Apr/2003:15:07:17 +0200] — date and time of the HTTP request. The +0200
value represents time difference from the UTC standard (+2 hours are used in this
example — CET).

e GET — used HTTP method

e http://www.kerio.com — requested URL

e HTTP/1.1 — version of the HTTP protocol

e 304 — return code of the HTTP protocol

e 0 — size of the transferred object (file) in bytes

e +4 — count of HTTP requests tranferred through the connection

An example of HTTP log record that follows the Squid format:
1058444114.733 0 192.168.64.64 TCP_MISS/304 0
GET http://www.squid-cache.org/ - DIRECT/206.168.0.9

e 1058444114.733 — timestamp (seconds and miliseconds since January 1st, 1970)
e 0 — download duration (not measured in WinRoute, always set to zero)
e 192.168.64.64 — client IP address

e TCP_MISS — the TCP protocol was used and the particular object was not found in
the cache (“missed”). WinRoute always uses this value for this field.

e 304 — HTTP response code

e 0 — trasferred data amount in bytes (HTTP object size)
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e GET http://www.squid-cache.org/ — the HTTP request (HTTP method and URL
of the object)

e DIRECT — the WWW server access method (WinRoute always uses direct access)

e 206.168.0.9 — IP address of the WWW server

13.10 Security Log

A log for security-related messages. Records of the following types may appear in the

log:

1. Anti-spoofing log records

Messages about packets that where captured by the Anti-spoofing module (packets
with invalid source IP address — see section 10.4 for details)

Example:

[17/3Ju1/2003 11:46:38] Anti-Spoofing:

Packet from LAN, proto:TCP, 1en:48,
ip/port:61.173.81.166:1864 -> 195.39.55.10:445,

flags: SYN , seq:3819654104 ack:0, win:16384, tcplen:0

packet from — packet direction (either from interface or to interface)

LAN — the name of the interface where the packet was captured (see section 4.1
for details)

proto: — transport protocol (TCP, UDP, etc.)
Ten: — packet length in bytes (including headers)
ip/port: — source IP address and port and destination IP address and port

flags: — TCP flags (TCP only)

seq: — sequence number (TCP only)
ack: — acknowledgement sequence number (TCP only)
win: — size of the receive window (TCP only)

tcplen: — TCP payload length in bytes

2. FTP protocol parser log records
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4,

Example 1:
[17/Ju1/2003 11:55:14] FTP: Bounce attack attempt:
client: 1.2.3.4, server: 5.6.7.8,
command: PORT 10,11,12,13,14,15
(attack attempt detected — a foreign IP address in the PORT command)
Piklad 2:
[17/Ju1/2003 11:56:27] FTP: Malicious server reply:
client: 1.2.3.4, server: 5.6.7.8,
response: 227 Entering Passive Mode (10,11,12,13,14,15)

(suspicious server reply with a foreign IP address)

Failed user authentication log records
Format zpravy:
Authentication: <service>: C(Client: <IP address>: <reason>
e <service> — The WinRoute service to which the user attempted to authenticate
(Admin = administration using Kerio Administration Console, WebAdmin = web

administration interface, WebAdmin SSL = secure web administration interface,
Proxy = proxy server user authentication)

e <IP address> — IP address of the computer from which the user attempted to
authenticate

e <reason> — reason of the authentication failure (nonexistent user / wrong pass-
word)

Note: For detailed information regarding user authentication see section 9.1 and 7.2.

Information about the start and shutdown of the WinRoute Firewall Engine
a) Engine Startup:

[17/Ju1/2003 12:11:33] Engine: Startup.
b) Engine Shutdown:

[17/3Ju1/2003 12:22:43] Engine: Shutdown.

13.11 Warning Log

Warning reports are displayed in the Warning log. Reports included in this section
represent serious errors and bugs. Warnings can display for example reports about
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invalid user login (invalid username or password), error in communication of the server
and Web administration interface, etc.

Events recalling warning messages in this log do not seriously affect WinRoute function-
ality. However, they can point at current or possible problems. The Warning log can be
used for example when a user has problems with functioning of some services.

Each warning message is identified by its numerical code (code xxx:). The following
warning categories are defined:

1000-1999 — system warnings (e.g. an application found that is known as conflicting)

2000-2999 — WinRoute configuration problems (e.g. HTTP rules regire user authen-
tication, but the WWW interface is not enabled)

3000-3999 — warning from individual WinRoute modules (e.g. DHCP server, anti-
virus check, etc.)

4000-4999 — license warnings (subscription expiration, forthcoming expiration of
WinRoute’s license, Cobion license, or the McAfee anti-virus license)

Note: License expiration is considered to be an error and it is logged into the Error
log.

Examples of Warning logs:

[15/Apr/2003 15:00:51] (3004) Authentication subsystem warning:
Kerberos 5 auth:

user james@company.com not authenticated

[15/Apr/2003 15:00:51] (3004) Authentication subsystem warning:
Invalid password for user admin

[16/Apr/2003 10:53:20] (3004) Authentication subsystem warning:

User johnblue doesn’t exist

The first log informs that authentication of user jsmith by the Kerberos system in
the company . com domain failed

The second log informs on a failed authentication attempt by user admin (invalid
password)

The third log informs on an authentication attempt by a user which does not exist
(johnblue)

Note: With the above three examples, the relevant records will also appear in the Secu-
rity log.
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13.12 Web Log

This log displays HTTP requests processed either by HTTP protocol inspectors (see chap-
ter 8.3) or by the embedded proxy server (see chapter 4.5). Unlike in the HTTP log, the
Web log displays only the title of a page and the WinRoute user or the IP host viewing
the page.

For administrators, the Web log is easy to read and it provides the possibility to monitor
which Websites were opened by each user.

How to read the Web Log?
[24/Apr/2003 10:29:51] 192.168.44.128 james

"Kerio Technologies | No Pasaran!" http://www.kerio.com/
e [24/Apr/2003 10:29:51] — date and time when the event was logged
e 192.168.44.128 — IP address of the client host

e james — name of authenticated user (if no user is authenticated through the client
host, the name is substituted by a dash)

e "Kerio Technologies | No Pasaran!'" — page title
(content of the <titTe> HTML tag)

Note: If the page title cannot be identified (i.e. for its content is compressed), the
"Encoded content" will be reported

e http://www.kerio.com/ — URL pages
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Chapter 14
Technical Support

Free email and telephone technical support is provided for Kerio WinRoute Firewall. For
contacts see the final section of this chapter. Should any issue arise Kerio Technologies
technical staff is ready to help you.

Before you contact our technical support, please take the following steps:

e Search through this guide to find an answer. Individual chapters describe features
and parameters of WinRoute components in detail.

o If you have not found answers here, try to find it in the Technical Support section of
the Kerio Technologies website.

If you have not find answers to all your questions and you still intend to contact our
technical support, read through the following section which will provide you with a few
guidelines.

14.1 Essential Information

To be able to help you solve your problems the best and in the shortest possible time
our technical support will require your configuration data and as clear information on
your problem as possible. The following information should be provided in your email
message:

Description

Clearly describe your problem. Provide as much information on the problem as possible
(i.e. whether the issue arose after you had installed a new product version, after an
upgrade, etc.).

Informational File

You can use the Kerio Administration Console to create a text file including your Win-
Route configuration data. Take the following steps to generate the file:

e Run WinRoute Firewall Engine and connect to it through the Kerio Administration
Console.
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e If you use dial-up, connect to the Internet.
e In the Kerio Administration Console use the Ctrl+S keys.

The text file will be saved into the home directory of the particular user
(i.e. C:\Documents and Settings\Administrator) and it will be called ke-
rio_support_info.txt.

Note: The kerio_support_info.txt is generated by the Kerio Administration Console.
This implies that in case you connect to the administration remotely, this file will be
stored on the computer from which you connect to the WinRoute administration (not on
the computer/server where the WinRoute Firewall Engine is running).

Error Log Files

The Togs subdirectory will be created in the directory where WinRoute is installed (typi-
cally C:\Program Files\Kerio\WinRoute FirewalTl). This directory includes the er-
ror.log and warning.log files. Attach these two files to your email to our technical
support.

14.2 Contacts

Czech Republic

Kerio Technologies s.r.o.
Sedlakova 16

301 11 PLZE

Tel.: +420 377 338 901
E-mail: support@kerio.cz
http://www.kerio.cz/

USA
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14.2 Contacts

United Kingdom

Kerio Technologies Inc.

2041 Mission College Blvd., Suite 100
Santa Clara, CA 95054

Tel.: +1 408 496 4500

E-mail: support@kerio.com
http://www.kerio.com/

Kerio Technologies UK Ltd.

Sheraton House

Castle Park

Cambridge, CB3 0AX

Tel.: +44 1223 370 136, +44 8707 442 205
E-mail: support@kerio.co.uk
http://www.kerio.co.uk/
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Chapter 15
Glossary

DHCP DHCP (Dynamic Host Configuration Protocol) Serves automatic IP configuration
of computers in the network. IP addresses are assigned from a scope. Parameters
include a gateway or router, DNS servers, local domain etc.

DNS DNS (Domain Name System) A worldwide distributed database of Internet host-
names and their associated IP address. Computers use Domain Name Servers to
resolve host names to IP addresses. DNS allows internet servers to be more easily
recognized (i.e. www.kerio.com is easier to remember than 207.235.5.183.

Firewall Software application or hardware component used to protect hosts or net-
works from intrusion attempts (usually from the Internet).

In this guide, the word firewall represents the WinRoute host.

Protocol inspector WinRoute’s plug-in (partial program), which is able to monitor com-
munication using application protocols (e.g. HTTP, FTP, MMS, etc.). Protocol inspector
is used to check proper syntax of corresponding protocols (mistakes might indicate
an intrusion attempt), to ensure its proper functionality while passing through the
firewall (e.g. FTP in the active mode, when data connection to a client is established
by a server) and to filter traffic by the corresponding protocol (e.g. limited access to
Web pages classified by URLs, anti-virus check of downloaded objects, etc.).

Unless traffic rules are set to follow different policy, each protocol inspector is au-
tomatically applied to all connections of the relevant protocol that are processed
through WinRoute.

IP address Number consisting of 32 bits that is used to identify the host within the
Internet. Each packet contains information about where it was sent from (source IP
address) and to which address it is to be delivered (destination IP address).

Kerberos It is a standard protocol used for user authentication within Windows 2000.
Users connect to central servers (KDC, Key Distribution Center, Windows 2000 do-
main controller) and the servers send them encrypted keys for connection to other
servers within the network.

IPSec IPsec (IP Security Protokol) is an extended IP protocol which enables secure data
transfer. It provides services similar to SSL/TLS, however, these services are provided
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on a network layer. IPSec can be used for creation of encrypted tunnels between
networks (VPN) — so called tunnel mode, or for encryption of traffic between two
hosts— so called transport mode.

Network mask Network masks divide IP addresses into two parts (network address
and address of a particular host within the network). Mask have the same form as
IP addresses (i.e. 255.255.255.0), however, its value is needed to be understood as
a 32-bit number with certain number of ones on the left end and zeros as the rest.
The mask cannot have an arbitrary value. The primary function of a subnet mask is
to define the number of IP hosts that participate in an IP subnet. Computers in the
same IP subnet should not require a router for network communication.

NAT NAT (Network Address Translation ) stands for substitution of IP addresses in
packets passing through the firewall:

e source address translation (Source NAT, SNAT) — in packets going from local net-
works to the Internet source (private) IP addresses are substituted with the exter-
nal (public) firewall address. Each packet sent from the local network is recorded
in the NAT table. If any packet incoming from the Internet matches with a record
included in this table, its destination IP address will be substituted by the IP ad-
dress of the appropriate host within the local network and the packet will be redi-
rected to this host. Packets that do not match with any record in the NAT table
will be dropped.

e destination address translation (Destination NAT, DNAT, it is also called port map-
ping) — is used to enable services in the local network from the Internet. If any
packet incoming from the Internet meets certain requirements, its IP address will
be substituted by the IP address of the local host where the service is running and
the packet is sent to this host.

The NAT technology enables connection from local networks to the Internet using a
single IP address. All hosts within the local network can access the Internet directly
as if they were on a public network (certain limitations are applied). Services running
on local hosts can be mapped to the public IP address.

Packet Basic data unit transmitted via computer networks. Packets consist of a header
which include essential data (i.e. source and destination IP address, protocol type,
etc.) and of the data body,. Data transmitted via networks is divided into small
segments, or packets. If an error is detected in any packet or a packet is lost, it is not
necessary to repeat the entire transmission process, only the particular packet will
be re-sent.
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Port 16-bit number (1--65535) used by TCP and UDP protocols to identify applications
(services) at the host. More than one application can be run at a host simultaneously
(i.e. WWW server, mail client, FTP client, etc.) Each application is identified by a
port number. Ports from 1 to 1023 are determined and they are used by standard
(e.g. system) services (i.e. 80 = WWW). Ports greater than 1024 are free for use by any
application (usually by clients as source ports or by nonstandard server applications).

Proxy server Common Internet connection type. Proxy servers connect clients and des-
tination servers.

A proxy server works as an application and it is adapted for several application pro-
tocols (i.e. HTTP, FTP, Gopher, etc.). It is primarily used to facilitate Internet commu-
nication for private networks and to monitor and control Web traffic.

Network adapter The equipment that connects hosts to a traffic medium. It can be
represented by an Ethernet adapter, TokenRing adapter, by a modem, etc. Network
adapters are used by hosts to send and receive packets. They are also referred to
throughout this document as a network interface.

Routing table The information used by routers when making packet forwarding de-
cisions. Packets are routed according to the packet’s destination IP address. The
routing table can be viewed in Windows operating systems using the route print
command.

SSL SSL is a protocol used to secure and encrypt network communication. SSL was
originally designed by Netscape in order to ensure secure transfer of Web pages over
HTTP protocol. Nowadays, it is used by most standard Internet protocols (SMTP,
POP3, IMAP, LDAP, etc.).

Communication between the client and server operates as follows: the client gen-
erates a symmetric key and encrypts it with the public server key (obtained from
the server certificate). The server decrypts it with its private key (kept solely by the
server). Thus the symmetric key is known only to the server and client.

TCP Transmission Control Protocol is a transmission protocol which ensures reliable
and sequentional data delivery. It establishes so called virtual connections and pro-
vides tools for error correction and data stream control. It is used by most of appli-
cations protocols which require reliable transmission of all data, such as HTTP, FTP,
SMTP, IMAP, etc.

TCP protocol uses the folowing special control information — so called flags:
e SYN (Synchronize) — connection initiation (first packet in each connection)

e ACK (Acknowledgement) — acknowledgement of received data
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e RST (Reset) — request on termination of a current connection and on initiation of
a new one

e URG (Urgent) — urgent packet

e PSH (Push) — request on immediate transmission of the data to upper TCP/IP
layers

e FIN (Finalize) — connection finalization

TCP/IP Name used for all traffic protocols used in the Internet (i.e. for IP, ICMP, TCP,
UDP, etc.). TCP/IP does not stand for any particular protocol!

TLS Transport Layer Security. New version of SSL protocol. TLS is standardized by IETF
and accepted by all significant software providers (i.e. Microsoft Corporation).

UDP User Datagram Protokol is a transmission protocol which transfers data through
individual messages (so called datagrams). It does not establish new connections nor
it provides reliable and sequentional data delivery, nor it enables error correction or
data stream control. It is used for transfer of small-sized data (i.e. DNS queries) or
for transmissions where speed is preferred from reliability (i.e. realtime audio and
video files transmission).

VPN Virtual Private Network, VPN represents secure interconnection of private net-
works (i.e. of individual offices of an organization) via the Internet. Traffic be-
tween both networks (so called tunnel) is encrypted. This protects networks from
tapping. VPN incorporates special tunneling protocols, such as Microsoft’s IPSec and
PPTP (Point-to-Point Tunnelling Protocol).
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