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Chapter 1

Quick Checklist

In this chapter you can find a brief guide for a quick setup of Kerio WinRoute Firewall
(called briefly WinRoute in further text). After this setup the firewall should be immedi-
ately available and able to share your Internet connection and protect your local network.
For a detailed guide refer to the separate WinRoute — Step-by-Step Configuration guide.

If you are not sure how to set any of the Kerio WinRoute Firewall functions or features,
look up the appropriate chapter in this manual. For information about your Internet
connection (such as your IP address, default gateway, DNS server, etc.) contact your ISP.

Note: In this guide, the expression firewall represents the host where WinRoute is (or
will be) installed.

1.

The firewall must include at least two interfaces — one must be connected to the
local network (i.e. the Ethernet or Token Ring network adapters), another must be
connected to the Internet (i.e. analog modem, ISDN adapter, network adapter or USB
Satellite adapter). TCP/IP parameters must be set properly at both/all interfaces.

Test functionality of the Internet connection and of traffic among hosts within the
local network before you run the WinRoute installation. This test will reduce possible
problems with debugging and error detections.

Run WinRoute installation. Specify a username and password for access to the ad-
ministration from the configuration wizard (for details refer to chapters 2.3 and 2.7).

Set basic traffic rules using the Network Rules Wizard (see chapter 6.1).

Run the DHCP server and set required IP ranges including their parameters (subnet
mask, default gateway, DNS server address/domain name). For details, see chap-
ter 5.4.

Check the DNS Forwarder’s configuration. Define the local DNS domain if you intend
to scan the hosts file and/or the DHCP server table. For details, see chapter 5.3.

Set user mapping from the Active Directory domain or create/import local user ac-
counts and groups. Set user access rights. For details see chapter 13.

Define IP groups (chapter 12.1), time ranges (chapter 12.2) and URL groups (chap-
ter 12.4), that will be used during rules definition (refer to chapter 12.2).
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10.

Create URL rules (chapter 9.1) and set the ISS OrangeWeb Filter module (chapter 9.3).
Set HTTP cache and automatic configuration of browsers (chapter 5.6). Define FTP
rules (chapter 9.5).

Select an antivirus and define types of objects that will be scanned. If you choose
the integrated McAfee antivirus application, check automatic update settings and
edit them if necessary.

Note: External antivirus must be installed before it is set, otherwise it is not available

in the combo box.

Using one of the following methods set TCP/IP parameters for the network adapter
of individual LAN clients:

e Automatic configuration — activate the Obtain an IP address automatically op-
tion. Do not set any other parameters.

e Manual configuration — define IP address, subnet mask, default gateway address,
DNS server address and local domain name.

Use one of the following methods to set the Web browser at each workstation:

e Automatic configuration — activate the Automatically detect settings option (Mi-

crosoft Internet Explorer) or specify URL for automatic configuration (other types
of browsers). For details, refer to chapter 5.6.

e Manual configuration — select type of connection via the local network or define
IP address and appropriate proxy server port (see chapter 5.5).



Chapter 2
Introduction

2.1 Kerio WinRoute Firewall 6.2

Kerio WinRoute Firewall 6.0 is a complex tool for connection of the local network to the
Internet and protection of this network from intrusions. It is developed for OS Windows
2000, XP and 2003.

Basic Features

Transparent Internet Access
With Network Address Translation (NAT) technology, the local private network can
be connected to the Internet through a single public IP address (static or dynamic).
Unlike proxy servers, with NAT technology all Internet services will be accessible
from any workstation and it will be possible to run most standard network applica-
tions, as if all computers within the LAN had their own connection to the Internet.

Security
The integrated firewall protects all the local network including the workstation it
is installed on, regardless of whether the NAT function (IP translation) is used or
WinRoute is used as a neutral router between two networks. Kerio WinRoute Fire-
wall offers the same standard of protection found in much more costly hardware
solutions.

Relay Control tab
All the security settings within WinRoute are managed through so-called traffic pol-
icy rules. These provide effective network protection from external attacks as well
as easy access to all the services running on servers within the protected local net-
work (e.g. Web Server, Mail server, FTP Server, etc.). Communication rules in the
traffic policy can also restrict local users in accessing certain services on the Inter-
net.

Bandwidth Limiter
Typically, problems with Internet connection arise when a user attempts to down-
load big volume of data (installation archive, disk image, audio/video file, etc.) and
thus the connection to the Internet and to other server services is slowed down for
other users. The WinRoute’s built-in Bandwidth Limiter module enables to reserve
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bandwidth for transfer of big size data. The rest of the bandwidth will be constantly
available for other services.

Protocol Maintenance (Protocol Inspectors)

You may come across applications that do not support the standard communi-
cation and that may for instance use incompatible communication protocols, etc.
To challenge this problem, WinRoute includes so-called protocol inspectors, which
identify the appropriate application protocol and modify the firewall’s behavior dy-
namically, such as temporary access to a specific port (it can temporarily open the
port demanded by the server). FTP in the active mode, Real Audio or PPTP are just
a few examples.

Network Configuration

WinRoute has a built-in DHCP server, which sets TCP/IP parameters for each work-
station within your local network. Parameters for all workstations can be set cen-
trally from a single point. This reduces the amount of time needed to set up the
network and minimizes the risk of making a mistake during this process.

DNS Forwarder module enables easy DNS configuration and faster responses to
DNS requests. It is a simple type of caching nameserver that relays requests to
another DNS server. Responses are stored in its cache. This significantly speeds up
responses to frequent requests. Combined with the DHCP server and the system’s
HOSTS file, the DNS forwarder can be also used as a dynamic DNS server for the
local domain.

Remote Administration
All settings are performed in the Kerio Administration Console, an independent
administration console used to manage all Kerio’s server products. It can be run
either on the workstation with WinRoute or on another host within the local network
or the Internet. Communication between WinRoute and the administration console
is encrypted and thus protected from being tapped or misused.

Various Operating Systems Within The Local Network
WinRoute works with standard TCP/IP protocols. From the point of view of work-
stations within the local network it acts as a standard router and no special client
applications are required. Therefore, any operating system with TCP/IP, such as
Windows, Unix/Linux, Mac OS etc., can be run within the LAN.

Note:WinRoute can work with TCP/IP protocol sets only. It does not affect the function-
ality of other protocols (i.e. IPX/SPX, NetBEUI, AppleTalk, etc.).

10



2.1 Kerio WinRoute Firewall 6.2

Additional Features

HTTP and FTP filtering
WinRoute can monitor all HTTP and FTP communication and block objects that do
not match given criteria. The settings can be global or defined specifically for each
user.

Antivirus control
WinRoute can perform antivirus check of transmitted files. For this purpose, either
the built-in McAfee antivirus or an external antivirus program (e.g. NOD32, AVG,
etc.) are available. Antivirus check can be applied to HTTP, FTP, SMTP and POP3
protocols.

Transparent support for Active Directory
If WinRoute is employed in a network using the Active Directory domain, it is not
necessary to create local accounts or import users from the domain as Active Di-
rectory directory accounts can be used in WinRoute. This option simplifies admin-
istration of user accounts, especially for greater number of users.

Email alerts
WinRoute can send email alerts informing users about various events. This function
makes firewall administration easier for the administrators since they need not
connect to WinRoute frequently to check it through. All sent alerts are saved in
a special log file.

User quotas
A limit can be set for transmitted data per each user. This limit can be set for
the amount of downloaded or/and uploaded data per day/month. These limits
are called quotas. If any quota is exceeded, the connection to the Internet will be
blocked for a corresponding user. Email alert can be optionally sent to the user.

Blocking of P2P networks
WinRoute can detect and block so called Peer-to-Peer networks (networks used for
sharing of files, such as Kazaa, DirectConnect etc.).

Statistics
Detailed statistics of the firewall interface (current speed of transmitted data,
amount of data transmitted in certain time periods) as well as of individual users
(amount of transmitted data, used services, categories of connected Websites, etc.)
can be viewed in WinRoute.

Proprietary VPN server and client
WinRoute also provides a proprietary VPN solution which can be applied to the
server-to-server and client-to-server modes. This VPN solution can perform NAT
(even multiple) at both ends. The Kerio VPN Client client software is included in

11
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the WinRoute package that can be used for creation of client-to-server VPN types
(connection of remote clients to local networks).

Clientless SSL-VPN
The role of the VPN solution which requires a special application at the client
side can be supplied by remote access to a private network using a web browser.
Clientless SSL-VPN enables browsing through hosts and shared items in remote net-
works as well as files downloads and saving. The traffic is secured by SSL (HTTPS).

2.2 Conflicting software

The WinRoute host can be used as a workstation, however it is not recommended as user
activity can affect the functionality of the operating system and WinRoute in a negative
way.

WinRoute can be run with most of common applications. However, there are certain
applications that should not be run at the same host as WinRoute for this could result in
collisions.

Collision of low-level drivers
WinRoute Firewall may collide with applications that use low-level drivers with ei-
ther identical or similar technology.

e Applications used for Internet connection, such as Microsoft Proxy Server and
Microsoft Proxy Client, etc.

o Network firewalls — i.e. Microsoft ISA Server, CheckPoint Firewall-1, WinProxy
(by Ositis), Sygate Office Network and Sygate Home Network, etc.

e Personal firewalls, such as Kerio Personal Firewall, Zone Alarm, Sygate Personal
Firewall, Norton Personal Firewall, etc.

e Software designed to create virtual private networks (VPN) — i.e. software ap-
plications developed by the following companies: CheckPoint, Cisco Systems,
Nortel, etc. There are many such applications and their features vary from ven-
dor to vendor.

Under proper circumstances, use of the VPN solution included in WinRoute is
recommended (for details see chapter 20). Otherwise, we recommend you to test
a particular VPN server or VPN client with WinRoute trial version or to contact
our technical support (see chapter 24).

Note: VPN implementation included in Windows operating system (based on the
PPTP protocol) is supported by WinRoute.

12
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Port collision
Applications that use the same ports as the firewall cannot be run at the WinRoute
host (or the configuration of the ports must be modified).
If all services are running, WinRoute uses the following ports:

e 53/UDP — DNS Forwarder

e 67/UDP — DHCP server

e 1900/UDP — SSDP Discovery service

e 2869/TCP — UPnP Host service
The SSDP Discovery and UPnP Host services are included in the UPnP support
(refer to chapter 16.3).

e 44333/TCP+UDP — traffic between Kerio Administration Console and WinRoute
Firewall Engine. This service cannot be stopped.

The following services use corresponding ports by default. Ports for these services

can be changed.

e 443/TCP — server of the SSL-VPN interface (see chapter 21)

e 3128/TCP — HTTP proxy server (see chapter 5.5)

e 4080/TCP — Web administration interface (refer to chapter 11)

e 4081/TCP — secured (SSL-encrypted) version of the Web administration inter-
face (see chapter 11)

e 4090/TCP+UDP — proprietary VPN server (for details refer to chapter 20)

Antivirus applications

If an antivirus application that scans files on the disc is run on the WinRoute host,
the HTTP cache file (see chapter 5.6, usually the "/> subdirectory under the direc-
tory where WinRoute is installed) and the tmp subdirectory (used to scan HTTP and
FTP objects) must be excluded from inspection. If the antivirus is run manually,
there is no need to exclude these files, however, WinRoute Firewall Engine must be
stopped before running the antivirus (this is not always desirable).

Note: If WinRoute uses an antivirus to check objects downloaded via HTTP or FTP
protocols (see chapter 10.3), the cache directory can be excluded with no risk —
files in this directory have already been checked by the antivirus.

Note:WinRoute can stop automatically The Windows Firewall / Internet Connection Shar-
ing system service is not mentioned as problematic, since WinRoute can stop automati-
cally. For details, see chapter 2.3.

13
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2.3 Installation

System requirements

Requirements on minimal hardware parameters of the host where WinRoute will be in-
stalled:

e (CPU Intel Pentium II or compatible; 300 MHz

o 128 MB RAM

e 2 network interfaces

e 50 MB of disk space for installation

e Free memory for logs (depends on traffic load and selected logging level)

e For maximum protection of the installed product (particularly its configuration files),
it is recommended to use the NTFS file system.

The product supports for the following operating systems:
e Windows 2000

o Windows XP (32-bit edition only)

e Windows Server 2003 (32-bit edition only)

Note: The Client for Microsoft Networks component must be installed for all supported
operating systems, otherwise WinRoute will not be available as a service and NTLM au-
thentication will not function. The component is included in installation packages of all
supported operating systems.

Steps to be taken before the installation

Install WinRoute on a computer which is used as a gateway connecting the local network
and the Internet. This computer must include at least one interface connected to the
local network (Ethernet, TokenRing, etc.) and at least one interface connected to the
Internet. You can use either a network adapter (Ethernet, WaveLAN, etc.) or a modem
(analog, ISDN, etc.) as an Internet interface.

14
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We recommend you to check through the following items before you run WinRoute in-
stallation:

e Time of the operating system should be set correctly (for timely operating system
and antivirus upgrades, etc.)

e The latest service packs and any Microsoft recommended security updates should be
applied.

e TCP/IP parameters should be set for all available network adapters

¢ All network connections (both to the local network and to the Internet) should func-
tion properly. You can use for example the ping command to detect time that is
needed for connections.

These checks and pre-installation tests may protect you from later problems and com-
plications.

Note: Basic installation of all supported operating systems include all components re-
quired for smooth functionality of WinRoute.

Installation and Basic Configuration Guide

Once the installation program is launched (i.e. through
kerio-kwf-6.2.0-1100-win.exe), a guide will take you through setting the
basic firewall parameters.

You will be asked to choose among three types of installation — Typical, Compact (min-
imal, i.e with no help issues) or Custom. Choosing the custom mode will let you select
WinRoute’s individual components:

e WinRoute Firewall Engine — core of the application

e WinRoute Engine Monitor — utility for WinRoute Firewall Engine control and monitor-
ing its status (icon in the system’s notification area)

e VPN Support — proprietary VPN solution developed by Kerio Technologies,

o Administration Console — the Kerio Administration Console application (universal
console for all server applications of Kerio Technologies),

e Help Files — this manual in the HTML Help format. For details concerning help files
refer to the Kerio Administration Console — Help document.

15
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Kerio WinRoute Firewall Setup | x| |

Select Components

Chooge the components Setup will install ¢ KE RIO

Select the componentz you want to inztall, and clear the components you do not want bo
inizkall.

=l YWinRoute Engine - Description
: §----With:uute Engine aonitar Keriu_:u WinBoute Firewall
: Engine

----- WM Support
-] Asdminiiztration Console

=] Help Files

-] English

Czech
Space Required on C: A7ER2 K
Space Available on C: 18325532 K

|retallShield

¢ Back

Cancel |

Figure 2.1 Custom installation — selecting optional components

Go to chapter 2.4 for a detailed description of all WinRoute components. For detailed
description on the proprietary VPN solution, refer to chapter 20.

Note: If you selected the Custom installation mode, the behavior of the installation pro-
gram will be as follows:
e all checked components will be installed or updated

e all checked components will not be installed or will be removed

During an update, all components that are intended to remain must be ticked.

Having completed this step, you can start the installation process. All files will be copied
to the hard disk and all the necessary system settings will be performed. The initial
Wizard will be run automatically after your first login (see chapter 2.7).

Restart the machine when the installation has completed. This will install the WinRoute
low-level driver into the system kernel. WinRoute Engine will be automatically launched
after restart. The engine runs as a service.

16
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Protection of the installed product

To provide the firewall with the highest security possible, it is necessary to ensure that
undesirable (unauthorized) persons has no access to the critical files of the application,
especially to configuration files. If the NTFS system is used, WinRoute refreshes settings
related to access rights to the directory (including all subdirectories) where the firewall
is installed upon each startup. Only members of the Administrators group and local
system account (SYSTEM) are assigned the full access (read/write rights), other users
are not allowed access the directory.

Warning: If the FAT3Z2 file system is applied, it is not possible to secure WinRoute files
in the way described above. For this reason, it is recommended to install WinRoute only
on computers which use the NTFS file system.

Conflicting Applications and System Services

The WinRoute installation program detects applications and system services that might
conflict with the WinRoute Firewall Engine.

1. Kerio WinRoute Pro and Kerio WinRoute Lite

WinRoute is no longer compatible with versions 4.x. If WinRoute Pro 4.x or WinRoute
Lite 4.x is detected during the installation, the following error will be reported:

Kerio WinRoute Firewall | x| |

@ & software conflick was detected, Please, uninstall \inFoute 4 First,

Setup will be aborted now,

Figure 2.2 Detection of WinRoute Pro 4.x

Click OK to close the installation. Uninstall WinRoute Pro/Lite using the Add/Remove
programs option in the Control Panels), restart the system and start the installation
again.

Note: If your WinRoute Pro configuration is to be used in Kerio WinRoute Firewall 6.x
(e.g. when there are many user accounts), upgrade your firewall to the version 5.x
first, then perform the upgrade from Kerio WinRoute Firewall 5.x to Kerio WinRoute
Firewall 6.x (for details, refer to chapter 2.6).

2. Windows Firewall’s system components! and Internet Connection Sharing.

1" In Windows XP Service Pack 1 and older versions, the integrated firewall is called Internet Connection Firewall

17
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These components provide the same low-level functions as WinRoute. If they are
running concurrently with WinRoute, the network communication would not be func-
tioning correctly and WinRoute might be unstable. For this reason, the WinRoute’s
installation program detects the Windows Firewall / Internet Connection Sharing sys-
tem service.’If the service is running, the installation program suggests its stopping
and blocking.

Question E |

Windows Firewall/Internet Connection Sharing (IC5) service is enabled.
- / Kerio WinRoute Firewall can nok run properly if this service is enabled.

Do you want to disable Windows FirewallfInternet Connection Sharing (IC3) service now?

Figure 2.3 Internet Connection Firewall / Internet Connection Sharing detection

Click on Yes to stop the Windows Firewall / Internet Connection Sharing service and
to disable its automatic startup when the Windows is started. Select No to keep
existing service status and parameters.

Warning: To provide proper functionality of WinRoute, it is necessary that the In-
ternet Connection Firewall / Internet Connection Sharing detection is stopped and
forbidden! The installation program displays this dialog for security reasons only
— if you, for example, do not wish to restart the computer upon the installation is
finished, stopping the service automatically might mean a security threat (the com-
puter would not be protected up to the next restart).

3. Universal Plug and Play Device Host and SSDP Discovery Service

The services support UPnP (Universal Plug and Play) in the Windows XP and Server
2003 operating systems. However, these services collide with the UPnP support
in WinRoute (refer to chapter 16.3). Therefore, they are automatically disabled for
WinRoute installation. This helps avoid port collisions.

Notes:

1. Upon each startup, WinRoute detects automatically whether the Windows Firewall /
Internet Connection Sharing is running. If it is, WinRoute stops it and makes a record

2 In the older Windows versions listed above, the service is called Internet Connection Firewall / Internet Con-
nection Sharing.
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in the warning log. This helps assure that the service will be enabled immediately
after the WinRoute installation.

2. In Windows XP Service Pack 2, WinRoute automatically registers in the Security Cen-
ter. This implies that the Security Center always indicates firewall status correctly
and it does not display warnings informing that the system is not protected.

2.4 WinRoute Components
Kerio WinRoute consists of the three following components:

WinRoute Firewall Engine
is the core of the program that provides all services and functions. It is running as
a service in the operating system (the service is called Kerio WinRoute Firewall and
it is run automatically within the system account by default).

WinRoute Engine Monitor
With this application you can monitor the Engine and/or Monitor applications, you
can switch the engine’s on/off status, edit startup preferences or launch the admin-
istration console. For details, refer to chapter 2.5.
Note:WinRoute Firewall Engine is independent on the WinRoute Engine Monitor. The
Engine can be running even if there is no icon in the System Tray on Windows or in
the Dock in Mac OS X.

Kerio Administration Console
It is a versatile console for local or remote administration of Kerio server products.
For successful connection to an application you need a plug-in with an appropriate
interface. Kerio Administration Console is installed hand-in-hand with the appropri-
ate module during the installation of Kerio WinRoute. Refer to the Kerio Adminis-
tration Console — Help document to see how Kerio Administration Console can be
used for Kerio WinRoute administration.

2.5 WinRoute Engine Monitor

WinRoute Engine Monitoris a utility used to control and monitor the WinRoute Engine
status. The icon of this component is displayed on the toolbar.

Figure 2.4 WinRoute Engine Monitor icon in the Notification Area
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If WinRoute Engine is stopped, a white crossed red spot appears on the icon. Under
different circumstances, it can take up to a few seconds to start or stop the WinRoute
Engine application. Meanwhile, the icon gets grey and is inactive — does not respond to
mouse clicking.

On Windows, left double-clicking on this icon runs the Kerio Administration Console
(described later). Use the right mouse button to open the following menu:

Startup Preferences. .,

Administration...

Stop Kerio WinRoute Firewall

Exit Engire Monikar
| J Desktop ** | @W

Figure 2.5 WinRoute Engine Monitor menu

Start-up Preferences
With these options WinRoute Engine and/or WinRoute Engine Monitor applications
can be set to be launched automatically when the operating system is started. Both
options are enabled by default.

Administration
Runs Kerio Administration Console (equal to double-clicking on the WinRoute Engine
Monitor icon)

Start / Stop WinRoute Engine
Switches between the Start and Stop modes. The text displays the current mode
status.

Exit Engine Monitor
An option to exit WinRoute Engine Monitor. It does not affect status of the WinRoute
Engine application (this will be announced by a report).

Note: If a limited version of WinRoute is used (e.g. a trial version), a notification is
displayed 7 days before its expiration. This information is displayed until the expiration.

2.6 Upgrade and Uninstallation

In this chapter you can find a description of WinRoute upgrade within the versions 5. x
and 6.x (i.e. upgrade from the 5.1.10 version to the 6.2.0 version or from 6.2.0 to
6.2.1). Direct upgrade from 4. x versions or earlier to the 6.x version is not supported.

Simply run the installation of a new version to upgrade WinRoute (i.e. to get a new release
from the Kerio Web pages — http://www.kerio.com/).
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2.6 Upgrade and Uninstallation

All windows of the Kerio Administration Console must be closed before the
(un)installation is started. All of the three WinRoute components will be stopped and
closed automatically.

The installation program detects the directory with the former version and updates it by
replacing appropriate files with the new ones automatically. License, all logs and user
defined settings are kept safely.

Uninstallation

To uninstall WinRoute, stop all three WinRoute components. The Add/Remove Pro-
grams option in the Control Panel launches the uninstallation process. All files under
the WinRoute directory can be optionally deleted.

(the typical path is C:\Program Files\Kerio\WinRoute Firewall).

For the uninstallation process, WinRoute refreshes the original status of the Universal
Plug and Play Device Host and SSDP Discovery Service services automatically. Then, the
program asks whether to enable the integrated Windows Firewall or not!.

Question E

~
</

‘indows Firewall{Internet Connection Sharing (1CS) service was disabled during the installation of Kerio WinRoute Firewall,

Do you want ko re-enable Windows Firewall{Internet Connection Sharing (ICS) service now?

Figure 2.6 A WinRoute uninstallation dialog box
If the computer is still connected to the Internet, it is strongly recommended to enable

the integrated firewall (otherwise a critical security threat might arise).

Upgrade from WinRoute Pro 4.x

To import your configuration used in WinRoute Pro 4.x to the Kerio WinRoute Firewall
6.x, follow these steps:

1. Upgrade the WinRoute Pro 4.x to the Kerio WinRoute Firewall 5.x. Version 5.x in-
cludes a tool for initial configuration, which is able to read and translate the config-
uration from the WinRoute Pro 4.x.

2. Upgrade version 5.x to version 6.x (see above).
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Note: This method of upgrade is not recommended. Do not use it unless necessary
(e.g. a great amount of user accounts to be imported). Configuration parameters of
the WinRoute Pro 4.x have crucial differences and only some of the parameters can be
imported. Later revisions and error removals might be more exigent than a brand new
configuration.

Update Checker

WinRoute enables automatic checks for new versions of the product at the Kerio Tech-
nologies website. Whenever a new version is detected, its download and installation will
be offered automatically.

For details, refer to chapter 14.2.

2.7 Configuration Wizard

Using this Wizard you can define all basic WinRoute parameters. It is started automati-
cally by the installation program.

Note: In any language version, the configuration wizard is available in English only.

Setting of administration username and password

Definition of the administration password is essential for the security of the firewall.
Do not use the standard (blank) password, otherwise unauthorized users may be able to
access the WinRoute configuration.

Password and its confirmation must be entered in the dialog for account settings. The
administrator’s username (Admin is used as default) can be edited in the Username text
field.

Note: If WinRoute is upgraded from WinRoute Pro 4.x, skip this step and import the
administrative account from WinRoute Pro 4.x (see below).

22



2.7 Configuration Wizard

B2 WinRoute - Settings E |

— &dminiztrative Account

Fleaze provide uzermame and pazsword for account which will have full rightz
for the adminiztration of K.eno WinFoute Firewall. Hint: do not leave the
pazzword blank and make it at least ziv characters long.

Once the inztallation i complete, this user can login to WinBoute using the
K.erio Adminiztration Conzole and configure it

I zernarme: I'.-}.',jmin

Paszsword: Ixxxxxxxxxxxx

Ixxxxxxxxxxxx

Confirm pagsword;

< Back I Meut » I Cancel

Figure 2.7 Initial configuration — Setting of administration username and password

Remote Access

Immediately after the first WinRoute Firewall Engine startup all network traffic will be
blocked (desirable traffic must be permitted by traffic rules — see chapter 6). If WinRoute
is installed remotely (i.e. using terminal access), communication with the remote client
will be also interrupted immediately (WinRoute must be configured locally).

Within Step 2 of the configuration wizard specify the IP address of the host from which
the firewall will be controlled remotely (i.e. using terminal services) to enable remote
installation and administration. Thus WinRoute will enable all traffic between the firewall
and the remote host.

Note: Skip this step if you install WinRoute locally. Allowing full access from a point
might endanger security.

Enable remote access
This option enables full access to the WinRoute computer from a selected IP address
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£ WinRoute - Settings E |

—Remote Access

By default \inRoute blocks all netwark: traffic before pou make the initial
configuration uzing the adminiztration conzole. Thiz might be undeszirable if
you want bo ingtall and configure 'inF oute remotely.

Y'ou can allow one remote maching to connect to wWinFoute computer by
checking the box bellow and by entering the remate P address.

¥ Enable remote access

Remate IP address:
|21 E.35.17.157

¢ Back I Meut » I Cancel

Figure 2.8 Initial configuration — Allowing remote administration

Remote IP address
IP address of the computer from where you will be connecting (e.g. terminal ser-
vices client). This field must contain an IP address. A domain name is not allowed.

Warning: The remote access rule is disabled automatically when WinRoute is configured
using the network policy wizard (see chapter 6.1).

Restart of the operating system

When the installation is completed successfully, the operating system must be restarted
for the WinRoute low-level driver to be implemented (wrdrv.sys).

After the restart, the WinRoute Firewall Engine service and the WinRoute Engine Monitor
will be launched automatically.

After the WinRoute Firewall Engine is started for the first time (immediately after the
installation), the user will be asked whether the Kerio Administration Console should be
started. It is recommended, since it is necessary to perform at least the basic configura-
tion of the console (see chapter 6.1), otherwise all network traffic of the WinRoute host
will be blocked.
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Question E

\_?/II Do you wank bo skart Administration console For Kerio Winroute Firewall now?

Figure 2.9 Administration Console startup option after a reboot
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WinRoute Administration

All Kerio products including WinRoute are administered through the Kerio Administra-
tion Console application(an application used for administration of all Kerio Technologies’
server products). Using this program you can access WinRoute Firewall Engine either
locally (from the Engine host) or remotely (from another host). Traffic between Kerio
Administration Console and WinRoute Firewall Engine is encrypted. This protects you
from tapping and misuse.

The Kerio Administration Console is installed along with WinRoute (see chapters 2.3 and
2.4). Its use is described in detail in a separate Kerio Administration Console — Help
manual.

The following chapters of this guide provide descriptions on individual sections of the
WinRoute administration dialog window which is opened upon a successful login to the
WinRoute Firewall Engine.

Note: Upon the first login to WinRoute after a successful installation, the traffic rules
wizard is run so that the initial WinRoute configuration can be performed. For a detailed
description on this wizard please refer to chapter 6.16.1.

3.1 Administration Window

The main WinRoute administration dialog window (“administration window”) will be
opened upon a successful login to the WinRoute Firewall Engine through the Kerio Ad-
ministration Console. This window is divided into two parts:

e The left column contains the tree view of sections. The individual sections of the tree
can be expanded and collapsed for easier navigation. Kerio Administration Console
remembers the current tree settings and uses them upon the next login.

¢ In the right part of the window, the contents of the section selected in the left column
is displayed (or a list of sections in the selected group).
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#: 192.168.1.1 - Administration Console for Kerio WinRoute Firewall

File Help
£, Kerio WinRoute Firewall Jt 1
-3 Configuration B Interfaces
& i Interfaces
- 2L Traffic Palic
W Y Interfaces I Connection failover |
- SO DHCP Server
- %2 DNS Forvarder Interface  / | IP address b azk
- (3 Content Filtering R Internet 10.0.0.1 255, 255.255.0
Z B HTTP Palicy AN 152168.44 164 255 255.255.0
i £ FTP Palicy & Diakln
(55 Anitivinus 4. Dial-up connection
= Sparn Filter S WP Server 1721711 25h.255.255.0
o A Pafinitines ) Tunnel to branch office

Figure 3.1 The main window of Kerio Administration Console for WinRoute

Administration Window — Main menu
The main menu provides the following options:
File

e Reconnect — reconnection to the WinRoute Firewall Engine after a connection
drop-out (caused for example by a restart of the Engine or by a network error).

e New connection — opens the main window of the Kerio Administration Console.
Use a bookmark or the login dialog to connect to a server.

This option can be useful when the console will be used for administration of
multiple server applications (e.g. WinRoute at multiple servers). For details, refer
to the Help section in the Kerio Administration Console manual.

Note: The New Connection option opens the same dialog as running the Kerio
Administration Console from the Start menu.

e Quit — this option terminates the session (users are logged out of the server
and the administration window is closed). The same effect can be obtained by
clicking the little cross in the upper right corner of the window or pressing
Alt+F4.

Help menu

o Administrator’s guide — this option displays the administrator’s guide in HTML
Help format. For details about help files, see Kerio Administration Console —
Help manual.

e About — this page provides information about current version of the application
(WinRoute’s administration module in this case), a link to our company’s website,
etc.
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Status bar

The status bar at the bottom of the administration window displays the following infor-
mation (from left to right):

Ketio WinRoute Firewall | =0 sepver:44333 1 Admin | =1 Ready
[

Figure 3.2 Kerio Administration Console status bar

e The section of the administration window currently selected in the left column. This
information facilitates navigation in the administration window when any part of the
section tree is not visible (e.g. when a lower screen resolution is selected).

e Name or IP address of the server and port of the server application (WinRoute uses
port 44333).

e Name of the user logged in as administrator.

e Current state of the Kerio Administration Console: Ready (waiting for user’s re-
sponse), Loading (retrieving data from the server) or Saving (saving changes to the
server).

Detection of WinRoute Firewall Engine connection drop-out

Administration Console is able to detect the connection failure automatically. The failure
is usually detected upon an attempt to read/write the data from/to the server (i.e. when
the Apply button is pressed or when a user switches to a different section of Administra-
tion Console). In such case, a connection failure dialog box appears where the connection
can be restored.

3 Connection failed E2
i -
T m——

@ Connection ko the server was lost,

! Reconneck | Cancel

Figure 3.3 Detection of WinRoute Firewall Engine connection drop-out



3.2 View Settings

After you remove the cause of the connection failure, the connection can be restored.
If the reconnection attempt fails, only the error message is shown. You can then try to
reconnect using the File / Restore connection option from the main menu, or close the
window and restore the connection using the standard procedure.

3.2 View Settings

Many sections of the Kerio Administration Console are in table form where each line
represents one record (e.g. detailed information about user, information about inter-
face, etc.) and the columns consist of individual entries for these records (e.g. name of
server, MAC address, IP address, etc.).

WinRoute administrators can define — according to their liking — the way how the infor-
mation in individual sections will be displayed. When you right-click each of the above
sections, a pop-up menu with Modify columns option is displayed. This entry opens
a dialog window where users can select which columns will be displayed/hidden.

#: Columns | x|

Axailable columng:

Interface

IP addrezs

b azk %
Adapter name —
Adapter info

O MacC i
O o

Drefault Sho Al (] Cancel

Figure 3.4 Column customization in Interfaces

This dialog offers a list of all columns available for a corresponding view. Use checking
boxes on the left to enable/disable displaying of a corresponding column. You can
also click the Show all button to display all columns. Clicking on the Default button will
restore default settings (for better reference, only columns providing the most important
information are displayed by default).

The arrow buttons move the selected column up and down within the list. This allows
the administrator to define the order the columns will be displayed.

The order of the columns can also be adjusted in the window view. Left-click on the
column name, hold down the mouse button and move the column to the desired location.
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Note: The width of individual columns can be adjusted by moving the dividing line
between the column headers.
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Chapter 4
Product Registration and Licensing

When purchased, Kerio WinRoute Firewall must be registered. WinRoute must be regis-
tered at Kerio Technologies website (http://www.kerio.com/) after the purchase. So
called license key will be generated upon a successful registration (the Ticense.key
file) that to be imported to WinRoute (refer to chapter 4.2). If the key is not imported,
WinRoute will behave as a full-featured trial version and its license will be limited by the
expiration timeout.

This also implies that the only difference between a trial version and full WinRoute ver-
sion is whether the registration key has been imported or not. This gives each customer
an opportunity to test and try the product in the particular environment during the 30-
day period. Then, once the product is purchased, the customer can simply register the
installed version by the purchased license number (see chapter 4.3). This means that it
is not necessary to uninstall the trial version and reinstall the product.

Once the 30-day trial period expires, WinRoute cuts the speed of all network traffic of
the computer where it is installed to 4 KB/s. Also, the routing is blocked (which means
that the computer cannot be used as a gateway for the Internet).

Full functionality in WinRoute will be available after a valid license key is imported.

Note: If the license key is lost (e.g. is removed, etc.), it is possible to register the product
again at the Kerio Technologies website and download the key (only the purchase number
of the basic product is required during a repeated registration).

4.1 License types and number of users

License types (optional components)

WinRoute can optionally include the following components: McAfee antivirus (refer to
chapter 10) or/and the ISS OrangeWeb Filter module for web pages rating (see chap-
ter 9.3). These components are licensed individually.

License keys consist of the following information:

WinRoute license
Basic WinRoute license. Its validity is defined by the two following factors:
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update right expiration date — specifies the date by which WinRoute can be
updated for free. When this date expires, WinRoute keeps functioning, however,
it cannot be updated. The time for updates can be extended by purchasing
a subscription.

product expiration date — specifies the date by which WinRoute stops function-
ing and blocks all TCP/IP traffic at the host where it is installed. If this happens,
a new valid license key must be imported or WinRoute must be uninstalled.

McAfee license
This license is defined by the two following dates:

update right expiration date (independent of WinRoute) — when this date ex-
pires, the antivirus keeps functioning, however, neither its virus database nor
the antivirus can be updated yet.

Warning: Owing to persistent incidence of new virus infections we recommend
you to use always the most recent antivirus versions.

plug-in expiration date— specifies the date by which the antivirus stops func-
tioning and cannot be used anymore.

ISS OrangeWeb Filter license
ISS OrangeWeb Filter module is provided as a service. License is defined only by an
expiration date which specifies when this module will be blocked.

Note: Refer to Kerio Technologies Website (http://www.kerio.com/) to get up-to-date
information about individual licenses, subscription extensions, etc.

Deciding on a number of users (licenses)

WinRoute’s license key includes information about maximal number of users allowed to
use the product. In accordance with the licensing policy, number of users is number of
hosts protected by WinRoute, i.e. sum of the following items:

All hosts in the local network (workstations and servers),

all possible VPN clients connecting from the Internet to the local network.

The host where WinRoute is installed in not included in the total number of users.

Warning: If the maximal number of licensed users is exceeded, WinRoute may block
traffic of some hosts!
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4.2 License information

4.2 License information

The license information can be displayed by selecting Kerio WinRoute Firewall (the first
item in the tree in the left part of the Kerio Administration Console dialog window — this
section is displayed automatically whenever the WinRoute administration is entered).

Product: Kerio WinRoute Firewall 6.2.0 build 1303
Zopywright: () 1997-2006 Ketio Technologies

Homepage: hibkp: e, kerio, com)kwf

Operating system: Windows XP

License ID: Unregistered trial version

Subscription expiration dake: Z2005-01-22

Produck expiration date: 2005-01-22

Mumber of users: Unlimited {in use: O}

Companty':

Become a reqistered trial user. ..
Regisker product with a purchased license number. ..

» Kario Technologies. All rights reservad

Figure 4.1 Administration Console welcome page providing license information

Product
name of the product (WinRoute)

Copyright
Copyright information.

Homepage
Link to the Kerio WinRoute Firewall homepage (information on pricing, new ver-
sions, etc.). Click on the link to open the homepage in your default browser.

Operational system
Name of the operating system on which the WinRoute Firewall Engine service is
running.

License ID
License number or a special license name.
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Subscription expiration date
Date until when the product can be upgraded for free.

Product expiration date
Date when the product expires and stops functioning (only for trial versions or
special license types).

Number of users
Maximal number of hosts (unique IP addresses) that can be connected to the Inter-
net via WinRoute at the same time (for details, refer to chapter 4.6).

Company
Name of the company (or a person) to which the product is registered.

Depending on the current license, links are displayed at the bottom of the image:
1. For unregistered versions:

e Become a registered trial user — registration of the trial version. This type of
registration is tentative and it is not obligatory. The registration provides users
free technical support for the entire trial period.

e Register product with a purchased license number — registration of a purchased
product.
Once purchased, the product must be registered. Otherwise, it will keep behaving
as a trial version!

2. For registered versions:

e Update registration info — this link can be used to update information about the
person/company to which the product is registered and/or to add subscription
license numbers or add-on licenses (add users).

For details on registration of WinRoute from Administration Console, refer to chapter 4.4.

If the update checker is enabled (refer to chapter 14.2), the A new version is available,
click here for details... notice is displayed whenever a new version is available. Click on
the link to open the dialog where the new version can be downloaded and the installation
can be started (for details, see chapter 14.2).

Note: Click the right mouse button at the Kerio Administration Console welcome page to
open the menu providing the following options:
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Copy license number to clipboard

Register trial version. ..
Register product, ..

Install license, .

Figure 4.2 The Administration Console’s welcome page pop-up menu

Copy license number to clipboard — copies the license number (the ID licence item)
to the clipboard. This may be helpful e.g. when ordering an upgrade or subscription,
where the number of the base license is required, or when sending an issue to the
Kerio Technologies technical support.

Register trial version — registration of the product’s trial version.
Register product — registration of a product with a purchased license number.

Install license — import of the license key (received against the registration at the
website — see chapter 4.4).

4.3 Registration of the product in the Administration Console

Since version 6.2.0, it is possible to register WinRoute from the Administration Console
by following a corresponding link in the welcome page (see chapter 4.2).

Registration of the trial version

By registrating the trial version, users get free email and telephonic technical support for
the entire trial period. In return, Kerio Technologies gets valuable feedback from these
users. Registration of the trial version is not obligatory. However, it is recommended
since it provides certain benefits. Such a registration does not oblige users to purchase
the product.

Clicking on Become a registered trial user launches the registration wizard.

1.

On the first page of the wizard, read the security code displayed in the picture
and type it to the text field (this protects the registration server from misuse). The
security code is not case-sensitive.

On the second page, enter information about the trial version user (person, com-
pany). It is also necessary that the user accepts the Privacy Policy Terms. Otherwise,
the information cannot be stored in the Kerio Technologies database.

Use the E-mail address textfield to enter a valid email address. It is recommended to
use the address of the user who is performing the registration. At this address, con-
firmation of the registration will be demanded when the registration is completed.
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¥ Trial Registration | x|

Start Registration - page 1 of 5

Trial reqistration entitles you ko request technical support during the Erial period.

Retype the security code From the above image:

Ivzrypa

< Back | Mext = Zancel |

Figure 4.3 Trial version registration — security code

¥ Trial Registration | x|

Details - page 2 of 5

Please fill in the Form below with the walid information, Red colored items marked with
asterisk are mandatory.

Qrganizakion®; ICDmpany Inc. Zounkey: I United States LI
Persont: IJ:::hn Srnith Skaket: I Califorria LI
Email*: Ijsmith@cumpany.mm Ciky®s IBig Ciky

Phone: I Skreet: I

Web: | ZIP*: 12345

Comment: Mo problems encountered, we consider buying K'WF

W 1aAgree* with Privacy Policy Terms

< Back Mext = Zancel

Figure 4.4 Trial version registration — user information

3. Page three includes optional information. Is is not obligatory to answer these ques-
tions, however, the answers help Kerio Technologies accommodate demands of as
many customers as possible.
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¥ Trial Registration | x|

Queskions - page 3 of 5

This information is not required, Howewver, we will appreciate if wou answer these
questions, This information will help us develop our producks according to the needs of
our cusktomers, Thank wou,

Mumber of computers in wour comparny’?

[50-99 |

Where did wou hear about product?

I Personal recommendation vl

< Back Zancel

Figure 4.5 Trial version registration — other information

The fourth page provides the information summary. If any information is incorrect,
use the Back button to browse to a corresponding page and correct the data.

#: Trial Registration Ed
Summaty - page 4 of 5
Registration wizard has collected all neccessary information and will now generate the
reqistration, IF vou have provided incorrect information or iF wour network setup
changes, vwou may run this wizard again to generate new one,
Product: kerio WinFouke Firewall =]
Systen: Windows XP
Trial expires: 22.1,2005
DOrganization: Campany Inc.
Country: nited States
State: Califarnia
Email: jsmithi@conmpanyy  com
Person: Johin Smith b
Phone:
Street:
City: Big ity LI
< Back Finish Zancel |

Figure 4.6 Registration of the trial version — summary
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5. The last page of the wizard provides user’s Trial ID. This is ID is a unique code used
for identification of the registered user when asking help at our technical support.

¥ Trial Registration | x|

Trial ID - page S of 5

Your krial ID is; IT'-.-'-.-'429-MZSDC

an e-mail message will arrive shortly ab vour address, Click on the link contained in the
message to activate wour trial reqistration, After that, the Trial ID entitles you to
request technical support during wour Erial period.

Figure 4.7 Trial version registration — Trial ID

At this point, an email message (in the language set in the Administration Console)
where confirmation of the registration is demanded is sent to the email address
specified on the page two of the wizard. Click on the link in the email message to
complete the registration and to make the Trial ID valid. The main purpose of the
confirmation process is to check that the email address is valid and that the user
really wants to be registered.

Registration of the purchased product

Follow the Register product with a purchased license number link to run the registration
wizard.

1. On the first page of the wizard, it is necessary to enter the license number of the
basic product delivered upon its purchase and retype the security code displayed at
the picture in the text field (this protects the server from misuse). The security code
and the license number are not case-sensitive.
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¥ Registration | x|

Base Produck - page 1 of 5

This reqgistration wizard will generate vour license, key file For the produck, This file specifies who
iz the owner of the license,

Please enter the license number of your base product and store it well For Future use, In case
wou decide to extend yvour product by adding more users or an additional subscription, this base
number will be required.

To provide the highest security possible, retyping of the kext displaved on the security image is
required in a textfield below,

License nurmber; |12345 -67590-ABCDE

B X"" Q W

Retype the security u:u:u:le Fram the al:u:uve imange:

bevdqw

< Back Mext = Zancel

Figure 4.8 Product registration — license number of the basic product and the security code

On the second page, it is possible to specify license numbers of add-ons (added
users), optional components and subscriptions. The page also includes any license
numbers associated with the basic product that have already been registered.

Click on Add to add purchased license numbers. Each number is checked immedi-
ately. Only valid license numbers are accepted.

The license numbers added recently can be edited or removed. Registered license
numbers (recorded in previous registrations) cannot be removed.
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1 Registration x|

Subscriptions - page Z of 5

Enter additional license numbers wou wank to register, Regiskered subscriptions and add-ons
cannot be removed nor changed.

20112-12345-ABCDE base  Kerio WinRoute Firewall | 10 users
20211-12345-12345 addon  Kerio WinRoute Firewall add-on 5 users

3 Subscription | x| Remove |

ke |2I321 1-ABCDE-ABCDE

Edit. ..

Key | Type | Description | Add... |

(] 4 Zancel

Mumber of users: 15

Subscription expires: 10.2,2006

< Back Mext = Zancel

Figure 4.9 Product registration — license numbers of

additional components, add-ons and subscription

3. On the third page, enter information about the user (person, company). It is also
necessary that the user accepts the Privacy Policy Terms. Otherwise, the information
cannot be stored in the Kerio Technologies database.

Use the E-mail address textfield to enter a valid email address. It is recommended to
use the address of the user who is performing the registration. At this address, con-
firmation of the registration will be demanded when the registration is completed.
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4.3 Registration of the product in the Administration Console

¥ Registration | x|

Details - page 3 of 5

Please fill in the Form below with the walid information, Red colored items marked with asterisk,
are mandatory,

Qrganizakion®; ICDmpany Inc. Zounkey: I nited States LI
Persont: IJ:::hn Srnith Skaket: I Califorria LI
Email*: Ijsmith@cumpany.mm Ciky®s IBig Ciky

Phone: I Skreet: I

Weh: Iwww.cumpany.mm ZIP*: I 12345

Comment: Mo comment

W 1aAgree* with Privacy Policy Terms

< Back Mext = Zancel

Figure 4.10 Product registration — user information

Page four includes optional information. Is is not obligatory to answer these ques-
tions, however, the answers help Kerio Technologies accommodate demands of as
many customers as possible.

These questions are asked only during the primary (original) registration. If these
questions have already been answered, the page is skipped and the registration pro-
cess consists of four steps only.
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¥ Registration | x|

Queskions - page 4 of 5

This information is not required, Howewver, we will appreciate if vou answer these questions, This
information will help us develop our products according to the needs of our customers, Thank
WO,

Mumber of computers in wour comparny’?

[ 100 - 249 |

Where did wou hear about product?

I Personal recommendation vl

From whom did wou buy wour license numbers? (please enter the reseller's name)

IIT Trade Inc,

< Back Mext = Zancel

Figure 4.11 Product registration — other information

5. The last page provides the information summary. If any information is incorrect,
use the Back button to browse to a corresponding page and correct the data.

#s Reqistration E3

Summary - page Sof 5

Reqgistration wizard has collected all neccessary information and will now generate the registration. IF vou have
provided incotrect information of iF wour network sektup changes, you may run this wizard again to generate new

one,
Product: Kerio WinFouke Firewall | =
System: Windows XP
MNumber of users: 15
Subscription expires: 10,2, 2006

1|

License numbers:

20112-12345-ABCDE base
Z20211-12345-12345 addon

Kerio WinRoute Firewall | 10 users

Kerio WinRoute Firewall add-on 5 users

Organization: kerio —
Country: nited States

State: California

Email: jsmith@carmpans, com

Person: John Smith

ok

< Back | E|n|sh

Cancel |
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4.4 Product registration at the website

Click on Finish to use the information to generate a unique license key. The new
license is applied immediately (restart is not required).

Note: If an error is reported upon finishing of the registration process (e.g. failure
of network connection, etc.), simply restart the wizard and repeat the registration.

Update of registration information

If WinRoute is already registered, the Update registration info link is displayed at the Ad-
ministration Console’s welcome page. Click on the link to run the registration wizard (as
described above) with the information preset as defined within the previous registration
process. The same method as the for the primary registration can be used to add license
numbers and/or to update user information.

4.4 Product registration at the website

If, by any reason, registration of WinRoute cannot be performed from the Administration
Console, it is still possible to register the product at Kerio Technologies website. The
registration form can be found under Purchase / License Registration. The form is almost
identical with the registration process described in chapter 4.3.

The corresponding license key file is based on the registration form and it is automati-
cally generated upon its completion and confirmation.

Two methods can be used to install the license key:
e C(Click on Install License in the welcome page’s pop-up context menu (see figure 4.2).
Click this link to open the standard system dialog for opening of a file.

If the installation of the license key is completed successfully, the license is activated
immediately. Information about the new license is displayed on the Kerio Adminis-
tration Console welcome page.

This method can also be used for remote installation of the license key (the license
key file must be saved on the disc of the host from which the remote installation is
performed).

e By copying the license key file to a corresponding directory.

The license key must be saved in the Ticense folder in the WinRoute’s installation
directory.

(the typical path is C:\Program Files\Kerio\WinRoute Firewall\license).
It is necessary that the file name (11 cense. key) is not changed!

To activate the license, it is necessary to restart (stop and run again) the WinRoute
Firewall Engine.
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Note: If possible, it is recommended to register WinRoute from the Kerio Administration
Console (it is not necessary to restart the WinRoute Firewall Engine).

4.5 Subscription / Update Expiration

WinRoute automatically alerts the administrator in case the WinRoute license’s expiration
date, the expiration of the McAfee antivirus or of ISS OrangeWeb Filter and/or expiration
of the update rights (so called subscription) for WinRoute or the McAfee antivirus is
coming soon. These alert only inform the administrator that they should prolong the
subscription of WinRoute or renew the corresponding license.

Administrators are informed in two ways:

e By a pop-up bubble tip (this function is featured by the WinRoute Engine Monitor
module),

e by an pop-up window upon a login to the Administration Console (only in case of
expiration of subscription).

Note:WinRoute administrators can also set posting of license or subscription expiration
alerts by email or SMS (see chapter 17.3).

Bubble alerts

Seven days before the date, the WinRoute Engine Monitor utility starts to display the
information about number of days remaining to the subscription/license expiration sev-
eral times a day (in regular intervals).

i) Kerio WinRoute Firewall 6.2.0 beta 1 build 1090 E

Subscription expiration: 5 days

| @ MDY 1224

Figure 4.13 License or subscription expiration notice

This information is displayed until WinRoute or any of its components stops functioning
or WinRoute or McAfee subscription expires. The information is also stopped being dis-
played immediately after the registration of the subscription or a license of a particular
component (for details, see chapter 4.3).
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4.5 Subscription / Update Expiration

Notices in the Administration Console

Starting 30 days ago a subscription expiration, a warning informing about number of
the days left to the expiration or informing that the subscription has already expired is
displayed upon each login. The warning also contains a link to the Kerio Technologies
website where you can find detailed subscription information as well as order subscrip-
tion for an upcoming period.

The warning stops being displayed when a license number of a new subscription is
registered (refer to chapter 4.3).

#: Administration Console for Kerio WinRoute Firewall

& Mumber of days left until subscription expiration: 4

Even though the product will continue ta Function properly after
expiration, the subscription is required For continued access to
imporkant produck improvements and updates, such as antivirus
database updates or the latest technologies ko fight spam,

To obtain a subscription renewal, please contact your authorized Kerio
reseller or call wour local Kerio office For additional purchasing options.

To get more information about subscription, please wvisit Kerio web page
hikbpe v, kerio, comy'subscription. btml.

Figure 4.14 The notice informing about upcoming subscription expiration

#: Administration Console for Kerio WinRoute Firewall

& The subscription for this product has expired.

Even though the product will continue ta Function properly after
expiration, the subscription is required For continued access to
imporkant produck improvements and updates, such as antivirus
database updates or the latest technologies ko fight spam,

To obtain a subscription renewal, please contact your authorized Kerio
reseller or call wour local Kerio office For additional purchasing options.

To get more information about subscription, please wvisit Kerio web page
hikbpe v, kerio, comy'subscription. btml.

Figure 4.15 The notice that the subscription has already expired
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4.6 User counter

This chapter provides a detailed description on how WinRoute checks whether number
of licensed users has not been exceeded.

The WinRoute license does not limit number of user accounts. Number of user accounts
does not affect number of licensed users.

Warning: The following description is only a technical hint that may be used for trou-
bleshooting. License policy must be beared in mind when deciding for a license purchase
— see chapter 4.1!

The license counter works as follows:

Start WinRoute

Upon WinRoute is started, the table of clients include the firewall only. Number of used
licenses is zero.

Note: Table of clients is displayed in the Hosts/Users section in the Administration Con-
sole — see chapter 17.1.

License counter

Whenever a communication of any WinRoute’s client is detected, the IP address is used
to identify whether a record does already exist in the table of clients. If not, a new record
including the IP address is added to the table and the number of licenses is raised by 1.

The following items are considered as clients:
1. All hosts from which users are connected to the firewall
2. All clients of the WinRoute’s proxy server (see chapter 5.5)

3. All local hosts communication of which is routed between Internet interfaces and
WinRoute’s local interfaces. The following items belong to this group:

¢ Each host which is connected to the Internet while no user is authenticated from
the host,

e All local servers mapped from the Internet,

¢ All VPN clients connected to the local network from the Internet.
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4.6 User counter

Licenses are not limited by:

e DNSrequests handled by DNS Forwarder (Warning: If clients use a DNS server located
outside the local network, such communication is considered as communication with
the Internet),

e DHCP traffic (using either the WinRoute’sDHCP server or another DHCP server in-
stalled on the WinRoute host),

e Local communication between the firewall (e.g. access to shared discs) and hosts
from which no user is connected to the firewall.

License release

Idleness time (i.e. time for which no packet with a corresponding IP address meeting all
conditions is detected) is monitored for each record in the table of clients. If the idleness
time of a client reaches 15 minutes, the corresponding record is removed from the table
and the number of licenses is decreased by 1. Released license can be used by another
host.
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Chapter 5
Settings for Interfaces and Network Services

5.1 Interface

WinRoute functions as a router for all WinRoute’s network interfaces installed within the
system. The interfaces are listed in the Configuration / Interface section of the WinRoute
Administration Console.

B8 | Interfaces McAfee

Proven Seamity™

Interfaces ICDnnectiDn Failover |

Interface 7 | IP address I IMask fdapter name Adapter info

R Inkermet 195,159.33.22 255.255.255.0  Local Area Conneckion 2 Realkek §139-series PCT NIC
== Lan 192,163,944, 164  255,255,255.0  Local Area Connection 3Com EtherLink PiCI

g Dial-In

4 Dial-up connection Disconnected

.E-"-lr WPM Server 172.17.1.1 255,255.255.0 0 client{s) connected

Figure 5.1 Network interfaces

Interface
The name used for interface identification within WinRoute. It should be unique
for easy reference, e.g. Internet for the interface connected to the Internet connec-
tion. We recommend you not to use duplicate interface names as they could cause
problems during traffic policy definitions or routing table modifications.
The name can be edited later (see below) with no affect on WinRoute’s functionality.
The icon to the left of the name represents the interface type (network adapter,
dial-up connection, satellite connection, VPN server, VPN tunnel).
Note: Unless the name is edited manually, this item displays the name of the
adapter as assigned by the operating system (see the Adapter name entry).

IP Address and Mask
IP address and the mask of this interface’s subnet.

Adapter name
The name of the adapter (e.g. “LAN connection 2”). The name is for reference only.
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5.1 Interface

Adapter info
Adapter identification string returned by the device driver.

ID
A unique identifier of the adapter in the operating system (see also chapter 22.2).

MAC
Hardware (MAC) address of a corresponding network adapter.

Use the buttons at the bottom of the interface list to remove or edit properties of the
chosen interface. If no interface is chosen or the selected interface does not support
a certain function, appropriate buttons will be inactive.

Add
Adds a new dial-up interface or a VPN channel (see below).
New adapters added must be installed and configured in the operating system.
Then, WinRoute detects it automatically.

Modify
Displays detailed information and enables editing of the interface’s parameters.

Remove
Removes the selected interface from WinRoute. This can be done under the follow-
ing conditions:

e the dial-up is hung-up

e the network adapter is not active or it is not physically present
WinRoute does not allow removing an active network or dial-up adapter.
Notes:

1. Records on adapters that do not exist any longer (those that have been re-
moved) do not affect WinRoute’s functionality — such adapters are considered
as inactive (as in case of a hung-up dial-up).

2. When an adapter is removed, the Nothing value is automatically used for corre-
sponding items of all traffic rules where the interface was used. These rules will
be disabled. This ensures that the traffic policy is not endangered (for details,
refer to chapter 6.3).

Dial or Hang Up
Function of these buttons depend on the interface selected:

e For dial-ups, the Dial and Hang-up buttons are available and they are used to
handle the line by hand.
Note: You can use WinRoute’s Web interface (see chapter 11) to dial or hang up
lines.

e For VPN tunnels, the Enable and Disable buttons are available that can be used
to enable/disable the VPN tunnel selected for details, see chapter 20.3).
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o If anetwork adapter, a Dial-in interface or a VPN server is selected, these buttons
are inactive.

Refresh

Use this button to refresh the list of interfaces.

Note: Up to 128 IP addresses can be used for each network interface.

Special interfaces

In addition to network adapters, the following two interfaces are provided in the Inter-
faces section:

Dial-

VPN

In

This interface represents the server of the RAS service (dial-up connection to the
network) on the WinRoute host. This interface can be used for definition of traffic
rules (see chapter 6) for RAS clients which are connecting to this server.

The Dial-In interface cannot be configured or removed.

Notes:

1. If both RAS server and WinRoute are used, the RAS server must be configured
to assign clients IP addresses of a subnet which is not used by any segment
of the local network. WinRoute performs standard IP routing which might not
function unless f this condition is met.

2. WinRoute DHCP server can be used for assigning IP addresses to RAS clients
(see chapter 5.4).

server

This interface represents a server which provides a connection for the proprietary
VPN client of Kerio Technologies. Double-click on this interface or click on Edit to
edit settings and parameters of the VPN server. The VPN server interface cannot be
removed.

For detailed information on the proprietary VPN solution integrated in WinRoute,
refer to chapter 20.

Adding Interfaces

Click on the Add button to add a new interface, either a dial-up or a VPN tunnel
(i.e. server-to-server VPN connection).

YPM Tunnel. ..

Figure 5.2 Interface type selection
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5.1 Interface

The following text describes only new dial-up connections. Description on how to add
a VPN tunnel is provided in chapter 20.3.

#: Interface properties ﬂ E

Interface identification IDiaIing zettings |

—Interface Description
e IP &ddress: 0.0.0.0

Dial-Up

—%indowsz Dial-up Connection

Bind thiz interface to Dial-up Connection

Diak-up connection LI

—Settings

|nterface name: |Dialup line 1

ok LCancel

Figure 5.3 Dial-ups — basic parameters

Bind this interface...
Select the Windows RAS connection that you use to connect to your ISP.

Notes:

1. WinRoute searches for connections only in the system “phonebook”. When cre-
ating a new connection for WinRoute it is necessary to set that dial-up con-
nections are available to all users, otherwise the operating system saves a cor-
responding dial-up connection in the profile of the user who created it and
WinRoute will not be able to find the connection).

2. We recommend you to test any dial-up connection you create before WinRoute
is installed.
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Interface name
Unique name that will identify the line within WinRoute.

In the Dialing Settings tab you can specify the details of when and how the line will be
dialed. Manual dialing is set as default.

¥ Interface properties ﬂ E

|nterface identification | Dialing settings |

— Settings

Ras Entmy: IDiaI-up conhection
" Usze login data from the BAS entry

f+ Uze the following login data

|zernarne: Iu:u:umpan_l,l

Password I
— Connection — Optiong
" Manual [+ Hangupifide [15 = rinutes
' On demand v Bedial when busy Iﬂ tirnes
" Persistent v Beconnect if ine iz dropped
g Custom Advanced... |

ok LCancel |

Figure 5.4 Dial-up — dialing parameters

RAS Entry
The Windows Dial-up Connection entry that has been selected in the Interface iden-
tification tab. The name RAS item is displayed for informational purposes.

Use login data from the RAS entry
Enable this option to use login data saved in a corresponding RAS Entry configura-
tion for authentication at the remote server.

Use the following login data
Use the Username and Password entries to enter login data which will be used for
authentication at the remote server. This option can be useful for example when
for any reason it is not desirable to save the login data in the operating system,
when the data is supposed to be edited remotely (via the Administration Console)
or in case of problem solving.
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5.1 Interface

Connection
Connection type that can be used for dialing:

Manual — the line can only be dialed manually, either from the Kerio Adminis-
tration Console or from WinRoute’s Web interface (see chapter 11).

On Demand — the line will be dialed whenever a host on the LAN tries to access
the Internet (incoming packet). To see details about the WinRoute and system
on-demand dial configuration refer to chapter 16.2.

Persistent — the line will be dialed immediately after the WinRoute Firewall En-
gine service is started and it will be kept active (and will be reconnected if the
line is dropped for some reason).

Custom — here you can set with great detail and complexity when the line should
be dialed persistently or on demand or not dialed at all.

¥ Custom Settings EEd

—k.eep the line dizconnected

 never

* at | Night | Edit |

—k.eep the line connected

 never

@+ at |woarking Hours | Edi |

—[On demand dial enabled

 alwayps

 never

v at IDa_l,l

Figure 5.5 Dial-up — demand dial
In sections of the dialog window you can select time ranges for each dialing type.
Click on the Edit button to open a dialog where time ranges can be created or
edited. For more information about time ranges refer to chapter 12.2.
This is how the user defined dialing works:

e The Keep the line disconnected option is processed prior to all other options.
The line is kept disconnected during this period (or it is hung-up automati-
cally).

e The time range for the Keep the line connected option is processed as seconds.
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During this period the line will be kept connected.

e The On demand dial enabled option is processed with the lowest priority. If
the always option is selected, on-demand dial will be allowed anytime when
it is not conflicting with the time range of the never option.

Options
Advanced parameters for the Manual, On Demand and Custom dial types. In case
of persistent connection these options are irrelevant (WinRoute keeps the line con-
nected).

Hangup if idle
If the line is idle for the period defined, it will be hung up automatically. With each
incoming or outgoing packet, the timer of inactivity is set to zero.
There is no such thing as optimum length of the timeout period. If it is too short,
the line is dialed too frequently, if too long, the line is kept connected too long.
Both increase the Internet connection costs.

Redial when busy
If line is busy when dialed, WinRoute will redial unless either connected successfully
or the maximal user defined number of attempts is completed. If the connection
attempt fails, the demand on dial will be ignored. In accordance with to this fact,
connection attempts will not be repeated later automatically.

Reconnect if line is dropped
If line drop-out is detected, WinRoute will try to reconnect automatically.

Advanced
WinRoute allows launching an application or a command in the following situations:
Before dial, After dial, Before hang-up or/and After hang-up.

¥ Advanced dialing settings | x|

—External command

v Before dial I"u::'l,su:ripts'l,l:ueﬁ:ure dial.bat"

v After dial Iu::'l,su:ripts'l,afterdial.l:uat

[~ Before hang-up |

v After hang-up I"u::'l,su:ripts'l,after hang-up.bat" 10

(] 4 Zancel

Figure 5.6 Dial-up — external commands
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Path to the executable file must be complete. If the path includes spaces it must be
closed into quotes, otherwise the part after a space will be considered as a param-
eter(s) of a batch file. If the path to the file is quoted, the text which follows the
closing quote mark is also considered as batch file parameter(s).

Warning: If WinRoute is running as a service in the operating system, the application
will be executed in the background.

Note: In case of the Before dial and Before hang-up options, the system does not
wait for its completion after startup of the program.

Edit Interface parameters

Click Edit to modify parameters of a selected interface. The Interface properties dialog,
identical with the dialog for adding of a new RAS dial-up, is opened in case of RAS
dial-ups. Only the Interface name entry can be edited in case of network adapters.

For VPN server and VPN tunnels, a dialog for setting of the VPN server (see chapter 20.1)
or a VPN tunnel (refer to chapter 20.3) will be opened.

5.2 Connection Failover

WinRoute allows for definition of connection failover (secondary connection). This al-
ternate connection is enabled automatically whenever a dropout of the primary Internet
connection is detected. Functionality of the primary connection is tested by sending of
ICMP Echo Requests (PING) to selected computers. When WinRoute finds out that the pri-
mary connection is recovered again, the alternate connection is disabled and the primary
one is established automatically.

Any network interface or dial connection defined in WinRoute can be used as an alternate
connection (see chapter 5.1). Traffic rules permitting or denying relevant communication
through the alternate connection must be defined. In other words, it is necessary to
add an interface for alternate connection to each rule where an interface for primary
connection is included in the Source or/and Destination column.

For detailed information about traffic rules, refer to chapter 6.3.

Example: Primary connection used for traffic going out to the Internet is performed by
a network adapter (labeled as Internet in WinRoute). A Dial-up Connection interface will
be used for the alternate connection. We want to deny the Telnet service in direction
from the local network to the Internet.
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This situation is shown by traffic rules at figure 5.7. Two destination items are specified
for each rule: network connected to the Internet interface (primary connection) and
network connected to the Dial-up Connection interface (alternate connection).

e NAT — translation of source IP addresses will be performed for connections from
the local network to the Internet (shared Internet connection).

e Firewall traffic — the WinRoute host will be allowed to connect to the Internet (NAT
is not necessary since this host has its proper IP address).

I arme: Source Destination Service | Action| Tranzlation
| o 7™ Dialup connection iy efault outgoing interface

B et =LA 7™ Dial tion |4 A MAT [Default out terface]
:", Internet

B Firewall trafic = ﬂ} Firewall :", Dial-up connection <5 Any 1/
7 |ntemet

Figure 5.7 Traffic policy for primary and alternative Internet connections
Notes:

1. Traffic rules must be defined by the moment when Connection Failover Setup (see
below) is enabled, otherwise the connection will not function properly.

2. Use the Default outgoing interface option in the NAT rule to ensure that the source
IP address in packets going from the local network to the Internet is always resolved
to the appropriate IP address (i.e. to the IP address of either the primary or alternate
interface — accordingly to which one is used at that moment).

To specify an IP address for NAT, two independent rules must be defined — one for
the primary and the other for an alternate connection.

Connection Failover Setup

Use the Connection failover tab in Configuration / Interfaces to define a secondary con-

nection.

Enable automatic connection failover
Use this option to enable/disable connection failover.

Current connection
This item informs users on which connection is currently active:

Primary connection — in a green field

Alternate (secondary) connection — in a purple field
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5.2 Connection Failover

B2 | Interfaces McAfee

Proven Secusrity™

Interfaces | Connection Failover |

¥ Enable aukomatic connection Faillover

Current conneckion: Primaty

To determine whether the connection is available, an ICMP ping is sent periodically to probe hosts,

Probe hosts: I195.159.33.1;195.159.33.10;222.2.12.11

IUse semicolons § ; ) to separate individual entries,

Primary connection:

Interface: IFInternet LI Auto detect |
Default gakeway: I 195,159,33.1

Alternate connection:

If the primary Internet connection is detected as unavailable, use the Following one,

Interface: I 4. Dial-up connection LI
Default gakeway: IIII.IZI.III.III

Figure 5.8 Configuration of primary and alternate Internet connection

Note: Current connections can be switched any time. To view the current status
click on the Refresh button (at the bottom of the Connection failover tab).

Probe hosts
Use this entry to specify IP address(es) of at least one computer (or a router, etc.).
WinRoute will test availability of specified IP address(es) in regular intervals. If at
least one of the tested devices is available, the primary connection is considered as
functioning.
Notes:

1. Connection failover is enabled only if at least one probe host is specified
(WinRoute is not able to detect fails of the primary connection unless at least
one probe host is defined).

2. Probe hosts must be represented by computers or network devices which are
permanently running (servers, routers, etc.). Workstations which are running
only a few hours per day are irrelevant as probe hosts.

3. Probe hosts must not block ICMP Echo Requests (PING) since such requests are
used to test availability of these hosts — otherwise the hosts will be always
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considered as unavailable.

Primary connection

Parameters of the primary Internet connection. The connection can be defined as
follows:

¢ network interface with a default gateway

e dial-up connection

Only interfaces and dial-up connections defined through the Interfaces tab are avail-
able in the Interface entry (see chapter 5.1).

Default settings (default gateway and a corresponding interface) are detected in
the operating system after WinRoute installation, or when the Enable automatic
connection failover option is enabled the first time. This can be also be achieved by
clicking on the Detect button.

If no default gateway is defined in the operating system (i.e. when the primary con-
nection is performed by a dial-up which is currently hung-up), a primary connection
cannot be detected automatically — the primary connection must be set by hand.

Alternate connection

Use this section to set parameters for an alternate Internet connection which will
be established in case that a primary connection dropout is detected. The alternate
connection can be defined as a network interface with a default gateway or as a dial-
up connection (like for the primary connection).

Note: The same adapter as for the primary connection can be used, however, the
default gateway must be different. This way we can be sure that a different router
in the same network (subnet) will be used when the primary connection is dropped
out.

Dial-up Use

The following issues must be taken into consideration if a dial-up is used for the primary
and/or the alternate connection:

1.

Connection failover is relevant only if performed by a permanent connection (using
a network adapter or a permanently connected dial-up). If an on-demand dial-up
(or a dial-up connection dialed by hand) was used for the primary connection, the
alternate connection would be established automatically after each hang-up of the
primary connection.

If a dial-up is used for alternate connection, it is not important whether this line is
dialed on demand — WinRoute will dial and hang up the line whenever needed.

However, problems can be caused by the Hang-up if idle option — whenever the
alternate line is disconnected automatically, WinRoute will not dial it again (unless
the primary connection is recovered and then fails again).
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For these reasons we recommend you to set dial-up parameters as follows:
e for the primary connection — persistent connection

o for the alternate connection — manual dialing

5.3 DNS Forwarder

In WinRoute, the DNS Forwarder plug-in can be used to enable easier configuration for
DNS hosts within local networks or to speed up responses to repeated DNS queries. At
local hosts, DNS can be defined by taking the following actions:

e use IP address of the primary or the back-up DNS server. This solution has the risk
of slow DNS responses.

e use the DNS server within the local network (if available). The DNS server must be
allowed to access the Internet in order to be able to respond even to queries sent
from outside of the local domain.

e use DNS Forwarder in WinRoute. DNS Forwarder can be also used as a basic DNS
server for the local domain (see below) or as a forwarder for the existing server.

In WinRoute default settings the DNS Forwarder is switched on and set up so that all
DNS queries are forwarded by one of the DNS servers defined in the operating system
(usually it is a DNS server provided by your ISP). The configuration can be fine-tuned in
Configurations / DNS Forwarder.

Enable DNS forwarding
This option switches between the on/off modes of the DNS Forwarder (the service is
running on the port 53 and UDP protocol is used by this service). If DNS Forwarder
is not used for your network configuration, it can be switched off. If you want to
run another DNS server on the same host, DNS Forwardermust be switched off, or
there will be a collision on the port.
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~*.| DNS Forwarder McAfee

Proven Security™

[+ Enable DMS forwarding
—DMS forwarding

" Forward DMNS queries ta the server automatically selected from DNS servers known to the operating system

% Forward DMNS queries ta the specified DNS serverz]

DMS Server(z): |1 15.95.27.1:115.95.2210 Ilze zemicolons [ ; ] to separate individual entries

[+ Enable cache for faster response to repeated queries Clear cache |
[v Usze custom forwarding Define... |

—Simple DMS resolution

Before fonsarding a queny, try tao find name in;

v ‘hosts' file Edit file... |

[+ DHCF lzase table

YWwhen rezolving name from 'hosts' file or leaze table combine it with DS domain below:

Icnmpan_l,l.cnm

Figure 5.9 DNS forwarder settings

DNS forwarding
DNS Forwarder must know at least one DNS server to forward queries to. This
option defines how DNS Forwarder will identify the IP address of the server:

e Forward DNS queries to the server automatically... — functional Internet connec-
tion is required. At least one DNS server must be defined within TCP/IP config-
uration (in Windows, DNS servers are defined at a particular adapter, however,
these settings will be used within the entire operating system).

DNS Forwarder can read these settings and use the same DNS servers. This
provides the following benefit — the hosts within the local network and the
WinRoute host will use the same DNS server.

e Forward DNS queries to the specified DNS server(s) — DNS queries will be for-
warded to the specified DNS server/servers (if more than one server specified,
they are considered primary, secondary, etc.). This option should be used when
there is the need to monitor where DNS queries are forwarded to or to create a
more complex configuration.
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Enable cache for faster response of repeated queries
If this option is on, all responses will be stored in local DNS Forwarder cache.
Responses to repeated queries will be much faster (the same query sent by various
clients is also considered as a repeated query).
Physically, the DNS cache is kept in RAM. However, all DNS records are also saved in
the DnsCache. cfg file (see chapter 22.2). This means that records in DNS cache are
kept even after WinRoute Firewall Engine is stopped or WinRoute is disconnected.
Notes:

1. Time period for keeping DNS logs in the cache is specified individually in each
log (usually 24 hours).
2. Use of DNS also speeds up activity of the built-in proxy server (see chapter 5.5).

Clear cache
Click this button to remove all records in the DNS Forwarder’s cache (regardless of
their lifetime). This feature can be helpful e.g. for configuration changes, dial-up
testing, error detection, etc.

Use custom forwarding
Use this option to define custom settings for forwarding certain DNS queries to
other DNS servers. This can be helpful for example when we intend to use a local
DNS server for the local domain (the other DNS queries will be forwarded to the
Internet directly — this will speed up the response).
Use the Define button to open the dialog for definition of custom rules.

¥ Custom DNS forwarding EEd

Domain/Mebwmork. | OMS Serverz)] |
192.168.1.0/255.255.255.0 192.168.11
COMPAEnY. com 192.168.1.1

Add.. Edit.. Bemove |

Cancel |

Figure 5.10 Specific settings of DNS forwarding
DNS server can be specified for:

e a domain — queries requiring names of computers included in the particular
domain will be forwarded to this DNS server (so called A queries)

e a subnet — queries requiring IP addresses of the particular domain will be for-
warded to the DNS server (reverse domain — PTR queries)

61



Chapter 5 Settings for Interfaces and Network Services

Click on the Add or the Edit button to open a dialog where custom DNS forwarding
rules can be defined.

¥ Edit custom Forwarding EEd
% Mame DMS querny

If the query containg domain;

Iu:u:umpan_l,l.u:u:um

Wildoard characters [*,7] are allowed
= Reverse DNS query

[FIF addrezz in the queny matches network./mazk

| 4

Then fonward queny to DMS Server(z):
19216811

|ze zemicolon [ ; ] to separate entries

(] Cancel

Figure 5.11 DNS forwarding — a new rule

Use the Name DNS query alternative to specify rule for DNS queries on names
of computers included in the particular domain (or multiple domains). Use the
If the query contains domain entry to specify name of the particular domain.
Specification of a domain name may contain * (asterisk — substitutes any num-
ber of characters) and/or ? (question mark — substitutes a single character).
The rule will be applied to all domains matching with the string.

Example: Domain name will be represented by the string ?erio.c*. The rule
will be applied for example to domains kerio.com, cerio.cz, aerio.c, etc.
Use the Reverse DNS query alternative to specify rule for DNS queries on IP
addresses in a particular subnet. Subnet is specified by a network address and
a corresponding mask (i.e. 192.168.1.0 / 255.255.255.0).

Use the Then forward query to DNS Server(s) field to specify IP address(es) of
one or more DNS server(s) to which queries will be forwarded.

If multiple DNS servers are specified, they are considered as primary, secondary,
etc.

If no server is specified, DNS queries will not be forwarded to any server —
WinRoute will search only in the hosts local file or in DHCP tables (see below).
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Simple DNS Resolution
DNS Forwarder can be used as a simple DNS server for one of your local domains
as well. This can be performed due to the following functions:

e ’host’ file — this file can be found in any operating system supporting TCP/IP.
Each row of this file includes host IP addresses and a list of appropriate DNS
names. When any DNS query is received, this file will be checked first to find
out whether the desired name or IP address is included. If not, the query is
forwarded to a DNS server.

If this function is on, DNS Forwarder follows the same rule. Use the Edit button
to open a special editor where the HOSTS file can be edited via Kerio Administra-
tion Console even if this console is connected to WinRoute remotely.

#: "hosts’ file EHE
Find | Iserver ok | LCancel |

# be alaced it the fir;t column followed by the coresponding host name. ;I

# The IP addrezs and the host name should be separated by at least one

# zpace.

#

# Additionally, commentz [zuch az theze] may be inserted on individual
# linez or following the machine name denoted by a '8’ zymbal,

#

# For example:

#

1025494597  rhino.acme. com # zource server

# 38286310 wacme.com # » client hogt

127.0.01 lozalhosgt

192163.1.1  server mail # firewall + mail server
192163.1.710 vy # Intranet wWhaief server

Figure 5.12 Editor of the Hosts system file

e DHCP lease table— if the hosts within local network are configured by the DHCP
server in WinRoute (see chapter 5.4), the DHCP server knows what IP address
was defined for each host. After starting the system, the host sends a request
for IP address definition including the name of the host.
DNS Forwarder can access DHCP lease tables and find out which IP address has
been assigned to the host name. If asked to inform about the local name of the
host, DNS Forwarder will always respond with the current IP address.

Combine the name ... with DNS domain
Insert the name of the local DNS domain in this text field.
If a host sends a query to obtain an IP address, it uses the name only (it has not
found out the domain yet). DNS Forwarder needs to know the name of the local
domain to answer queries on fully qualified local DNS names (names including the
domain).
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The problem can be better understood through the following example:

The local domain’s name is company.com. The host called john is configured so as
to obtain an IP address from the DHCP server. After the operating system is started
the host sends to the DHCP server a query with the information about its name
(john). The DHCP server assigns the host IP address 192.168.1.56. The DHCP
server then keeps the information that the IP address is assigned to the honza
host.

Another host that wants to start communication with the host will send a query on
the john.company.com name (the john host in the company.com domain). If the
local domain name would not have been known by DNS Forwarder, the forwarder
would pass the query to another DNS server as it would not recognize that it is
a name from the local domain. However, as DNS Forwarder knows the local do-
main name, the company.com name will be separated and the john host with the
appropriate IP address will be easily looked up in the DHCP table.

Note: If the local domain is specified in DNS Forwarder, local names with or without
the domain can be recorded in the HOSTS system file.

5.4 DHCP server

The DHCP protocol (Dynamic Host Configuration Protocol) is used for easy TCP/IP config-
uration of hosts within the network. Upon an operation system start-up, the client host
sends a configuration request that is detected by the DHCP server. The DHCP server
selects appropriate configuration parameters (IP address with appropriate subnet mask
and other optional parameters, such as IP address of the default gateway, addresses of
DNS servers, domain name, etc.) for the client stations. All client parameters can be
set at the server only — at individual hosts, enable the option that TCP/IP parameters
are configured automatically from the DHCP server. For most operating systems (e.g.
Windows, Linux, etc.), this option is set by default — it is not necessary to perform any
additional settings at client hosts.

The DHCP server assigns clients IP addresses within a predefined scope for a certain
period (lease time). If an IP address is to be kept, the client must request an extension on
the period of time before the lease expires. If the client has not required an extension on
the lease time, the IP address is considered free and can be assigned to another client.
This is performed automatically and transparently.

So called reservations can be also defined on the DHCP server — certain clients will have
their own IP addresses reserved. Addresses can be reserved for a hardware address
(MAC) or a host name. These clients will have fixed IP address. These addresses are
configured automatically.

Using DHCP brings two main benefits. First, the administration is much easier than
with the other protocols as all settings may be done at the server (it is not necessary to
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configure individual workstations). Second, many network conflicts are eliminated (i.e.
one IP address cannot be assigned to more than one workstation, etc.).

DHCP Server Configuration

To configure the DHCP server in WinRoute go to Configuration / DHCP Server. Here you
can define IP scopes, reservations or optional parameters, and view information about
occupied IP addresses or statistics of the DHCP server.

The DHCP server can be enabled/disabled using the DHCP Server enabled option (at the
top). Configuration can be modified even when the DHCP server is disabled.

Definition of Scopes and Reservations

To define scopes including optional parameters and to reserve IP addresses for selected
clients go to the Scopes dialog. The tab includes two parts — in one address scopes and
in the other reservations are defined:

:—@ DHCP Server McAfee

Proven Seamity™ |

[v DHCF Server enabled

Scopes Il:eases |.ﬁ.dvancedgptiuns |

Scopes Mumber of P addreszes in scope:; ]

[tem | Description | Used: 0 [100%]

- () Default Options Free: 0 [0%]

-

= l F192168.1.0 Sales depa.rtment Options

L MB1921681.900 Metwork printer

. M #192168.20 Dievelopment Type [ Code | OptionName | Value |
= nn3 Default gateway 13216821
= 00e DMS server 19216811
= ma Domain name COMMPEHY. COom

Figure 5.13 DHCP server — IP scopes

In the Item column, you can find subnets where scopes of IP addresses are defined. The
IP subnet can be either ticked to activate the scope or unticked to make the scope inactive
(scopes can be temporarily switched off without deleting and adding again). Each subnet
includes also a list of reservations of IP addresses that are defined in it.

In the Default options item (the first item in the table) you can set default parameters for
DHCP server.
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#: Default Options 7 x|

— Default definition

Lease Time: |4 i’ day(s] IEI i’ :IEI i’

— Optiong
v Domain name server: |12'I.'IEIEI.2I3.5

v WiNS name server; I'IEIE.'IEB.'I.'II:I

v Damain name: Iu:u:umpan_l,l.mm
Advanced... |
Ok, LCancel |

Figure 5.14 DHCP server — default DHCP parameters

Lease time
Time for which an IP address is assigned to clients. This IP address will be auto-
matically considered free by expiration of this time (it can be assigned to another
client) unless the client requests lease time extension or the address release.

DNS server
Any DNS server (or multiple DNS servers separated by semicolons) can be defined.
We recommend you to use DNS Forwarder in WinRoute as the primary server (first
in the list) — IP address of the WinRoute host. DNS Forwarder can cooperate with
DHCP server (see chapter 5.3) so that it will always use correct IP addresses to
response to requests on local host names.

WINS server
IP address of the WINS server.

Domain
Local Internet domain. Do not specify this parameter if there is no local domain.

Advanced
Click on this button to open a dialog with a complete list of advanced parameters
supported by DHCP (including the four mentioned above). Any parameter sup-
ported by DHCP can be added and its value can be set within this dialog.
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Default parameters are automatically matched with address scopes unless configuration
of a particular scope is defined (the Address Scope/Options dialog). The same rule is
applied on scopes and reservations (parameters defined for a certain address scope are
used for the other reservations unless parameters are defined for a specific reservation).
Weight of individual parameters corresponds with their position in the tree hierarchy.

Select the Add / Scope option to view the dialog for address scope definition.

Note: Only one scope can be defined for each subnet.

¥ Address Scope 7 x|

Drezcription: IL::u:aI zegment 4

—Scope definition

First address: |192.1EB.4.1DD Last address: I'IEE.'IEB.#.EEIEI
Metwark maszk: |255.255.255.EI Exclugions. .. |

v Lease time: |4 2 dayls) |12 = :|EI =

—Dptiohz
[v Default gatewsay: I‘I 92.165.4.1

v Ciomain name server: |'IE|2.'IEB.4.'IEI

[~ WINS name server: |

[v Domain narme: Itest.u:u:um

Advanced... |

ok LCancel |

Figure 5.15 DHCP server — IP scopes definition

Description
Comment on the new address scope (just as information for WinRoute administra-

tor).

First address, Last address
First and last address of the new scope.
Note: If possible, we recommend you to define the scope larger than it would be
defined for the real number of users within the subnet.

Subnet mask
Mask of the appropriate subnet. It is assigned to clients together with the IP ad-
dress.
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Note: The Kerio Administration Console application monitors whether first and last
address belong to the subnet defined by the mask. If this requirement is not met,
an error will be reported after the confirmation with the OK button.

Lease time
Time for which an IP address is assigned to clients. This IP address will be auto-

matically considered free by expiration of this time (it can be assigned to another
client) unless the client requests lease time extension or the address release.

Exclusions
WinRoute enables the administrator to define only one scope in within each subnet.

To create more individual scopes, follow these instructions:

e create address scope covering all desired scopes

e define so called exclusions that will not be assigned

Example: In 192.168.1.0 subnet you intend to create two scopes: from
192.168.1.10t0192.168.1.49 and from 192.168.1.61 to 192.168.1.100. Ad-
dresses from 192.168.1.50 to 192.168.1.60 will be left free and can be used for
other purposes.

Create the scope from 192.168.1.10t0 192.168.1.100 and click on the Exclusions
button to define the scope from 192.168.1.50 to 192.168.1.60. These addresses
will not be assigned by the DHCP server.

¥ Exclusions 7 x|

From |T|:| IDescriptiDnl CAdd.
192168.1.50  192168.1.60 Servers

Edit...

Femove |

ok | LCancel |

Figure 5.16 DHCP server — IP scopes exceptions

Parameters
In the Address Scope dialog, basic DHCP parameters of the addresses assigned to

clients can be defined:

e Default Gateway — TP address of the router that will be used as the default
gateway for the subnet from which IP addresses are assigned. IP address of
the interface the network is connected to. Default gateway of another network
would be useless (not available to clients).

e DNS server — any DNS server (or more DNS servers separated with semicolons).
We recommend you to use DNS Forwarder in WinRoute as the primary server
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(first in the list) — IP address of the WinRoute host. DNS Forwarder can co-
operate with DHCP server (see chapter 5.3) so that it will always use correct IP
addresses to response to requests on local host names.

o WINS server

e Domain — local Internet domain. Do not specify this parameter if there is no
local domain.
Warning: This parameter is not used for specification of the name of Windows
NT domain!

Advanced
Click on this button to open a dialog with a complete list of advanced parameters
supported by DHCP (including the four mentioned above). Any parameter sup-
ported by DHCP can be added and its value can be set within this dialog. This
dialog is also a part of the Address Scopes tab.

Type |Eu:u:|e |I:I|:|ti|:|n I ame I"v"alue | Add...
EI o3 Default gatesway 192.168.1.1

B 006 DMSserver  192.1681.1;192168.1.10 Edi.. |

- .
o= ME&  Domainname  company. com
Reraoye

Walue: 8
003: Default gateway

004: Tirme server

005: Mame zerver

006: DMS server

007: Log server

002: Cookie server

003: LPR zerver

MO: Impress server

111: Resource location server
112: Host name

113: Boot file size
e N Ment dump file

115: Domain name

ME: Swap server -

Figure 5.17 DHCP server — DHCP settings

=
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To view configured DHCP parameters and their values within appropriate IP scopes see
the right column in the Address Scope tab.

Note: Simple DHCP server statistics are displayed at the right top of the Address Scope
tab. Each scope is described with the following items:

o total number of addresses within this scope
e number and percentage proportion of leases

e number and percentage proportion of free addresses

MHumber of [P'z in scope: a0
|Jzed: g6 [9E%)
Free: 4 [4%]

Figure 5.18 DHCP server — statistics (leased and free IP addresses within the scope)

Lease Reservations

DHCP server enables the administrator to book an IP address for any host. To make the
reservation click on the Add / Reservations button in the Scopes folder.

¥ Lease Reservation EE

Drezcription: |W‘W‘W ZEMVEr

— Leaze definition

Reservation for: | hardware address ;I

Walle: I ab:00:c3ef:51:3a

Feserved address; |1E|2.1 £3.1.50

Advanced... |

ok LCancel |

Figure 5.19 DHCP server — reserving an IP address
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Any IP address included in a defined subnet can be reserved. This address can but does
not have to belong to the scope of addresses dynamically leased, and it can also belong
to any scope used for exceptions.

IP addresses can be reserved for:
e hardware (MAC) address of the host — it is defined by hexadecimal numbers sepa-
rated by colons, i.e.
00:bc:a5:f2:1e:50
or by dashes— for example:
00-bc-a5-f2-1e-50

The MAC address of a network adapter can be detected with operating system tools
(i.e. with the ipconfig command) or with a special application provided by the net-
work adapter manufacturer.

e host name — DHCP requests of most DHCP clients include host names (i.e. all
Windows operating systems), or the client can be set to send a host name (i.e. Linux
operating system).

Click Advanced to set DHCP parameters which will accompany the address when leased.
If the IP address is already included to a scope, DHCP parameters belonging to the scope
are used automatically. In the Lease Reservation dialog window, additional parameters
can be specified or/and new values can be entered for parameters yet existing.

Note: Another way to reserve an IP address is to go to the Leases tab, find the IP address
leased dynamically to the host and reserve it (for details, see below).

Leases

IP scopes can be viewed in the Leases tab. These scopes are displayed in the form of
trees. All current leases within the appropriate subnet are displayed in these trees.

Note: Icon color represents address status (see below). Icons marked with R represent
reserved addresses.

Columns in this section contain the following information:
e Leased Address — leased IP address
e Lease Expiration — date and time specifying expiration of the appropriate lease

e MAC Address — hardware address of the host that the IP address is assigned to
(including name of the network adapter manufacturer).
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™| DHCP Server McAfee

Proven Security”

¥ DHCF Server enabled

Scopes | Leazes I.ﬂdvancedgptions |

Leased Address I Lease Expiration MALC &ddress | Hostname: | Statusl ﬂ
- 192.168.1.0 [devel LAN)
----2192.188.1.49 5.6 20039:31:22  00:60:1d:21:dd:85 [LUCEMT TECHNOLOGIES) skxpnb Expirec
----2,192.188.1.140 4.6 20031949:00  00:50:fc:24:02:22 [EDIM& TECHMOLOGY CO., LTD.] ‘Win985ECZ Expirec
2,1 92168.1.144 0.5, 2003 15:38:50 00:60:1d:27:dd:71 [LUCEMT TECHNOLOGIES) support-nb Expirec
2'1 921681145 305 20083 16:0222 00:022d1b:8e 1 [éugere Systems) support-nb Expirec
----2,192.188.1.155 3.6 200311:11:26 00:50:6c: 20:59:95 [EDIM& TECHMOLOGY CO., LTD.)  golem Expirec
21 92168.1.168 26 2003181826 00:039389:89:.48 [&pple Computer, Inc.) Macintozh Expirac
:?;1 92.168.1.204 254 20053 12:51:59  00:08:74:b0:ck92 [Dell Computer Carp.] tam-dell Expirec
21 92168.1.22 5.6 2003 10:29:57  00:d0:59:34:85:ef [AMEBIT MICROSYSTEMS CORP.) tom=p Leaszec
21 92.168.1.25 b6 2003100251 00:078%92:91:a8 [Cizca Systems Inc.) tomxp Leasec
2'1 92.1681.143 5.6 2003105414 00:0af4:d5:45:bb [Cizco Systems) SIPODOAFADS45EE  Leasec
2,1 92168.1.146 5.6 200371003503 00:02fd 20520 [Cizco Systems, [ni.) Cisco-gs? Leagzec
2'1 921681183 5.6 2003 10:55:08  00:03%e3d2a26:27 [Cizcao Systems, Inc.] SIPODO3ES242627  Leasec LI
Reserve. . Release ﬂl

Figure 5.20 DHCP server — list of leased and reserved IP addresses

e Hostname — name of the host that the IP address is assigned to (only if the DHCP
client at this host sends it to the DHCP server)

e Status — status of the appropriate IP address; Leased (leased addresses), Expired
(addresses with expired lease — the client has not asked for the lease to be extended
yet), Declined (the lease was declined by the client) or Released (the address has been
released by the client).

Notes:

1. Data about expired and released addresses are kept by the DHCP server and can
be used later if the same client demands a lease. If free IP addresses are lacked,
these addresses can be leased to other clients.

2. Declined addresses are handled according to the settings in the Options tab (see
below).

The following columns are hidden by default:

e Last Request Time — date and time when the recent request for a lease or lease
extension was sent by a client

e Lease Remaining Time — time remaining until the appropriate Lease Expiration
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Use the Release button to release a selected IP address immediately (independently of
its status). Released addresses are considered free and can be assigned to other clients
immediately.

Click on the Reserve button to reserve a selected (dynamically assigned) IP address based
on the MAC address or name of the host that the address is currently assigned to. The
Scopes tab with a dialog where the appropriate address can be leased will be opened
automatically. All entries except for the Description item will be already defined with
appropriate data. Define the Description entry and click on the OK button to assign a
persistent lease for the IP address of the host to which it has been assigned dynamically.

Note: The MAC address of the host for which the IP is leased will be inserted to the
lease reservation dialog automatically. To reserve an IP address for a hostname, change
settings of the Reservation For and Value items.

DHCP server — advanced options

Other DHCP server parameters can be set in the Options tab.

'—@ DHCP Server

——

[v DHCF Server enabled

Scopes | Leazes | Advanced Options

—BOOTP
¥ Enable DHCP zervice for BOOTP clients

—Windows RAS
¥ Enable DHCP service for Windows BAS clients

v Usze specific lease time for BAS clients
IEI i’ days |4 i’ : IEI i’

—Decline Options

" Offer declined IP addresses immediately

f+ Offer declined IP addresses after timeout

I'I i’ days IEI i’ : IEI i’

Figure 5.21 DHCP server — advanced options

73



Chapter 5 Settings for Interfaces and Network Services

BOOTP
If this option is enabled, the DHCP server will assign IP addresses (including op-
tional parameters) also to clients of BOOTP protocol (protocol used formerly to
DHCP— it assigns configurations statically only, according to MAC addresses).

Windows RAS

Through this option you can enable DHCP service for RAS clients (Remote Access
Service). You can also specify time when the service will be available to RAS clients
(an IP address will be assigned) if the default value is not convenient.

Warning: The RAS service in Windows leases a new IP address for each connection
(even if requested by the same client). WinRoute includes RAS clients in total num-
ber of clients when checking whether number of licensed users has been exceeded
(see chapter 4.6). This implies that repeated connection of RAS clients may cause
exceeding of the number of licensed users (if the IP scope for the RAS service is too
large or/and an address is leased to RAS clients for too long time). Remote clients
will be then allowed to connect and communicate with hosts in the local network,
while they will not be allowed to connect to the Internet via WinRoute.

Declined options
These options define how declined IP addresses (DHCPDECLINE report) will be han-
dled. These addresses can be either considered released and assigned to other
users if needed (the Offer immediately option) or blocked during a certain time for
former clients to be able to use them (the Declined addresses can be offered after
timeout option).

5.5 Proxy server

Even though the NAT technology used in WinRoute enables direct access to the Internet
from all local hosts, it contains a standard HTTP proxy server. Under certain conditions
the direct access cannot be used or it is inconvenient . The following list describes the
most common situations:

1. To connect from the WinRoute host it is necessary to use the proxy server of your
ISP.

Proxy server included in WinRoute can forward all queries to so called parent proxy
server).

2. Internet connection is performed via a dial-up and access to certain Web pages is
blocked (refer to chapter 9.1). If a direct connection is used, the line will be dialed
before the HTTP query could be detected (line is dialed upon a DNS query or upon
a client’s request demanding connection to a Web server). If a user connects to

74



5.5 Proxy server

a forbidden Web page, WinRoute dials the line and blocks access to the page — the
line is dialed but the page is not opened.

Proxy server can receive and process clients’ queries locally. The line will not be
dialed if access to the requested page is forbidden.

3. WinRoute is deployed within a network with many hosts where proxy server has been
used. It would be too complex and time-consuming to re-configure all the hosts.

The Internet connection functionality is kept if proxy server is used — it is not
necessary to edit configuration of individual hosts (or only some hosts should be
re-configured).

Proxy server in WinRoute can be used for HTTP, HTTPS and FTP protocols (FTP is sup-
ported since version 6.0.2). Proxy server does not support the SOCKS protocol ( a special
protocol used for communication between the client and the proxy server).

Note: For detailed information on using FTP on the WinRoute’s proxy server, refer to
chapter 22.6.

Proxy Server Configuration

To configure proxy server parameters open the Proxy server tab in Configuration / Con-
tent Filtering / HTTP Policy.

Enable non-transparent proxy server
This option enables the HTTP proxy server in WinRoute on the port inserted in the
Port entry (3128 port is set by the default).
Warning : If you use a port number that is already used by another service or
application, WinRoute will accept this port, however, the proxy server will not be
able to run and the following report will be logged into the Error log (refer to
chapter 19.8):

failed to bind to port 3128: another application is using this
port

If you are not sure that the port you intend to use is free, click on the Apply button
and check the Error log (check whether the report has or has not been logged)
immediately.

Enable connection to any TCP port
This security option enables to allow or block so called tunneling of other applica-
tion protocols (than HTTP, HTTPS and FTP) via the proxy server.
If this option is disabled, the proxy server allows to establish connection only to
the standard HTTPS port 443) — it is supposed that secured web pages are being
opened. If the option is enabled, the proxy server can establish connection to any
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)| HTTP Policy McAfee

- Prowen Secrity™

URL Rules |C0ntentRu|es |Cache |F‘rl:lxy5er\.-'er URL Groups | Forbidden ‘Words |ISSOrangeWebFiIter |

—aeneral opkions

v Enable non-transparent proxy server

Park: |3128

—Advanced options

[~ &llow connection ko any TCP pork

¥ Forward ko parent proxy server

Server: |1?2.16.1.IDD L3128

v Parent proxy server requires aukhenticakion

Username: Iadmin

paSSWDrd' I************

Set aukomatic proxy configuration script o

(" Direct access
{+ ‘WinRoute proxy server

[+ &llow browsers ko use configuration scripk automatically via DHCP server in WinRouke

Figure 5.22 HTTP proxy server settings

port. It can be a non-standard HTTPS port or tunneling of another application
protocol.

Note: This option does not affect the non-secured traffic performed by HTTP and/or
FTP. In WinRoute, HTTP traffic is controlled by a protocol inspectors which allows
only valid HTTP and FTP queries.

Forward to parent proxy server
Tick this option for WinRoute to forward all queries to the parent proxy server
which will be specified by the following data:

e Server — DNS name or IP address of parent proxy server and the port on which
the server is running (3128 port is used by the default).

e Parent proxy server requires authentication — enable this option if authentica-
tion by username and password is required by the parent proxy server. Specify
the Username and Password login data.

Note: The name and password for authentication to the parent proxy server is
sent with each HTTP request. Only Basic authentication is supported.
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The Forward to parent proxy server option specifies how WinRoute will connect to
the Internet (for update checks, downloads of McAfee updates and for connecting
to the online ISS OrangeWeb Filter databases).

Set automatic proxy configuration script to
If a proxy server is used, Web browsers on client hosts must be config-
ured correctly. Most common Web browsers (e.g. Microsoft Internet Explorer,
Netscape/Mozilla/Fivefox/SeaMonkey, Opera, etc.) enable automatic configuration
of corresponding parameters by using a script downloaded from a corresponding
Website specified with URL.
In the case of WinRoute’s proxy server, the configuration script is saved at

http://192.168.1.1:3128/pac/proxy.pac,

where 192.168.1.1 is the IP address of the WinRoute host and number 3128 rep-
resents the port of the proxy server (see above).

The Allow browsers to use configuration script automatically... option adjusts the
configuration script in accord with the current WinRoute configuration and the set-
tings of the local network:

e Direct access — no proxy server will be used by browsers

o WinRoute proxy server — IP address of the WinRoute host and the port on which
the proxy server is running will be used by the browser (see above).

Note: The configuration script requires that the proxy server is always available

(even if the Direct access option is used).

Allow browsers to use configuration script automatically...
It is possible to let Microsoft Internet Explorer be configured automatically by the
DHCP server. To set this, enable the Automatically detect settings option.
WinRoute’s DHCP server must be running (see chapter 5.4), otherwise the function
will not work. TCP/IP parameters at the host can be static — Microsoft Internet
Explorer sends a special DHCP query when started.
HINT: This method enables to configure all Microsoft Internet Explorer browsers at
all local hosts by a single click.

5.6 HTTP cache

Using cache to access Web pages that are opened repeatedly reduces Internet traffic.
Downloaded files are saved to the harddisk of the WinRoute host so that it is not neces-
sary to download them from the Web server again later.

All objects are stored in cache for a certain time only (Time To Live — TTL). This time
defines whether checks for the most recent versions of the particular objects will be
performed upon a new request of the page. The required object will be found in cache
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unless the TTL timeout has expired. If it has expired, a check for a new update of the
object will be performed. This ensures continuous update of objects that are stored in
the cache.

The cache can be used either for direct access or for access via the proxy server. If
you use direct access, the HTTP protocol inspector must be applied to the traffic. By
default, this contition is met for the HTTP protocol at default port 80. (for details, see
chapters 6.3 and 12.3).

To set HTTP cache parameters go to the Cache tab in Configuration / Content Filtering /
HTTP Policy.

)| HTTP Policy McAfee

Proven Security™

LRL Rules I Content Rules | Cache IF‘erv Server LRL Groups Forbidden Words | 155 OrangeWeb Filker |

—General Options

[~ Enable cache on transparent proxy

[+ Enable cache on prozxy server

HTTR protocal TTL : |1 3: dawis) URL Specific Setkings...

Cache direckory : Ic:'l,pragram fileskeriotwinroute firewallcache

0 If wou change the path to a directory, wou must restart WinRoute Firewall Engine.,

Carhe size |1|:|24 3: ME
Memory cache size | |1IZI24 3: KB

Max, HTTP object size ;. |S12 = KB

—Cache Options
[~ Continue aborked download |+ Ignore server Cache-Control directive
[~ Cache responses "302 Redirect” [~ &bways validate files in cache

[~ Use server supplied Time-To-Live

Figure 5.23 HTTP cache configuration

Enable cache on transparent proxy
This option enables cache for HTTP traffic that uses the HTTP protocol inspector
(direct access to the Internet).

Enable cache on proxy server
Enables the cache for HTTP traffic via WinRoute’s proxy server (see chapter 5.5).

HTTP protocol TTL
Default time of object validity within the cache. This time is used when:
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TTL of a particular object is not defined (to define TTL use the URL specific
settings button —see below)

TTL defined by the Web server is not accepted (the Use server supplied Time-To-
Live entry)

Cache directory
Directory that will be used to store downloaded objects. The cache file under the
directory where WinRoute is installed is used by default.
Warning: Changes in this entry will not be accepted unless the WinRoute Firewall
Engine is restarted. Old cache files in the original folder will be removed automati-

cally.
Cache size
Size of the cache file on the disc. Maximal cache size allowed is 2 GB (2047 MB)
Notes:
1. If 98 per cent of the cache is full, a so called cleaning will be run — this function

will remove all objects with expired TTL. If no objects are deleted successfully,
no other objects can be stored into the cache unless there is more free space
on the disc (made by further cleaning or by manual removal).

The maximal cache size is applied in WinRoute since 6.2.0. In older versions,
maximal cache size allowed was 4 GB (the treshold was cut for technical rea-
sons). If, upon its startup, the WinRoute Firewall Engine detects that the cache
size exceeds 2047 MB, the size is changed to the allowed value automatically.
If the maximum cache size set is larger than the free space on the correspond-
ing disc, the cache is not initialized and the following error is recorded in the
Error log (see chapter 19.8).

Memory cache size
Maximal memory cache size in the main storage. This cache is used especially to
accelerate records to the cache on the disc.
If the value is too high the host’s performance can be affected negatively (cache size
should not exceed 10 per cent of the computing memory).

Max HTTP object size
maximal size of the object that can be stored in cache.
With respect to statistics, the highest number of requests are for small objects (i.e.
HTML pages, images, etc.). Big sized objects, such as archives (that are usually
downloaded at once), would require too much memory in the cache.

Cache Options
Advanced options where cache behavior can be defined.

Continue aborted download — tick this option to enable automatic download of
objects that have been aborted by the user (using the Stop button in a browser).
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Users often abort downloads for slow pages. If any user attempts to open the
same page again, the page will be available in the cache and downloads will be
much faster.

o Cache redirect responses — HTTP responses that contain redirections will be
cached.

e Use server supplied Time-To-Live — objects will be cached for time specified by
the Web server from which they are downloaded. If TTL is not specified by the
server, the default TTL will be used (see the HTTP protocol TTL item).

Warning: Some web servers may attempt to bypass the cache by too short/long
TTL.

e Ignore server Cache-Control directive — WinRoute will ignore directives for cache
control of Web pages.

Pages often include a directive that the page will not be saved into the cache.
This directive page may be misused for example to bypass the cache. Enable
the Ignore server Cache-Control directive option to make WinRoute accept only
no-store and private directives.

Note:WinRoute examines HTTP header directives of responses, not Web pages.

e Always validate file in cache — with each query WinRoute will check the server for
updates of objects stored in the cache (regardless of whether the client demands
this).

Note: Clients can always require a check for updates from the Web server (regardless of
the cache settings). Use a combination of the Ctrl+F5 keys to do this using either the
Microsoft Internet Explorer or the Netscape/Mozilla/Firefox/SeaMonkey browser. You can
set browsers so that they will check for updates automatically whenever a certain page
is opened (then you will only refresh the particular page).

URL Specific Settings

The default cache TTL of an object is not necessarily convenient for each page. You may
require not to cache an object or shorten its TTL (i.e. for pages that are accessed daily).

Use the URL specific settings button to open a dialog where TTL for a particular URL can
be defined.

Rules within this dialog are ordered in a list where the rules are read one by one from
the top downwards (use the arrow buttons on the right side of the window to reorder
the rules).

Description
Text comment on the entry (informational purpose only)

URL
URL for which cache TTL will be specified. URLs can have the following forms:
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TTL

¥y URL specific settings K E3
TTL |URL | Description | ]
. Edit HE

Tirme-To-Live bazed on LRL

Drezcription: INEWS :I
LRL: I * chn.com® lI
TTL: IEI i’ days I‘I i’ hours

ak Cancel |

Add Edit Remove | Close

Figure 5.24 HTTP cache — specific settings for URL

e complete URL (i.e. www.kerio.com/us/index.html)

e substring using wildcard matching (i.e. *news.comx)

e server name (i.e. www.kerio.com) — represents any URL included at the server
(the string will be substituted for www. kerio.com/* automatically.

TTL of objects matching with the particular URL.
The 0 days, 0 hours option means that objects will not be cached.
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Traffic Policy

Traffic Policy belongs to of the basic WinRoute configuration. All the following settings
are displayed and can be edited within the table:

e security (protection of the local network including the WinRoute host from Internet
intrusions

e [P address translation (or NAT, Network Address Translation — technology which
enables transparent access of the entire local network to the Internet with one public
IP address only)

e access to the servers (services) running within the local network from the Internet
(port mapping)

¢ controlled access to the Internet for local users

Traffic policy rules can be defined in Configurations / Traffic Policy. The rules can be
defined either manually (advanced administrators) or using the wizard (recommended).

It is recommended to create basic traffic rules and later customize them as desired. Ad-
vanced administrators can create all the rules according to their specific needs without
using the wizard.

6.1 Network Rules Wizard

The network rules wizard demands only the data that is essential for creating a basic set
of traffic rules. The rules defined in this wizard will enable access to selected services
to the Internet from the local network, and ensure full protection of the local network
(including the WinRoute host) from intrusion attempts from the Internet. To guarantee
reliable WinRoute functionality after the wizard is used, all existing rules are removed
and substituted by rules created automatically upon the new data.

Click on the Wizard button to run the network rules wizard.

Note: The existing traffic policy is substituted by new rules after completing the entire
process after confirmation of the last step. This means that during the process the
wizard can be stopped and canceled without losing existing rules.
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Step 1 — information

3 Network rules Wizard | x|

About this "Wizard - page 1 of 8

Thiz wizard will help you to zecure the connection of your LAM to
the Intermet.

Bazed on provided information, the wizard will generate several rules.
E ach rule will be given a dezcription, so that itz purpose can be
easily understood and it will alzo help vou to learn the concept of the
rules. v'ou may then manwally add/removedmodity the rules o
fine-tune them far pour specific netwark, zetup.

Before you proceed, enzure that the Firewall host iz connected to
the LaM and has a functional Internet connection,

¢ Back LCancel

Figure 6.1 Traffic Policy Wizard — introduction
To run successfully, the wizard requires the following parameters on the WinRoute host:
e atleast one active adapter connected to the local network

o at least either one active adapter connected to the Internet or one dial-up defined.
The dial-up needn’t be active to run the wizard.

Step 2 — selection of Internet connection type

Select the appropriate type of Internet connection that is used — either a network
adapter (Ethernet, WaveLAN, DSL, etc.), a dialed line (analog modem, ISDN, etc.) or the
DirecWay satellite system. DirecWay is available only if a corresponding device driver is
detected in the operating system.

Step 3 — network adapter or dial-up selection

If the network adapter is used to connect the host to the Internet, it can be selected in
the menu. To follow the wizard instructions easily, IP address, network mask and MAC
address of the selected adapter are displayed as well.
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3 Network rules Wizard | x|

Type of Internet Connection - page 2 of 8

Pleaze select the type of pour Internet connection:

{+ Ethernet, DSL, cable modem or ather
" Dial-Up [modem, ISOM, PPPE]

{1 Satellite broadband connection [Direcksay)

Figure 6.2 Network Policy Wizard — selection of Internet connection type

3 Network rules Wizard | x|

|nternet Adapter - page 3 of 8

Select a netwark. adapter connecting the firewall computer to the Internet;

Axailable Adapters: Ilnternet vI

Adapter information

IP address: |195.33.55.21
Metwark mask: | 255, 255,255,224
MAL address: | 00:04:76:1c:5c:9c

Figure 6.3 Network Policy Wizard — selection of a connected adapter

Note: The Web interface with the default gateway is listed first. Therefore, in most cases

the appropriate adapter is already set within this step.

In case of a dial line, the appropriate type of connection (defined in the operating system)

must be selected and login data must be specified.

e Use login data from the RAS entry — username and password for authentication
at the remote server will be copied from a corresponding Windows RAS entry. The
RAS connection must be saved in the system “phonebook” (the connection must be

available to any user).

e Use the following login data — specify Username and Password that will be used for
authentication at the remote server. This option can be helpful for example when it
is not desirable to save the login data in the operating system or if later it would be

edited.
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3 Network rules Wizard | x|

Dial-up Connection - page 3 of 8

Pleaze provide login information for the Dial-lJp connection,

—Login infarmation

Dial-Up connection; | Dial-up connection LI
" Usze login data from the BAS entry

f+ Uze the following login data

|zernarne: Iu:u:umpan_l,l

HREXHHURRREARK

Fazzword: I

Figure 6.4 Network Policy Wizard — dial-up connection settings

Step 4 — Internet access limitations

Select which Internet services will be available for LAN users:

3 Network rules Wizard | x|

Outbound Palicy - page 4 of 8

Select how you want to restrict uzers in the LAM when acceszing the Internet

{ Allow access to all services [no limitations)

{* Allow access to the following services only:

Service IF'ru:utu:u:u:uI IS:::uru:e Pt IDestinatiDn Pt
HTTF TCFP Ay an
HTTPS TCP Ay 443
FTF TCP Ay 21
O sMTP TCP Ay 25
O oMS  TCRAIDP &ny A3
O poFz TCP Ay 110
O IMap  TCP Ay 143
Telnet TCP Ary 23
< Back L Hedd> Carcel

Figure 6.5 Network Policy Wizard — enabling access to Internet services
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Allow access to all services
Internet access from the local network will not be limited. Users can access any
Internet service.

Allow access to the following services only
Only selected services will be available from the local network.
Note: In this dialog, only basic services are listed (it does not depend on what ser-
vices were defined in WinRoute — see chapter 12.3). Other services can be allowed
by definition of separate traffic policy rules— see chapter 6.3.

Step 5 — enabling Kerio VPN traffic

To use WinRoute’s proprietary VPN solution in order to connect remote clients or to
create tunnels between remote networks, keep the Create rules for Kerio VPN server
selected. Specific services and address groups for Kerio VPN will be added. For detailed
information on the proprietary VPN solution, refer to chapter 20.

If you intend not to use the solution or to use a third-party solution (e.g. Microsoft PPTP,
Nortel IPSec, etc.), disable the Create rules for Kerio VPN option.

To enable remote access to shared items in the local network via a web browser, keep the
Create rules for Kerio Clientless SSL-VPN option enabled. This interface is independent
from Kerio VPN and it can be used along with a third-party VPN solution. For detailed
information, see chapter 21.

3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

v Create riles for Kerio YPM server

[¥ Create riles for Kerio Clientless SSLAPN

Figure 6.6 Network Policy Wizard — Kerio VPN
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Step 6 — specification of servers that will be available within the local network

If any service (e.g. WWW server, FTP server, etc. which is intended be available from
the Internet) is running on the WinRoute host or another host within the local network,
define it in this dialog.

3 Network rules Wizard | x|

|nbound Palicy - page B of 8

[f you have any servers wnning in your LAK that should be available from the
|nternet, specify them below. IF not ar pou don't know, just skip this page.

IP Addrezs IService |

192168110 HTTF
Firewwall HTTPS
Firewwall K.erio WM

Add... Edit... Remove

Figure 6.7 Network Policy Wizard — enabling local services

Note: If creating of rules for Kerio VPN was required in the previous step, the Kerio VPN
and HTTPS firewall services will be automatically added to the list of local servers. If

these services are removed or their parameters are modified, VPN services will not be
available via the Internet!

The dialog window that will open a new service can be activated with the Add button.

#: Inbound Mapping 7 x|
Service iz running on
£ Firewall

& |P Address; |1E|2_1EB.1.1EI

Service: I HTTP LI

ok LCancel |

Figure 6.8 Network Policy Wizard — mapping of the local service
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Service is running on

Select a computer where the corresponding service is running (i.e. the host to which
traffic coming in from the Internet will be redirected):

e Firewall — the host where WinRoute is installed

e Local host with IP address — another host in the local network (local server)
Note: Access to the Internet through WinRoute must be defined at the default
gateway of the host, otherwise the service will not be available.

Service

Selection of a service to be enabled. The service must be defined in Configurations

/ Definitions / Services formerly (see chapter 12.3).
Note: Majority of common services is predefined in WinRoute.

Step 7 — NAT

If you only use one public IP address to connect your private local network to the In-
ternet, run the NAT function (IP address translation). Do not trigger this function if
WinRoute is used for routing between two public networks or two local segments (neu-

tral router).

3 Network rules Wizard | x|

|nternet Sharing [MAT] - page 7 of 8

MAT [Metwork Addresz Translation] can provide |nternet access for the
entire Local &rea Metwork, [LAM] uzing the public IP addresz azsigned to

your Internet interface.

¥ Enable HAT

¢ Back

LCancel

Figure 6.9 Traffic Policy Wizard — Internet connection sharing (NAT)
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Step 8 — generating the rules

In the last step, traffic rules are generated in accordance with data specified. All existing
rules will be removed and replaced by the new rules.

3 Network rules Wizard | x|

Finizh - page 8 of 8

The ‘wizard haz collected all necceszany information and will now
generate the ez, If you have provided incaorrect infarmation or if your
network, zetup changes, vou may run thiz wizard again to generate new
rules.

¢ Back LCancel

Figure 6.10 Network Rules Wizard — the last step

Warning: This is the last chance to cancel the process and keep the existing traffic
policy. Click on the Finish button to delete the existing rules and replace them with the
new ones.

Rules Created by the Wizard

The traffic policy is better understood through the traffic rules created by the Wizard in
the previous example.

ICMP traffic

This rule can be added whenever needed with no respect to settings within individ-
ual steps. You can use the PING command to send a request on a response from the
WinRoute host. Important issues can be debugged using this command (i.e.Internet
connection functionality can be verified).

Note: The ICMP traffic rule does not allow clients to use the PING command from
the local network to the Internet. If you intend to use the command anyway, you
must add the Ping feature to the NAT rules (for details see chapter 6.3).

ISS OrangeWeb Filter
If ISS OrangeWeb Filter is used (a module for classification of Websites), this rule
is used to allow communication with corresponding databases. Do not disable this
traffic, otherwise ISS OrangeWeb Filter might not function well.
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TP

Traffic Policy

McAfee

Proven Seasity™

M arne Source Destination Service Actior| Trarslation
P ICHP traffic 2|62} Firewall o Any 2 Ping v
B 155 Orangeweb Fiter ©2|E5) Firewall |4 Any d HTTRS o
‘e TCP E0OD
B et | ™% Dialin O™ Intemet 2 DNS v |MAT [Default outgoing interface]
) an) & FTP
Enables access From &, HTTP
local machines ko 5
public netwark using ok HTTPS
address translation. &4, Telnet
B Local Traffic o™ Dialn I* Dialn & by v
5 LAN o Lan
€2} Firewall €1 Firewal
£ WPHN clients | &5 VPN clients
B Firewal Traffic 2|€ Firewsall O Intemet M DNS -./
&y FTF
i HTTR
d4; HTTPS
24y Telnet
M Service FTP CO| 1 Intermet €1 Firewall 4 FTF v [MaP 152168110
B Service HTTP O O Interet €2 Firewall 4 HTTP +  |MaP 192168110
B Service HTTPS o2 Intemet €D Firewall &, HTTPS N
P Service KerioWPN - 52|52 Intemet €1 Firewall & KerioWPH [
B 1dent 3| 1 Intermet €2 Firewall 2 Idert
Default rile |4 Any & Any & Ay ®
Figure 6.11 Traffic Policy generated by the wizard
NAT

If this rule is added, the source (private) addresses in all packets directed from the
local network to the Internet will be substituted with addresses of the interface
connected to the Internet (see the Wizard, steps 3 and 6). However, only services
selected within step 4 can be accessed.
The Dial-In interface is included in the Source item for this rule. This implies that
all RAS clients connecting to this server can access the Internet through NAT.

Local Traffic

This rule enables all traffic between local hosts and the host where WinRoute is

installed. The Source and Destination items within this rule include all WinRoute
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host’s interfaces except the interface connected to the Internet (this interface has
been chosen in step 3).

In this rule, the Source and Destination items cover also the Dial-In interface and
a special group called Firewall. This means that the Local Traffic rule also allows
traffic between local hosts and RAS clients/VPN clients connected to the server.

If creation of rules for Kerio VPN was requested in the wizard (step 5), the Lo-
cal Traffic rule includes a special address group called VPN clients — the rule en-
ables traffic between the local network (firewall) and VPN clients connecting to the
WinRoute’s VPN server.

Note: Access to the WinRoute host is not limited as the Wizard supposes that this
host belongs to the local network. Limitations can be done by modification of an
appropriate rule or by creating a new one. An inconvenient rule limiting access
to the WinRoute host might block remote administration or it might cause some
Internet services to be unavailable (all traffic directed to the Internet passes through
this host).

Firewall Traffic
This rule enables access to certain services from the WinRoute host. It is similar
to the NAT rule except from the fact that this rule does not perform IP translation
(this host connects to the Internet directly).

FTP Service and HTTP Service
These rules map all HTTP and HTTPS services running at the host with the
192.168.1.10 IP address (step 6). These services will be available on IP addresses
of the external interface (step 3).

Kerio VPN Service and HTTPS Service
The Kerio VPN service rule enables connection to the WinRoute’s VPN server from
the Internet (establishment of control connection between a VPN client and the
server or creation of a VPN tunnel — for details, see chapter 20).
The HTTPS Service rule allows connection from the Internet via the Clientless SSL-
VPN interface (access to shared network items via a web browser — for details, see
chapter 21).
These rules are not created unless the option allowing access to a particular service
is enabled in step 5.

Default rule
This rule denies all communication that is not allowed by other rules. The default
rule is always listed at the end of the rule list and it cannot be removed.
The default rule allows the administrator to select what action will be taken with
undesirable traffic attempts (Deny or Drop) and to decide whether packets or/and
connections will be logged.
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Note: To see detailed descriptions of traffic rules refer to chapter 6.3..

6.2 How traffic rules work

The traffic policy consists of rules ordered by their priority. When the rules are applied
they are processed from the top downwards and the first suitable rule found is applied.
The order of the rules can be changed with the two arrow buttons on the right side of
the window.

An explicit rule denying all traffic is shown at the end of the list. This rule cannot be
edited or removed. If there is no rule to allow particular network traffic, then the “catch
all” deny rule will discard the packet.

Notes:

1. Unless any other traffic rules are defined (by hand or using the wizard), all traffic is
blocked by a special rule which is set as default.

2. To control user connections to WWW or FTP servers, use the special tools available
in WinRoute (see chapter 9) rather than traffic rules.

6.3 Definition of Custom Traffic Rules

The traffic rules are displayed in the form of a table, where each rule is represented
by a row and rule properties (name, conditions, actions — for details see below) are
described in the columns. Left-click in a selected field of the table (or right-click a rule
and choose the Edit... option in the context menu) to open a dialog where the selected
item can be edited.

To define new rules press the Add button. Move the new rule within the list using the
arrow buttons.

Name

Name of the rule. It should be brief and unique. More detailed information can be
included in the Description entry.

Matching fields next to names can be either ticked to activate or unticked to disable. If
a particular field is empty, WinRoute will ignore the rule. This means that you need not
remove and later redefine these rules when troubleshooting a rule.
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#: Edit Rule HE

M armne: IN.-’-‘-.T

Colar; I LI

Descriphion: | Fpables access from local machines to public
nietwork, uzing address translation.

ok LCancel

Figure 6.12 Traffic rule — name, color and rule description

The background color of each row can be defined as well. Use the Transparent option
to make the background transparent (background color of the whole list will be used,
white is usually set).

Any text describing the particular rule may be used to specify the Description entry (up
to 1024 characters).

If the description is specified, the “bubble” symbol is displayed in the Name column next
to the rule name. Place the mouse pointer over the bubble to view the rule description.

It is recommended to describe all created rules for better reference (automatic descrip-
tions are provided for rules created by the wizard). This is helpful for later reference
(at the first glance, it is clear what the rule is used for). WinRoute administrators will
appreciate this when fine-tuning or trouble-shooting.

Note: Descriptions and colors do not affect rule functionality.

Source, Destination
Definition of the source or destination of the traffic defined by the rule.

A new source or destination item can be defined after clicking the Add button:

e Host — the host IP address or name (e.g. 192.168.1.1 or www.company . com)

Warning: If either the source or the destination computer is specified by DNS name,
WinRoute tries to identify its IP address while processing a corresponding traffic rule.

If no corresponding record is found in the cache, the DNS forwarder forwards the
query to the Internet. If the connection is realized by a dial-up which is currently
hung-up, the query will be sent after the line is dialed. The corresponding rule is dis-
abled unless IP address is resolved from the DNS name. Under certain circumstances
denied traffic can be let through while the denial rule is disabled (such connection
will be closed immediately when the rule is enabled again).

93



Chapter 6 Traffic Policy

¥ Edit Source 7 x|

T e

S LAN | add v
"_!. Hosk. ..
f_-"'l IP range...

IP address group...
& Metworkfmask,

Metwark connected to inkerface. ..

YN, ..

ﬂn Users...
£ Firewall host

ok LCancel |

Figure 6.13 Traffic rule — source address definition

For the reasons mentioned above we recommend you to specify source and desti-
nation computer only through IP addresses in case that you are connected to the
Internet through a dial-up!

e IPrange —e.g. 192.168.1.10—192.168.1.20
e [P address group — a group of addresses defined in WinRoute (refer to chapter 12.1)

e Subnet with mask — subnet defined by network address and mask

(e.g. 192.168.1.0/255.255.255.0)

e Network connected to interface — selection of the interface via which packets come
in (Source) or via which they are sent (Destination)

e VPN — virtual private network (created with the WinRoute VPN solution). This option
can be used to add the following items:

1. Incoming VPN connections (VPN clients) — all VPN clients connected to the
WinRoute VPN server via the Kerio VPN Client
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#: YPN HE

" Incoming ¥PM clients

% YPM tunnel | Tunnel bo branch office ;I

(] 4 Cancel

Figure 6.14 Traffic rule — VPN clients / VPN

tunnel in the source/destination address definition

2. VPN tunnel — network connected to this server from a remote server via the VPN
tunnel

For detailed information on the proprietary VPN solution integrated in WinRoute,
refer to chapter 20.

e Users — users or groups that can be chosen in a special dialog

—Select user(s)

{~ Authenticated uzers

&+ Uszerz] from domair; |Lu:u:aILIserDataI:uase |

Other uzers: Selected uzers
Mame I Mame / I
Onsales Y. U Admins
n Support — f jemmith
£ Admin 553
2 lear
2 mwayne

[+ Hide dizabled user accounts

LCancel

Figure 6.15 Traffic rule — users and groups in the source/destination address definition
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The Authenticated users option makes the rule valid for all users authenticated to the
firewall (see chapter 8.1). Use the User(s) from domain option to add users/groups
from mapped Active Directory domains or from the local user database (for details,
refer to chapter 13).

TIP: Users/groups from various domains can be added to a rule at a moment. Select
a domain, add users/groups, choose another domain and repeat this process until all
demanded users/groups are added.

In traffic rules, user are represented by IP address of the host they are connected
(authenticated) from. For detailed description on user authentication, refer to chap-
ter 8.1.

Notes:

1. If you require authentication for any rule, it is necessary to ensure that a rule
exists to allow users to connect to the firewall authentication page. If users use
each various hosts to connect from, IP addresses of all these hosts must be con-
sidered.

2. [If user accounts or groups are used as a source in the Internet access rule, auto-
matic redirection to the authentication page nor NTML authentication will work.
Redirection requires successful establishment of connection to the destination
server.

If traffic policy is set like this, users must be told to open the authentication page
(see chapters 11 and 8.1) in their browser and login before they are let into the
Internet.

This issue is described in detail in chapter 22.5.

e Firewall — a special address group including all interfaces of the host where the
firewall is running. This option can be used for example to permit traffic between the
local network and the WinRoute host.

Use the Any button to replace all defined items with the Any item (this item is also used
by default for all new rules). This item will be removed automatically when at least one
new item is added.

Use the Remove button to remove all items defined (the Nothing value will be displayed
in the item list). Whenever at least one item is added, the Nothing value will be removed
automatically. If the Nothing value is kept for the Source or/and Destination item, a cor-
responding rule is disabled.

The Nothing value takes effect when network interfaces (see chapter 5.1) and users or
groups (see chapter 13) are removed . The Nothing value is automatically used for all
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Source or/and Destination items of rules where a removed interface (or user or a group)
has been used. Thus, all these rules are disabled. Inserting the Nothing value manually
is not meaningful —a checking box in the Name column can be used instead.

Note: Removed interfaces cannot be replaced by the Any value, otherwise the traffic
policy might be changed fundamentally (e.g. an undesirable traffic might be allowed).

Service

Definition of service(s) on which the traffic rule will be applied. Any number of services
defined either in Configurations / Definitions / Services (see chapter 12.3) or using pro-
tocol and port number (or by port range — a dash is used to specify the range) can be
included in the list.

¥y Edit Service / Port Kl B
S HTTP | add
T HTTRS

Edit... |
% Port 1 S Remove |
Puort or port range:
A
[TcP =] [eaooo-2as0 Ll
Clear |
k. Cancel |
k. Cancel |

Figure 6.16 Traffic rule — setting a service

Use the Any button to replace all defined items with the Any item (this item is also used
by default for all new rules). Whenever at least one new service is added, the Any value
removed automatically.

Use the Remove button to remove all items defined (the Nothing value will be displayed in
the item list). Whenever at least one service is added, the Nothing value will be removed
automatically. If the Nothing value is kept in the Service column, the rule is disabled.

The Nothing value is important for removal of services (see chapter 12.3). The Nothing
value is automatically used for the Service item of rules where a removed service has
been used. Thus, all these rules are disabled. Inserting the Nothing value manually is
not meaningful —a checking box in the Name column can be used instead.
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Note: If a protocol inspector of the particular protocol is used in the service definition,
the inspector is automatically applied to this service’s traffic. If desired to bypass the
protocol inspector for certain traffic, it is necessary to define this exception in the par-
ticular traffic rule. For detailed information, see chapter 22.4.

Action

Action that will be taken by WinRoute when a given packet has passed all the conditions
for the rule (the conditions are defined by the Source, Destination and Service items).
The following actions can be taken:

#; Edit Rule {Action) EHE
Action
W & Pemit
Lo Deny
L2 Drop
0K | Cancel

Figure 6.17 Traffic rule — selecting an action

e Permit — traffic will be allowed by the firewall

e Deny — client will be informed that access to the address or port is denied. The
client will be warned promptly, however, it is informed that the traffic is blocked by
firewall.

e Drop — all packets that fit this rule will be dropped by firewall. The client will not
be sent any notification and will consider the action as a network outage. The action
is not repeated immediately by the client (the client expects a response and tries to
connect later, etc.).

Note: It is recommended to use the Deny option to limit the Internet access for local
users and the Drop option to block access from the Internet.
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Log

The following actions can be taken to log traffic:

#; Edit Rule {Log) E E

v Log matching packets

c| [v Logmatching connections

OF. Cancel

Figure 6.18 Traffic rule — packet/connection logging

e Log matching packets — all packets matching with rule (permitted, denied or
dropped, according to the rule definition) will be logged in the Filter log.

e Log matching connections — all connections matching this rule will be logged in the
Connection log (only for permit rules). Individual packets included in these connec-
tions will not be logged.

Note: Connections cannot be logged for deny nor drop rules.

Translation
Source or/and destination IP address translation.

The source IP address translation can be also called IP masquerading or Internet con-
nection sharing. The source (private) IP address is substituted by the IP address of the
interface connected to the Internet in packets routed from the local network to the In-
ternet. Therefore, the entire local network can access the Internet transparently, but it
is externally considered as one host.

IP translation is defined as follows:

— Source MAT [Internet SharingdP Masquerade)
= Mo Tranzlation

£~ Translate to IP address of outgoing interface [typical setting)

™ Translate to IP address of interface: I Connection to [SP ;I

f*  Tranzlate to IP address: |1E|2_1EB_1_1E Resalve. .. |

Figure 6.19 Traffic rule — source address translation
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No Translation — source address is not modified. This option is set by default and it
is not displayed within traffic rules.

Translate to IP address of outgoing interface — WinRoute will translate the source
address of an outgoing packet to the IP address of the network interface from where
the packet will be forwarded.

Translate to IP address of interface — selection of an interface. IP address of the
appropriate packet will be translated to the primary address of this interface. This
option is relevant if the return path should be different than the upstream path.

Translate to IP address — an IP address to which the source address will be translated
(i.e. secondary IP address of an interface connected to the Internet). If you only
know DNS name of your host, use the Resolve button to translate the DNS name to IP
address.

Warning: The IP address must be assigned to an interface (bound by TCP/IP stack) of
the WinRoute host!

Destination address translation (also called port mapping) is used to allow access to
services hosted behind the firewall. All incoming packets that meet defined rules are
re-directed to a defined host (destination address is changed). This actually “moves” to
the outbound interface of the WinRoute host (i.e. IP address it is mapped from). From
the client’s point of view, the service is running on the IP address of the Firewall.

Options for destination NAT (port mapping):

Deztination MAT [Part b apping)
= Mo Tranzlation

% Translate to: Iserver.cnmpany.cnm

W Tranzlate port b IBEIBEI

Figure 6.20 Traffic rule — destination address translation

No Translation — destination address will not be modified.

Translate to — IP address that will substitute the packet’s destination address. This
address also represents the IP address of the host on which the service is actually
running.

The Translate to entry can be also specified by DNS name of the destination computer.
In such cases WinRoute finds a corresponding IP address using a DNS query.
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Warning: We recommend you not to use names of computers which are not recorded
in the local DNS since rule is not applied until a corresponding IP address is found.
This might cause temporary malfunction of the mapped service.

e Translate port to — during the process of IP translation you can also substitute the
port of the appropriate service. This means that the service can run at a port that is
different from the port from which it is mapped.

Note: This option cannot be used unless only one service is defined in the Service
entry within the appropriate traffic rule and this service uses only one port or port
range.

The following columns are hidden by the default settings of the Traffic Policy dialog:

Valid on

Time interval within which the rule will be valid. Apart from this interval WinRoute
ignores the rule.

The special always option can be used to disable the time limitation (it is not displayed
in the Traffic Policy dialog).

Protocol inspector

Selection of a protocol inspector that will be applied on all traffic meeting the rule. The
menu provides the following options to select from:

::#::Edil: Rule {Protocol Inspector)

Protocol Inpector
£ Default

= Mone

 Other |H.3230.97 |

FTP
H.323H.225R45
H.323-0.931

IRC
MM S
PPTP
RAP
RTSP
SCCP

Figure 6.21 Traffic rule — protocol inspector selection
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e Default — all necessary protocol inspectors (or inspectors of the services listed in the
Service entry) will be applied on traffic meeting this rule.

e None — no inspector will be applied (regardless of how services used in the Service
item are defined).

e Other — selection of a particular inspector which will be used on traffic meeting this
rule (all WinRoute’s protocol inspectors are available).

Warning: Do not use this option unless the appropriate traffic rule defines a protocol
belonging to the inspector. Functionality of the service might be affected by using an
inappropriate inspector.

Note: Use the Default option for the Protocol Inspector item if a particular service (see
the Service item) is used in the rule definition (the protocol inspector is included in the
service definition).

6.4 Basic Traffic Rule Types

WinRoute traffic policy provides a range of network traffic filtering options. In this chap-
ter you will find some rules used to manage standard configurations. Using these exam-
ples you can easily create a set of rules for your network configuration.

IP Translation (NAT)

IP translation (as well as Internet connection sharing) is a term used for the exchange of
a private IP address in a packet going out from the local network to the Internet with
the IP address of the Internet interface of the WinRoute host. This technology is used to
connect local private networks to the Internet by a single public IP address.

The following example shows an appropriate traffic rule:

I ame Source Dreztination Service Action | Tranglation

B nat o LN T ntemet | Any | MNAT [Default autgoing interface)

Figure 6.22 A typical traffic rule for NAT (Internet connection sharing)
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Source
Interface connected to the private local network.
If the network includes more than one segment and each segment is connected to
an individual interface, specify all the interfaces in the Source entry.
If the local network includes other routers, it is not necessary to specify all in-
terfaces (the interface which connects the network with the WinRoute host will be
satisfactory).

Destination
Interface connected to the Internet.

Service
This entry can be used to define global limitations for Internet access. If particular
services are defined for IP translations, only these services will be used for the IP
translations and other Internet services will not be available from the local network.

Action
To validate a rule one of the following three actions must be defined: Permit, Drop,
Deny.

Translation
In the Source NAT section select the Translate to IP address of outgoing interface
option (the primary IP address of the interface via which packets go out from the
WinRoute host will be used for NAT).
To use another IP address for the IP translation, use the Translate to IP address
option and specify the address. The address should belong to the addresses used
for the Internet interface, otherwise IP translations will not function correctly.
Warning: The No translation option should be set in the Destination address trans-
lation section, otherwise the rule might not function. Combining source and desti-
nation IP address translation is relevant under special conditions only .

Placing the rule
The rule for destination address translation must be preceded by all rules which
deny access to the Internet from the local network.

Note: Such a rule allows access to the Internet from any host in the local network, not
from the firewall itself (i.e. from the WinRoute host)!

Traffic between the firewall and the Internet must be enabled by a special rule. Since
WinRoute host can access the Internet directly, it is not necessary to use NAT.

I ame Source Dreztination Service Action | Tranglation

B Firewall traffic €3 Firewal o Any o Any v

Figure 6.23 Rule for traffic between the firewall and hosts in the Internet
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Port mapping

Port mapping allows services hosted on the local network (typically in private networks)
to become available over the Internet. The locally hosted server would behave as if it
existed directly on the Internet (public address of the WinRoute host). The traffic rule
therefore must be defined as in the following example:

I ame Source Dreztination Service Action | Tranglation
B wieh server | 7% Intemet [€3 Firswal 4 HTTP | [MaP 132162110
2 HTTPS

Figure 6.24 Traffic rule that makes the local web server available from the Internet

Source
Interface connected to the Internet (requests from the Internet will arrive on this
interface).

Destination
The WinRoute host labelled as Firewall, which represents all IP addresses bound to
the firewall host.
This service will be available at all addresses of the interface connected to the In-
ternet. To make the service available at a particular IP address, use the Host option
and specify the IP address.

Service
Services to be available. You can select one of the predefined services (see chap-
ter 12.3) or define an appropriate service with protocol and port number.
Any service that is intended to be mapped to one host can be defined in this entry.
To map services for other hosts you will need to create a new traffic rule.

Action
Select the Allow option, otherwise all traffic will be blocked and the function of port
mapping will be irrelevant.

Translation
In the Destination NAT (Port Mapping) section select the Translate to IP address
option and specify the IP address of the host within the local network where the
service is running.
Using the Translate port to option you can map a service to a port which is different
from the one where the service is available from the Internet.
Warning: In the Source NAT section should be set to the No Translation option.
Combining source and destination IP address translation is relevant under special
conditions only .
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Note: For proper functionality of port mapping, the locally hosted server must point
to the WinRoute firewall as the default gateway. Port mapping will not function well
unless this condition is met.

Placing the rule

Port mapping rules are usually independent from NAT rules or/and rules limiting
access to the Internet, as well as on each other. For better reference, it is recom-
mended to place all these rules at the top or at the end of the rule list.

If there are special rules limiting access to mapped services, the mapping rules
themselves must be placed after the access limiting rules (however, usually it is pos-
sible to combine service mapping and access limiting rules and make them a single
rule).

Multihoming

Multihoming is a term used for situations when one network interface connected to
the Internet uses multiple public IP addresses. Typically, multiple services are available
through individual IP addresses (this implies that the services are mutually independent).

Example: In the local network a web server webl with IP address 192.168.1.100 and
aweb server web2 with IP address 192.168.1.200 are running in the local network. The
interface connected to the Internet uses two public IP addresses — 63.157.211.10 and
63.157.211.11. The webl server will be available from the Internet at

63.157.211.10, whereas the web2 server will be available at 63.157.211.11.

The two following traffic rules must be defined in WinRoute to enable this configuration:

I ame Source Dreztination Service Action | Tranzlation

B wieh server #1 mapping |7 Internet | =) B2157.211.10 [ HTTP | |Ma&P 192168.1.100

B wieh server #2 mapping |7 Internet | =) B2157.211.11 [ HTTP | |Ma&P 192.168.1.200

Figure 6.25 Multihoming — web servers mapping

Source
Interface connected to the Internet (requests from the Internet will arrive on this
interface).

Destination
An appropriate IP address of the interface connected to the Internet (use the Host
option for insertion of an IP address).

Service
Service which will be available through this interface (the HTTP service in case of
a Web server).
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Action
Select the Allow option, otherwise all traffic will be blocked and the function of port
mapping will be irrelevant.

Translation
Go to the Destination NAT (Port Mapping) section, select the Translate to IP address
option and specify IP address of a corresponding Web server (web1 or web?2).

Limiting Internet Access

Sometimes, it is helpful to limit users access to the Internet services from the local
network. Access to Internet services can be limited in several ways. In the following
examples, the limitation rules use IP translation. There is no need to define other rules
as all traffic that would not meet these requirements will be blocked by the default "catch
all" rule.

Other methods of Internet access limitations can be found in the Exceptions section (see
below).

Note: Rules mentioned in these examples can be also used if WinRoute is intended as
a neutral router (no address translation) — in the Translation entry there will be no
translations defined.

1. Allow access to selected services only. In the translation rule in the Service entry
specify only those services that are intended to be allowed.

I ame Source Dezstination | Service Action | Tranglation

B nat E", LAM E", Internet |4 DWNS \/ MAT [Default autgoing interface]
FTP

HTTP
HTTPS
by Telnet

e 4w dwr dwr Ow

-

Figure 6.26 Internet connection sharing — only selected services are available

2. Limitations sorted by IP addresses. Access to particular services (or access to any
Internet service) will be allowed only from selected hosts. In the Source entry de-
fine the group of IP addresses from which the Internet will be available. This group
must be formerly defined in Configuration / Definitions / Address Groups (see chap-
ter 13.5)).
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MHame Source Destination Service Action | Tranzlation

B AT for allowed hosts 5 Intemet access |7 Intemet [ Ay | MAT [Default outgoing interface]

Figure 6.27 Only selected IP address group(s) is/are allowed to connect to the Internet

Note: This type of rule should be used only if each user has his/her own host and
the hosts have static IP addresses.

3. Limitations sorted by users. Firewall monitors if the connection is from an authen-
ticated host. In accordance with this fact, the traffic is permitted or denied.

Mame Source Destination | Service | Action | Tranzlation

B HAT for a group of uzerz |28 [Internet access] :': Internet | <5 Any \/ MAT [Default outgoing interface]

Figure 6.28 Only selected user group(s) is/are allowed to connect to the Internet

Alternatively you can define the rule to allow only authenticated users to access
specific services. Any user that has a user account in WinRoute will be allowed to
access the Internet after authenticating to the firewall. Firewall administrators can
easily monitor which services and which pages are opened by each user (it is not
possible to connect anonymously).

t ame Source Destination | Service | Action | Tranzlation

BA NAT for a group of users |8 Authenticated users |7 Intemet | Aoy | MNAT [Default outgaing interface]

Figure 6.29 Only authenticated users are allowed to connect to the Internet
For detailed description on user authentication, refer to chapter 8.1.
Notes:

1. The rules mentioned above can be combined in various ways (i.e. a user group can
be allowed to access certain Internet services only).

2. Uage of user accounts and groups in traffic policy follows specific rules. For detailed
description on this topic, refer to chapter 22.5.
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Exclusions

You may need to allow access to the Internet only for a certain user/address group,
whereas all other users should not be allowed to access this service.

This will be better understood through the following example (how to allow a user group
to use the Telnet service for access to servers in the Internet). Use the two following rules
to meet these requirements:

e First rule will deny selected users (or a group of users/IP addresses, etc.) to access
the Internet.

e Second rule will deny the other users to access this service.

I ame Source Destination Service Action
B Allow Telnet for a group of uzers |20 [Telnet allowed) :'T |nternet 4y Telnet \/
B Forbid Telnet o= Any I*= Internet “; Telnet 5

Figure 6.30 Exception — Telnet is available only for selected user group(s)
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Chapter 7
Bandwidth Limiter

The main problem of shared Internet connection is when one or more users download
or upload big volume of data and occupy great part of the line connected to the Internet
(so called bandwidth). The other users are ten limited by slower Internet connection or
also may be affected by failures of certain services (e.g. if the maximal response time is
exceeded).

The gravest problems arise when the line is overloaded so much that certain network
services (such as mailserver, web server or VoIP) must be limited or blocked. This means
that, by data downloads or uploads, even a single user may endanger functionality of
the entire network.

The WinRoute’sBandwidth Limiter module introduces a solution of the most common
problems associated with overloads of the Internet connection. This module is capa-
ble of recognizing connections where big data volumes are transmitted and it reserves
certain part of the line’s capacity for these transmissions. The remaining capacity is
reserved for the other traffic (where big data volumes are not transmitted but where for
example response time may play a role).

7.1 How the bandwidth limiter works and how to use it
The Bandwidth Limiter module provides two basic functions:

Speed limits for big data volumes transmissions
WinRoute monitors all connections established between the local network and the
Internet. If a connection is considered as a transmission of big data volume, it
reduces speed of such transmission to a defined value so that the other traffic is
not affected. The bandwidth limiter does not apply to local traffic.
Note: Bandwidth limiting does not depend on traffic rules.

Speed limits for users with their quota exceeded
Users who have exceeded their quota for transmitted amount of data are logically
considered as those who are often download or upload big data volumes. WinRoute
enables to reduce speed of data transmission for these users so that other users
and network services are not affected by their network activities. This restriction is
automatically applied to users who exceed a quota (see chapter 13.1).
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7.2 Bandwidth Limiter configuration

The Bandwidth Limiter parameters can be set under Configuration / Bandwidth Limiter.

& | Bandwidth Limiter McAfee

Proven Secusrity™

Banduwidth Limiter |

The Bandwidth Limiter Feature allows wou tao limit large data transfers only to a certain portion of your bandwidth
so the rest remains available and could be used For other important services.

—Large Data Transfers

all large data kransfers will share the Following maxinmum bandwidth walues: Advanced. ., |
IV Limit downloads to: - [240 KEjs
[ Limit uploads ko |12|:| KEfs

0 Tip: For best performance set these values slightly below the bandwidth of wour inkernet connection.

additionally wou may define the maximurm bandwidth For users who have exceeded their traffic quaota, all users
with exceeded traffic quota will share the maximum bandwidth configured here,

Users with Exceeded Quota

all users who have exceeded their traffic quota will share the Following maximurm bandwidth walues:

v Limit downloads ko |64 KEls

[ Limit uploads kao: |32 KE's

Figure 7.1 Bandwidth Limiter configuration

The Bandwidth Limiter module enables to define reduction of speed of incoming traffic
(i.e. from the Internet to the local network) and of outgoing data (i.e. from the local
network to the Internet) for transmissions of big data volumes and for users with their

quota exceeded. These limits do not depend on each other. This means it is possible to
use one of these functions, both or none.

Warning: In the Bandwidth Limiter module, speed is measured in kilobytes per second
(KB/s). while ISPs usually use kilobits per second (kbps, kbit/s or kb/s), or in megabits
per second (Mbps, Mbit/s or Mb/s). The conversion pattern is 1 KB/s = 8 kbit/s. Example:
A 256 kbit/s line’s speed is 32 KB/s, a 1 Mbit/s line’s speed is 128 KB/s.
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Setting limit values

The top of the dialog box contains a section where limits for transfers of big data vol-
umes can be set. These values determine bandwidth that will be reserved for these
transfers. The remaining bandwidth is available for other traffic.

Tests have discovered that the optimal usage of the Internet line capacity is reached
if the value is set to approximately 90 per cent of the bandwidth. It the values are
higher, the bandwidth limiter is not effective (not enough speed is reserved for other
connections and services if too much big data volums are transferred). If they are lower,
full line capacity is often not employed.

Warning: For optimal configuration, it is necessary to operate with real capacity of the
line. This value may differ from the information provided by ISP. One method of how to
find out the real value of the line capacity is to monitor traffic charts (see chapter 18.4)
when you can be almost sure that the line is fully employed.

At the bottom of the dialog box, download and upload speed limits for users with ex-
ceeded traffic quota can be set. The bandwidth defined will be shared by all users with
their quota exceeded. This implies that the total traffic volume of these users is limited
by the bandwidth value set here.

No optimal values are known for these speed limits. WinRoute administrators decide
themselves what part of the bandwidth will be reserved for these users. It is recom-
mended to set the values so that activities of these users do not affect other users and
services.

Note: Tt is also possible to block any traffic for a particular users who exceed their quota.
The restriction described above are applied only if the Don'’t block further traffic (Only
limit bandwidth...) action is set in configuration of the particular user account. For
details, see chapter 13.1.

Advanced Options

Click on Advanced to define advanced Bandwidth Limiter parameters. These parameters
apply only to large data volume transfers. They do not apply to users with exceeded
quota (handwidth values set for these users are applied without exception).

Services
Certain services may seem to perform large data volume transfers, although, in
fact, they don’t. Internet telephony (Voice over IP — VoIP) is a typical example. It is
possible to define exceptions for such services so that the bandwidth limiter does
not apply to them.
It may also be desired to apply bandwidth limiter only to certain network services
(e.g. when it is helpful to limit transfers via FTP and HTTP).
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The Services tab enables definition of services to which bandwidth limiter will be
applied:

¥ Large Data Transfers Advanced Options | x|

Services ICnnstraints |.ﬁ.dvanced |

—oervices

" Apply ko all services
= Apply ko the selecked services only

{* Apply to all except the selected services

Sy H3z3
iy sCCp
Wy SIp

Selectk services, .,

|

Zancel

Figure 7.2 Bandwidth Limiter — network services

e Apply to all services — the limits will be applied to all traffic between the local
network and the Internet.

o Apply to the selected services only — the limits will apply only to the selected
network services. Traffic performed by other services is not limited.

o Apply to all except the selected services — services specified in this section will be
excluded from the bandwidth limiter restrictions, whereas the limiter will apply
to any other services.

Click on Select services to open a dialog box where network services can be selected.

Hold the Ctrl or the Shift key to select multiple services. All services defined in

Configuration / Definitions / Services are available (for details, refer to chapter sect-

services"/>).
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—3elect servicels)

fvailable services: Selected services;
Marme | ;I Marme |

%, RSYP i H323

S RTSP TE

Sy SHMP
2y SHMP-Traps

H i

(] 4 Zancel

Figure 7.3 Bandwidth Limiter — selection of network services

IP Addresses and Time Interval
It may be also helpful to apply bandwidth limiter only to certain hosts (for example,
it may be undesired to limit a mailserver in the local network or communication
with the corporate web server located in the Internet). This exclusive IP group may
contain any IP addresses across the local network and the Internet. Where user
workstations use fixed IP addresses, it is also possible to apply this function to
individual users.
It is also possible to apply bandwidth limiter to a particular time interval (e.g. in
work hours).
These parameters can be set on the Constraints tab.
At the top of the Constraints tab, select a method how bandwidth will be applied to
IP addresses and define the IP address group:

e Apply to all traffic — the IP address group specification is inactive it is irrelevant.

e Apply to the selected address group only — the bandwidth limiter will be applied
only if at least one IP address involved in a connection belongs to the address
group. The other traffic will not be limited.

o Apply to all except the selected address group — the bandwidth limiter will not be
applied if at least one IP address involved in a connection belongs to the address
group. Any other traffic will be limited.

At the bottom of the Constraints tab, time interval can be set and enabled. The

bandwidth will be limited only in the time interval defined in this section.

Setting of parameters for detection of large data volume transfers
The Advanced tab enables setting of parameters that will be used for detection of
transmissions of large data volume — the minimal volume of transmitted data and
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#: Large Data Transfers Advanced Options | x|

Services |Cu:unstraints I.ﬁ.dvanced |

—IP Addresses

" Apply ko all kraffic
" Apply to the selected address group only

{* Apply to all except the selected address group
IP Address Group:

I 5 Compary Servers LI Edit. .. |

—Time Interyval

v Apply limits only ak given bime inkersal

Time Interyval:

I &7 Working Hours LI Edit. .. |

Zancel

Figure 7.4 Bandwidth Limiter — IP Addresses and Time Interval

inactivity time interval. The default values (200 KB and 5 sec) are optimized in
accordance with long-term testing in full action.

Caution! Changes of these values may reduce Bandwidth Limiter performance dra-
matically. With exception of special conditions (testing purposes) it is highly recom-
mended not to change the default values!

¥ Large Data Transfers Advanced Options | x|

Services |Cu:unstraints |F'.l:|van|:ed |

Zonsider connection as a large transfer
Once it has transferred more than: |2IIIIII KE
Wyithout being idle For at least: IS seconds
............................ ok .|  Cancel

Figure 7.5 Bandwidth Limiter — setting parameters

for detection of large data volume transfers
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For detailed description of the detection of large data volume transmissions, refer
to chapter 7.3.

7.3 Detection of connections with large data volume transferred

This chapter provides description of the method used by the Bandwidth Limiter module
to detect connections where large data volumes are transmitted. This description is an
extra information which is not necessary for usage of the Bandwidth Limiter module.

Network traffic is different for individual services. For example, web browsers usually
access sites by opening one or more connections and using them to transfer certain
amount of data (objects included at the page) and then closes the connections. Termi-
nal services (e.g. Telnet, SSH, etc.) typically use an open connection to transfer small
data volumes in longer intervals. Large data volume transfers typically uses the method
where the data flow continuously with minimal intervals between the transfer impulses.

Two basic parameters are tested in each connection: volume of transferred data and
duration of the longest idle interval. If the specified data volume is reached without the
idleness interval having been tresholded, the connection is considered as a transfer of
large data volume and corresponding limits are applied.

If the idle time exceeds the defined value, the transferred data counter is set to zero and
the process starts anew. This implies that each connection that once reaches the defined
values is considered as a large data volume transfer.

The value of the limit for the amount of data transmitted and the minimal idleness
period are configuration parameters of the Bandwidth Limiter (see chapter 7.2).

Examples:

The detection of connections transferring large data volumes will be better understood
through the following examples. The default configuration of the detection is as follows:
at least 200 KB of data must be transferred while there is no interruption for 5 sec or
more.

1. The connection at figure 7.6 is considered as a transmission of large data volume
after transfer of the third load of data. At this point, the connection has transferred
200 KB of data while the longest idleness interval has been only 3 sec.

T M D ] [

} + b
2 sec 3 sec 1 sec

Figure 7.6 Connection example — short idleness intervals
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2. Connection at figure 7.7 is not considered as a large data volume transfer, since after
150 KB of data have been transferred before an only 5 sec long idleness interval and
then, only other 150 KB of data have been transmitted within the connection.

' 50 kB I l 100 kB 150 kB

L
L
2 sec 5 sec

Figure 7.7 Connection example — long idleness interval

3. The connection shown at figure 7.8 transfers 100 KB of data before a 6 sec idleness
interval. For this reason, the counter of transferred data is set to zero. Other three
blocks of data of 100 KB are then transmitted. When the third block of data is
transferred, only 200 KB of transmitted data are recorded at the counter (since the
last long idleness interval). Since there is only a 3 sec idleness interval between
transmission of the second and the third block of data, the connection is considered
as a large data volume transfer.

100 kB 100 kB ' ' 100 kB l I 100 kB

6 sec 3 sec 3 sec

Figure 7.8 Connection example — long idleness interval at the beginning of the transfer
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User Authentication

WinRoute allows administrators to monitor connections (packet, connection, Web pages
or FTP objects and command filtering) related to each user. The username in each filter-
ing rule represents the IP address of the host(s) from which the user is connected (i.e. all
hosts the user is currently connected from). This implies that a user group represents
all IP addresses its members are currently connected from.

In addition to authentication based access limitations, user login can be used to effec-
tively monitor activity using logs (see chapter 1919)), and status (see chapter 17.2) and
hosts and users (see chapter 17.1). If there is no user connected from a certain host,
only the IP address of the host will be displayed in the logs and statistics.

8.1 Firewall User Authentication

Any user with their own account in WinRoute can authenticate at the firewall (regardless
their access rights). Users can connect:

e manually — in the browser, user will open page
https://server:4081/fw/Togin

(the name of the server and the port number are examples only — see chapter 11).

o redirection — when accessing any website (unless access to this page is explicitly
allowed to unauthenticated users — see chapter 9.1).

e using NTLM— if Microsoft Internet Explorer or Netscape/Mozilla/Firefox/SeaMonkey
is used and the user is authenticated in a Windows NT domain or Active Directory,
the user can be authenticated automatically (the login page will not be displayed). For
details, see chapter 22.3.

e automatically — IP addresses of hosts from which they will be authenticated auto-
matically can be associated with individual users. This actually means that whenever
traffic coming from the particular host is detected, WinRoute assumes that it is cur-
rently used by the particular user , and the user is considered being authenticated
from the IP address. However, users may authenticate from other hosts (using the
methods described above).
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IP addresses for automatic authentication can be set during definition of user account
(see chapter 13.1).

Note: This authentication method is not recommended for cases where hosts are
used by multiple users (user’s identity might be misused easily).

Login by re-direction is performed in the following way: user enters URL pages that
he/she intends to open in the browser. WinRoute detects whether the user has already
authenticated. If not, WinRoute will re-direct the user to the login page automatically.
After a successful login, the user is automatically re-directed to the requested page or
to the page including the information where the access was denied.

Note: Users will be redirected to a secured or unsecured web interface according to the
fact which version of web interface is allowed (see chapter 11.1). If both versions are
allowed, the secured web interface will be used.

User authentication advanced options

Login/logout parameters can be set on the Authentication Options tab under Users and
Groups/ Users.

2 | Users McAfee

Proven Secwity™

User Accounts | Authentication Optionz | Active Directony

—w'eb authentication

[ Always require users bo be authenticated when accessing web pages
[+ Enable uzer authentication automatically perfarmed by Web browsers

Mate: MT domain authentication must be configured properly.

—Autornatic logout

[ Autormatically logout users when they are inactive

Timeout: I'I 20 minLte(z]

Figure 8.1 User Authentication Options
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Redirection to the authentication page

Enable this option to require user authentication any time an unauthenticated user
attempts to open a Web page. This implies that the user will be automatically
redirected to the authentication page if not authenticated yet (see chapter 11.2)
and the demanded Web page will be opened after a successful login.

If the option is disabled, user authentication will be required only for Web pages
which are not available (are denied by URL rules) to unauthenticated users (refer to
chapter 9.1).

Note: User authentication is used both for accessing a Web page (or/and other
services) and for monitoring of activities of individual users (the Internet is not
anonymous).

Automatic authentication (NTLM)
If the Enable user authentication automatically.. option is checked and Microsoft In-
ternet Explorer (version 5.01 or later) or Netscape/Mozilla/Firefox/SeaMonkey (core
version 1.3 or later) is used, it is possible to authenticate the user automatically
using the NTLM method. For details, refer to chapter 22.3.

Automatically logout users when they are inactive
Timeout is a time interval (in minutes) of allowed user inactivity. When this period
expires, the user is automatically logged out from the firewall. The default timeout
value is 120 minutes (2 hours).
This situation often comes up when a user forgets to logout from the firewall.
Therefore, it is not recommended to disable this option, otherwise login data of
a user who forgot to logout might be misused by an unauthorized user.
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WinRoute provides a wide range of features to filter traffic using HTTP and FTP protocols.
These protocols are the most spread and the most used in the Internet.

Here are the main purposes of HTTP and FTP content filtering:

e to block access to undesirable Web sites (i.e. pages that do not relate to employees’
work)

e to block certain types of files (i.e. illegal content)
e to block or to limit viruses, worms and Trojan horses

Let’s focus on filtering options featured by WinRoute. For their detailed description, read
the following chapters.

HTTP protocol
— Web pages filtering:

e access limitations according to URL (substrings contained in URL addresses)

e blocking of certain HTML items (i.e. scripts, ActiveX objects, etc.)

o filtering based on classification by the ISS OrangeWeb Filter module (worldwide
Website classification database)

e limitations based on occurrence of denied words (strings)

e antivirus control of downloaded objects

FTP protocol
— control of access to FTP servers:

e access to certain FTP servers is denied

o limitations based on or file names

o transfer of files is limited to one direction only (i.e. download only)
e certain FTP commands are blocked

e antivirus control of transferred files
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Content filtering requirements

The following conditions must be met to ensure smooth functionality of content filter-
ing:

1. Traffic must be controlled by an appropriate protocol inspector.

An appropriate protocol inspector is activated automatically unless its use is denied
by traffic rules. For details, refer to chapter 6.3.

2. Connections must not be encrypted. SSL encrypted traffic (HTTPS and FTPS proto-
cols) cannot be monitored. In this case you can block access to certain servers using
traffic rules (see chapter 6.3).

Note: If the proxy server is used (see chapter 5.5), It is also possible to filter HTTPS

servers (e.g. https://www.kerio.com/). However, it is not possible to filter indi-
vidual objects at these servers.

3. FTP protocols cannot be filtered if the secured authentication (SASO) is used.

Note:WinRoute provides only tools for filtering and access limitations. Decisions on
which Web sites and file types will be blocked must be made by the administrator (or
another qualified person).

9.1 URL Rules

These rules allow the administrator to limit access to Web pages with URLs that meet cer-
tain criteria. They include other functions, such as filtering of web pages by occurrence
forbidden words, blocking of specific items (scripts, active objects, etc.) and antivirus
switch for certain pages.

To define URL rules, go to the URL Rules tab in Configuration / Content Filtering / HTTP
Policy.

Y )| HTTP Policy McAfee

Proven Security™ |

RL Rules I Content Rules | Cache | Prosy Server | URL Groups | Farbidden ‘words | 1S5 Orangeiw'eb Filter

Dezcription I Action I Condition | Properties
Allowe automatic updates \/ Pemnit  all objects from http: /£ keno.com® GBIu:u:k: viruzes
] Remave advertizement and banners Y Drop &l objects from URL group: Adz/banners

Deny zites rated in 155 Orangetw'eb Filk . ¢ Deny &l abjects fram URL Databaze
Allow k5 Windows automatic updates \/ Pemit  all objects fram URL group: “windows Upd...
Deny zites rated in Cobion categonies Deny  all objects from URL Databaze

Figure 9.1 URL Rules

121



Chapter 9 HTTP and FTP filtering

Rules in this section are tested from the top of the list downwards (you can order the list
entries using the arrow buttons at the right side of the dialog window). If a requested
URL passes through all rules without any match, access to the site is allowed. All URLs
are allowed by default (unless denied by a URL rule).

Note: URLs which do not match with any URL rule are available for any authenticated
user (any traffic permitted by default). To allow accessing only a specific web page group
and block access to other web pages, a rule denying access to any URL must be placed
at the end of the rule list.

The following items (columns) can be available in the URL Rules tab:

e Description — description of a particular rule (for reference only). You can use the
checking box next to the description to enable/disable the rule (for example, for
a certain time).

e Action — action which will be performed if all conditions of the rule are met (Permit
— access to the page will be allowed, Deny — connection to the page will be denied
and denial information will be displayed, Drop — access will be denied and a blank
page will be opened, Redirect — user will be redirected to the page specified in the
rule).

e (Condition — condition which must be met to apply the rule (e.g. URL matches certain
criteria, page is included in a particular category of the ISS OrangeWeb Filter database,
etc.).

e Properties — advanced options for the rule (e.g. anti-virus check, content filtering,
etc.).

The following columns are hidden by default. To view them, use the Modify columns
function in the context menu — for details, see chapter 3.2.

e [P Groups — IP group to which the rule is applied. The IP groups include addresses
of clients (workstations of users who connect to the Internet through WinRoute).

e Valid Time — time interval during which the rule is applied.

e Users List — list of users and user groups to which the rule applies.
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Note: The default WinRoute installation includes several predefined URL rules. These
rules are disabled by default. These rules are available to the WinRoute administrators.

URL Rules Definition

To create a new rule, select a rule after which the new rule will be added, and click Add.
You can later use the arrow buttons to reorder the rule list.

Use the Add button to open a dialog for creating a new rule.

s URL Rule | x|

General I.ﬁ.dvanced |Cu:untent Fules |

Descripion IDeny the staff to access chat servers

—If user accessing the URL is
" any user

[T domok reguire authenticakion

% selected user(sh: | BnStaff

Set...

—and URL matches criteria

= URL begins with: |*

f* s in URL group: I Chat ;I

™ is rated by 155 CrangeWWehb Filker rating system  Seleck Rating. .. |

" is any URL where server is specified by an IP address

—Ackion

\/ " Allow access to the Web site

< 4 {* Deny access to the Web site

¥ Log

(] 4 Zancel

Figure 9.2 URL Rule — basic parameters
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Open the General tab to set general rules and actions to be taken.

Description
Description of the rule (information for the administrator).

If user accessing the URL is
Select which users this rule will be applied on:

any user — for all users (no authentication required).

selected user(s) — for selected users or/and user groups who have authenticated
to the firewall.

Notes:

1. TItis often desired that the firewall requires user authentication before letting
them open a web page. This can be set on the Authentication Options tab in
Users (refer to chapter 13.1). Using the do not require authentication option,
for example a rule allowing access to certain pages without authentication
can be defined.

2. Unless authentication is required, the do not require authentication option
is ineffective.

selected user(s) — applied on selected users or/and user groups.

Click on the Set button to select users or groups (hold the Ctrl and the Shift keys

to select more that one user/group at once).

Note: In rules, username represents IP address of the host fro which the user is

currently connected to the firewall (for details, see chapter 8.1).

And URL matches criteria
Specification of URL (or URL group) on which this rule will be applied:

URL begins with — this item can include either entire URL

(i.e. www. kerio.com/index.html) or only a substring of a URL using an asterisk
(wildcard matching) to substitute any number of characters (i.e. =.kerio.comx)
Server names represent any URL at a corresponding server (www. kerio.com/=).
is in URL group — selection of a URL group (refer to chapter 12.4) which the URL
should match with

is rated by ISS OrangeWeb Filter rating system — the rule will be applied on all
pages matched with a selected category by the ISS OrangeWeb Filter plug-in (see
chapter 9.3).

Click on the Select Rating... button to select from ISS OrangeWeb Filter cate-
gories. For details, refer to chapter 9.3.

is any URL where server is given as IP address — by enabling this option users
will not be able to bypass URL based filters by connecting to Web sites by IP
address rather than domain name. This trick is often used by servers offering
illegal downloads.
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Action

Warning: If access to servers specified by IP addresses is not denied, users can
bypass URL rules where servers are specified by names.

Selection of an action that will be taken whenever a user accesses a URL meeting

arule:

Allow access to the Web site
Deny access to the Web site — requested page will be blocked. The user will be
informed that the access is denied or a blank page will be displayed (according
to settings in the Advanced tab — see below).

Tick the Log option to log all pages meeting this rule in the Filter log (see chap-
ter 19.9).

Go to the Advanced tab to define more conditions for the rule or/and to set options for
denied pages.

s URL Rule | x|

iZeneral |.ﬁ.dvanced ICDntent Rules |

—additional rule conditions

Yalid at time interwval:

I Working Hours LI Edit... |

Yalid For IP address group:

I Local Metwaork, LI Edit... |

valid if MIME type is: |* |

—Denial options

" Show denial page

Denial bexk:

Zhat is denied during working hours!

[~ Users cam Unlock this rule

" Show blank page (without any Eext or graphics)

¥ Redirect bo LRL Ihttp:,I',I'WWW.I:DmpaI'l‘:.-'.EDm,I'EhatdEl'liEd.htm|

Figure 9.3 URL Rule — advanced parameters
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Valid at time interval
Selection of the time interval during which the rule will be valid (apart from this
interval the rule will be ignored). Use the Edit button to edit time intervals (for
details see chapter 12.2).

Valid for IP address group
Selection of IP address group on which the rule will be applied. Client (source)
addresses are considered. Use the Any option to make the rule independent of
clients.
Click on the Edit button to edit IP groups (for details see chapter 12.1).

Valid if MIME type is
The rule will be valid for a certain MIME type only (for example, text/html — HTML
documents, image/jpeg — images in the JPEG format, etc.).
You can either select one of the predefined MIME types or define a new one. An
asterisk substitutes any subtype (i.e. image/*). An asterisk stands for any MIME
type — the rule will be independent of the MIME type.

Denial options
Advanced options for denied pages. Whenever a user attempts to open a page that
is denied by the rule, WinRoute will display:

a page informing the user that access to the required page is denied as it is
blocked by the firewall. This page can also include an explanation of the denial
(the Denial text item).

The Unlock button will be displayed in the page informing about the denial if the
Users can Unlock this rule is ticked. Using this button users can force WinRoute
to open the required page even though this site is denied by a URL rule. The
page will be opened for 10 minutes. Each user can unlock a limited number of
denied pages (up to 10 pages at once). All unlocked pages are logged in the Filter
log (see chapter 19.9).

Notes:

1. Only subscribed users are allowed to unlock rules.

2. If any modifications are done within URL rules, all unlock rules are removed
immediately.

a blank page — user will not be informed why access to the required page was

denied.

another page — user’s browser will be redirected to the specified URL. This op-

tion can be helpful for example to define a custom page with a warning that

access to the particular page is denied.
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Open the Content Rules tab (in the HTTP Rules section) to specify details for content
filter rules. Parameters on this tab can be modified only for rules where the Allow access
to the Web site option is enabled.

#: URL Rule HE

General |.-i'-.|:|van|:eu:| | Content Rules |

—W0e content scanning options

HTML &ctives ohigcts A2 Deny |
HTHL Script tags I Crefault LI
HTHL JavaScript pop-up windows I‘/.-’-'-.IIDW LI
HTHL Java appletz I Crefault LI
Crozs-domain referer I W 2l LI

[~ Deny'eb pages containing forbidden wards in HTML code

[¥ Scan contents for viruses according to scanning miles

Figure 9.4 Options for Websites with content meeting a URL rule

WWW content scanning options
In this section you can define advanced parameters for filtering of objects con-
tained in Web pages which meet the particular rule (for details refer to chapter 9.2).
Specific URL settings have higher priority than user settings (see chapter 13.1) and
global rules for unauthorized users (refer to chapter 9.2).
One of the following alternatives can be set for each object type:

e Allow — these objects will be displayed.

o Deny — these objects will be filtered out of the page

e Default — global rules or custom rules of a particular user will be applied to
such objects (this implies that this rule will not affect filtering of such objects)

Deny Web pages containing ...
Use this option to deny users to access Web pages containing words/strings defined
on the Forbidden Words tab in the Configuration/Content Filtering/HTTP Policy.
For detailed information on forbidden words, see chapter 9.4.

Scan content for viruses according to scanning rules
Antivirus check according to settings in the Configuration / Content Filtering / An-
tivirus section will be performed (see chapter 10.3) if this option is enabled.
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HTTP Inspection Advanced Options

Click on the Advanced button in the HTTP Policy tab to open a dialog where parameters
for the HTTP inspection module can be set.

#: Set advanced options 7 x|

—Logging options
¥ Enable HTTP Log
Select format:
{* Apache access log
" Squid prozy log
[w Enable#'eb Lag

—Other zettings

[~ Apply filkering rules also for local servers

Cancel |

Figure 9.5 HTTP protocol inspector settings

Use the Enable HT'TP Log and Enable Web Log options to enable/disable logging of HTTP
queries (opened web pages) to the HTTP log (see chapter 19.10) and to the Web log (refer
to chapter 19.14).

Log format can be chosen for the Enable HTTP Log item: Apache access log
(http://www.apache.org/) or Squid proxy log (http://www.squid-cache.org/).
This may be important especially when the log would be processed by a specific analysis
tool.

Both HTTP and Web logs are enabled by default. The Apache option is selected by default
for its better reference.

Use the Apply filtering rules also for local server to specify whether content filtering
rules will be applied to local WWW servers which are available from the Internet (see
chapter 6). This option is disabled by default — the protocol inspector only scans HTTP
protocol syntax and performs logging of queries ( WWW pages) according to the settings.
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9.2 Global rules for Web elements

9.2 Global rules for Web elements

In WinRoute you can also block certain features contained in HTML pages. Typical un-
desirable items are ActiveX objects (they might enable starting of applications on client
hosts) and pop-up windows (automatically opened browser windows, usually used for
advert purposes).

To define content global filtering rules go to the Content Rules tab in the Configuration
/ Content Filtering/ HTTP Policy section. Special settings for individual pages can be
defined in URL Rules section (refer to chapter 9.1).

Settings on the WWW content scanning options tab are applied to traffic of hosts where
users are not authenticated. Special settings are used for users connected through the
firewall.

Each authenticated user can customize filtering rules at the user preferences page (see
chapter 11.3). However, users that are not allowed to override WWW content rules (refer
to chapter 13.1) cannot permit HTML features that are denied globally.

)| HTTP Policy McAfee

Proven Secasity™

LIRL Rules | Carntent Rules IEache | Prowy Server | URL Groups | Forbidden " aords | 155 Orange'eh Filter |

— Default WMy content scanning optiohs

[~ Al HTML Actives objects

¥ Allove HTML Script tags
¥ Allovw HTML JavaSeript pop-up windows
[v &l HTML Java applets

[~ Allow cross-domain referer

Figure 9.6 Global rules for Web elements

Allow HTML ActiveX objects
Active objects at web pages.
This option allows/blocks <object> and <embed> HTML tags.

Allow <Script> HTML tags
HTML <script> tags — commands of scripting languages, such as JavaScript, VB-
Script, etc.

Allow HTML JavaScript pop-up windows
Automatic opening of new browser windows — usually pop-up windows with ad-
vertisements.
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This option enables/blocks the window.open() method in scripts

Allow <applet> HTML tags
HTML <applet> tags (Java Applet)

Allow cross-domain referrer
This option enables/disables the Referrer item included in an HTTP header.
The Referer item includes pages that have been viewed prior to the current page.
If the Allow inter-domain referrer is off, Referrer items that include a server name
different from the current HTTP request will be blocked.
The Cross-domain referrer function protects users’ privacy (the Referrer item can
be monitored to see which pages are opened by each user).

9.3 Content Rating System (ISS OrangeWeb Filter)

The ISS OrangeWeb Filter module enables WinRoute to rate Web page content. Each
page is sorted into predefined categories. Access to the page will be either permitted or
denied according to this classification.

ISS OrangeWeb Filter uses a dynamic worldwide database which includes URLs and clas-
sification of Web pages. This database is maintained by special servers that perform
page ratings. Whenever a user attempts to access a Web page, WinRoute sends a request
on the page rating. According to the classification of the page the user will be either
allowed or denied to access the page. To speed up URL rating the data that have been
once acquired can be stored in the cache and kept for a certain period.

Notes:

1. The ISS OrangeWeb Filter module was designed and tested especially on pages in
English. Efficiency of its appliance on non-English pages is lower (about 70 % of the
full efficiency).

2. A special license is associated with ISS OrangeWeb Filter. Unless WinRoute includes
an ISS OrangeWeb Filter license, then the module behaves as a trial version only (this
means that it is automatically disabled after 30 days from the WinRoute installation
and options in the ISS OrangeWeb Filter tab will not be available). For detailed
information about the licensing policy, read chapter 44.

3. If the Internet connection is provided by a dial-up, it is not recommended to use ISS
OrangeWeb Filter.

Upon startup of the WinRoute Engine, access to the database server is checked (this
process is called activation). This activation is refreshed regularly.

If the line is hung up while the activation is being started and refreshed, the activa-
tion is not started and the ISS OrangeWeb Filter module will not work. In addition,
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communication with the database server significantly increases the response time

for connection to such web pages classification of which is not saved in the local
cache.

ISS OrangeWeb Filter configuration

The ISS OrangeWeb Filter module can be set and configured through the ISS OrangeWeb
Filter tab in Configuration / Content Filtering / HTTP Policy.

43| HTTP Policy McAfee

Prowen Seawity™

URL Rulez | Content Rules I Cache | Proxy Server | URL Groups | Forbidden 'w/'ards | IS5 Orange't/eb Filter |

ISSOramngeWebFilter™

—Settings

v Enable 155 Orangeseh Filter

[v Categorize each page regardless of HTTP uiles

—I55 Orangeweb Filter white list

Server |Descriptinn |
v, chn.com Mews

#: IS5 DrangeWeb Filter white list

Server Iwww.lycm.cn.uk

Description; IWeb zearch engine

] I Cancel |

add. | Ede. | Bemove |

Figure 9.7 1SS OrangeWeb Filter configuration

Enable ISS OrangeWeb Filter

use this option to enable/disable the ISS OrangeWeb Filter module for classification
of websites.

If ISS OrangeWeb Filter is disabled:

e the other options in the ISS OrangeWeb Filter tab are not available,

e all URL rules which use the ISS OrangeWeb Filter classification are disabled (for
details, refer to chapter 9.3).
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Categorize each page regardless of HTTP rules
Enable this option to let ISS OrangeWeb Filter categorize all Web pages (included de-
nied ones). This can be useful especially for statistic monitoring (see chapter 18.3).

Servers (Web sites) not to be rated by the module can eb specified in ISS OrangeWeb
Filter white list. Use the Add button to open a dialog where a new item (server or a Web
page) can be added.

Server
Use the Server item to specify Web sites not to be classified by the ISS OrangeWeb
Filter. The following items can be specified:

e server name (e.g. www.kerio.com). Server name represents any URL at a corre-
sponding server.

e a particular URL (e.g. www.kerio.com/index.html). It is not necessaru to in-
clude protocol specification (http://).

e URL using wildcard matching (e.g. *.ker?o. ). An asterisk stands for any num-
ber of characters (even zero), a*.ker?o.* question-mark represents just one
symbol.

Description
Comments for the items defined. For reference only.

ISS OrangeWeb Filter Deployment

To enable classification of Websites by the ISS OrangeWeb Filter module, this module
must be running and all corresponding parameters must be set.

Whenever WinRoute processes a URL rule that requires classification of pages, the ISS
OrangeWeb Filter plug-in is activated. The usage will be better understood through the
following example that describes a rule denying all users to access pages containing job
offers.

the following rule has been defined in the URL Rules tab in Configuration / Content
Filtering / HTTP Rules:

The is rated by ISS OrangeWeb Filter rating system is considered the key parameter. The
URL of each opened page will be rated by the ISS OrangeWeb Filter module. Access to
each page matching with a rating category included in the database will be denied.

Use the Select Rating button to open a dialog where ISS OrangeWeb Filter rating cate-
gories can be chosen. Select the Job Search rating category (pages including job offers).
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Notes:

1. Use the Check button to check all items included in the selected category. You can

s URL Rule | x|

General I.-’-'-.dvanu:ed | Cantent Rulez |

Drezcription IDen_l,l job offers

—If uzer acceszing the URL iz
% any user

v do not require authentication

" selected users]:

Set...

—and URL matches criteria

= URL beqins with: |"

iz in URL group: I.-'l'-.ds.-"l:uanners ;I

¥ iz rated by |55 Oranget/'eb Filter rating spstem  Select Rating. . |

iz any UBL where server is specified by an IP address

—Action

\/ " Allow access to the ‘Web site
< 4 f+ Deny access to the ‘Web site

¥ Log

(] Cancel

Figure 9.8 1SS OrangeWeb Filter rule

uncheck all items in the category by clicking Uncheck.
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#: Set ISS OrangeWeb Filter Categories 7 x|

Categon |
-- Cririnial Activities
-- Dirugz
-- Entertainment / Culture
-- Eutreme
-- Finance / Investment
-- Games / Gambling
-- Information # Communication
.. IT
E]--Ju:ul:u Search
Job Search
-- Lifestyle
-- M edicine
-- Orderinig
-- Paornography / Hudity
-- Private Homepages
-- Society / Education / Religion
--"v"ehicles / Tranzpartation
[ Weapons

Check Hrchesk

LCancel

Figure 9.9 ISS OrangeWeb Filter categories

2. We recommend you to unlock rules that use the ISS OrangeWeb Filter rating system
(the Users can Unlock this rule option in the Advanced tab). This option will allow
users to unlock pages blocked for incorrect classification.

9.4 Web content filtering by word occurrence
WinRoute can also filter Web pages that include undesirable words.

This is the filtering principle: Denied words are matched with values, called weight
(represented by a whole positive integer). Weights of these words contained in a required
page are summed (weight of each word is counted only once regardless of how many
times the word is included in the page). If the total weight exceeds the defined limit (so
called treshold value), the page is blocked.

So called forbidden words are used to filter out web pages containing undesirable words.
URL rules (see chapter 9.1) define how pages including forbidden content will be handled.

Warning: Definition of forbidden words and treshold value is ineffective unless corre-
sponding URL rules are set!
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Definition of rules filtering by word occurrence

First, suppose that some forbidden words have been already defined and a treshold
value has been set (for details, see below).

On the URL Rules tab under Configuration / Content Filtering / HI'TP Policy, create a rule
(or a set of rules) to allow access to the group of web pages which will be filtered by
forbidden words. Go to the Content Rules tab under HTTP Rule to enable the web content
filter.

Example: A rule that will filter all web sites by occurrence of forbidden words.

On the General tab, allow all users to access any web site.

s URL Rule | x|

General I.-’-'-.dvanu:ed | Cantent Rulez |

Drezcription IDen_l,l pages containing forbidden waordz

—If uzer acceszing the URL iz
% any user

[~ do not require authentication

" selected users]:

Set...

—and URL matches criteria
f+ URL begins with: |"

iz in URL group: I.-'l'-.ds.-"l:uanners ;I

™ iz rated by |55 Oranget/'eb Filter rating spstem  Select Fating. . |

iz any UBL where server is specified by an IP address

—Action

\/ v Allow access to the ‘Web site

20" Deny access to the 'Web site

[ Log

Figure 9.10 A rule filtering web pages by word occurrence (allow access)
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On the Content Rules tab, check the Deny Web pages containing... option to enable
filtering by word occurrence.

#: URL Rule HE

General |.-i'-.|:|van|:eu:| | Content Rules |

—W0e content scanning options

HTML Activei abjects | Default =l
HTHL Script tags I Crefault LI
HTHL JavaScript pop-up windows I Crefault LI
HTHL Java appletz I Crefault LI
Crozs-domain referer I Default LI

v Deny'web pages containing forbidden wards in HTML code

[¥ Scan contents for viruses according to scanning miles

Figure 9.11 A rule filtering web pages by word occurrence (word filtering)

Word groups

To define word groups go to the Word Groups tab in Configuration / Content Filtering /
HTTP Policy, the Forbidden Words tab. Words are sorted into groups. This feature only
makes WinRoute easier to follow. All groups have the same priority and all of them are
always tested.

Individual groups and words included in them are displayed in form of trees. To enable
filtering of particular words use checkboxes located next to them. Unchecked words will
be ignored. Due to this function it is not necessary to remove rules and define them
again later.

Note: The following word groups are predefined in the default WinRoute installation:
e Pornography — words that typically appear on pages with erotic themes,

e Warez / Cracks — words that typically appear on pages offering downloads of illegal
software, license key generators etc.
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Y| HTTP Policy McAfee

- Proven Seamity™

URL Rules I Content Rules | Cache | Prawy Server | LRL Groups | Forbidden 'words |

ltem I ‘wieight | Dezcription I
-- =7 Parnography
E| W arez/Cracks

o cracks 30

- M =5 exploits 2%

- I = hack 2%

- M =3 hacking 20

“2illegal L

- M =5 keygen 25

- Il = serial 10

- I = warez 30

Add.. Edit... Bemaove Deny pages with weight aver: |19 =

Figure 9.12 Groups of forbidden words

All key words in predefined groups are disabled by default. A WinRoute administrator
can enable filtering of the particular words and modify the weight for each word.

Treshold value for Web page filtering
The value specified in Deny pages with weight over represents so called treshold
weight value for each page (i.e. total weight of all forbidden words found at the
page). If the total weight of the tested page exceeds this limit, access to the page
will be denied (each word is counted only once, regardless of the count of individual
words).

Definition of forbidden words
Use the Add button to add a new word into a group or to create a new group.

Group
Selection of a group to which the word will be included. You can also add a new
name to create a new group.

Keyword
Forbidden word that is to be scanned for

Weight
Word weight (affects decision about the page denial)

Description
A comment on the word or group.
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¥ Word Groups Edit 7 x|
Group: I.Ju:ul:u offers LI
K.epard: Iiu:ul:u
Wieight; IED—
Drezcription: I
ok LCancel

Figure 9.13 Definition of a forbidden word or/and a word group
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9.5 FTP Policy

9.5 FTP Policy

To define rules for access to FTP servers go to Configuration / Content Filtering / FTP
Rules.

Y| FTP Policy McAfee
b Proven Seamity” |
Drezcription Action Condition | IP Groups |
Forbid resume due antivirug scanning cDeny  igzue command: "REST' on any server
Forbid upload cDeny  igzue commandz "STOR" on any server
Forbid *.mpag, *.mp3 and *.mpeg files Deny  transfer file *.mp” from any server
Forbid *. avi files Deny  trangfer file ® avi from any server

Figure 9.14 FTP Rules

Rules in this section are tested from the top of the list downwards (you can order the
list entries using the arrow buttons at the right side of the dialog window). Testing is
stopped when the first convenient rule is met. If the query does not match any rule,
access to the FTP server is implicitly allowed.

Notes:

1. The default WinRoute configuration includes a set of predefined rules for FTP traf-
fic. These rules are disabled by default. These rules are available to the WinRoute
administrators.

2. A rule which blocks completion of interrupted download processes (so called re-
sume function executed by the REST FTP command). This function is essential for
proper functionality of the antivirus control: for reliable scanning, entire files must
be scanned.

If undesirable, this rule can be disabled. This is not recommended as it might jeopar-
dize scanning reliability. However, there is a more secure way to limit this behavior:
create a rule which will allow unlimited connections to a particular FTP server. The
rule will take effect only if it is placed before the Resume rule.

For details on antivirus scan of FTP protocol, refer to chapter 10.3.
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FTP Rules Definition

To create a new rule, select a rule after which the new rule will be added, and click Add.
You can later use the arrow buttons to reorder the rule list.

Checking the box next to the rule can be used to disable the rule. Rules can be disabled
temporarily so that it is not necessary to remove rules and create identical ones later.

Note: FTP traffic which does not match any FTP rule is allowed (any traffic permitted
by default). To allow accessing only a specific group of FTP servers and block access to
other web pages, a rule denying access to all FTP servers must be placed at the end of
the rule list.

FTP rule dialog:

s FTP Rule | x|

General I.-’-'-.dvanu:ed |

Drezcription: IF::urI:uiu:I a qroup of uzers to access certain FTP servers

—If uzer accessing the FTP server iz
£ any user
" any user authenticated on the firewall

v selected users]: | %n FTP denied

Set...

—and the FTP zerver iz

{0 any server

{ server |

f* |P address from group: | Forbidden FTP servers LI Edit... |

—Action

W Allow
o {F Deny
¥ Log

ok LCancel

Figure 9.15 FTP Rule — basic parameters
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Open the General tab to set general rules and actions to be taken.

Description
Description of the rule (information for the administrator).

If user accessing the FTP server is
Select which users this rule will be applied on:

any user — the rule will be applied on all users (regardless whether authenti-
cated on the firewall or not).

any user authenticated on the firewall — applied on all authenticated users.
selected user(s) — applied on selected users or/and user groups.

Click on the Set button to select users or groups (hold the Ctrl and the Shift keys
to select more that one user/group at once).

Note: Rules designed for selected users (or all authenticated users) are irrelevant
unless combined with a rule that denies access of non-authenticated users.

And the FTP server is
Specify FTP servers on which this rule will be applied:

Action

any server —any FTP server

server — IP address of DNS name of a particular FTP server.

If an FTP server is defined through a DNS name, WinRoute will automatically
perform IP address resolution from DNS. The IP address will be resolved imme-
diately when settings are confirmed by the OK button (for all rules where the
FTP server was defined by a DNS name).

Warning: Rules are disabled unless a corresponding IP address is found!

IP address from group — selection of IP addresses of FTP servers that will be
either denied or allowed.

Click on the Edit button to edit IP groups (for details see chapter 12.1).

Select an action that will be taken when requirements for users and the FTP server
are met:

Allow — WinRoute allows connection to selected FTP servers under conditions
set in the Advanced tab— see below).

Deny — WinRoute will block certain FTP commands or FTP connections (accord-
ing to the settings within the Advanced tab).

Check the Log option to log all FTP connections meeting this rule in the Filter log
(see chapter 19.9).
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Go to the Advanced tab to define other conditions that must be met for the rule to be
applied and to set advanced options for FTP communication.

¥: FTP Rule 7 x|

General | Advanced |

—additional rule conditionz

Yalid at time interval:

I Working Hours LI Edit... |

Yalid for IP address group:

[ &y =l Edi... |

—Caontent
Type:
I FTP command LI

FTP commands:

IF'EIFET,F'.-’-‘-.S\-’,HETFLSTEIH,DELE,LIST Set...

[¥ Scan contents for viruses according to scanning miles

Figure 9.16 FTP Rule — advanced settings

Valid at time interval
Selection of the time interval during which the rule will be valid (apart from this
interval the rule will be ignored). Use the Edit button to edit time intervals (for
details see chapter 12.2).

Valid for IP address group
Selection of IP address group on which the rule will be applied. Client (source)
addresses are considered. Use the Any option to make the rule independent of
clients.
Click on the Edit button to edit IP groups (for details see chapter 12.1).

Content
Advanced options for FTP traffic content.
Use the Type option to set a filtering method:

e Download, Upload, Download / Upload — transport of files in one or both direc-
tions.
If any of these options is chosen, you can specify names of files on which the
rule will be applied using the File name entry. Wildcard matching can be used to
specify a file name (i.e. *.exe for executables).
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e FTP command — selection of commands for the FTP server on which the rule
will be applied
e Any — denies all traffic (any connection or command use)

Scan content for viruses according to scanning rules
Use this option to enable/disable scanning for viruses for FTP traffic which meet
this rule.
This option is available only for allowing rules — it is meaningless to apply antivirus
check to denied traffic.
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Antivirus control

WinRoute provides antivirus check of objects (files) transmitted by HTTP, FTP, SMTP and
POP3 protocols. In case of HTTP and FTP protocols, the WinRoute administrator can
specify which types of objects will be scanned.

WinRoute is also distributed in a special version which includes integrated McAfee an-
tivirus. Besides the integrated antivirus, WinRoute supports several antivirus programs
developed by various companies, such as Eset Software, Grisoft, F-Secure, etc.). Antivirus
licenses must meet the license policy of a corresponding company (usually, the license
is limited by the same or higher number of users as WinRoute is licensed for, or a server
license).

Since 6.2.0, WinRoute enables to combine the integrated McAfee antivirus with a sup-
ported external antivirus. In such a case, transferred files are checked by both an-
tiviruses (so called dual antivirus control). This feature reduces the risk of letting in
a harmful file.

However, using of two antiviruses at a time also decreases the speed of firewall’s per-
formance. It is therefore highly recommended to consider thoroughly which method
of antivirus check should be used and to which protocols it should be applied and, if
possible and desired, to try the configuration in the trial version of WinRoute before
purchasing a license.

Notes:

1. However, supported external antiviruses as well as versions and license policy of in-
dividual programs may change as the time flows. For up-to-date information please
refer to (http://www.kerio.com/kwf).

2. External McAfee Anti-Virus programs are not supported by WinRoute.
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10.1 Conditions and limitations of antivirus scan

10.1 Conditions and limitations of antivirus scan

Antivirus check of objects transferred by a particular protocol can be applied only to
traffic where a corresponding protocol inspector which supports the antivirus is used
(see chapter 12.3). This implies that the antivirus check is limited by the following
factors:

Antivirus check cannot be used if the traffic is transferred by a secured channel
(SSL/TLS). In such a case, it is not possible to decipher traffic and separate trans-
ferred objects.

Within email antivirus scanning (SMTP and POP3 protocols), the firewall only removes
infected attachments — it is not possible to drop entire email messages. For details,
see chapter 10.4.

Object transferred by other than HTTP, FTP, SMTP and POP3 protocols cannot be
checked by an antivirus.

If a substandard port is used for the traffic, corresponding protocol inspector will
not be applied automatically. In that case, simply define a traffic rule which will allow
this traffic using a corresponding protocol inspector (for details, see chapter 6.3).

Example: You want to perform antivirus checks of the HTTP protocol at port 8080.
1. Define the HTTP 8080 service (TCP protocol, port 8080).

2. Create a traffic rule which will allow this service applying a corresponding proto-
col inspector.

Mame Source Destination Service Action| Protocol [nspector

B HTTF 8080 with inspection T3 < Any o Any 4 HTTP 8080 "/ HTTF

Figure 10.1 Traffic rule for HTTP protocol inspection at non-standard ports

Add the new rule before the rule allowing access to any service in the Internet (if
such a rule exists). If the NAT (source address translation) technology is used for
Internet connection, address translation must be set for this rule as well.

Note: A corresponding protocol inspector can be also specified within the ser-
vice definition, or both definition methods can be used. Both methods yield the
same result, however, the corresponding traffic rule is more transparent when
the protocol inspector is defined in it.
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10.2 How to choose and setup antiviruses

To select antiviruses and set their parameters, open the Antivirus tab in Configuration /
Content Filtering / Antivirus. Ob this tab, you can select the integrated McAfee module,
an external antivirus, or both.

If both antiviruses are used, each transferred object (downloaded file, an email attach-
ment, etc.) will be first checked by the integrated McAfee antivirus module and then by
the other antivirus (a selected external antivirus).

Integrated McAfee

To enable the integrated McAfee antivirus, enable Use integrated McAfee antivirus engine
in the Antivirus tab. This option is not available unless the license key for WinRoute
includes a license for the McAfee antivirus or in trial versions. For detailed information
about the licensing policy, read chapter 44.

| Antivirus McAfee

Proven Secsrity™

Ankivirus Engine I HTTP, FTP Scanning Email Scanning

—ankivirus Software

¥ Use integrated McAfee antivirus engine

@ Running
[T Use external antivirus | pons: LI opkions, .. |
J Disabled

Figure 10.2 Antivirus selection (integrated antivirus)

Use the Integrated antivirus engine section in the Antivirus tab to set update parameters
for McAfee.

—Integrated Antivirus Engine

¥ Check For update every IS 3: hours pdate now. ..
rdsoron-. | McAfee

Current virus database is | 21 hours, 5 minutes ald Proven Security”
Last update check performed | 2 hours, 49 minukes ago

Yirus databiase wersion: | 4692

Scanning engine version: | 4.4.00

Figure 10.3 Scheduling McAfee updates
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Check for update every ... hours
Time interval of checks for new updates of the virus database and the antivirus
engine (in hours).
If any new update is available, it will be downloaded automatically by WinRoute.
If the update attempt fails (i.e. the server is not available), detailed information
about the attempt will be logged into the Error log (refer to chapter 19.8).
Each download (update) attempt sets the Last update check performed value to zero.
Warning: To make the antivirus control as mighty as possible, it is necessary that
the antivirus module is always equipped by the most recent version of the virus
database. Therefore, it is recommended to keep automatic updates running and
not to set too long intervals between update checks (update checks should be per-
formed at least twice a day).

Current virus database is ...
Information regarding the age of the current database.
Note: If the value is too high, this may indicate that updates of the database have
failed several times. In such cases, we recommend you to perform a manual update
check by the Update now button and view the Error log.

Last update check performed ... ago
Time that has passed since the last update check.

Virus database version
Database version that is currently used.

Scanning engine version
McAfee scanning engine version used by WinRoute.

Update now
Use this button for immediate update of the virus database and of the scanning
engine.
After you run the update check using the Update now... button, an informational
window displaying the update check process will be opened. You can use the OK
button to close it — it is not necessary to wait until the update is finished.
If updated successfully, the version number of the new virus database or/and the
new antivirus version(s), as well as information regarding the age of the current
virus database will be displayed. If the update check fails (i.e. the server is not
available), an error will be reported and detailed information about the update at-
tempt will be logged into the Error log.
Each download (update) attempt sets the Last update check performed value to zero.
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External antivirus

For external antivirus, enable the Use external antivirus option in the Antivirus tab and
select an antivirus to be employed from the combo box. This menu provides all external
antivirus programs supported in WinRoute by special plugins.

Warning: External antivirus must be installed before it is set, otherwise it is not available
in the combo box. It is recommended to stop the WinRoute Firewall Engine service before
an antivirus installation.

| Antivirus McAfee

Proven Security™

Antivirus Engine I HTTR, FTP Scanning Email Scanning

Antivirus Sofbware

[~ Use inkeqrated MoAfes antivirus engine

J Disabled
¥ Use external ankivirus | NODS2 LI Oplions. .. |
@ Running

Figure 10.4 Antivirus selection (external antivirus)

Use the Options button to set advanced parameters for the selected antivirus. Dialogs for
individual antiviruses differ (some antivirus programs may not require any additional
settings). For detailed information about installation and configuration of individual
antivirus programs, refer to http://www.kerio.com/kwf.

Click Apply to test the selected antivirus. If the test is passed successfully, the antivirus
will be used from the moment on. If not, an error is reported and no antivirus will be set.
Detailed information about the failure will be reported in the Error log (see chapter 19.8).

Antivirus settings

Check items in the Settings section of the Antivirus tab to enable antivirus check for
individual application protocols. By default, antivirus check is enabled for all supported
modules.

In Settings, maximum size of files to be scanned for viruses at the firewall can be set.
Scanning of large files are demanding for time, the processor and free disc space, which
might affect the firewall’s functionality dramatically. It might happen that the connec-
tion over which the file is transferred is interrupted when the time limit is exceeded.

The optimal value of the file size depends on particular conditions (the server’s perfor-
mance, load on the network, type of the data transmitted, antivirus type, etc.). Caution!
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We strongly discourage administrators from changing the default value for file size limit.
In any case, do not set the value to more than 4 MB.

—Protocols —3ettings

¥ Enable HTTP scanning ¥ Enakle file size limit

¥ Enable FTP scanning Mazx, file size: I4EI‘3E~ KE

¥ Enable SMTP scanming

¥ Enable POP3 scanming

Figure 10.5 Selecting application protocols to be scanned and setting file size limits

Parameters for HTTP and FTP scanning can be set in the HTTP and FTP scanning (refer
to chapter 10.3), while SMTP and POP3 scanning can be configured in the Email scanning
tab (see chapter 10.4).

Warning: Substandard extensions of the SMTP protocol can be used in case of communi-
cation of two Microsoft Exchange mailservers. Under certain conditions, email messages
are transmitted in form of binary data. In such a case, WinRoute cannot perform an-
tivirus check of individual attachments.

In such cases, it is recommended to use an antivirus which supports Microsoft Exchange
and not to perform antivirus check of SMTP traffic of a particular server in WinRoute. To
achieve this, disable antivirus check for SMTP protocol or define a corresponding traffic
rule where no protocol inspector will be applied (see chapter 22.4).

10.3 HTTP and FTP scanning
As for HTTP and FTP traffic, objects (files) of selected types are scanned.

The file just transmitted is saved in a temporary file on the local disc of the firewall.
WinRoute caches the last part of the transmitted file (segment of the data transferred)
and performs an antivirus scan of the temporary file. If a virus is detected in the file, the
last segment of the data is dropped. This means that the client receives an incomplete
(damaged) file which cannot be executed so that the virus cannot be activated. If no virus
is found, WinRoute sends the client the rest of the file and the transmission is completed
successfully.

Optionally, a warning message informing about a virus detected can be sent to the user
who tried to download the file (see the Notify user by email option).

Warning:

1. The purpose of the antivirus check is only to detect infected files, it is not possible
to heal them!
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2. If the antivirus check is disabled in HTTP and FTP filtering rules, objects and files
matching corresponding rules are not checked. For details, refer to chapters 9.1
and 9.5).

3. Full functionality of HTTP scanning is not guaranteed if any non-standard extensions
to web browsers (e.g. download managers, accelerators, etc.) are used!

To set parameters of HTTP and FTP antivirus check, open the HTTP, FTP scanning tab in
Configuration / Content Filtering / Antivirus.

| Antivirus McAfee

Proven Secsrity™
Antivirus engine | HTTF. FTP scanning | Email scanning
—If & wirus iz found, deny tranzfer and do the following
v Move the file to quarantine
v ailert the client
—If a transferred file cannot be zcanned [e.g. encrypted or corrupted file]
{+ Deny tranzmission of the file
£ Allove the file b be fransfered
—5Scanning Rules
Type Content Action Drezcription -
CEHTTRFTR filename  *.com Scan Erecutable file
CEHTTRFTR filename  “exe Scan Erecutable file
CEHTTRFTF filename  * bat Scan Executable file :I
CEHTTRFTR filename  * pif Scan Erecutable file
CEHTTRFTR filename  ".sor Scan Executable file ll
CEHTTRFTR filename  “wh? Scan WEBS file
CEHTTRFTR filename  *xl? Scan #LS file
CEHTTRFTR filename  *.zip Scan Archive file LI
add. | Eat. Fiemove

Figure 10.6 Settings for HTTP and FTP scanning
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Use the If a virus is found... entry to specify actions to be taken whenever a virus is
detected in a transmitted file:

Move the file to quarantine — the file will be saved in a special directory on the
WinRoute host. WinRoute administrators can later try to heal the file using an an-
tivirus program and if the file is recovered successfully, the administrator can provide
it to the user who attempted to download it.

The quarantine subdirectory under the WinRoute directory is used for the quaran-
tine

(the typical path is C:\Program FiTles\Kerio\WinRoute Firewall\quarantine).

Infected files (files which are suspected of being infected) are saved into this directory
with names which are generated automatically. Name of each file includes informa-
tion about protocol, date, time and connection number used for the transmission.

Warning: When handling files in the quarantine directory, please consider carefully
each action you take, otherwise a virus might be activated and the WinRoute host
could be attacked by the virus!

Alert the client — WinRoute alerts the user who attempted to download the file by
an email message warning that a virus was detected and download was stopped for
security reasons.

WinRoute sends alert messages under the following circumstances: The user is au-
thenticated and connected to the firewall, a valid email address is set in a corre-
sponding user account (see chapter 13.1) and the SMTP server used for mail sending
is configured correctly (refer to chapter 16.4).

Note: Regardless of the fact whether the Alert the client option is used, alerts can
be sent to specified addresses (e.g. addresses of network administrators) whenever
a virus is detected. For details, refer to chapter 17.3.

In the If the transferred file cannot be scanned section, actions to be taken when the
antivirus check cannot be applied to a file (e.g. the file is compressed and password-
protected, damaged, etc.):

Deny transmission of the file — WinRoute will consider these files as infected and deny
their transmission.

HINT: It is recommended to combine this option with the Move the file to quaran-
tine function — the WinRoute administrator can extract the file and perform manual
antivirus check if a user asks him/her

Allow the file to be transferred — WinRoute will treat compressed password-protected
files and damaged files as trustful (not infected).

151



Chapter 10 Antivirus control

Generally, use of this option is not secure. However, it can be helpful for example
when users attempt to transmit big volume of compressed password-protected files
and the antivirus is installed on the workstations.

HTTP and FTP scanning rules

These rules specify when antivirus check will be applied. By default (if no rule is defined),
all objects transmitted by HTTP and FTP are scanned.

Note:WinRoute contains a set of predefined rules for HTTP and FTP scanning. By de-
fault, all executable files as well as all Microsoft Office files are scanned. The WinRoute
administrator can change the default configuration.

Scanning rules are ordered in a list and processed from the top. Arrow buttons on the
right can be used to change the order. When a rule which matches the object is found,
the appropriate action is taken and rule processing is stopped.

New rules can be created in the dialog box which is opened after clicking the Add button.

¥ Filter 7 x|

Drezcription:

IE:-:E::utaI:uIe code

— Conditiarn

I MIME type LI Ia|:u|:u|iu:atiu:un.-"x LI

—Action

{* Scan

= Do not scan

(] 4 Cancel

Figure 10.7 Definition of an HTTP/FTP scanning rule

Description
Description of the rule (for reference of the WinRoute administrator only)

Condition
Condition of the rule:

e HTTP/FTP filename
— this option filters out certain filenames (not entire URLS) transmitted by FTP
or HTTP (e.g. =.exe, *.zip, etc.).
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If only an asterisk is used for the specification, the rule will apply to any file
transmitted by HTTP or FTP.
The other two conditions can be applied only to HTTP:

o MIME type
— MIME types can be specified either by complete expressions (e.g. image/jpeg)
or using a wildcard matching (e.g. application/=).

e URL — URL of the object (e.g. www.kerio.com/img/logo.gif), a string speci-
fied by a wildcard matching (e.g. *.exe) or a server name (e.g. www.kerio.com).
Server names represent any URL at a corresponding server (www.kerio.com/ ).

If a MIME type or a URL is specified only by an asterisk, the rule will apply to any

HTTP object.

Action
Settings in this section define whether or not the object will be scanned.
If the Do not scan alternative is selected, antivirus control will not apply to trans-
mission of this object.

The new rule will be added after the rule which had been selected before Add was clicked.
You can use the arrow buttons on the right to move the rule within the list.

Checking the box next to the rule can be used to disable the rule. Rules can be disabled
temporarily so that it is not necessary to remove rules and create identical ones later.

Note: If the object does not match with any rule, it will be scanned automatically. If only
selected object types are to be scanned, a rule disabling scanning of any URL or MIME
type must be added to the end of the list (the Skip all other files rule is predefined for
this purpose).

10.4 Email scanning

SMTP and POP3 protocols scanning settings are defined through this tab. If scanning is
enabled for at least one of these protocols, all attachments of transmitted messages are
scanned.

Individual attachments of transmitted messages are saved in a temporary directory on
the local disc. When downloaded completely, the files are scanned for viruses. If no
virus is found, the attachment is added to the message again. If a virus is detected, the
attachment is replaced by a notice informing about the virus found.

Note: Warning messages can also be sent to specified email addresses (e.g. to network
administrators) when a virus is detected. For details, refer to chapter 17.3.
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Warning:

1. Antivirus control within WinRoute can only detect and block infected attachments.
Attached files cannot be healed by this control!

2. Within antivirus scanning, it is possible to remove only infected attachments, entire
email messages cannot be dropped. This is caused by the fact that the firewall
cannot handle email messages like mailservers do. It only maintains network traffic
coming through. In most cases, removal of an entire message would lead to afailure
in communication with the server and the client might attempt to send/download
the message once again. Thus, one infected message might block sending/reception
of any other (legal) mail.

Advanced parameters and actions that will be taken when a virus is detected can be set
in the Email scanning tab.

| Antivirus McAfee

Proven Secusrity™

Antivirus Engine | HTTF, FTP Scanning Email Scanning

—apecify an action which will be taken with attachments rejected by antivirus

¥ Move message ko quarankine

v Prepend message subjeck with text:  |[#*#yTRUS**

although the antivirus check of SMTP and POP3 Filkers out infected attachments, it is not possible to drop
whole email messages, Such an action might have caused problems in communication with the server and
disabled sending and reception of legal messages,

—TLS Connections

[~ allow clients ko use TLS-secured conneckions

Moke: TLS connections are encrypted and cannot be scanned For viruses,

—If an attachment cannot be scanned (e.qg. encrypted or corrupted File)

{+ Discard the attachment

" Allove delivery of the attachment

Figure 10.8 Settings for SMTP and POP3 scanning
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In the Specify an action which will be taken with attachments... section, the following
actions can be set for messages considered by the antivirus as infected:

e Move message to quarantine — untrustworthy messages will be moved to a special
directory on the WinRoute host. The WinRoute administrator can try to heal infected
files and later send them to their original addressees.

The quarantine subdirectory under the WinRoute directory is used for the quaran-
tine

(the typical path is C:\Program Files\Kerio\WinRoute Firewall\quarantine).
Messages with untrustworthy attachments are saved to this directory under names
which are generated automatically by WinRoute. Each filename includes information
about protocol, date, time and the connection number used for transmission of the
message.

e Prepend subject message with text — use this option to specify a text to be attached
before the subject of each email message where at least one onfected attachment is
found. This text informs the recipient of the message and it can be also used for
automatic message filtering.

Note: Regardless of what action is set to be taken, the attachment is always removed and
a warning message is attached instead.

Use the TLS connections section to set firewall behavior for cases where both mail client
and the server support TLS-secured SMTP or POP3 traffic.

In case that TLS protocol is used, unencrypted connection is established first. Then,
client and server agree on switching to the secure mode (encrypted connection). If the
client or the server does not support TLS, encrypted connection is not used and the
traffic is performed in a non-secured way.

If the connection is encrypted, firewall cannot analyze it and perform antivirus check
for transmitted messages. WinRoute administrator can select one of the following alter-
natives:

e Enable TLS. This alternative is suitable for such cases where protection from wiretap-
ping is prior to antivirus check of email.

HINT: In such cases, it is recommended to install an antivirus engine at individual
hosts that would perform local antivirus check.

e Disable TLS. Secure mode will not be available. Clients will automatically assume
that the server does not support TLS and messages will be transmitted through an
unencrypted connection. Firewall will perform antivirus check for all transmitted
mail.
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The If an attachment cannot be scanned section defines actions to be taken if one or
multiple files attached to a message cannot be scanned for any reason (e.g. password-
protected archives, damaged files, etc.):

e Reject the attachment — WinRoute reacts in the same way as when a virus was de-
tected (including all the actions described above).

e Allow delivery of the attachment — WinRoute behaves as if password-protected or
damaged files were not infected.

Generally, this option is not secure. However, it can be helpful for example when
users attempt to transmit big volume of compressed password-protected files (typi-
cally password-protected archives) and the antivirus is installed on the workstations.
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WinRoute contains a special Web server that can be used for several purposes, such as
an interface for user connections, dial-up control or cache management. This Web server
is available over SSL or using standard HTTP with no encryption (both versions include
identical pages).

Refer to the list below for URLs of individual pages (’ server’ refers to the name or IP
of the WinRoute host, 4080 represents a standard HTTP interface port).

the main page (Index) — includes only links to the pages listed below
https://server:4080/

user authentication at the firewall (login and logout page)
http://server:4080/fw/Togin

http://server:4080/fw/Togout

modifications of user configuration (password, global limitations for accessing WWwW
pages, etc.)

http://server:4080/fw/pref

viewing user statistics (i.e. IP address, login time, size of the data transmitted, num-
ber of filtered objects, etc.)

http://server:4080/fw/stat

dialing and disconnecting dial-ups

http://server:4080/fw/dial

viewing statistics of HTTP cache with functions for deleting and searching for saved
objects

http://server:4080/fw/cache

viewing HTTP rules (see chapter 9.1) not related to the user or the host that is used
to connect to the Web interface

http://server:4080/fw/http_restr
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To use the encrypted version specify the HTTPS protocol and number of the port that
the encrypted Web interface is running on (default is 4081) — e.g.

https://server:4081/fw/Togin

Note: In the following chapters, only URLs of non-secured interface will be included to
ensure better reference and easier comprehension. It is always possible to switch to the
HTTPS protocol and insert a relevant port number to open the secured version of the
same page.

11.1 Web Interface Parameters Configuration

To define basic WinRoute Web interface parameters go to the Web Interface folder in
Configuration / Advanced Options.

Note: The top part of the Web Interface / SSL-VPN tab is used for Kerio SSL-VPN settings.
For detailed information on this component, see chapter 21.

;% Advanced Options McAfee

Prowen Secsity™

Security Sektings | wieh Interface | S5L-YF ||_|p-:|ate Checks | SMTP Relay | QuiokajStatistics | P2P Eliminator

—kerio Clientless S5L-YPM

[+ Enable Kerio Clientless SSL-YPM server Advanced. .,

—Iser Web Inkerface

[~ Enablz HTTP 'Web interface

[+ Enable HTTPS (55L-secured) Web interface Advanced. .,

[l

\WinRouke server name: |Firewall.company.cum

This is the name that will be displayved in the browser's URL bar.

v allow access only From these IP addresses: | /5 Local Mebwark j Edit. .. |

Figure 11.1 Configuration of WinRoute’s Web Interface

Enable Kerio SSL-VPN server
This option enables/disables the Kerio Clientless SSL-VPN interface. For details,
refer to chapter 21.

Enable Web Interface (HTTP)
Use this option to open the unsecured version (HITP) of the Web interface The
default port for this unsecured interface is 4080.
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Note: The main disadvantage of usage of the unsecured web interface is that the
network traffic may be tapped and user login data might be misused. Therefore,
the unsecured web interface is disabled in the default WinRoute configuration.

Enable Web Interface over SSL (HTTPS)
Use this option to open the secured version (HTTPS) of the Web interface The de-
fault port for this interface is 4081.

WinRoute server name

Server DNS name that will be used for purposes of the Web interface (e.g.
server.company.com). The name need not be necessarily identical with the host
name, however, there must exist an appropriate entry in DNS for proper name res-
olution.

Note: If all clients accessing the Web Interface use the DNS Forwarder in WinRoute
as a DNS server, there is no need to add the server name to DNS. The name is already
known and combined with the name of the local domain — see chapter 5.3).

Allow access only from these IP addresses
Select IP addresses which will always be allowed to connect to the Web interface
(usually hosts in the local network). You can also click the Edit button to edit
a selected group of IP addresses or to create a new IP group (details in chapter 12.1).
Note: Access restrictions are applied to both unencrypted and encrypted versions
of the Web interface.

Advanced parameters for the Web interface can be set upon clicking on the Advanced
button.

Configuration of ports of the Web Interface

Use the TCP ports section to set ports for unencrypted and encrypted versions of the
Web interface (default ports are 4080 for the unencrypted and 4081 for the encrypted
version of the Web interface).

HINT: If no WWW server is running on the WinRoute host, standard ports (i.e. 80 for
HTTP and 443 for HTTPS) can be used for the Web interface. In such cases, the port
number is not necessarily required in URLs for pages of the Web interfaces.

Warning: If any of the entries are specified by a port which is already used by another
service or application, and the Apply button (in Configuration / Advanced Options) is
clicked, WinRoute will accept this port, however, the Web interface will not run at the port
and an error in the following format will be reported in the Error log (see chapter 19.8):

Socket error: Unable to bind socket for service to port 80.
(5002) Failed to start service "WebAdmin"
bound to address 192.168.1.10.
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#: Web Interface Advanced Options | x|

—TCP ports

HTTP Web interface port: |4IIISIII
HTTP3 Web interface port; |4EISI

—33L Certificate

Common Manme: | Firewall, company, com

Organizakion: | Company Inc.

Zhange 33L Certificate. .. |

(] 4 Zancel |

Figure 11.2 Configuration of ports in WinRoute’s Web Interface

If you are not sure that specified ports are free, check the Error log immediately after
clicking Apply to find out whether the corresponding error has been logged.

SSL Certificate for the Web Interface

The principle of an encrypted WinRoute Web interface is based on the fact that all com-
munication between the client and server is encrypted to protect it from wiretapping
and misuse of the transmitted data. The SSL protocol uses an asymmetric encryption
first to facilitate exchange of the symmetric encryption key which will be later used to
encrypt the transmitted data.

The asymmetric cipher uses two keys: a public one for encrypting and a private one for
decrypting. As their names suggest, the public (encrypting) key is available to anyone
wishing to establish a connection with the server, whereas the private (decrypting) key
is available only to the server and must remain secret. The client, however, also needs
to be able to identify the server (to find out if it is truly the server and not an impostor).
For this purpose there is a certificate, which contains the public server key, the server
name, expiration date and other details. To ensure the authenticity of the certificate it
must be certified and signed by a third party, the certification authority.

Communication between the client and server then follows this scheme: the client gen-
erates a symmetric key and encrypts it with the public server key (obtained from the
server certificate). The server decrypts it with its private key (kept solely by the server).
Thus the symmetric key is known only to the server and client.
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Generate or Import Certificate

During WinRoute installation, a testing certificate for the SSL-secured Web interface is
created automatically (it is stored in the ssTcert subdirectory under the WinRoute’s
installation directory, in the server.crt file; the private key for the certificate is saved
as server.key). The certificate created is unique. However, it is issued against a non-
existing server name and it is not issued by a trustworthy certificate authority. This
certificate is intended to ensure functionality of the secured Web interface (usually for
testing purposes) until a new certificate is created or a certificate issued by a public
certificate authority is imported.

Click on the Change SSL certificate (in the dialog for advanced settings for the Web
interface) to view the dialog with the current server certificate. By selecting the Field
(certificate entry) option you can view information either about the certificate issuer or
about the subject represented by your server.

#: Server S5L Certificate | x|

Field: | Subject |
Field | Value |

C s

CH ZEMVEL COMPan. com

L Santa Clara

] Compary Inc.

oo IT

ST Califarnia

Generate Certificate... | Impart Certificate. .

Mate: Only zelf-zigned certificate can be generated.

Figure 11.3 SSL certificate of WinRoute’s Web interface

You can obtain your own certificate, which verifies your server’s identity, by two means.

You can create your own self-signed certificate (i.e. you will sign it). Click Generate
Certificate in the dialog where current server status is displayed. Insert required data
about the server and your company into the dialog entries. Only entries marked with an
asterisk (*) are required.
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#¥: Generate Certificate 7 x|
—Attributes
Hoztname™ Iserver.cumpany.u:u:um

Organization Mame: IEDmpan_l,l Iz,

Organization Lnit; IIT

City: ISanta Clara

State or Province: IEaIifu:urnia

Country™ I [Inited States LI

The required fields are marked with an asterisk [*).

ak Cancel |

Figure 11.4 Creating a new self-signed certificate for WinRoute’s Web interface

Click on the OK button to view the Server SSL certificate dialog. The certificate will be
started automatically (you will not need to restart your operating system). When created,
the certificate is saved as server. crt and the corresponding private key as server.key.

A new (self-signed) certificate is unique. It is created by your company, addressed to
your company and based on the name of your server. Unlike the testing version of the
certificate, this certificate ensures your clients security, as only you know the private key
and the identity of your server is guaranteed by the certificate. Clients will be warned
only about the fact that the certificate was not issued by a trustworthy certification
authority. However, they can install the certificate in the browser without worrying
since they are aware of who and why created the certificate. Secure communication is
then ensured for them and no warning will be displayed again because your certificate
has all it needs.

The other option is to purchase a signed certificate from a public certificate authority
(e.g. Verisign, Thawte, SecureSign, SecureNet, Microsoft Authenticode, etc.). The process
of certification is quite complex and requires a certain expertise. For detailed instruc-
tions contact Kerio technical support.

To import a certificate, open the certificate file (».crt) and the file including the corre-
sponding private key (x.key). These files are stored in ss1cert under the WinRoute’s
installation directory.
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Web Interface Language Preferences

WinRoute’s Web Interface is available in various languages. The language is set automat-
ically according to each users’ preferences defined in the Web browser (this function is
available in most browsers). English will be used if no preferred language is available .

Individual language versions are saved in definition files in the web1ang subdirectory un-
der the directory where WinRoute is installed. Each language is represented by the two
following files: xx.def and xx.res. The xx string stands for a standard language ab-
breviation that consists of two characters (i.e. en stands for English, etc.). The first rows
of xx.def include appropriate language abbreviations (it is equal to the abbreviation
contained in the file name). The second row contains coding used for the appropri-
ate language (i.e. 1S0-8859-1 is used for English). This coding must be used for both
language files.

WinRoute administrators can easily modify texts of the Web Interface pages or create new
language versions.

Note: Changes in the xx.def file will be applied after restarting the WinRoute Firewall
Engine.

11.2 Login/logout page

User authentication is required for execution of certain actions (such as access to cer-
tain sections of WinRoute, access to certain Internet sites, etc.). Any user with their own
account in WinRoute can authenticate at the firewall (regardless their access rights). Au-
thentication by password and username via the web interface’s login page is used as
a standard authentication method.

Note: Other authentication methods are described in chapter 8.1.

Users logged in

Authentication page through which users login to the firewall against username and
password.

Warning:
If more than one Active Directory domain are used (see chapter 13.4), the following
rules apply to the user name:

o User from the local database — the name must be specified without the domain
(e.g. admin),

e Primary domain — missing domain is acceptable in the name specifica-
tion (e.g. jsmith), but it is also possible to include the domain (e.g.
jsmith@company.com),

163



Chapter 11 Web Interface

{ﬁ Firewall Authentication page

Username: [jsmith

Password: [*++#ssss

Login

Figure 11.5 Login page of the firewall’s Web interface

e Other domains — the name specified must include the domain
(e.g. drdolittle@usoffice.company.com).

If none or just one Active Directory domain is mapped, all users can authenticate
by their usernames without the domain specified.

If the user is re-directed to the page automatically (after inserting the URL of a page for
which the firewall authentication is required), he/she will be re-directed to the formerly
requested site after successful login attempt. Otherwise, a reference page will be opened
from which users can open other pages of the Web interface (e.g. user preferences, dial-
up control, cache management, etc.). For detailed information, refer to the following
chapters.

Log out

When the user finishes the action to which authentication was required, the logout page
should be used to log out of the firewall. It is important to log out especially when
multiple users work at the same host. If a user doesn’t log out of the firewall, their
identity might be misused easily.

11.3 User Preferences

If a user has opened the user menu (by ticking the option at the login page), the user is
automatically re-directed to the user menu page. This page provides links to (apart of
others):

o formerly requested URL page — if the login page has not been displayed automati-
cally, this item will be empty
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e user preferences page (User Preferences)

e user statistics page (Statistics)

User settings

The first part of the page enables the administrator to permit or deny certain features
of WWW pages.

allowed v r v v r

Save settings Undo changes

Figure 11.6 Customized Web objects filtering

Content filter options
If the checkbox under a filter is enabled, this feature will be available (it will not be
blocked by the firewall).
If a certain feature is disabled in the parameters of a user account (see chapter 13.1),
a corresponding item within this page is inactive (user cannot change settings of the
item). Users are only allowed to make the settings more restrictive. In other words,
users cannot enable an HTML item denied by the administrators for themselves.

Pop-Up Window — automatic opening of new windows in the browser (usually
advertisements)

This option will block the window.open () method in scripts

ActiveX — Microsoft ActiveX features (this technology enables, for example, ex-
ecution of applications at client hosts)

This option blocks <object> and <embed> HTML tags

Java applet<applet> HTML tag blocking

Scripts — <script> HTML tag blocking (commands of JavaScript, VBScript, etc.)
Cross-domain referrer — blocking of the Referrer items in HTTP headers.

This item includes pages that have been viewed prior to the current page. The
Cross-domain referrer option blocks the Referrer item in case this item does
not match the required server name.

Cross-domain referrer blocking protects users’ privacy (the Referrer item can
be monitored to determine which pages are opened by a user).
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Save settings
To save and activate settings, click on this button.

Undo changes
With this button you can restore your former settings.

Note: Changes in configuration of content filtering in a user account will take effect upon
a next login of the user.

User password can be modified at the bottom part of the page:

Old passward: I***********

MeEw paSSWDrd' I***************

Fe-type new password: |***************

Zhange password

Figure 11.7 Editing user password

To change a password, enter the current user password, new password, and the new
password confirmation into the appropriate text fields. Save the new password with the
Change password button.

Warning: Passwords can be changed only if the user is configured in the WinRoute in-
ternal database (see chapter 13.1). If another authentication method used, the WinRoute
Firewall Engine will not be allowed to change the password. Then, the Change user
password section is not even displayed in the page of user preferences.

11.4 User statistics

The following data will be displayed at the User statistics page:
e Login information — username, IP address that the user is connected from, login
duration and method of login (SSL — encrypted login page (SSL — encrypted login

page; Plaintext — unencrypted login page; NTLM — secure authentication in Windows
NT or Windows 2000, Proxy — authentication at WinRoute’s proxy server);

o Traffic Statistics — size of outgoing and incoming data (in bytes) and number of sent
HTTP requests;
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e Content filter statistics — number of filtered objects of all individual types (see above).

e Quota usage statistics — usage of daily and monthly quota for transferred data.

11.5 Web Policy Viewing

Click on the Web policy link at any page of the WinRoute Web Interface to view current
rules and limitations of access to Web pages. The policy is related to the appropriate
user and host. If no user is connected, limitation settings for the IP address of the host
that is used to connect to the Web Interface will be displayed.

To learn more details about rules for accessing Web pages refer to chapter 9.1.

11.6 Dial-up
All RAS lines defined in WinRoute are listed at the Dial-up page (see chapter 5.1).

@& Dial-up page

Dial-up line 1 Connecting ... | Cancel

Figure 11.8 Dial-up control page
Each dial-up provides the following information:
e line status — Disconnected, Connecting, Connected, Disconnecting.
e command — Dial or Hang-up (line status).

Note: The Dial-up page is automatically refreshed in regular time intervals.

This ensures that only the current dial-up status will be displayed. When Dial or Hang-
up is clicked, the firewall checks whether the user is authenticated. Otherwise, the user
will be redirected to the login page. Users that intend to control dial-up lines need
special rights (the User can dial option in the user account configurations section — see
chapter 13.1).
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11.7 HTTP Cache Administration

To view and/or remove objects contained in the HTTP cache go to the Cache tab. Open
the Cache content page of the WinRoute Web Interface to view and/or delete objects
in the HTTP cache. Only users that have rights to read the WinRoute configuration can
open this page (either by inserting the URL directly or using the Cache link at the bottom
of any Web interface page) (if the user is not authenticated yet, automatic redirection
to the authentication page will be performed). To remove objects from the cache, full
administration rights are required. To read detailed information about user access rights
see chapter 13.1.

Note: For information on defining HTTP parameters see chapter 5.6.

& HTTP Cache Status

Size Disc: 1024 MB Mermory: 512 kB
Used 923,28 MB (90.16%)

rnare inforrmation

*lario® Dump

Figure 11.9 HTTP cache status and cache items look-up

Cache parameters

Click on the more information link to view tables including the following features:
e Number of saved files, total size of all files and average file size

e File size distribution table (by 1 KB)

e Number of objects found or not found in the cache

e Information on cache maintenance (number of upkeeps, time since the last upkeep
and its duration)
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Searching in cache

Use the URL: text field with the Dump button to search for objects matching the appro-
priate URL. Located objects are displayed in a table 100(up to 100 entries). Each entry
contains an object’s size, time-to-live (TTL) in hours and the Delete button to remove the
object from the cache if needed.

All objects matching the appropriate URL can be removed from the cache using the
Delete all button (not only the entries displayed in the table, if more than 100 entries
match the specified URL).

HINT: All entries can be removed from the cache by inserting only an asterisk () into
the URL: text field and using the Delete all button.

169



Chapter 12
Definitions

12.1 IP Address Groups

IP groups are used for simple access to certain services (e.g. WinRoute’s remote adminis-
tration, Web server located in the local network available from the Internet, etc.). When
setting access rights a group name is used. The group itself can contain any combination
of computers (IP addresses), IP address ranges, subnets or other groups.

Creating and Editing IP Address Groups

You can define the Address groups in Configuration / Definitions / Address Groups.

LIEf Address Groups

lkem | D ezcription

- (=5 Comparny web servers

| VALY COMMDARNY, SO
LM ®e5133.211.1
= (5 Internet access
LB 192168110010 192.168.1.200  Computers allowed to access Intemet
= 55 Local netwark,
:"'} 192168.0.0 / 256.255.00
= 15 Remate administration
L. mlgE 1225137 Adrinistrator's home computer
= (5 UPAHP cligrts

= 192.168.1.144

product, company. com

Figure 12.1 WinRoute’s IP groups
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Click on Add to add a new group (or an item to an existing group) and use Edit or Delete
to edit or delete a selected group or item.

The following dialog window is displayed when you click on the Add button:

¥ Address Group | x|

—aAddrezs Group

M armne: I Local network, LI
—Properties
Type: I M etvark /b ask, LI

Hostname/IP: [192.168.0.0

Drezcription: I'W'hu:ule comparny's private network,

ok LCancel

Figure 12.2 1P group definition

Name
The name of the group. Add a new name to create a new group. Insert the group
name to add a new item to an existent group.

Type
Type of the new item:

Host (IP address or DNS name of a particular host)

Network / Mask (subnet with a corresponding mask)

Network / Range (IP range)

e Address group (another group of IP addresses — groups can be cascaded)

IP address, Mask...
Parameters of the new item (related to the selected type).

Description
Commentary for the IP address group. This helps guide the administrator.
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Note: Each IP group must include at least one item. Groups with no item will be removed
automatically.

12.2 Time Intervals

Time ranges in WinRoute are closely related to traffic policy rules (see chapter 6).
WinRoute allows the administrator to set a time period where each rule will be applied.
These time ranges are actually groups that can consist of any number of various inter-

vals and single actions.
Using time ranges you can also set dial-up parameters — see chapter 5.1.

To define time ranges go to Configuration / Definitions / Time Ranges.

|_I§ Time Ranges

lkem Yalid on D ezcription
E"&Da-"'

- M @ Daiy fom 7.00:00 t0 185959 All days

= & Night

: &) Daily from 19:00:00 to £:53:59 Al days
= & whorking Hours
M @ Daily from 8:00:00t0 11:5%59  Sat Saturday

@}I Craily from 3:00:00 to 16:53:59 Wieekday

Figure 12.3 WinRoute’s time intervals

Time range types

When defining a time interval three types of time ranges (subintervals) can be used:

Absolute
The time interval is defined with the initial and expiration date and it is not repeated

Weekly
This interval is repeated weekly (according to the day schedule)

Daily
It is repeated daily (according to the hour schedule)
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Defining Time Intervals

Time ranges can created, edited and removed in Configuration / Definitions / Time
Ranges.

Clicking on the Add button will display the following dialog window:

#: Time Range | x|

— Time range

M armne: I'W'u:urking Hours LI

— Description

[weekdays from & AM to 5 PM

— Time zettings

Time range type: I Craily - I

Fram: |na:nn:nn 3:
Tar |1E:EEI:EE| 3:
Walid on: IWeekda_l,l vI

;F + F+ + F I T
bMon  Tue ‘wed Thu Fi Sat Sun

ok LCancel

Figure 12.4 Time range definition

Name
Name (identification) of the time interval. Insert a new name to create a new time
range. Insert the name of an existent time range to add a new item to this range.

Description
Time ranges description, for the administrator only

Time Interval Type
Time range type: Daily, Weekly or Absolute. The last type refers to the user defined

initial and terminal date.

From, To
The beginning and the end of the time range. Beginning and end hours, days or
dates can be defined according to the selected time range type
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Valid at days
Defines days when the interval will be valid. You can either select particular week-
days (Selected days) or use one of the predefined options (All Days, Weekday —
from Monday to Friday, Weekend — Saturday and Sunday).

Notes:

1. each time range must contain at least one item. Time ranges with no item will be
removed automatically.

2. Time intervals cannot be cascaded.

12.3 Services

WinRoute services enable the administrator to define communication rules easily (by per-
mitting or denying access to the Internet from the local network or by allowing access to
the local network from the Internet). Services are defined by a communication protocol
and by a port number (e.g. the HTTP service uses the TCP protocol with the port num-
ber 80). You can also match so-called protocol inspector with certain service types (for
details see below).

Services can be defined in Configurations / Definitions / Services. Some standard services,
such as HTTP, FTP, DNS etc., are already predefined in the default WinRoute installation.

[ I'¥| Services McAfee

Proven Security™

MName I Protocol I Source port | Destination port| Protocol inspectar | Description

s =T ol [ bl AT T T T T T e AT it

S HI23 TCP Ay 1720 H.323-0.93: H.323 Protocol

U HTTP TCF Ay 20 HTTP HyperT ext Transfer Protocol - wosl
S HTTP Prosy TCP Any 248 HTTF Prosy Server

S HTTPS TCP Any 443 HyperT ext Transfer Protocol - Sect
e [mp| TCF Ay 51490 ICQ Ingtant Messaging

iy IKE DR Any B00 Internet K.ey Exchange

Py IMaP TCP Any 143 Intermet Mail Access Pratocol

Wy [MAPS TCF Ay 993 Internet Mail Access Protocol - Sec
Wy InterBaze TCF Any 3050 Borland InterB aze

S IPINIP 4 Ay Ay IFinlP

Wy IPSec B0 Ay Ary IP Encapsulating Security Payload
“hIRC TCP By BERE-EERD IRC Internet Relay Chat

Py Kazaa TCRAIDP  Arw 1214 F.azaa Peer-to-Peer Metwark,

Figure 12.5 WinRoute’s network services
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Clicking on the Add or the Edit button will open a dialog for service definition.

¥ Service Definition 7 x|

—General
I ame:
[HTTP
Protocal; Protocol inspectar;
[ TCP | |HTTP |
—Source Port——— —Destination Port
| Ay ;I I Equal to ;I
Paort number:
f&0

Dezcription: |HyperText Transfer Protocal - WwWhshel

ok LCancel

Figure 12.6 Network service definition

Name
Service identification within WinRoute. It is strongly recommended to use a concise
name to keep the program easy to follow.

Protocol
The communication protocol used by the service.
Most standard services uses the TCP or the UDP protocol, or both when they can be
defined as one service with the TCP/UDP option. Other options available are ICMP
and other.
The other options allows protocol specification by the number in the IP packet
header. Any protocol carried in IP (e.g. GRE — protocol number is 47) can be
defined this way.

Protocal;

aother LI

- Settingz
Protocaol number:

47

Figure 12.7 Setting a protocol in service definition
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Protocol inspector

WinRoute protocol inspector (see below) that will be used for this service.
Warning: Each inspector should be used for the appropriate service only. Function-
ality of the service might be affected by using an inappropriate inspector.

Source Port and Destination Port

If the TCP or UDP communication protocol is used, the service is defined with its
port number. In case of standard client-server types, a server is listening for con-
nections on a particular port (the number relates to the service), whereas clients
do not know their port in advance (port are assigned to clients during connection
attempts). This means that source ports are usually not specified, while destination
ports are usually known in case of standard services.

Note: Specification of the source port may be important, for example during the
definition of communication filter rules. For details, refer to chapter 6.3.

Source and destination ports can be specified as:

— Source Port

— Destination Part

Ary

=l

Ary

Equal to
Greater than
Lesz than

Mat equal to

I I range

Framm;

=l

2000
Tax

2080

Figure 12.8 Service definition — source and destination port setting

e Any — all the ports available (1-65535)
e FEqual to —a particular port (e.g.80)

e Greater than, Less than — all ports with a number that is either greater or less
than the number defined

e Not equal to — all ports that are not equal to the one defined

e In range — all ports that fit to the range defined (including the initial and the

terminal ones)

e List — list of the ports divided by comas (e.g. 80,8000, 8080)

Description

Comments for the service defined. It is strongly recommended describing each
definition, especially with non-standard services so that there will be minimum
confusion when referring to the service at a later time.
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Protocol Inspectors

WinRoute includes special plug-ins that monitor all traffic using application protocols,
such as HTTP, FTP or others. The modules can be used to modify (filter) the communica-
tion or adapt the firewall’s behavior according to the protocol type. Benefits of protocol
inspectors can be better understood through the two following examples:

1. HTTP protocol inspector monitors traffic between clients (browsers) and Web servers.
It can be used to block connections to particular pages or downloads of particular
objects (i.e. images, pop-ups, etc.).

2. With active FTP, the server opens a data connection to the client. Under certain
conditions this connection type cannot be made through firewalls, therefore FTP
can only be used in passive mode. The FTP protocol inspector distinguishes that
the FTP is active, opens the appropriate port and redirects the connection to the
appropriate client in the local network. Due to this fact, users in the local network
are not limited by the firewall and they can use both FTP modes (active/passive).

The protocol inspector is enabled if it is set in the service definition and if the corre-
sponding traffic is allowed. Each protocol inspector applies to a specific protocol and
service. In the default WinRoute configuration, all available protocol inspectors are used
in definitions of corresponding services (so they will be applied to corresponding traffic
automatically), except protocol inspectors for SIPand H.323(SIP and H.323 are complex
protocols and protocol inspectors may work incorrectly in some configurations).

To apply a protocol inspector explicitly to another traffic, it is necessary to define a new
service where this inspector will be used or to set the protocol inspector directly in the
corresponding traffic rule.

Example: You want to perform inspection of the HTTP protocol at port 8080. Define
a new service: TCP protocol, port 8080, HTTP protocol inspector. This ensures that HTTP
protocol inspector will be automatically applied to any TCP traffic at port 8080 and
passing through WinRoute.

Notes:
1. Generally, protocol inspectors cannot be applied to secured traffic (SSL/TLS). In this

case, WinRoute“percieves” the traffic as binary data only. This implies that such
traffic cannot be deciphered.

2. Under certain circumstances, appliance of a protocol inspector is not desirable.
Therefore, it is possible to disable a corresponding inspector temporarily. For de-
tails, refer to chapter 22.4.
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12.4 URL Groups

URL Groups enable the administrator to define HTTP rules easily (see chapter 9.1). For
example, to disable access to a group of Web pages, you can simply define a URL group
and assign permissions to the URL group, rather than defining permissions to each in-
dividual URL rule. URL groups can be defined in the Configuration / Definitions / URL
Groups section.

To define URL rules go to the URL Rules tab in Configuration / Content Filtering / HT' TP
Policy.

Y )| HTTP Policy McAfee

e Proven Seamity™ |

UBL Rules | Content Bules | Cache | Prosy Server | URL Groups IFDrbiddenWDrds |

[tem | Drezcription |
El G windows Lpdates
P @) " windowsupdate. microz... Microzoft servers for update downloading

X &

@) " windowsupdate. com™  Microzoft servers for update downloading

1]
93

) “chat” Chat zervers

[w i

z/banners

W) adz?yRT
@ ad?ye”
w ad?r”
ad?.®

o) ad”

- [EA

) “adzer”

K E X E EE &
€

) “adframe”

Figure 12.9 URL Groups

Matching fields next to names can be either checked to activate or unchecked to disable.
This way you can deactivate URLs with no need to remove them and to define them
again.

Note: The default WinRoute installation already includes a predefined URL group:

e Ads/Banners common URLs of pages that contain advertisements, banners, etc.
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These groups are available to WinRoute administrators.

Click on the Add button to display a dialog where a new group can be created or a new
URL can be added to existing groups.

#: URL Group E E
Group: I Chat LI
URL: |“chat’

Drezcription: IEhat TEIVErS

ok LCancel

Figure 12.10 URL group definition

Group
Name of the group to which the URL will be added. This option enables the admin-
istrator to:

e select a group to which the URL will be added
e add a name to create a new group to which the URL will be included.

URL
The URL that will be added to the group. It can be specified as follows:

o full address of a server, a document or a web page without protocol specification
(http://)

e use substrings with the special » and ? characters. An asterisk stands for any
number of characters, a question-mark represents one character.

Examples:

e www.kerio.cz/index.html — a particular page

e www.* — all URL addresses starting with www . www . *

e www.kerio.com — all URLs at the www. kerio.com server (this string is equal to
the www. kerio.com/* string)

e =xsexx — all URL addresses containing the sex string

e =xsex??.czx — all URL addresses containing such strings as sexxx.cz,
sex99.cz, etc.
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Description
The URL description (comments and notes for the administrator).
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Chapter 13
User Accounts and Groups

User accounts in WinRoute improve control of user access to the Internet from the local
network. User accounts can be also used to access the WinRoute administration using
the Kerio Administration Console.

WinRoute supports several methods of user accounts and groups saving, combining
them with various types of authentication, as follows:

Internal user database
User accounts and groups and their passwords are saved in WinRoute. During au-
thentication, usernames are compared to the data in the internal database.
This method of saving accounts and user authentication is particularly adequate for
networks without a proper domain, as well as for special administrator accounts
(user can authenticate locally even if the network communication fails).
On the other hand, in case of networks with proper domains (Windows NT or Active
Directory), local accounts in WinRoute may cause increased demands on adminis-
tration since accounts and passwords must be maintained twice (at the domain and
in WinRoute).

Internal user database with authentication within the domain

User accounts are stored in WinRoute. However, users are authenticated at Windows
NT or Active Directory domain (i.e. password is not stored in the user account in
WinRoute). Obviously, usernames in WinRoute must match with the usernames in
the domain.

This method is not so demanding as far as the administration is concerned. When,
for example, a user wants to change the password, it can be simply done at the
domain and the change will be automatically applied to the account in WinRoute. In
addition to this, it is not necessary to create user accounts in WinRoute by hand, as
they can be imported from a corresponding domain.

Import of user accounts from Active Directory

If Active Directory (Windows 2000 Server / Windows Server 2003) is used, auto-
matic import of user accounts from it can be enabled. It is not necessary to define
accounts in WinRoute, nor import them, since it is possible to configure templates
by which specific parameters (such as access rights, content rules, transfer quotas,
etc.) will be set for new WinRoute users. A corresponding user account will be au-
tomatically imported upon the first login of the user to WinRoute. Parameters set
by using a template can be modified for individual accounts if necessary.
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Note: This type of cooperation with Active Directory applies especially to older
versions of WinRoute and makes these versions still compatible. In case of the first
installation of WinRoute, it is recommended to apply transparent cooperation with
Active Directory.

Transparent cooperation with Active Directory (Active Directory mapping)
WinRoute can use accounts and groups stored in Active Directory directly — no
import to the local database is performed. Specific WinRoute parameters are added
by the template of the corresponding account. These parameters can also be edited
individually.

This type is the least demanding from the administrator’s point of view (all user
accounts and groups are managed in Active Directory) and it is the only one that
allows using accounts from multiple Active Directory domains.

Note: In cases when users are authenticated at the domain (all described types excluding
the first one), it is recommended to create at least one local account in WinRoute that has
both read and write rights, or keep the original Admin account. This account provides
connection to the WinRoute administration in case of the network or domain server
failure.

13.1 Viewing and definitions of user accounts

To define local user accounts, import accounts to the local database or/and configure
accounts mapped from the domain, go to the User Accounts tab in the Users and Groups/
Users section.

2 | Users McAfee

Proven Security™
Ilzer Accounts I Authentication Dptions | Active Directory |
Darnain: ILDcalUserDatabase ;l Search: I
MName I Fullname I Description I Groups Authentication Type
2 Admin Adrniniztrator *WinF oute Adriniztrator Adming Internal uzer database
2 jamith John Smith Tech. support engineer Internal user databasze
2 Ican Lucy Carr Sales representative Internal user database
2 rwayne M ark ‘W apne Sales manager Internal user databasze

Figure 13.1 WinRoute user accounts
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Domain
Use the Domain option to select a domain for which user accounts as well as other
parameters will be defined. This item provides a list of mapped Active Directory
domains (see chapter 13.4) and the local (internal) user database.

Search

The Search engine can be used to filter out user accounts meeting specified criteria.
The searching is interactive — each symbol typed or deleted defines the string
which is evaluated immediately and all accounts including the string in either Name,
Full name or Description are viewed. The icon next to the entry can be clicked to
clear the filtering string and display all user accounts in the selected domain (if the
Search entry is blank, the icon is hidden).

The searching is helpful especially when the domain includes too many accounts
which might make it difficult to look up particular items.

Hiding / showing disabled accounts
It is possible to disable accounts in WinRoute. Check the Hide disabled user accounts
to show only active (enabled) accounts.

Account template

Parameters shared by the most accounts can be defined by a template. Templates
simplify administration of user accounts — shared parameters are set just once,
when defining the template. It is also possible to configure some accounts (such as
administrator accounts) separately, without using the template.

Templates apply to specific domains (or to the local user database). Each template
includes parameters of user rights, data transfer quota and rules for content rules
(for detailed description of all these parameters, refer to chapter 13.2).

Local user accounts

If the Local user database is selected in the Domain item, user accounts in WinRoute are
listed (complete information on these accounts are stored in the WinRoute configuration
database). The following options are available for accounts in the local database:

Add, Edit, Remove
Click Add, Edit or Remove to create, modify or delete local user accounts (for de-
tails, see chapter 13.2). It is also possible to select more than one account by using
the Ctr1 and Shift keys to perform mass changes of parameters for all selected
accounts.

Importing accounts from a domain
Accounts can be imported to the local database from the Windows NT domain or
from Active Directory. Actually, this process includes automatic copying of do-
main accounts (account authenticating at the particular domain) to newly created
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local accounts. For detailed information about import of user accounts, refer to
chapter 13.3.

Import of accounts is recommended in case of the Windows NT domain. If Active
Directory domain is used, it is recommended to use the transparent cooperation
with Active Directory (domain mapping — see chapter 13.4).

Accounts mapped from the Active Directory domain

If any of the Active Directory domain is selected as Domain, user accounts in this domain
are listed.

Edit User
For mapped accounts, specific WinRoute parameters can be set (refer to chap-
ter 13.2). These settings are stored in the WinRoute’s configuration database. Infor-
mation stored in Active Directory (username, full name, email address) and authen-
tication method cannot be edited.
Note: It is also possible to select more than one account by using the Ctr1 and
Shift keys to perform mass changes of parameters for all selected accounts.

In mapped Active Directory domains, it is not allowed to create or/and remove user
accounts. These actions must be performed in the Active Directory database on the
relevant domain server. It is also not possible to import user accounts — such an action
would take no effect in case of a mapped domain.

13.2 Local user accounts

Local accounts are accounts created in the Administration Console or imported from
a domain. These accounts are stored in the WinRoute’s configuration database (in the
users.cfg file under the WinRoute’s installation directory). These accounts can be use-
ful especially in domainless environments or for special purposes (e.g. firewall’s admin-
istration).

Regardless on the method used for creation of the account, each user can be authenti-
cated through the WinRoute’s internal database, Active Directory or NT domain.

A basic administrator account is created during the WinRoute installation process. This
account has full rights for WinRoute administration. It can be removed if there is at least
one other account with full administration rights.

Warning:

1. All passwords should be kept safe and secret, otherwise they might be misused by
an unauthorized person.

2. If all accounts with full administration rights are removed and connection to Kerio
Administration Console is closed, it is not possible to connect to the WinRoute ad-
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ministration any longer. Under these conditions, a local user account (Admin with

a blank password) will be created automatically upon the next start of the WinRoute
Firewall Engine.

3. If the administration password is forgotten, contact our technical support at
http://www.kerio.com/.

Creating a local user account

Open the User Accounts tab in the User and groups / Users section. In the Domain combo
box, select Local User Database.

2 | Users

|lzer Accounts I.&.uthenticaliun Options |.-'l'n.|:ti\-'e Directany I

Cromain: ILu:u:aIUserDatabase j Search: I
Mame I Fullnarme I Description I Groups Authentication Type
£ Admin Adriniztrator WinF oute Adminiztrator Adrnire Internal user databasze
2 jsmith John Smith Tech. support engineer Internal user databasze
2 Icar Lucy Car Sales representative Internal user database
2 mwayne M ark ‘W ayne Salex manager Internal user databasze

Figure 13.2 Local user accounts in WinRoute

Click on the Add button to open a guide to create a new user account.

Step 1 — basic information

Name
Username used for login to the account.
Warning: Usernames are not case-sensitive. We recommend not to use special char-
acters (non-English languages) which might cause problems when authenticating
via the Web interface.

Full Name
A full name of the user (usually first name and surname).

Description
User description (e.g. a position in a company).

The Full Name and the Description items have informative values only. Any type of
information can be included or the field can be left empty.
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#: Add User | x|

General - page 1 of B

M armne: Iismith

Full narme: IJ ohn Smith

Drezcription: ITechnicaI support engineer

Email addrezs: Iismith@cumpany.cum

Authentication: I Internal user database LI
Password: I

HREHHHRRREEK

Confirm  password: I

[~ fccount iz dizabled

—Damain Template

£ Thiz uzer's configuration iz defined by the domain template

% Thiz uzer haz an individual configuration

¢ Back Mest » LCancel

Figure 13.3 Creating a user account — basic parameters

Email Address
Email address of the user that alerts (see chapter 17.3) and other information
(e.g.alert if a limit for data transmission is exceeded, etc.) will be sent to. A valid
email address should be set for each user, otherwise some of the WinRoute features
may not be used efficiently.
Note: A relay server must be set in WinRoute for each user, otherwise sending of
alert messages to users will not function. For details, refer to chapter 16.4.

Authentication
User authentication (see below)

Account is disabled
Temporary blocking of the account so that you do not have to remove it.
Note: For example, this option can be used to create a user account for a user that
will not be used immediately (e.g. an account for a new employee who has not taken
up yet).

Domain template
Define parameters for the corresponding user account (access rights, data transfer
quotas and content rules). These parameters can be defined by the template of
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the domain (see chapter 13.1) or they can be set especially for the corresponding
account.

Using a template is suitable for common accounts in the domain (common user
accounts). Definition of accounts is simpler and faster, if a template is used.
Individual configuration is recommended especially for accounts with special rights
(e.g. WinRoute administration accounts). Usually, there are not many such accounts
which means their configuration comfortable.

Authentication options:

Internal user database
User account information is stored locally to WinRoute. In such a case, specify the
Password and Confirm password items (later, the password can be edited in the
Web interface — see chapter 11). NTLM authentication cannot be used for this
authentication method (refer to chapter 22.3)..
Warning: Passwords may contain printable symbols only (letters, numbers, punc-
tuation marks). Password is case-sensitive. We recommend not to use special char-
acters (non-English languages) which might cause problems when authenticating to
the Web interface.

NT domain / Kerberos 5
Users are authenticated through the Windows NT domain (Windows NT 4.0) or
through the Active Directory (Windows 2000/2003).
Go to the Users section of the Active Directory / NT domain tab to set parameters
for user authentication through the NT domain or through the Active Directory. If
Active Directory authentication is set also for NT domain, it will be preferred.
Note: User accounts with this type of authentication set will not be active unless
authentication through Active Directory or/and NT domain is enabled. For details,
see chapter 13.3.

Step 2 — groups

¥ Add User EHE

Groups - page 2 of B

MName | D ezcription | Add... |
A [Intemet access] Users who are allowed to access Intermet

f . Femove

Ea [Support] Technical suppart |

n [Telnet allowed] Users who are allowed to uge Telnet

Figure 13.4 Creating a new user account — groups
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Groups into which the user will be included can be added or removed with the Add or
the Remove button within this dialog (to create new groups go to User and Groups /
Groups — see chapter 13.5). Follow the same guidelines to add users to groups during
group definition. It is not important whether groups or users are defined first.

HINT: While adding new groups you can mark more than one group by holding either
the Ctrl or theShift key.

Step 3 — access rights

¥ Add User | x|

Rights - page 3 of &

—administration Rights

% Mo access ko administrakion
" Read only access ko administration

£~ Full access ko administration

—additional Rights

[~ User can override W\A'W content rules
¥ User can unlock URL rules

¥ User can dial RAS conneckion

¥ User can conneck using YPH

¥ User can use Clientless SSL-YPN

[~ User is allowed ko use P2P networks

< Back Mext =

Figure 13.5 Creating a new user account — user rights

Each user must be assigned one of the following three levels of access rights.

No access to administration

The user has no rights to access the WinRoute administration. This setting is com-
monly used for the majority of users.

Read only access to administration

The user can access WinRoute. He or she can read settings and logs but cannot edit
them.
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Full access to administration
The user can read or edit all the records and settings and his or her rights are equal
to the administrator rights (Admin). If there is at least one user with the full access
to the administration, the default Admin account can be removed.

Additional rights:

User can override WWW content rules
User can customize personal Web content filtering settings independently of the
global configuration (for details, refer to Step 4 and to chapter 11.3).

User can unlock URL rules
If this option is checked, the user is allowed to bypass the rule denying access to the
queried website — at the page providing information about the denial, the Unlock
button is displayed. The unlock feature must also be enabled in the corresponding
URL rule (for details, refer to chapter 9.1).

User can dial RAS connection
The user is allowed to dial RAS connection in the Web interface (see chapter 11.6)
or in the Administration Console (in case that the user also possesses at least read
rights — for more information, see chapter 5.1).
Note: If the user does not possess this right, he/she will not be allowed to control
RAS lines.

User can connect using VPN
The user is allowed to connect through WinRoute’s VPN server (using Kerio VPN
Client). For detailed information, see chapter 20.

User can use Clientless SSL-VPN
The user will be allowed to access shared files and folders in the local network via
the Clientless SSL-VPN web interface. For details, see chapter 21.

User is allowed to use P2P networks
Traffic of this user will not be blocked if P2P (Peer-to-Peer) networks are detected.
For details, see chapter 15.1.

HINT: Access rights can also be defined by a user account template.

Step 4 — data transmission quota

Daily and monthly limit for volume of data transferred by a user, as well as actions to
be taken when the quota is exceeded, can be set in this section.

Transfer quota
Limit settings

e Enable daily limit — daily limit parameters.
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¥ Add User | x|

Quota - page 4 of &

—Transfer quoka

[¥ Enable daily limik

Direction: | dowrload |

Quota: | s |mB >|
Iv Enable manthly limit

Direction: | all traffic |

Quota: | 1 |e& =]

—Quota exceed action

" Block any Further kraffic
f+ Don't block Further Eraffic

{2nly limit bandwidth according bo Bandwidth Limiter settings.)

[v Makify user by email when quoka is excesded

< Back

Zancel

Figure 13.6 Creating a new user account — data transmission quota

Use the Direction combo box to select which transfer direction will be controlled
(download — incoming data, upload — outgoing data, all traffic — both incoming
and outgoing data).

The limit can be set in the Quota entry using megabytes or gigabytes.

Enable monthly limit — monthly limit parameters. To set this quota, follow the
same instructions as for the daily limit.

Quota exceed action
Set actions which will be taken whenever a quota is exceeded:

Block any further traffic — the user will be allowed to continue using the opened
connections, however, will not be allowed to establish new connections (i.e. to
connect to another server, download a file through FTP, etc.)

Don’t block further traffic (Only limit bandwidth...) — Internet connection speed
(so called bandwidth) will be limited for the user. Traffic will not be blocked but
the user will notice that the Internet connection is slower than usual (this should
make such users to reduce their network activities). For detailed information,
see chapter 7.
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Check the Notify user by email when quota is exceeded option to enable sending
of warning messages to the user in case that a quota is exceeded. A valid email
address must be specified for the user (see Step 1). SMTP Relay must be set in
WinRoute (see chapter 16.4).

If you wish that your WinRoute administrator is also notified when a quota is almost
exceeded, set the alert parameters in Configuration / Logs & Alerts. For details, refer
to chapter 17.3.

Notes:

1. If a quota is exceeded and the traffic is blocked in result, the restrictions will
continue being applied until the end of the quota period (day or month). To
cancel these restrictions before the end of a corresponding period, the follow-
ing actions can be taken:

e disable temporarily a corresponding limit, raise its value or switch to the
Don’t block further traffic mode
e reset statistics of a corresponding user (see chapter 18.3).

2. Quota monitoring (i.e. taking actions when the quota is exceeded) can be unde-

sirable if the user is authenticated at the firewall. This would block all firewall
traffic as well as all local users.
The Exclude firewall for quota actions option is available in the Quota / Statistics
tab under Configuration / Advanced options. No action will be taken when
the quota is exceeded by a user authenticated tat the firewall if this option is
enabled. This option is enabled by default. For details, see chapter 18.1.

HINT: Data transfer quota and actions applied in response can also be set by a user
account template.

Step 5 — content rules

Within this step special content filter rules settings for individual users can be defined.
Global rules (defined in the Content Rules tab in the Configuration / Content Filtering
/ HTTP Policy section) are used as default (when a new user account is defined). For
details, see chapter 9.2.

Note: These settings can be customized at a corresponding page of the WinRoute’s Web
interface (see chapter 11.3). If the user can override content rules, any changes can
be made. Users who are not allowed to override rules can enable or/and disable only
features which are available for them (set in their personal configuration).

HINT: Content rules can also be defined by a user account template.

Step 6 — user’s IP addresses
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#: Add User

Content rules - page 5 of B

—W0e content scanning options

[~ aullow HTML Achivel objects

[v il HTML Scripk bags

[v il HTML JavaScript pop-up windows
v il HTML Java applets

[~ allow cross-domain referer

Figure 13.7 Creating a new user account — Web site content rules

#: Add User EHE

IF addrezses - page B of B

—autamatic login

Azzume uzer on the following hosts;
[~ Firewall

v Specific host IP addresses

{10.1.1.15

|Jze zemicolons [ ;] to zeparate individual entries

v Addiess goup | Computers of J. Smith | Edit. |

—%PM client addrezs

v Azzign static IP address bo WPN client

{10.1.1.15

Figure 13.8 Creating a new user account — IP addresses for VPN client and automatic logins

If a user works at a reserved workstation (i.e. this computer is not by any other user)
with a fixed IP address (static or reserved at the DHCP server), the user can use automatic
login from the particular IP address. This implies that whenever a connection attempt
from this IP address is detected, WinRoute assumes that the connection is performed
by the particular user and it does not require authentication. The user is logged-in
automatically and all functions are available as if connected against the username and

password.
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This implies that only one user can be automatically authenticated from a particular IP
address. When a user account is being created, WinRoute automatically detects whether
the specified IP address is used for automatic login or not.

Automatic login can be set for the firewall (i.e. for the WinRoute host) or/and for any
other host(s) (i.e. when the user connects also from an additional workstation, such as
notebooks, etc.). An IP address group can be used for specification of multiple hosts
(refer to chapter 12.1).

Warning: Automatic login decreases user’s security. If an unauthorized user works
on the computer for which automatic login is enabled, he/she uses the identity of the
host’s user who is authenticated automatically. Therefore, automatic login should be
accompanied by another security feature, such as by user login to the operating system.

IP address which will be always assigned to the VPN client of the particular user can be
specified under VPN client address. Using this method, a fixed IP address can be assigned
to a user when he/she connects to the local network via the Kerio VPN Client. It is pos-
sible to add this IP to the list of IP addresses from which the user will be authenticated
automatically.

For detailed information on the Kerio Technologies’ proprietary VPN solution, refer to
chapter 20.

Editing User Account

The Edit button opens a dialog window where you can edit the parameters of the user
account. This dialog window contains all of the components of the account creation
guide described above, divided into tabs in one window.

13.3 Local user database: external authentication and import of ac-
counts

User in the local database can be authenticated either at the Active Directory domain or

at the Windows NT domain (see chapter 13.2, step one). To enable these authentication

methods, corresponding domains must be set in the Local User Database section on the
Authentication Options tab.
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—Local user databasze

¥ Enable Active Directon/K.erberos authentication

Active Directony domain name; Iu:u:umpan_l,l.u:u:um

Configure Automatic Impart.... |

v Enable NT domain authentication

MT domain name: |COMPAMNY

Figure 13.9 Setting domains for authentication of local accounts

Active Directory

Use the Enable Active Directory authentication option to enable/disable user authentica-
tion at the local database in the selected Active Directory domain.

The following conditions must be met to enable smooth functionality of user authenti-

cation through Active Directory:

1. The WinRoute host must be a member of this domain.

2. The Active Directory domain controller (server) must be set as the primary DNS
server.

If the DNS server itself is set in the operating system, the domain controller of the
Active Directory must be the first item in the DNS servers list in the DNS Forwarder
configuration (for details, refer to chapter 5.3).

Note: Users can also be authenticated in any domain set as trustworthy for the particular
domain.

NT domain

Use the Enable NT domain authentication option to enable NTLM authentication for the
domain selected.

Warning:
1. The host where WinRoute is installed must belong to this domain.

2. Authentication through a corresponding NT domain must be allowed to enable
NTLM authentication through Web browsers (refer to chapter 8.1). For the Windows
2000/2003 domain, it is necessary to set authentication both through Active Direc-
tory and NT domain.
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Automatic import of user accounts from Active Directory

If Active Directory is used, automatic import of user accounts can be applied. Specific
WinRoute parameters (such as access rights, content rules, data transfer quotas, etc.)
can be set by using the template for the local user database (see chapter 13.1) or/and
they can be defined individually for special accounts. A corresponding user account will
be imported upon the first login of the user to WinRoute.

Note: This type of user accounts import should, above all, help to keep compatibility with
older versions of WinRoute. It is much easier and more recommended to use transparent
support for Active Directory (domain mapping — refer to chapter 13.4).

User accounts will be imported from the domain specified in the Active Directory domain
name entry. Click Configure automatic import to set parameters for this function.

#: Automatic Import | x|

—Local User Database

¥ Enable aukomatic import of user accounts From Ackive Direckary

{*  Auktomatically connect ko the First available domain controller

" Alaays connect ko the specified domain contraller

Dramain controller: Ipdc.cumpany.mm

Account with rights to read user database:

Lser name: I.ﬁ.dministratu:ur

PESSWDrd' I************

(] 4 Zancel

Figure 13.10 Configuration of automatic import of user accounts from Active Directory

For imports of accounts, it is necessary that WinRoute knows the domain server of the
corresponding Active Directory domain. WinRoute can either detect it automatically or
it can always connect to a specified server. The automatic connection to the first server
available increases reliability of the connection and eliminates problems in cases when
a domain controller fails. The other option (specification of a controller) is recommended
for domains with one server only (speeds the process up).

It is also necessary to enter login data of a user with read rights for the Active Directory
database (any user account belonging to the corresponding domain).
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Note: It is not possible to combine the automatic import with Active Directory domain
mapping (see chapter 13.4) as the local user database would collide with the mapped
domain. If possible, it is recommended to use the Active Directory mapping alternative.
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Manual import of user accounts

It is also possible to import special accounts to the local database from the Windows
NT domain or from Active Directory. Each import of a user account covers creating of
a local account with the identical name and the same domain authentication parameters.
Specific WinRoute parameters (such as access rights, content rules, data transfer quotas,
etc.) can be set by using the template for the local user database (see chapter 13.1)
or/and they can be defined individually for special accounts. The Windows NT / Active
Directory authentication type is set for all accounts imported..

Note: This method of user accounts import is recommended especially when Windows
NT domain is used (domain server with the Windows NT Server operating system). If
Active Directory domain is used, it is easier and recommended to use the transparent
support for Active Directory (domain mapping — see chapter13.4).

Click Import on the User Accounts tab to start importing user accounts. In the import
dialog, select the type of the domain from which accounts will be imported and, with
respect to the domain type, specify the following parameters:

e NT domain — domain name is required for import. The WinRoute host must be
a member of this domain.

#: Import Users | x|

Irmpart uzers from; I Windows MT domain [findows T 4.0 LI

YWindowsz MT domain name: IEDMF‘.-’-‘-.NY

ak Cancel |

Figure 13.11 Importing accounts from the Windows NT domain

e Active Directory — for import of accounts, Active Directory domain name, DNS name
or IP address of the domain server as well as login data for user database reading
(any account belonging to the domain) are required.

When connection with the corresponding domain server is established successfully, all
accounts in the selected domain are listed. When accounts are selected and the selection
is confirmed, the accounts are imported to the local user database.

13.4 Active Directory domains mapping

In WinRoute, it is possible to directly use user accounts from one or more Active Direc-
tory domain(s). This feature is called either transparent support for Active Directory or
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#: Import Users | x|

Irmpart uzers from; I Active Directony fwfindows 2000/2003] LI

Active Directony domain name; Iu:u:umpan_l,l.u:u:um

Impart from zerver; Ipdu:.u:u:umpan_l,l.u:u:um
Login ag uzer: I.ﬁ.dministratur
Password: I
(] Cancel

Figure 13.12 Import of accounts from Active Directory

Active Directory domain(s) mapping. The main benefit of this feature is that the entire
administration of all user accounts and groups is maintained in Active Directory only
(using standard system tools). In WinRoute, a template can be defined for each domain
that will be used to set specific WinRoute parameters for user accounts (access rights,
data transfer quotas, content rules — see chapter 13.1). If needed, these parameters can
also be set individually for any accounts.

Note: The Windows NT domain cannot be mapped as described. In case of the Windows
NT domain, it is recommended to import user accounts to the local user database (refer
to 13.3)

Domain mapping requirements
The following conditions must be met to enable smooth functionality of user authenti-
cation through Active Directory domains:

e For mapping of one domain:

1. The WinRoute host must be a member of the corresponding Active Directory do-
main.

2. The Active Directory domain controller (server) must be set as the primary DNS
server.

If the DNS server itself is set in the operating system, the domain controller of
the Active Directory must be the first item in the DNS servers list in the DNS
Forwarder configuration (for details, refer to chapter 5.3).
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e For mapping of multiple domains:
1. The WinRoute host must be a member of one of the mapped domains.

2. It is necessary that this domain trusts any other domains mapped in WinRoute
(for details, see the documentation regarding the operating system on the corre-
sponding domain server).

3. For DNS configuration, the same rules are followed as for mapping of a single
domain (DNS server must be a domain server of the domain which the WinRoute’s
host belongs to).

Single domain mapping

To set Active Directory domain mapping, go to the Active Directory tab under User and
Groups / Users.

If no domain mapping has been defined yet or only one domain is defined, the Active
Directory tab already includes predefined parameters customized for the domain map-
ping.

Active Directory mapping
In the top part of the Active Directory tab, it is possible to enable/disable mapping
of user accounts from the Active Directory domain to WinRoute.
The Active Directory domain name entry requires full DNS name of the mapped
domain (e.g. company.com, company would not be satisfactory). For your better
reference, it is also recommended to provide a short description of the domain
(especially if more domains are mapped).
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Users McAfee

Proven Security™

User Accounts | Authentication Options | Active Directary

—active Directory Mapping

v Map user accounts From the Ackive Direckory domain to Kerio WinRouke Firewall

Ackive Directory domain name:; Icampany.mm

Description: ICnmpan\; headquarters damain

—Damain Access

Account with rights ko read user database;

User narme: I.D.dministrator

I************
Password:

Advanced. .. |

—MNT Authentication

[¥ Enable MT domain authentication For this domain

NT damain name: | COMPANY

Define Multiple Domains. .. |

Figure 13.13 Active Directory domain mapping

Domain Access

In the Domain Access section, specify the login user name and password of an
account with read rights for the Active Directory database (any user account within
the domain can be used, unless blocked).

Click Advanced to set parameters for communication with domain servers:

e It is possible to let WinRoute connect automatically to a specified server or to
search for a domain server. The automatic connection to the first server avail-
able increases reliability of the connection and eliminates problems in cases
when a domain controller fails. The other option (specification of a controller)
is recommended for domains with one server only (speeds the process up).

e Encrypted connection — to increase security of the communication with the
domain server, encrypted connection can be used (thus, the traffic cannot be
tapped). In such a case, encrypted connection must be enabled at the domain
server. For details, refer to documents regarding the corresponding operating
system.
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¥ Access Settings | x|

—iConneckion

{*  Auktomatically connect ko the First available domain controller

" Alaays connect ko the specified domain contraller

Domain controller;  |pde.compans:, com

—SeCuUrity

[~ Use encrypted connection to access the user database

Mote: The domain controller must be properly configured to support encryption,

Zancel

Figure 13.14 Advanced settings for access to the Active Directory

NT authentication support
For the Active Directory domain, NTLM is also available as an authentication
method. This option is required if you intend to use automatic authentication in

web browsers (see chapter 22.3).
For NTLM authentication, name of the NT domain corresponding with the domain
specified in the Active Directory domain is required.

For mapping from multiple Active Directory domains, click on Define Multiple Domains.

Multiple domains mapping

Click Define Multiple Domains to switch the Active Directory tab to the mode where
domains are listed.

@ | Users McAfee

Proven Secsrity™

IJzer Accounts |.-i'-.uthenti|:ati|:|n [Cptionz | Active Directon |

MName D ezcription |
" company_.com Compary headquarters domain
B newayork, compary.com Branch office domain

Add... | Edit... | Remove Set az Primany |

Figure 13.15 Mapping of multiple Active Directory domains
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One domain is always set as primary. In this domain, all user accounts where the domain
is not specified, will be searched (e.g.

jsmith). Users of other domains must login by username including the domain (e.g.
drdolittle@usoffice.company.com).

Use the Add or the Edit button to define a new domain. This dialog includes the same
parameters as the Active Directory tab in administration of an only domain (see above).

Notes:

1. By default, the domain defined first is set as primary. You can use the Set as primary
button to set the selected domain as primary.

2. Membership of WinRoute in the domain is not necessarily required for primary do-
mains (see Domain mapping requirements). Settings of the primary domain only
define which users will be allowed to login to WinRoute (i.e. to the web interface,
to the SSL-VPN interface, to the WinRoute administration, etc.) using the username
without domain.

Collision of Active Directory with the local database and conversion of accounts

During Active Directory domain mapping, collision with the local user database may
occur if a user account with an identical name exists both in the domain and in the local
database. If multiple domains are mapped, a collision may occur only between the local
database and the primary domain (accounts from other domains must include domain
names which make the name unique).

If a collision occurs, a warning is displayed at the bottom of the User Accounts tab. Click
on the link in the warning to convert selected user accounts (to replace local accounts
by corresponding Active Directory accounts).

#: Convert User Accounts E

Convert the follmwing selected accounts from the local user database o use their
accountz from the Active Directony domain,

I ame | Fullname | Drezcription |
gkolar  Stanizlay Kolar

Select All Unzelect Al Convert Cancel

Figure 13.16 Conversion of user accounts
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The following operations will be performed automatically within each conversion:

e substitution of any appearance of the local account in the WinRoute configuration (in
traffic rules, URL rules, FTP rules, etc.) by a corresponding account from the Active
Directory domain,

¢ removal of the account from the local user database.

Accounts not selected for the conversion are kept in the local database (the collision is
still reported). Colliding accounts can be used — the accounts are considered as two
independent accounts. However, under these circumstances, Active Directory accounts
must be always specified including the domain (even though it belongs to the primary
domain); username without the domain specified represents an account belonging to the
local database. However, as long as possible, it is recommended to remove all collisions
by the conversion.

Note: In case of user groups, collisions do not occur as local groups are always indepen-
dent from the Active Directory (even if the name of the local group is identical with the
name of the group in the particular domain).

13.5 User groups

User accounts can be sorted into groups. Creating user groups provides the following
benefits:

e Specific access rights can be assigned to a group of users. These rights complement
rights of individual users.

e Each group can be used when traffic and access rules are defined. This simplifies the
definition process so that you will not need to define the same rule for each user.

User groups Definitions

User groups can be defined in User and Groups / Groups.
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99| Groups McAfee

Proven Secsrity™

Groups |

Domair; IL::u:aILlserDataI:uase LI Search: I

MName | D ezcription |

T sdming WinFouke Adminiztrators

On5ales Salez department

n Support Technizal support dept.

Add... Edit... Remove
Figure 13.17 WinRoute user groups
Domain

Use the Domain option to select a domain for which user accounts or other param-
eters will be defined. This item provides a list of mapped Active Directory domains
(see chapter 13.4) and the local user database.

In WinRoute, it is possible to create groups only in the local user database. It is not
possible to create groups in mapped Active Directory domains. It also not possible
to import groups from the Windows NT domain or from Active Directory.

In case of groups mapped in Active Directory domains, it is possible to set only
access rules (see below — step 3 of the user group definition wizard).

Search
The Search engine can be used to filter out user groups meeting specified criteria.
The searching is interactive — each symbol typed or deleted defines the string
which is evaluated immediately and all groups including the string in either Name
or Description are viewed. The icon next to the entry can be clicked to clear the
filtering string and display all groups in the selected domain (if the Search entry is
blank, the icon is hidden).
The searching is helpful especially when the domain includes too many groups
which might make it difficult to look up particular items.

Creating a new local user group
In the Domain combo box in Groups, select Local User Database.

Click Add to start a wizard where a new user group can be created.
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Step 1 — Name and description of the group

3 New Group EHE

General - page 1 of 3

M armne: ISuppu:urt

Drezcription: ITechnicaI support

Figure 13.18 Creating a user group — basic parameters
Name
Group name (group identification).

Description
Group description. It has an informative purpose only and may contain any infor-
mation or the field can be left empty.

Step 2 — group members

3 New Group | x|

Members - page 2 of 3

0 jsmith  John Smith
£ mwayne Mark Wayne Remaoye |

Mame IFLIlI Marne I ......

Figure 13.19 Creating a user group — adding user accounts to the group

Using the Add and Remove buttons you can add or remove users to/from the group. If
user accounts have not been created yet, the group can be left empty and users can be
added during the account definition (see chapter 13.1).

HINT: To select more than one user hold the Ctrl or the Shift key.
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Step 3 — group access rights

3 New Group | x|

Rights - page 3 of 3

—administration Rights

% Mo access ko administrakion
" Read only access ko administration

£~ Full access ko administration

—additional Rights

[~ Users can override ‘W' content rules
¥ Users can unlock URL rules

¥ Users can dial RAS conneckion

¥ Users can conneck using YPM

¥ Users can use Clientless SSL-YPM

[~ Users are allowed ko use P2P nebwarks

< Back

Zancel

Figure 13.20 Creating a user group — members’ user rights

The group must be assigned one of the following three levels of access rights:

No access to administration
Users included in this group cannot access the WinRoute administration.
Read only access

Users included in this group can access the WinRoute administration. However,
they can only read the records and settings and they are not allowed to edit them.

Full access to administration
Users in this group have full access rights.

Additional rights:

Users can override WWW content rules

User belonging to the group can customize personal Web content filtering settings
independently of the global configuration (for details see chapters 9.2 a 11.3).
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User can unlock URL rules
This option allows its members one-shot bypassing of denial rules for blocked web-
sites (if allowed by the corresponding URL rule — see chapter 9.1). All performed
unlock actions are traced in the Security log.

Users can dial RAS connection
Users included in this group will be allowed to connect and hang up the dial-up
lines defined in WinRoute (with Kerio Administration Console or with WWW admin-
istration interface, see chapter 11).

Users can connect using VPN
Members of the group can connect to the local network via the Internet using the
Kerio VPN Client (for details, see chapter 20).

User can use Clientless SSL-VPN
Members of this group will be allowed to access shared files and folders in the local
network via the Clientless SSL-VPN web interface. For details, see chapter 21.

Users are allowed to use P2P networks
The P2P Eliminator module (detection and blocking of Peer-to-Peer networks — see
chapter 15.1) will not be applied to members of this group.

Group access rights are combined with user access rights. This means that current user
rights are defined by actual rights of the user and by rights of all groups in which the
user is included.
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14.1 Setting Remote Administration

Remote administration can be either permitted or denied by definition of the appropriate
traffic rule. Traffic between WinRoute and Kerio Administration Console is performed by
TCP and UDP protocols over port 44333. The definition can be done with the predefined
service KWF Admin.

If WinRoute includes only traffic rules generated by the wizard, remote administration
is available through all interfaces except the one which is used for Internet connection
and where NAT is enabled (see chapter 6.1). This means that remote administration is
available from all local hosts.

How to allow remote administration from the Internet

In the following example we will demonstrate how to allow WinRoute remote adminis-
tration from some Internet IP addresses.

e Source — group of IP addresses from which remote administration will be allowed.

For security reasons it is not recommended to allow remote administration from an
arbitrary host within the Internet (this means: do not set Source as the Web interface).

e Destination — Firewall (host where WinRoute is running)
o Service — KWF Admin (predefined service— WinRoute administration)
e Action — Permit (otherwise remote administration would be blocked)

e Translation — Because the engine is running on the firewall there is no need for
translation.
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I ame Source Dezstination | Service Action | Tranglation

I Remote admiristration |/ Remate administration (€3 Firewall |4 KWF Admin |

Figure 14.1 Traffic rule that allows remote administration

HINT: The same method can be used to enable or disable remote administration of Kerio
MailServer through WinRoute (the KMS Admin service can be used for this purpose).

Note: Be very careful while defining traffic rules, otherwise you could block remote ad-
ministration from the host you are currently working on. If this happens, the connection
between Kerio Administration Console and WinRoute Firewall Engine is interrupted (upon
clicking on the Apply button in Configuration / Traffic Policy). Local connections (from
the WinRoute Firewall Engine’s host) works anyway. Such a traffic cannot be blocked by
any rule.

14.2 Update Checking

WinRoute enables automatic check for new versions at the Kerio Technologies website.
Whenever a new version is detected, is download and installation is offered.

Open the Update Checking tab in the Configuration / Advanced Options section to view
information on a new version and to set parameters for automatic checks for new ver-
sions.

47| Advanced Options

Fe

Security Settings | “Web Interface | Cobion Settings | Update Checks | SMTP Relay | Statistics |4 | 3

|Ipdate checks

Last update check performed |5 hours, 59 minutes ago

v Automatically check for new versions  Check now .. |

¥ Check alzo for beta versions

Figure 14.2 WinRoute update check settings

209



Chapter 14 Remote Administration and Update Checks

Last update check performed ... ago
Information on how much time ago the last update check was performed.
If the time is too long (several days) this may indicate that the automatic update
checks fail for some reason (i.e. access to the update server is blocked by a traffic
rule). In such cases we recommend you to perform a check by hand (by clicking on
the Check now button), view results in the Debug log (see chapter 19.6) and take
appropriate actions.

Check for new versions
Use this option to enable/disable automatic checks for new versions. Checks are
performed:

e 2 minutes after each startup of the WinRoute Firewall Engine

e every 24 hours

Results of each attempted update check (successful or not) is logged into the Debug
log (see chapter 19.6).

Check also for beta versions
Enable this option if you want WinRoute to perform also update checks for beta
versions.
If you wish to participate in testing of WinRoute beta versions, enable this option.
In case that you use WinRoute in operations in your company (i.e. at the Internet
gateway of your company), we recommend you not to use this option (beta versions
are not tested yet and they could endanger functionality of your networks, etc.).

Check now
Click on this button to check for updates immediately. If no new version is avail-
able, user will be informed about this fact.

New version download and installation

Whenever a new version is detected during an update check, user is informed through
the application and licence info dialog (the Kerio WinRoute Firewall item in the Kerio
Administration Console tree).

Click the A new version is available for download link to download the new version.

If a new version is detected during a manual update check (upon clicking Check now),
the following dialog is opened:

At the top, number of the new version is provided.

If the Start installation after download option is checked, installation of the new version
will be started upon a successful download completion. Otherwise, the downloaded file
will be saved on the disc (see below), where it can be started any time.
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Product: Kerio WinRoute Firewall 6.2.0 build 1303
Zopywright: () 1997-2006 Ketio Technologies

Homepage: hibkp: e, kerio, com/kwf

Operating system: Windows XP

License ID: 20112-5RWaGL-75146

Subscription expiration dake: Z2006-02-10

Product expiration date: Mewver

Mumber of users: 15 {in use: 0}

Compary': kerio

Mew version available, dlick here For details. ..
|Ipdate registration info. ..

©1887-2006 Kerio Technologies. All rights reserved

Figure 14.3 Administration Console’s welcome page informing that a new version is available

A niew verzion iz available for download:

K.eno WinBoute Firewall 6.2.1

W Start installation after download

LCancel

Figure 14.4 A new version download and installation dialog

Click Download now to download the installation archive. Click Cancel to close the
dialog — new version can be downloaded later using any method described above.

A window informing about the download process is displayed during the download.
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¥ Info EHE

Downloading...

([]] 14%

Figure 14.5 Download process information

This window can be closed by clicking OK at any moment — it is not necessary to keep
the window open unless the download is completed. The download process will be
completed.

Installation file is saved in the updates directory where WinRoute is installed, by default
C:\Program Files\WinRoute Firewall\updates

If the Start installation after download option is enabled, the installation is started upon
a successful download completion. Otherwise, the installation must be started manually.
For detailed information on WinRoute installation, refer to chapter 2.3.
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Advanced security features

15.1 P2P Eliminator

Peer-to-Peer (P2P) networks are world-wide distributed systems, where each node can
represent both a client and a server. These networks are used for sharing of big volumes
of data (this sharing is mostly illegal). DirectConnect and Kazaa are the most popular
ones.

In addition to illegal data distribution, utilization of P2P networks overload lines via
which users are connected to the Internet. Such users may limit connections of other
users in the same network and may increase costs for the line (for example when volume
of transmitted data is limited for the line).

WinRoute provides the P2P Eliminator module which detects connections to P2P net-
works and applies specific restrictions. Since there is a large variety of P2P networks and
parameters at individual nodes (servers, number of connections, etc.) can be changed,
it is hardly possible to detect all P2P connections. However, using various methods
(such as known ports, established connections, etc.), the P2P Eliminator is able to detect
whether a user connects to one or multiple P2P networks.

Note: According to thorough tests, the detection is highly reliable (probability of failure
is very low).

P2P Eliminator Configuration

To configure the P2P Eliminator module, go to the P2P Eliminator tab in the Configura-
tion / Advanced Options section.

The Block P2P networks when detected option enables P2P Eliminator.

As implied by the previous description, it is not possible to block connections to par-
ticular P2P networks. P2P Eliminator blocks connection to the Internet from particular
hosts (Block all traffic for the particular user) or allow these users to connect to certain
services only Allow only predefined services).

Use the Services button to open a dialog where services which will be allowed can be
specified. All services defined in Configuration / Definitions / Services are available (for
details, refer to chapter 12.3).
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47| Advanced Options McAfee

"? Prowen Security™

Security Settings |Weh|nterfacer’55L-\iF‘N | Update Checks | SMTP Relay | Guata/Statistics | P2P Elirinatar |

—Peer ta Peer Eliminator

[+ Block Peer to Peer netwaorks when detected

= Blaock all traffic for the particular host

*  Allow only predefined services Services... |

¥ Inform user

Block traffic for I'I 20 minutes
Advanced... |

Figure 15.1 Detection settings and P2P Eliminator

Use the Block traffic for ... minutes parameter to specify the length of time during which
traffic will be blocked for the particular host. The P2P Eliminator module enables traffic
for this user automatically when the specified time expires. The time of disconnection
should be long enough to make the user consider consequences and to stop trying to
connect to peer-to-peer networks.

Check the Inform user option if you wish that users at whose hosts P2P networks are
detected will be warned and informed about actions to be taken (blocking of all traffic /
time-limited restrictions for certain services and length of the period for which restric-
tions will be applied). This option does not apply to unauthenticated users.

Notes:
1. If a user who is allowed to use P2P networks (see chapter 13.1) is connected to the

firewall from a certain host, no P2P restrictions are applied to this host. Settings in
the P2P Eliminator tab are always applied to unauthorized users.

2. Information about P2P detection and blocked traffic can be viewed in the Status /
Hosts/users section (for details, refer to chapter 17.1).

3. If you wish to notify also another person when a P2P network is detected (e.g. the
WinRoute administrator), define the alert in the Configuration / Logs &Alerts section
(for details, see chapter 17.3).
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Parameters for detection of P2P networks

Click Advanced to set parameters for P2P detection:

3 P2P Networks EHE

P2P network port(s): |41 1-413.1214,3531 4661 -4665,6345-6348,6331 -6333

Connection count; |5

(] Cancel

Figure 15.2 Settings of P2P networks detection

P2P network port(s) — list of ports which are exclusively used by P2P networks. These
ports are usually ports for control connections — ports (port ranges) for data sharing
can be set by users themselves.

You can use the P2P network port(s) entry to specify ports or port ranges. Use comas
to separate individual values.

Connection count — minimal number of concurrent connections which the user must
reach to run P2P networks detection.

Big volume of established connections is a typical feature of P2P networks (usually
one connection for each file).

The optimum value depends on circumstances (type of user’s work, frequently used
network applications, etc.) and it must be tested. If the value is too low, the sys-
tem can be unreliable (users who do not use P2P networks might be suspected). If
the value is too high, reliability of the detection is decreased (less P2P networks are
detected).

15.2 Special Security Settings

WinRoute provides several security options which cannot be defined by traffic rules.

These options can be set in the Security settings tab of the Configuration / Advanced

Options section.
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o
LT

Advanced Options McAfee

Proven Security™

Security Setting: I Web Interface / S5LYFPN Update Checks | SMTP Relay | Quota/Statistics I P2P Eliminator |

—&nti-5 poofing
v Enahble Anti-5paofing

Iv¥ Log

—LConnection Limit

[v Enable connechion limit

Connections count limit; IEDD per host [local zerver]

Figure 15.3 Security options — Anti-Spoofing and cutting down number of connections for one host

Anti-Spoofing

Anti-Spoofing checks whether only packets with allowed source IP addresses are received
at individual interfaces of the WinRoute host. This function protects WinRoute host from
attacks from the internal network that use false IP addresses (so called spoofing).

For each interface, any source IP address belonging to any network connected to the
interface is correct (either directly or using other routers). For any interface connected
to the Internet (so called external interface), any IP address which is not allowed at any
other interface is correct.

Detailed information on networks connected to individual interfaces is acquired in the
routing table.

The Anti-Spoofing function can be configured in the Anti-Spoofing folder in Configuration
/ Advanced Options.

Enable Anti-Spoofing
This option activates Anti-Spoofing.

Log
If this option is on, all packets that have not passed the anti-spoofing rules will be
logged in the Security log (for details see chapter 19.11).

Connections Count Limit

This function defines a limit for the maximum number of connections per a local host.
This function can be enabled/disabled and set through the Security Settings tab in Con-
figuration / Advanced Options.
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This function can be helpful especially for the following cases:

e Any service (e.g. WWW server) which is available from the Internet (allowed by traf-
fic rules —see chapter 6) is running on the local network. Connection count limits
protect internal servers from flooding (DoS type attacks — Denial of Service).

In this case, the limit is applied to the local server — sum of all connections of all
connected clients must not exceed this limit.

e C(Client computer (workstation) in the local network is attacked by a worm or a Trojan
horse which is trying to establish a connection to many servers. Connection count
limits protects the WinRoute host from flooding and it can reduce undesirable activi-
ties by worms and Trojan horses.

In this case, the limit is applied to a host (workstation) in the local network — the
sum of all connections established from this computer to individual servers in the
Internet must not exceed the limit.

15.3 VPN using IPSec Protocol

IPsec (IP Security Protocol) is an extended IP protocol which enables secure data trans-
fer. It provides services similar to SSL/TLS, however, these services are provided on
a network layer. IPSec can be used for creation of encrypted tunnels between networks
(VPN) — so called tunnel mode, or for encryption of traffic between two hosts— so called
transport mode.

WinRoute includes so called IPSec pass-through. This implies that WinRoute does not
include tools for establishing an IPSec connection (tunnel), however, it is able to detect
IPSec protocol and enable it for traffic between the local network and the Internet.

Note: The IPSec Pass-Through function guarantees full functionality of existing IPSec
clients and servers after deployment of WinRoute at the Internet gateway. If you consider
designing and implementation of new virtual private networks, we recommend you to
use the WinRoute proprietary VPN solution (see chapter 20).

IPSec preferences

IPSec preferences can be set in the IPSec pass-through area in the Security Settings tab of
the Configuration / Advanced Options section. For detailed information on IPSec refer to
chapter WinRoute’s IPSec configuration.
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|PSec pasz-through
¥ Enable

|PSec zezzion idle timeout; ISEEIEI TBC
¥ Enable pass-thraugh only for hosts: | IPSec clients ;I Edit... |

Figure 15.4 [PSec pass-through settings (the Security Settings tab under Configuration / Advanced Options)

Enable
This option enables IPSec pass-through.
It is necessary to set idle timeout for IPSec connections (default time is 3600 sec-
onds which is exactly 1 hour). If no data is transferred for this time and a connec-
tion is not closed properly, WinRoute will consider the connection closed and the
pass-through is available to another computer (another IP address).

Enable pass-through only for hosts
It is possible to narrow the number of hosts using IPSec pass-through by defining
a certain scope of IP addresses (typically hosts on which IPSec clients will be run).
Use the Edit button to edit a selected IP group or to add a new one.

WinRoute’s IPSec configuration
Generally, communication through IPSec must be permitted by firewall policy (for details

refer to chapter 6.3). IPSec protocol uses two traffic channels:

e IKE (Internet Key Exchange — exchange of encryption keys and other information).
IKE

e encrypted data (IP protocol number 50 is used)

Open the Configuration / Traffic Policy section to define a rule which will permit com-
munication between IPSec clients (VPN address group is described in the example) and
IPSec server for the services (ipsec.server.cz server is described in the example).

I ame: Source Destination Service Action
B 1PSec taffic 5 IPSec clients | ™) ipsec.server.com | IKE v
4y |PSec

Figure 15.5 Enabling IPSec by a traffic rule
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Note: Predefined IPSec and IKE services are provided in WinRoute.

IPSec client in local network

This section of the guide describes WinRoute configuration for cases when an IPSec client
or the server is located in the local network and WinRoute provides translation of IP
addresses (NAT — for details see chapter 6).

1.

IPSec client on WinRoute host

In this case IPSec traffic is not influenced by NAT (IPSec client must be set so that
it uses the public IP address of the WinRoute host). It is only necessary to define
a traffic rule permitting IPSec communication between the firewall and the IPSec
server.

Mame Source Destination Service Action | Tranzlation
B 1Psec taffic €33 Firewal =) ipzec.server.com | IKE v
&y IPSec

Figure 15.6 Traffic rule for IPSec client on the WinRoute host

The Translation column must be blank — no IP translation is performed. The pass-
through setting is not important in this case (it cannot be applied).

One IPSec client in the local network (one tunnel)
If only one IPSec tunnel from the local network to the Internet is created at one

moment, then it depends on the type of IPSec client:

o If IPSec client and the IPSec server support the NAT Traversal function (the client
and the server are able to detect that the IP address is translated on the way
between them), IPSec must be disabled (otherwise a collision might arise).

NAT Traversal is supported for example by Nortel Networks’ VPN software
(http://www.nortelnetworks.com/).

e If the IPSec client does not support NAT Traversal, it is necessary to enable IPSec
pass-through in WinRoute.

In both cases, IPSec communication between the client and the IPSec server must be
permitted by a traffic rule. NAT must be defined in the Translation column (in the
same way as for the communication from the local network to the Internet).
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Mame Source [ estination Service Action | Tranzlation
B (PSec client - server = 192.168.1.110 | =) ipsec.server.com | T4 IKE \/ MAT [Default autgoing interface]
4y IPSec

Figure 15.7 Traffic rule for one IPSec client in the local network

3. Multiple IPSec clients in the local network (multiple tunnels)

If multiple IPSec tunnels from the local network to the Internet are supposed to be
created, all IPSec clients and corresponding servers must support NAT Traversal
(see above). Support for IPSec in WinRoute must be disabled so that no collisions
arise.

Again, traffic between the local network and corresponding IPSec servers must be
permitted by a traffic rule.

Mame Source Destination Service Action | Tranzlation
B IPSec clients -» servers ‘_"T IPSec client: | ™) ipsec server.com <4, IKE \/ MAT [Default outgoing interface]
2y IPSec

Figure 15.8 Traffic rule for multiple IPSec clients in the local network

IPSec server in local network

An IPSec server on a host in the local network or on the WinRoute host must be mapped
from the Internet. In this case, traffic between Internet clients and the WinRoute host
must be permitted by a traffic rule and mapping to a corresponding host in the local
network must be set.

Warning: Only a single IPSec server can be mapped from the public IP address of the
firewall. For mapping of multiple IPSec servers, the firewall must use multiple public IP
addresses.

Example: We want to set that two IPSec servers will be available from the Internet —
one on the WinRoute host and another on a host with the IP address 192.168.100.100.
The firewall interface connected to the Internet uses IP addresses 60.80.100.120 and
60.80.100.121.

I arne Source Destination Service Action | Tranglation
B IPSec server #1755 Clients of zerver #1 | ™) B0B0100120 |45 IKE |
24, IPSec

B IPSec server #2 |5 Clients of server 82 | ™) 6080100121 |98 IKE [ |[M&P 192168.1.50
4

Figure 15.9 Traffic rules for two IPSec servers
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Chapter 16
Other settings

16.1 Routing table

Using Kerio Administration Console you can view or edit the system routing table of
the host where WinRoute is running. This can be useful especially to resolve routing
problems remotely (it is not necessary to use applications for terminal access, remote
desktop, etc.).

To view or modify the routing table go to Configuration / Routing Table. This section
provides up-to-date version of the routing table of the operating system including so
called persistent routes (routes added by the route -p command).

%4 Routing Table McAfee
i Proven Seamity™ |
Dezcription I Metwork, | i azk, Gateway | |nterface I Metric
O Sygtem raute 0000 0000 192.168.44.1 AN 1
O System route 10.0.0.0 255.2585.255.0 PR rtemet 1
O Spatem raute 192 168.44.0 255255 2850 ELAN 1
O\-’F’N route 1592 168.80.0 255255 2850 S WPN Server 20
C;L;’-‘«N zegment connected via a router  132.168.48.0 205.255.250.0 192.168.44.254 WRLAN 1
Inactive Routes
O = Dizconnected segment 192.168.64.0 206.266.260.0 192168.44.253  meLAN 1

Figure 16.1 Firewall’s system routing table

Dynamic and static routes can be added/removed in this section. Dynamic routes are
valid only until the operating system is restarted or until removed by the route system
command. Static routes are saved in WinRoute and they are restored upon each restart
of the operating system.

Warning: Changes in the routing table might interrupt the connection between the
WinRoute Firewall Engine and the Kerio Administration Console. We recommend to check
the routing table thoroughly before clicking the Apply button!
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Route Types

The following route types are used in the WinRoute routing table:

e System routes — routes downloaded from the operating system’s routing table (in-
cluding so called persistent routes). These routes cannot be edited some of them can
be removed — see the Removing routes from the Routing Table section).

e Static routes — manually defined routes managed by WinRoute (see below). These
routes can be added, modified and/or removed.

The checking boxes can be used to disable routes temporarily —such routes are pro-
vided in the list of inactive routes. Static routes are marked with an S icon.

e VPN routes — routes to VPN clients and to networks at remote endpoints of VPN tun-
nels (for details, see chapter 20). These routes are created and removed dynamically
upon connecting and disconnecting of VPN clients or upon creating and removing of
VPN tunnels. VPN routes cannot be created, modified nor removed by hand.

e Inactive routes — routes which are currently inactive are showed in a separate section.
These can be static routes that are temporarily disabled, static routes via an interfaces
which has been disconnected or removed from the system, etc.

Static routes

WinRoute includes a special system for creation and management of static routes in the
routing table. All static routes defined in WinRoute are saved into the configuration file
and upon each startup of the WinRoute Firewall Engine they are added to the system
routing table. In addition to this, these routes are monitored and managed all the time
WinRoute is running. This means that whenever any of these routes is removed by the
route command, it is automatically added again.

Notes:

1. The operating system’s persistent routes are not used for implementation of static
routes (for management of these routes, WinRoute uses a proprietary method).

2. If a static connection uses a dial-up, any UDP or TCP packet with the SYN flag dials
the line. For detailed information, see chapter 16.2.
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Definitions of Dynamic and Static Rules

Click on the Add (or Edit when a particular route is selected) button to display a dialog
for route definition.

#: Add Route | x|

Metwork: [192.165.45.0

Metwark maszk: |255.255.255.EI

Interface: I PRLaN LI
Gateway:  |192.165.44.254
Metric: I'I

v Create static route

Drezcription: IL.-'E-.N gegment connected via a rouker

ok LCancel

Figure 16.2 Adding a route to the routing table

Network, Network Mask
IP address and mask of the destination network.

Interface
Selection of an interface through which the specific packet should be forwarded.

Gateway
IP address of the gateway (router) which can route to the destination network. The
IP address of the gateway must be in the same IP subnet as the selected interface.

Metric
“Distance” of the destination network. The number stands for the number of
routers that a packet must pass through to reach the destination network.
Metric is used to find the best route to the desired network. The lower the metric
value, the “shorter” the route is.
Note: Metric in the routing table may differ from the real network topology. It may
be modified according to the priority of each line, etc.

Create a static route
Enable this option to make this route static. Such route will be restored automat-
ically by WinRoute(see above). A brief description providing various information
(why the route was created, etc.) about the route can be attached.
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If this option is not enabled, the route will be valid only until the operating system
is restarted or until removed manually in the Administration Console or using the
route command.

Removing routes from the Routing Table

Using the Remove button in the WinRoute admin console, records can be removed from
the routing table. The following rules are used for route removal:

Static routes in the Static Routes folder are managed by WinRoute. Removal of any of
the static routes would remove the route from the system routing table immediately
and permanently (after clicking on the Apply button).

Dynamic (system) route will be removed as well, regardless whether it was added
in the Kerio Administration Console or by the route command. However, it is not
possible to remove any route to a network which is connected to an interface.

Persistent route of the operating system will be removed from the routing table only
after restart of the operating system. Upon reboot of the operating system, it will be
restored automatically. There are many methods that can be used to create persistent
routes (the methods vary according to operating system — in some systems, the
route -p command can be used, etc.). It is not possible to find out how a particular
persistent route was created and how it might be removed for good.

16.2 Demand Dial

If the WinRoute host is connected to the Internet via dial-up, WinRoute can automatically
dial the connection when users attempt to access the Internet. WinRoute provides the
following options of dialing/hanging control:

Line is dialed when a request from the local network is received. This function is
called Demand dial. For further description see below.

Line is disconnected automatically if idle for a certain period (no data is transmit-
ted in both directions). For a description of the automatic disconnection, refer to
chapter 5.1.
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How demand dial works

First, the function of demand dial must be activated within the appropriate line (either
permanently or during a defined time period). This may be defined in Configuration /
Interfaces (for details see chapter 5.1).

Second, there must be no default gateway in the operating system (no default gateway
must be defined for any network adapter). This condition does not apply to the dial-up
line which is used for the Internet connection — this line will be configured in accordance
with information provided by the ISP.

If WinRoute receives a packet from the local network, it will compare it with the system
routing table. If the packets goes out to the Internet, no record will be found, since there
is no default route in the routing table. Under usual circumstances, the packet would
be dropped and a control message informing about unavailability of the target would
be sent to the sender. If no default route is available, WinRoute holds the packet in the
cache and dials the appropriate line if the demand dial function is enabled. This creates
an outgoing route in the routing table via which the packet will be sent.

To avoid undesired dialing of the line, line dialing is allowed by certain packet types
only. The line can be dialed only by UDP or TCP packets with the SYN flag (connection
attempts). Demand dialing is disabled for Microsoft Networks services (sharing of files
and printers, etc.).

Since this moment, the default route exists and other packets directed to the Internet
will be routed via a corresponding line. The line may be either disconnected manually or
automatically if idle for a certain time period. When the line is hung-up, the default route
is removed from the routing table. Any other packet directed to the Internet redials the
line.

Notes:

1. To ensure correct functionality of demand dialing there must be no default gateway
set at network adapters. If there is a default gateway at any interface, packets to the
Internet would be routed via this interface (no matter where it is actually connected
to) and WinRoute would not dial the line.

2. If multiple demand dial RAS lines are defined in WinRoute, the one that was defined
first will be used. WinRoute does not enable automatic selection of a line to be dialed.

3. Lines can be also dialed if this is defined by a static route in the routing table (refer
to chapter 16.1). If a static route via the dial-up is defined, the packet matching this
route will dial the line. This line will not be used as the default route — the Use
default gateway on remote network option in the dial-up definition will be ignored.

4. According to the factors that affect total time since receiving the request until the
line is dialed (i.e. line speed, time needed to dial the line, etc.) the client might
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consider the destination server unavailable (if the timeout expires) before a success-
ful connection attempt. However, WinRoute always finishes dial attempts. In such
cases, simply repeat the request, i.e. with the Refresh button in your browser.

Technical Peculiarities and Limitations

Demand dialing has its peculiarities and limitations. The limitations should be consid-
ered especially within designing and configuration of the network that will use WinRoute
for connection and of the dial-up connected to the Internet.

1.

Demand dial cannot be performed directly from the host where WinRoute is installed
because it is initiated by WinRoute low-lever driver. This driver holds packets and
decides whether the line should be dialed or not. If the line is disconnected and
a packet is sent from the local host to the Internet, the packet will be dropped by
the operating system before the WinRoute driver is able to capture it.

Typically the server is represented by the DNS name within traffic between clients
and an Internet server. Therefore, the first packet sent by a client is represented by
the DNS query that is intended to resolve a host name to an IP address.

In this example, the DNS server is the WinRoute host (this is very common) and the
line to the Internet is disconnected. A client’s request on this DNS server is traffic
within the local network and, therefore, it will not result in dialing the line. If the
DNS server does not have the appropriate entry in the cache , it must forward the
request to another server on the Internet. The packet is forwarded to the Internet by
the local DNS client that is run at the WinRoute host. This packet cannot be held and
it will not cause dialing of the line. Therefore, the DNS request cannot be answered
and the traffic cannot continue.

For these reasons, WinRouteDNS Forwarder enables automatic dialing (if the DNS
server cannot respond to the request itself). This function is dependent on demand
dial — if the demand dial function is disabled, the DNS Forwarder will not dial the
line.

Note: If the DNS server is located on another host within the local network or clients
within the local network use an Internet DNS server, then the limitation is irrelevant
and the dialing will be available. If clients’ DNS server is located on the Internet, the
line will be dialed upon a client’s DNS query. If a local DNS server is used, the line
will be dialed upon a query sent by this server to the Internet (the default gateway
of the host where the DNS server is running must be set to the IP address of the
WinRoute host).
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It can be easily understood through the last point that if the DNS server is to be
running at the WinRoute host, it must be represented by DNS Forwarder because it
can dial the line if necessary.

If there is a domain that is based on Active Directory in the Windows 2000 local net-
work, Microsoft DNS server must be used as communication with Active Directory
is performed according to special types of DNS requests. Microsoft DNS server does
not support automatic dialing. Moreover, it cannot be used at the same host as DNS
Forwarder as it would cause collision of ports.

As understood from the facts above, if the Internet connection is to be available via
dial-up, WinRoutecannot be used at the same host where Windows 2000 server Ac-
tive Directory and Microsoft DNS are running.

If DNS Forwarder is used, WinRoute can dial as a response to a client’s request if the
following conditions are met:

e Destination server must be defined by DNS name so that the application can
create a DNS query.

e In the operating system, set the primary DNS server to the IP address of the
firewall). In Windows operating system, go to TCP/IP properties and set the IP
address of this interface as the primary DNS.

e DNS Forwarder must be configured to forward requests to one of the defined
DNS servers (the Forward queries to the specified DNS server(s) option). Automatic
detection of DNS servers are not available. For details, refer to chapter 5.3.

The Proxy server in WinRoute (see chapter 5.5) also provides direct dial-up connec-
tions. A special page providing information on the connection process is opened
(the page is refreshed in short periods). Upon a successful connection, the browser
is redirected to the specified Website.

Setting Rules for Demand Dial

Demand dial functions may cause unintentional dialing. It’s usually caused by DNS
queries that are handled by the DNS Forwarder The following causes apply:

User host generates a DNS query in the absence of the user. This traffic attempt
may be an active object at a local HTML page or automatic update of an installed
application.

DNS Forwarder performs dialing in response to requests of names of local hosts.
Define DNS for the local domain properly (use the hosts system file of the WinRoute
host — for details see chapter 5.3).
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Note: In WinRoute, unwanted traffic may be blocked. However, for security reasons
it is recommended to detect the root of the problem (i.e. use antivirus to secure the
workstation, etc.).

In Configuration / Demand Dial within Kerio Administration Console, rules for dialing
certain DNS names may be defined.

&7 | Dial on Demand McAfee

Proven Secusrity™

DMS Rules |

[~ Enable dialing For local DMS names (names where the domain part is missing)

Actian | ors mame |
%7 Dial v, banner . com
7 Ionore * banner,com
27 Ignore * . Compary, com

Figure 16.3 Demand dial rules (for responses to DNS queries)

In this section you can create a rule list of DNS names.

Either whole DNS name or only its end or beginning completed by an asterisk () may be
entered. An asterisk may stand for any number of characters.

In Actions you can select from the Dial or Ignore options. Use the second option to block
dialing of the line in response to a query on the DNS name.

Rule lists are searched downwards (rule order can be modified with the arrows at the
right side of the window). When the system detects the first rule that meets all require-
ments, the desired action is executed and the search is stopped. All DNS names missing
a suitable rule will be dialed automatically by DNS Forwarder when demanded.

The Dial action can be used to create complex rule combinations. For example, dial can
be permitted for one name within the domain and denied for the others (see the figure).

Dial of local DNS names
Local DNS names are names of hosts within the domain (names that do not include
a domain).
Example: The local domain is called company.com. The host is called pcl. The full
name of the host is pcl.company.com whereas local name in this domain is pc1.
Local names are usually stored in the database of the local DNS server (in this
example, the names are stored in the hosts file at the WinRoute host that uses DNS
Forwarder). Set by default, DNS Forwarder does not dial these names as names are
considered non-existent unless they can be found in the local DNS database.
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If the primary server of the local domain is located outside of the local network,
it is necessary that the DNS Forwarder also dials the line if requests come from
these names. Activate the Enable dialing for local DNS names option in the Other
settings tab to enable this (at the top of the Demand Dial dialog window). In other
cases, it is recommended to leave the option disabled (again, the line can be dialed
undesirably).

16.3 Universal Plug-and-Play (UPnP)

WinRoute supports UPnP protocol (Universal Plug-and-Play). This protocol enables client
applications (i.e. Microsoft MSN Messenger) to detect the firewall and make a request for
mapping of appropriate ports from the Internet for the particular host in the local net-
work. Such mapping is always temporary — it is either applied until ports are released
by the application (using UPnP reports) or until expiration of the timeout.

The required port must not collide with any existing mapped port or any traffic rule
allowing access to the firewall from the Internet. Otherwise, the UPnP port mapping
request will be denied.

Configuration of the UPnP support

To configure UPnP go to the Security Settings folder in Configuration / Advanced Op-
tions.

— PP zettings
v Enable UPnP

Fart mapping timeout IBE#EIEI TBC

[~ Log packets

¥ Log connections

Figure 16.4 IPnP settings (the Security Settings tab under Configuration / Advanced Options)

Enable UPnP
This option enables UPnP.
Warning: 1If WinRoute is running on the Windows XP operating system, check
whether the following system services are not running before you start the UPnP
function:

e SSDP Discovery Service
e Universal Plug and Play Device Host
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If any of these services is running, close it and deny its automatic startup. In
WinRoute these services cannot be used together with UPnP.

Note: The WinRoute installation program detects the services and offers their stop-
ping and denial.

Port mapping timeout

For security reasons, ports required by applications are mapped for a certain time
period only. Mapping is closed automatically on demand of the application or when
the timeout (in seconds) expires.

UPnP also enables the application to open ports for a requested period. Here the
Port mapping timeout parameter also represents a maximal time period that the
port will be available to an application (even if the application demands a longer
period, the period is automatically reduced to this value).

Log packets
If this option is enabled, all packets passing through ports mapped with UPnP will
be recorded in the Security log (see chapter 19.11)).

Log connections
If this option is enabled, all packets passing through ports mapped with UPnP will
be recorded in the Connection log (see chapter 19.5).

Warning: Apart from the fact that UPnP is a useful feature, it may also endanger net-
work security, especially in case of networks with many users where the firewall could
be controlled by too many users. A WinRoute administrator should consider carefully
whether to prefer security or functionality of applications that require UPnP.

Using traffic policy (see chapter 6.3) you can limit usage of UPnP and enable it to certain
IP addresses or certain users only.

Example:

I ame Source Dezstination | Service Action | Tranglation

B allowe UPHP for selected hosts |75 UPRP clients [€3 Firewall |95 UPnP [

B Dery UPHP AT €3 Firewall |5 UPnP | -

i

Figure 16.5 Traffic rules allowing UPnP for specific hosts

The first rule allows UPnP only from UPnP Clients IP group. The second rule denies UPnP
from other hosts (IP addresses).

230



16.4 Relay SMTP server

16.4 Relay SMTP server

WinRoute provides a function which enables notification to users or/and administrators
by email alerts. These alert messages can be sent upon various events, for example when
a virus is detected (see chapter 10.3), when a Peer-to-Peer network is detected (refer to
chapter 15.1), when an alert function is set for certain events (details in chapter 13.1) or
upon reception of an alert (see chapter 17.3).

For this purpose, WinRoute needs an SMTP Relay Server. This server is used for forward-
ing of infected messages to a specified address.

Note:WinRoute does not provided any built-in SMTP server.

To configure an SMTP server, go to the SMTP server tab in Configuration / Advanced
Options.

4% Advanced Options McAfee

Proven Security™

Securty Setings | Wb Interface / SSLYPN | Update Checks | SMTPRelay | Quota/Statistics | P2P Eliminator |

—SMTP relay zettings

Server Imail.cumpan_l,l.cam Test.. |

Matifizations: and Alertz will be sent uzing the zpecified mail zerver.

[+ SMTF server requires authentication

User: Iadmin@kerio.com

xxxxxxxxxxxx

Fazsword: I

¥ Specify sender email address in "From:"" header

Email address: Iﬁrewall@campany.cam

Figure 16.6 SMTP settings — reports sending

Server
Name or IP address of the server.
Note: If available, we recommend you to use an SMTP server within the local net-
work (messages sent by WinRoute are often addressed to local users).

SMTP requires authentication
Enable this option to require authentication through username and password at the
specified SMTP server.

Specify sender email address in “From” header
In this option you can specify a sender’s email address (i.e. the value for the From
header) for email sent from WinRoute (email or SMS alerts sent to users). Preset
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From header does not apply to messages forwarded during antivirus check (refer to
chapter 10.4).

This item must be preset especially if the SMTP server strictly checks the header
(messages without or with an invalid From header are considered as spams). The
item can also be used for reference in recipient’s mail client or for email classifi-
cation. This is why it is always recommended to specify sender’s email address in
WinRoute.

Test

Click Test to test functionality of sending of email via the specified SMTP server.
WinRoute sends a testing email message to the specified email address.

Warning:

1.

If SMTP is specified by a DNS name, it cannot be used until WinRoute resolves a cor-
responding IP address (by a DNS query). The IP address of specified SMTP server
cannot be resolved warning message is displayed in the SMTP Relay tab until the IP
address is not found. If the warning is still displayed, this implies that an invalid
(non-existent) DNS name is specified or the DNS server does not respond.

If the warning on the SMTP server tab is still displayed, it means that an invalid
DNS name was specified or that an error occured in the communication (DNS server
is not responding). Therefore, we recommend you to specify SMTP server by an IP
address if possible.

Communication with the SMTP server must not be blocked by any rule, otherwise the
Connection to SMTP server is blocked by traffic rules error is reported upon clicking
the Apply button.

For detailed information about traffic rules, refer to chapter 6.
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WinRoute activities can be well monitored by the administrator (or by other users with
appropriate rights). There are three types of information — status monitoring, statistics
and logs.

¢ Communication of each computer, users connected or all connections using WinRoute
can be monitored.
Note: Only traffic allowed by traffic rules (see chapter 6) can be viewed. If a traffic

attempt which should have been denied is detected, the rules are not well defined.

e Statistics provide information on users and network traffic for a certain time period.
Statistics are viewed in the form of charts and tables. For details see chapter 18.

e Logs are files where information about certain activity is reported (e.g. error or warn-
ing reports, debug information etc.). Each item is represented by one row starting
with a timestamp (date and time of the event). In all language versions of WinRoute,
reports recorded are available in English only and they are generated by the WinRoute
Firewall Engine. For details, refer to chapter 19.

The following chapters describe what information can be viewed and how its viewing
can be changed to accommodate the user’s needs.

17.1 Hosts and Users

In Status / Hosts / Users, the hosts within the local network or active users using
WinRoute for communication with the Internet will be displayed.

Note: For more details about the firewall user’s logon see chapter 8.1.

Look at the upper window to view information on individual hosts, connected users,
data size/speed, etc.
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"m | Hosts / Users

=7

Hast name | IP Address [ User | Lagin Time | Tatal Fix [KE] | Tatal Tx [KE] |
=5 1=Tdd T2 To0. &, Ta5F [a T
€2 Fireveall Firesall 32828 52215
=) iakub.kerio.local 19216848134 38 71
™ icrmunt. kenio. local 192.168.44.138 2 jcmunt 20 4pr 11:13:08 43872 5303
™ jiezek kenio local 192.168.32.64 2 jiezek.  204pr 11:41:53 92087 445
™) iznajdr. kerio. local 192.163.44.140 2 jghajdr 20 4pr 11:53:56 762 94.9
™ |mz-bigmac. kerio.lo... 192.168.44.130 2 pdouza 20 Apr 12574 15 ¥E4.1 2845
™ |mz-exchange. ker... 192.168.44.155 0.1 (IR

Figure 17.1 List of active hosts and users connected to the firewall

The following information can be found in the Hosts / Users window:

Hosthame
DNS name of a host. In case that no corresponding DNS record is found, IP address
is displayed instead.

User
Name of the user which is connected from a particular host. If no user is connected,
the item is empty.

Currently Rx, Currently Tx
Monitors current traffic speed (kilobytes per second) in both directions (from and to
the host — Rx values represent incoming data, Tx values represent outgoing data)

The following columns are hidden by default. To view these columns select the Modify
columns option in the context menu (see below).

IP address
IP address of the host from which the user is connecting from

Login time
Date and time of the recent user login to the firewall

Login duration
Monitors length of the connection. This information is derived from the current
time status and the time when the user logged on

Inactivity time
Duration of the time with zero data traffic. You can set the firewall to logout users
automatically after the inactivity exceeds allowed inactivity time (for more details
see chapter 11.1)
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Start time
Date and time when the host was first acknowledged by WinRoute. This information
is kept in the operating system until the WinRoute Firewall Engine disconnected.

Total received, Total transmitted
Total size of the data (in kilobytes) received and transmitted since the Start time

Connections
Total number of connections to and from the host. Details can be displayed in the
context menu (see below)

Authentication method
Authentication method used for the recent user connection:

e plaintext — user is connected through an insecure login site plaintext

e SSIL — user is connected through a login site protected by SSL security system
SSL

e proxy — a WinRoute proxy server is used for authentication and for connection
to Websites

e NTLM — user was authenticated with NTLM in NT domain (this is the
standard type of login if Microsoft Internet Explorer 5.5 or later or
Netscape/Mozilla/Firefox/SeaMonkey core version 1.3 or later is used)

e VPN client — user has connected to the local network using the Kerio VPN Client
(for details, see chapter 20).
Note: Connections are not displayed and the volume of transmitted data is not
monitored for VPN clients.

For more details about connecting and user authentication see chapter 8.1.

Information displayed in the Hosts / Users window can be refreshed by clicking on the
Refreshbutton.

Use the Show / Hide details to open the bottom window providing detailed information
on a user, host and open connections.

Hosts / Users Dialog Options

Clicking the right mouse button in the Hosts / Users window (or on the record selected)
will display a context menu that provides the following options:

User statistics
Use this option to switch to the User statistics tab in Status / Statistics where detailed
user statistics can be viewed.
This option is available only for hosts from which a user is connected at the mo-
ment.
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User stakiskics

Refresh

Auko refresh 3

Logout user

Logout all users

Maodify Columns. .

Figure 17.2 Context menu for Hosts/ Users

Refresh
This option refreshes information in the Hosts / Users window immediately (this
function is equal to the Refresh button displayed at the bottom of the window).

Auto refresh
Settings for automatic refreshing of the information in the Hosts / Users window.
Information can be refreshed in the interval from 5 seconds up to 1 minute or the
auto refresh function can be switched off (No refresh).

Logout user
Immediate logout of a selected user.

Logout all users
Immediate logout of all firewall users.

Manage Columns
By choosing this option you can select columns to be displayed in the Hosts / Users
window (see chapter 3.2).

Detailed information on a selected host and user

Detailed information on a selected host and connected user are provided in the bottom
window of the Hosts / Users section.

Open the General tab to view information on user’s login, size/speed of transmitted
data and information on activities of a particular user.

Login information
Information on logged-in users:

e User — name of a user, DNS name (if available) and IP address of the host from
which the user is connected

e Login time — date and time when a user logged-in, authentication method that
was used and inactivity time (idle).
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—Login infarmation Traffic information
|lzer: rgabriel from rgabriel keno lozal [192.168.44.160] Download: 1.30 MB [curent: 8422 B/s]
Login tire:  2004-04-20 17:35:08 wia S5L [idle: 0:00] Upload: 026 MB [curent: 1,753 B/s]

Activity Time Activity Event | Activity Description |

133609 ) wtat K.ero Techhologies Inc. | Mo Paszaran
133616 ) wtat K.erio Techhologies Inc. | Keno wWinRoute Firewall - Corporate ..
13:36:25 @ Multimedia gerver 217.11.2561.145, MMS strearn, 331.0 KB transfered

General |Ennnectiu:un$ I

Figure 17.3 Information about selected host/user — actions overview

If no user is connected from a particular host, detailed information on the host are
provided instead of login information.
Huozt information
Hoszt: jakub.keno.local [192.168.48.1 34]
|dle tirne: 16:51

Figure 17.4 Host info (if no user is connected from it)

e Host — DNS name (if available) and IP address of the host
o Idle time — time for which no network activity performed by the host has been
detected

Traffic information
Information on size of data received (Download) and sent (Upload) by the particular
user (or host) and on current speed of traffic in both directions.

Overview of detected activities of the particular user (host) are given in the main section
of this window:

Activity Time
Time (in minutes and seconds) when the activity was detected.

Activity Event
Type of detected activity (network communication). WinRoute distinguishes be-
tween the following activities: SMTP, POP3, WWW (HTTP traffic), FTP, Streams (real-
time transmission of audio and video streams) and P2P (use of Peer-to-Peer net-
works).
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Note:WinRoute is not able to recognize which type of P2P network is used. Accord-
ing to results of certain testing it can only "guess" that it is possible that the client
is connected to such network. For details, refer to chapter 15.1.

Activity Description
Detailed information on a particular activity:

WWW — title of a Web page to which the user is connected (if no title is available,
URL will be displayed instead). Page title is a hypertext link — click on this link to
open a corresponding page in the browser which is set as default in the operating
system.

SMTP, POP3 — DNS name or IP address of the server, size of down-
loaded/uploaded data.

FTP — DNS name or IP address of the server, size of downloaded/saved data,
information on currently downloaded/saved file (mame of the file including the
path, size of data downloaded/uploaded from/to this file).

Multimedia (real time transmission of video and audio data) — DNS name or IP
address of the server, type of used protocol (MMS, RTSP, RealAudio, etc.) and
volume of downloaded data.

P2P — information that the client is probably using Peer-To-Peer network.

Connections

The Connections tab provides detailed information on connections from and to a se-
lected host.

4]

Traffic rule | Service Source Source Port | Destination Destination F'u:urtI Protocol I Info

HAT kS 217.11.251.145 4310 rgabriel keno.lacal 1132 DR Microzoft Strear
MAT bk S rgabriel kerio.local 1865 21711.251.145 1755 TCF Microzoft Media
MAT 12774/TCP rgabriel kerio.local 1760 gw 12774 TCF

MAT ICQ rgabriel kerio.local 1616 6412 24161 5140 TCP

HAT 1735/U0P  rgabriel keriolocal 1866 217.11.251.145 1755 JDP

v Show DMS names

General | Connections I

Figure 17.5 Information about selected host/user — connections overview
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Information about connections:

Traffic rule
Name of the WinRoute traffic rule (see chapter 6) by which the connection was al-
lowed.

Service
Name of the service. For non-standard services, port numbers and protocols are
displayed.

Source, Destination
Source and destination IP address (or name of the host in case that the Show DNS
names option is enabled —see below).

The following columns are hidden by default. They can be shown through the Modify
columns dialog opened from the context menu (for details, see chapter 3.2).

Source port, Destination port
Source and destination port (only for TCP and UDP protocols).

Protocol
Protocol used for the transmission (TCP, UDP, etc.).

Timeout
Time left before the connection will be removed from the table of WinRoute’s con-
nections.
Each new packet within this connection sets timeout to the initial value. If no data
is transmitted via a particular connection, WinRoute removes the connection from
the table upon the timeout expiration — the connection is closed and no other data
can be transmitted through it.

Rx, Tx
Volume of incoming (Rx) and outgoing (Tx) data transmitted through a particular
connection (in KB).

Info
Additional information (such as a method and URL in case of HTTP protocol).

Use the Show DNS names option to enable/disable showing of DNS names instead of
IP addresses in the Source and Destination columns. If a DNS name for an IP address
cannot be resolved, the IP address is displayed.

You can click on the Colors button to open a dialog where colors used in this table can
be set.

Note: Upon right-clicking on a connection, the context menu extended by the Kill con-
nection option is displayed. This option can be used to kill the connection immediately.
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17.2 Connection Overview

In Status / Connections, all the network connections which can be detected by WinRoute
include the following:

e client connections to the Internet through WinRoute
e connections from the host on which WinRoute is running
e connections from other hosts to services provided by the host with WinRoute

e connections performed by clients within the Internet that are mapped to services
running in LAN

Notes:
1. Connections among local clients will not be detected nor displayed by WinRoute.

2. UDP protocol is also called connectionless protocol. This protocol does not perform
any connection. The communication is performed through individual messages (so-
called datagrams). Periodic data exchange is monitored in this case.

WinRoute administrators are allowed to close any of the active connections.

-._| Connections McAfee
¥roven Et'..":f' |

Traffic rule | Service | Source Source Port | Destination | Dreztination F'u:urtI Protocol
MHAT eflonkey 19216848131 1870 17218423210  4BB2 TCF
MHAT ellonkey 19216848131 1724 172.206.233.246  4BE2 TCF
Local Traffic DHS qw-devel 1757 1921681010 53 oP
MHAT 4246/00P 19216848131 2094 193.111.199.179 4246 oP
MHAT 4246/00P 19216848131 2094 193.111.199.183 4246 oP
MHAT 4246/00P 19216848131 2094 193.111.199.187 4246 oP
MHAT 4246/00P 19216848131 2094 193.111.199.211 4246 oP
MHAT HTTF 192.168.44.143 2577 194.228.19.21 a0 TCF
MHAT HTTF 192.168.44.143 2576 194.228.19.21 a0 TCF
MHAT eflonkey 19216848131 2005 195.14.200.83  46B2 TCF
MHAT [MAPS 192.168.36128 33228 195.39.55.2 933 TCF
MHAT [MAPS 192.168.44.153 2278 195.39.55.2 933 TCF
Local Traffic - HTTPS 192.168.43131 1696 195.39.55.6 443 TCF
Local Traffic - HTTPS 19216843131 1917 195.39.55.6 443 TCR
MHAT 2914/TCP 19216844131 2950 195.39.55.20 2914 TCF
MHAT 2914/TCP 19216844131 2951 195.39.55.20 2914 TCP

Figure 17.6 Overview of all connections established via WinRoute

240



17.2 Connection Overview

One connection is represented by each line of this window. These are network connec-
tions, not user connections (each client program can occupy more than one connection
at a given moment). The columns contain the following information:

Traffic rule
Name of the WinRoute traffic rule (see chapter 6) by which the connection was al-
lowed.

Service
Name of transmitted service (if such service is defined in WinRoute — see chap-
ter 12.3). If the service is not defined in WinRoute, the corresponding port number
and protocol will be displayed instead (e.g. 5004/UDP).

Source, Destination
IP address of the source (the connection initiator) and of the destination. If there
is an appropriate reverse record in DNS, the IP address will be substituted with the
DNS name.

The following columns are hidden by default. They can be enabled through the Modify
columns dialog opened from the context menu (for details, see chapter 3.2).

Source port, Destination port
Ports used for the particular connection.

Protocol
Communication protocol (TCP or UDP)

Timeout
Time left until automatic disconnection. The countdown starts when data traffic
stops. Each new data packet sets the counter to zero.

Rx, Tx
Total size of data received (Rx) or transmitted (Tx) during the connection (in kilo-
bytes). Received data means the data transferred from Source to Destination, trans-
mitted data means the opposite.

Info
An informational text describing the connection (e.g. about the protocol inspector
applied to the connection).

Information in Connections is refreshed automatically within a user defined interval or
the Refresh button can be used for manual refreshing.
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Options of the Connections Dialog

The following options are available below the list of connections:

e Hide local connections — connections from or/and to the WinRoute host will not be
displayed in the Connections window.
This option only makes the list better-arranged and distinguishes connections of

other hosts in the local network from the WinRoute host’s connections.

e Show DNS names — this option displays DNS names instead of IP addresses. If a DNS
name is not resolved for a certain connection, the IP address will be displayed.

Right-click on the Connections window (on the connection selected) to view a context
menu including the following options:

Kill connection |

Refresh
Mo refresh

Manage calurns, .. v §sec

10 sec

20 sec

30 sec

1 min

Figure 17.7 Context menu for Connections

Kill connection
Use this option to finish selected connection immediately (in case of UDP connec-
tions all following datagrams will be dropped).
Note: This option is active only if the context menu has been called by right-clicking
on a particular connection. If called up by right-clicking in the Connections window
(with no connection selected), the option is inactive.

Refresh
This option will refresh the information in the Connections window immediately.
This function is equal to the function of the Refresh button at the bottom of the
window.

Auto refresh
Settings for automatic refreshing of the information in the Connections window.
Information can be refreshed in the interval from 5 seconds up to 1 minute or the
auto refresh function can be switched off (No refresh).
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Manage Columns
By choosing this option you can select which columns will be displayed in the Con-
nections window (see chapter 3.2).

Color Settings

Clicking on the Colors button displays the color settings dialog to define colors for each
connection:

¥ Color settings E E
—Font Calar
Active connections: I Drefault LI
Inactive connections: I LI

—Backaround Color

Local connections: I Crefault LI
|nbound connections: I LI
Outbound connections; I ;I

LCancel |

Figure 17.8 Connection colors settings

For each item either a color or the Default option can be chosen. Default colors are set
in the operating system (the common setting for default colors is black font and white
background).

Font Color

e Active connections — connections with currently active data traffic

e Inactive connections — TCP connections which have been closed but 2 minutes
after they were killed they are still kept active — to avoid repeated packet mis-
handling)

Background Color

e Local connections — connections where an IP address of the host with WinRoute
is either source or destination

e Inbound connections — connections from the Internet to the local network (al-
lowed by firewall)

e QOutbound connections — connections from the local network to the Internet
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Note: Incoming and outgoing connections are distinguished by detection of direc-
tion of IP addresses — “out” (SNAT) or “in” (DNAT). For details, refer to chapter 6.

17.3 Alerts

WinRoute enables automatic sending of messages informing the administrator about
important events. This makes WinRoute administration more comfortable, since it is not
necessary to connect to the firewall via the Administration Console too frequently to view
all status information and logs (however, this does not mean that it is not worthy to do
this occasionally).

WinRoute generates alert messages upon detection of any specific event for which alerts
are preset. All alert messages are recorded into the Alert log (see chapter 19.3). The
WinRoute administrator can specify which alerts will be sent to whom, as well as a format
of the alerts. Sent alerts can be viewed in Status / Alerts.

Note: SMTP relay must be set in WinRoute (see chapter 16.4), otherwise alerting will not
work.

Alerts Settings

Alerts settings can be configured in the Alerts settings tab under Configuration / Logs &
Alerts.

A\ | Logs & Alerts

Logs seftings | Alerts zettings |

—alert zettings
Alett | Actin Valid at
License expiration 4 gend email to; admin(@compary. com Always
License expiration _;' zend SMS to: jsmithiezms. com Always
Portecan detected 4 gend email to; admin(@compary. com Working Hours
|zer transfer quota exceeded 4 gend email to; admin(@compary. com Always

Figure 17.9 WinRoute Alerts
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This tab provides list of “rules” for alert sending. Use checking boxes to enable/disable
individual rules.

Use the Add or the Edit button to (re)define an alert rule.

alert

¥ Add alert EHE
Blet:
I Wiruz detected LI
Actiar:
I Send email LI
Tax
I jemithiBcompaty. com LI

Yalid at time interval:

I Working Hours LI Edit... |

Cancel |

Figure 17.10 Alert Definitions

Type of the event upon which the alert will be sent:

Virus detected — antivirus engine has detected a virus in a file transmitted by
HTTP, FTP, SMTP or POP3 (refer to chapter 10).

Portscan detected — WinRoute has detected a port scanning attack (either an
attack passing through or an attack addressed to the WinRoute host).

Host connection limit reached — a host in the local network has reached the con-
nection limit (see chapter 15.2). This may indicate deployment of an undesirable
network application (e.g. Trojan horse or a spyware) on a corresponding host.
Low free disc space warning — this alert warns the administrator that the free
space of the WinRoute host is low (under 11 per cent of the total disc capacity).
WinRoute needs enough disc space for saving of logs, statistics, configuration
settings, temporary files (e.g. an installation archive of a new version or a file
which is currently scanned by an antivirus engine) and other information. When-
ever the WinRoute administrator receives such alert message, adequate actions
should be performed immediately.

New version available — a new version of WinRoute has been detected at the
server of Kerio Technologies during an update check. The administrator can
download this version from the server or from http://www.kerio.com/ and in-
stall it using the Administration Console (see chapter http://www.kerio.cz/).
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Action

To

User transfer quota exceeded — a user has reached daily or monthly user transfer
quota and WinRoute has responded by taking an appropriate action. For details,
see chapter 13.1.

Connection failover event — the Internet connection has failed and the system
was switched to an alternate line, or vice versa (it was switched back to the
primary line). For details, refer to chapter 5.2.

License expiration — expiration date for the corresponding WinRoute li-
cense/subscription (or license of any module integrated in WinRoute, such as
ISS OrangeWeb Filter, the McAfee antivirus, etc.) is getting closer. The WinRoute
administrator should check the expiration dates and prolong a corresponding
license or subscription (for details, refer to chapter 4).

Dial/Hang-up of RAS line — WinRoute is dialing or hanging-up a RAS line (see
chapter 5.1). The alert message provides detailed information on this event: line
name, reason of the dialing, username and IP address of the host from which
the request was sent.

Method of how the user will be informed:

Send email — information will be sent by an email message,

Send SMS (shortened email) — short text message will be sent to the user’s cell
phone.

Note: SMS messages are also sent as email. User of the corresponding cell phone
must use an appropriate email address (e.g. number@provider.com). Sending
of SMS to telephone numbers (for example via GSM gateways connected to the
WinRoute host) is not supported.

Email address of the recipient or of his/her cell phone (related to the Action set-
tings).

Recipients can be selected from the list of users (email addresses) used for other
alerts or new email addresses can be added by hand.

Valid at time interval
Select a time interval in which the alert will be sent. Click Edit to edit the interval
or to create a new one (details in chapter 12.2).

Alert Templates

Formats of alert messages (email or/and SMS) are defined by templates. Individual for-
mats can be viewed in the Status / Alerts section of the Administration Console. Tem-
plates are predefined messages which include certain information (e.g. username, IP ad-
dress, number of connections, virus information, etc.) defined through specific variables.
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WinRoute substitutes variables by corresponding values automatically. The WinRoute ad-
ministrator can customize these templates.

Templates are stored in the templates subdirectory of the installation directory of
WinRoute

C:\Program Files\Kerio\WinRoute Firewall\templates by default):

e the console subdirectory — messages displayed in the top section of Status / Alerts
(overview),

e the console\details subdirectory — messages displayed at the bottom section of
Status / Alerts (details),

e the email subdirectory — messages sent by email (each template contains a message
in the plain text and HTML formats),

e the sms subdirectory — SMS messages sent to a cell phone.

Note: In the latest version of WinRoute, only English alerts are available (templates for
other languages under email and sms subdirectories are ready for future versions).

Alerts overview (in Administration Console)

Overview of all sent alerts (defined in Configuration / Logs & Alerts) can be found under
Status / Alerts. The language set in the Administration Console is used (if a template in
a corresponding language is not found, the alert is displayed in English).

Overview of all sent alerts (sorted by dates and times) is provided in the top section of
this window.

Each line provides information on one alert:

e Date — date and time of the event,

o Alert — event type,

e Details — basic information on events (IP address, username, virus name, etc.).

Click an event to view detailed information on the item including a text description
(defined by templates under console\details — see above) in the bottom section of
the window.
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/A\| Alert messages McAfee

[rate | Alert [retailz ﬂ
19 4pr/2004 084232 Yiruz detected |Jzerspizek, Yirus infow 32/Metsky. @Ml zip

19/4pr /2004 08:27:35 Wirug detected lzernot logged vet, Wig infow32/Metzky, pE@kMizip

17 4pr/2004 15:45:09 Portzzan detected Host: 192.1658.48.134

17 apr 2004 00:09:55 Fartscan detected : 192168, 458,134

16 4pr/ 2004 22:06:50 Portzzan detected Host: 192.1658.48.134

16 4pr/2004 27:36:30 Portzzan detected Host: 192.1658.48.134

16Apr /2004 21:36:03 Partzcan detected Host: 192.168.48.134

16 4pr/2004 27:34: 26 Portzzan detected Host: 192.1658.48.134

16pr /2004 21:27:41 Partzcan detected Host: 192.168.48.134

16 4pr/ 2004 27:26:33 Portzzan detected Host: 192.1658.48.134

1B pr /2004 17:30:45 Wirug detected Idzermstastry, Wirug infoExploit-SMEBDIe

168pr /2004 17:35:18 Wirug detected Idzermstastry, YWirug info:Exploit-SkBDie -
ﬁmmnnm 17-92E0 Herct cewwarkion rit raachad 1 lear adahen | _>|_|

Figure 17.11 Overview of sent alerts

Portscan detected

Host: jakub.keno.local192.168.48.134)

Details:  protocol: TCR, zource: 192.168.48.134, destination: 10.0.0.106, paorts; 3763, 3764, 3765, 376E,
AVET, 3VRA, 3VET, 3770, 3771, 3772,

Alert description

& portzzan iz an attempt by an attacker bo count the services running on a maching by probing each port for a
rezponze. Thiz iz an attempt by an intruder to determing how best to attack a system. By determining which services
are running on a hogt, an intruder can direct an attack more effectively, reducing the amount of time and effort
required to gain unauthorized access.

There are many legitimate applications [e.q., FTP] that can appear to be a port scan. Therefore, vou should
irvestigate the initial events to determine whether they were legitimate or not,

Hide detailz |

Figure 17.12 Details of a selected event

Note: Details can be optionally hidden or showed by clicking the Hide/Show details but-
ton (details are displayed by default).
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Statistics

Statistical information about users (volume of transmitted data, used services, catego-
rization of Web pages) as well as of network interfaces of the WinRoute host (volume of
transmitted data, load on individual lines) can be viewed in the Status / Statistics section
of the administration console.

18.1 Preferences

Under certain circumstances (too many connected users, great volume of transmitted
data, low capacity of the WinRoute host, etc.), viewing of statistics may slow WinRoute
and data transmission (Internet connection) down. Be aware of this fact while opening
the statistics. Statistics can also be focused only on certain destination hosts if neces-
sary.

Statistics and their parameters can be set in the Quota / Statistics tab under Configura-
tion / Advanced Options.

;7| Advanced Options McAfee
Proven Security™

Security Settings | Wieh Interface | |55 OrangeMfeb Fiker | Update Checks | SMTP Relay | QuotasStatistics |P2F' Elirninator

—Statistice

[¥ Enable per user statistics

v Exclude IP addresses | Compary web servers ;I Edit... |

[ Enable per interface statistics

—Quaota

[¥ Exclude firewall from quota actions [recommended)

Figure 18.1 Statistics and transferred data quota settings
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Enable per user statistics
Use this option to enable/disable statistics for each local user (information pro-
vided in the Top 20 users and the User statistics tabs, see chapters 18.2 and 18.3).
A group of IP addresses can be excluded by using the Exclude IP addresses (e.g.
servers, testing subnet, etc.). Connections to these IP addresses will not be included
in the statistics.

Enable per interface statistics
This option enables/disables statistics for individual network interfaces of the
WinRoute host, i.e. information provided in the Interface statistics tab (see chap-
ter 18.4).

Quota for volume of transmitted data

Volume of data transmitted by individual users can also be specified in the Quota /
Statistics tab.

Quota monitoring (i.e. taking actions when the quota is exceeded) can be undesirable if
the user is authenticated at the firewall. This would block all firewall traffic as well as all
local users.

The Exclude firewall for quota actions is available for such cases. If this option is enabled,
no action will be taken if the quota is exceeded by a user which is authenticated at the
firewall.

Note: For detailed information on user quotas, refer to chapter 13.1.

18.2 Top 20 users

The Top 20 users tab in Status / Statistics provides statistics on 20 users who have
transmitted the greatest volume of data during a selected time period.

This period (Today, This week, This month, Total) can be selected in the Time interval
box. Selected time period is counted from its beginning (i.e. for example Today from
0:00 A.M., This month from the first day in the month, 0:00 A.M., etc.). The This week pe-
riod starts either on Monday 0:00 A.M., or on Sunday 0:00 A.M. — depending on settings
of the operating system of the host where WinRoute is installed.

The pie chart displays participation of the top five users in total volume of transmitted
data for a selected time period. The grey field represents participation of the other users
(including non-authenticated users).

The table below the chart provides a list of 20 users who have transmitted the greatest
volume of data for the specified period. Users are listed by activity, starting with the
most active user. Colors used in the chart are provided next to the names of the top five
users.
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Top 20 users I User skakistics | Interface statistics

Time period: IThis Week, vI

General traffic overview
Traffic since 5.2, 2006 0;00:00 {GMT+1;00)

Username In [KE] Out [KE] Total [KE] %o
[ 53,953,455 705,954 59,659,359 59,7
B dklabusay 1,589,200 59,526 1,658,726 2.9
O pdabry 1,339,475 51,749 1,371,274 7.4
E mstastry 1,098,762 27,103 1,175,565 2.0
B dkral 1,054,922 18,945 1,073,566 1.9
phaloun 1,007,314 46, 666 1,053,950 1.5
mkuchar 552,545 97,795 650,343 1.1
jsada 595,495 31,367 626,565 1.1
ipejsa 559,739 76,454 536,193 1.0
lang 459,643 72,336 491,975 0.9
rgabriel 451,654 18,175 479,817 0.5

Figure 18.2 Top 20 users
The following information is provided for each user:
e volume of incoming (downloaded from the Internet) data,
e volume of outgoing (uploaded to the Internet) data,
e total volume of transmitted data (sum of downloaded and uploaded data),

e proportional participation in total volume of transmitted data in a selected time pe-
riod.
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Use the Refresh button to update data in the table and the chart.

18.3 User statistics

Detailed statistics on individual users are available in the User statistics tab under Status
/ Statistics.

The columns of the table at the top of the window provide detailed statistics on volume
of data transmitted by individual users during various time periods (today, this week,
this month and total).

The Quota column provides usage of transfer quota by a particular user in percents (see
chapter 13.1). Colors are used for better reference:

o green — 0%-74% of the quota is used

o yellow — 75%-99% of the quota is used

e red — 100% (limit reached)

Note: User quota consists of two limits: daily and monthly. The Quota column provides
the higher value of the two percentual values (if the daily usage is 50% of the daily quota
and the monthly usage is 75%, the yellowed 75% value is displayed in the Quota column).

The all users line provides total volume of data transmitted by all users in the table
(even of the unrecognized ones). The unrecognized users item includes all users who are
currently not authenticated at the firewall.

‘om| Statistics McAfee

Proven Secusrity™

Top 20 uzers | Izer statiztics Ilnterface shatistics |

Uszemame | Fullname | Today | Thiz week | Thiz kanth Total | [luota |
2 pdabry Pavwel Dobr 41909 KB 41909KE 2B181508KE 51854984FKE 2% Q
2 pdousa Petr Douga 4797 B KRB 4797 B KRB 2195513 KB R4 E2REKE 0% Q

2 pedabry Petr Diabri 0.0FER 0.0FER NOokE BE155.4KE 0% @
0 plodytek  Patr Kaditek 1.783.2KB 1.783.2KB 980,986 4 KB 1,750,421 2EB 0% O
£ pmaur Pavel Maur 44768 KB 44768 KB 2h0,387.8KE 1028475 8K 0% O
2 ppolak Pavel Palék 0.0FER 0.0FER 0.0FER DOKE 0% Q
2 psilar Petr Silar A00.0KR NN0kEe 1323763 KB 1.207.6504 KB 0% O

Figure 18.3 User statistics
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Notes:

Optionally, other columns providing information on volume of data transmitted in
individual time periods in both directions can be displayed. Direction of data trans-
mission is related to the user (the IN direction stands for data received by the user,
while OUT represents data sent by the user).

User statistics are saved in the users.stat file under the WinRoute directory. This
implies that this data will be saved the next time the WinRoute Firewall Engine will
be started.

Right-click on the table (or on an item of a selected user) to open the context menu with
the following options:

Reset user skatistics

Wiew host pdobry, kerio, local

Refresh

Auko refresh 3

Maodify Columns. .

Figure 18.4 Context menu for User statistics

Reset user statistics — this option resets all values of the user’s statistics.

Note: Resetting the statistics will also unblock traffic for a corresponding user if it
has been blocked after a transfer limit is reached (see chapter 13.1), since statistic
values are used for quota checks.

Warning: Be aware that using this option for the all users item resets statistics of all

users, including unrecognized ones!

Refresh — use this option to update information in the User statistics tab (this option
is identical to the Refresh button at the bottom of the window).

Auto refresh — settings for automatic updates of the data provided in the User statis-
tics tab. Information can be refreshed in the interval from 5 seconds up to 1 minute
or the auto refresh function can be switched off (No refresh).

Modify columns — use this option to select items (columns) which will be displayed
in the table (see chapter 3.2).
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The other section of the User statistics tab provides detailed statistics on a selected
user (this section is divided into the following three tabs: Protocols, Histogram and ISS
OrangeWeb Filter). This section can be optionally shown / hidden by the Show details /
Hide details button (the Show details mode is used by default).

Services

The Protocols tab provides information on services used by a selected user in a specified
time period.

Time period: I Total - I

Used service percentage
User rgabriel (Richard Gabriel) - traffic since 10.3,2004 16:03:24 (GMT+1:00)

SEervice Total [KB] %o
OFTP 1,746,157 .1
= rail 303,005 0.9
O pzp 0 0.0
M Procey 244 0.0
M Streams 10,153,995 9.9
M ':h 12,558,424 36,9
O other 9,286,977 7.2

Protocols |Histu:u;|ram IISS Drangeiveb Filter I

Figure 18.5 User statistics — statistics of used services

Use the Time period combo box to select a time period which will be covered by the
statistics (for details, refer to chapter 18.2).

The table provides a list of the most common services. Volume of transmitted via each
protocol by a selected user and their proportional participation in total traffic of the
user. Proportional participation is also shown in the pie chart.

The following services are monitored:

e Streams — services enabling real-time transmission of sound and video files
(e.g. RTSP, MMS, RealAudio, MPEG Shoutcast, etc.)

e Mail — email services (SMTP, IMAP, and POP3 — both encrypted and unencrypted)
e FTP — unencrypted FTP service. Encrypted FTP (FTPS) cannot be monitored.

e P2P — peer-to-peer networks detected by WinRoute(for details, see chapter 15.1)
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e Proxy — connections to the Internet via the WinRoute proxy server (see chapter 5.5)

e WWW — connections to Web pages (i.e. the HTTP and HTTPS protocols), except
connections through the proxy server

e Other — other services (services that cannot be include to the previous categories)

Note: Volumes of data transferred by individual services are measured only if these
services use protocol inspectors. Other services are included in the Other group.

Line load

The Histogram tab provides a chart (timeline) informing about data transmitted by a par-
ticular user, all users or recognized users in a selected period (line load).

Note: In this case, the term “line” represents traffic of a user performed through
WinRoute. Communication between hosts within the local network are not detected.

Time interval: |1 week vl Picture size: IFit to zcreen vl

Average throughput

All uzers - 30 minutes intervals

2 M4
1500 k.4
1 M4

500 K4

0- il i ‘AM‘

20084 20094 200105 20014 200125 200138 20014.8

B Incaoming Current:  262KB  Awverage: 2851 KB Mawimum:  1,129.87 KB
B Dutgoing Current:  0.35KE  Awverage: S43KE  Maximum: 103.37 KB

Protocaolz Hiztogram |55 Orangeteb Filker I

Figure 18.6 User statistics — average throughput chart
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Select an item from the Time interval combo box to specify a time period which the
chart will refer to (for details, see chapter 18.4). The x axis of the chart represents time
and the y axis represents traffic speed. The x axis is measured accordingly to a selected
time period, while measurement of the y axis depends on the maximal value of the time
interval and is set automatically (bytes per second is the basic measure unit — B/s).

Select an option for Picture size to set a fixed format of the chart or to make it fit to the
Administration Console screen.

Classification of Web pages

The ISS OrangeWeb Filter tab provides pie chart and table statistics for categorized Web
pages opened by a specific user in a selected time interval.

Time period: I Total - I

Distribution of categories
Web requests since 25,1.2004 16:26:35 (GMT+1:00)

B Information | Communication - 6,475,021
B IT - 4,555,619

O saciety | Education | Religion - 969,247
O crdering - 962,779

B Entertainment | Culture - 747,855

O other - 1,446,799

Praotacals IHistu:ugram 155 Orangeiteb Filker I

Figure 18.7 User statistics — distribution of categories

Use the Time period combo box to select a time period which will be covered by the
statistics (for details, refer to chapter 18.2).

The pie chart provides proportional participation of top five Web categories in the entire
traffic performed in a selected period (according to number of requests). These cate-
gories are listed in the chart clue, including corresponding numbers of requests. Other
categories are represented by the Other item.
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The table below the chart provides a list of all ISS OrangeWeb Filter categories (using
[+] or [-] next to names of categories you can show or hide individual subcategories).
The following information is provided for each (sub)category:

o number of requests included into this category by the ISS OrangeWeb Filter module,
e Dpercentage in participation of these requests on the total number of requests.

Note: Each group of categories provides number of queries in the group and the group’s
proportion in the total number of queries.

Category Requests x
Paornography / Hudity ] 0o
Orderinig ] 0.0
Society / Education / Religion 177 0o
Crirninal Activities 1] 0.0
Extreme 1] n.o
Games / Gambling ] 0.0
Entertainment / Culture A n.o
Infarmation 4 Comrmunication 945 01
IT 13 0o
Dirugz ] 0.0
Lifestyle 1 0o
Private Homepages ] 0.0
Job Search 1] n.o
Finance £ Investment BEY 01
Yehicles / Trangportation ] 0o
WWeapons ] 0.0
Medicine 1] n.o

Figure 18.8 User statistics — detailed overview of visited websites categories

18.4 Interface statistics

The Interface statistics tab in Status / Statistics provides detailed information on volume
of data transmitted in both directions through individual interfaces of the WinRoute host
in selected time intervals (today, this week, this month, total).

Note: Interfaces can be represented by network adapters, dial-ups or VPN tunnels. VPN
server is a special interface — communication of all VPN clients is represented by this
item in Interface statistics.
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‘o»| Statistics McAfee

Proven Seamity™ |
Top 20 uzers | |Jzer statistics | Interface statistics |
M ame | Today I'W'eek | anth | Total % |
= LAN 30335EB J0335KE Z2BER1ZZEE  277.2531FKE
B | ntemnet G4.2 KB G4.2 KB 1.1521FKB 1.265.4 KB
R E.erio VPN 0.0FER 0.0FER 0.3ER 39.0KR

Figure 18.9 Firewall’s interface statistics

Optionally, other columns providing information on volume of data transmitted in indi-
vidual time periods in both directions can be displayed. Direction of data transmission
is related to the interface (the IN direction stands for data received by the interface,
while OUT represents data sent from the interface).

Example: The WinRoute host connects to the Internet through the Public interface and
the local network is connected to the LAN interface. A local user downloads 10 MB of
data from the Internet. This data will be counted as follows:

e IN at the Public interface is counted as an IN item (data from the Internet was received
through this interface),

e at the LAN interface as OUT (data was sent to the local network through this inter-
face).

Note: Interface statistics are saved into the interfaces.stat file in the WinRoute direc-
tory. This implies that they are not reset when the WinRoute Firewall Engine is closed.

A context menu providing the following options will be opened upon right-clicking any-
where in the table (or on a specific interface):

Reset interface statistics

Remove inkerface statistics

Refresh

Auko refresh 3

Maodify Columns. .

Figure 18.10 Context menu for Interface statistics

258



18.4 Interface statistics

e ?Reset interface statistics — this option resets all statistics for the interface. It is
available only if the mouse pointer is hovering an interface at the moment when the
context menu is opened.

e Refresh — use this option to update information in the Interface statistics tab (this
option is identical to the Refresh button at the bottom of the window).

e Auto refresh — settings for automatic updates of the data provided in the Interface
statistics tab. Information can be refreshed in the interval from 5 seconds up to 1
minute or the auto refresh function can be switched off (No refresh).

e Modify columns — use this option to select items (columns) which will be displayed
in the table (see chapter 3.2).

e Remove interface statistics — removes a selected interface from the statistic overview.
Only inactive interfaces (i.e. disconnected network adapters, hung-up dial-ups, dis-
connected VPN tunnels or VPN servers which no client is currently connected to) can
be removed.

Graphical view of interface load

The traffic processes for a selected interface (transfer speed in B/s) and a specific time
period can be viewed in the chart provided in the bottom window of the Interface statis-
tics tab. Use the Show details / Hide details button to show or hide this chart (the show
mode is set by default).

The period (2 hours, 1 day, 1 week, 1 month) can be selected in the Time interval box.
The current time and date is considered as the end point of each period (i.e. 2 hours
means the last two hours).

The x axis of the chart represents time and the y axis represents traffic speed. The x
axis is measured accordingly to a selected time period, while measurement of the y axis
depends on the maximal value of the time interval and is set automatically (bytes per
second is the basic measure unit — B/S).

The clue on the right side of the chart provides the interval which is used for individual
time impulses.

Example: Suppose the 1 day interval is selected. Then, an impulse unit is represented
by 5 minutes. This means that every 5 minutes an average traffic speed for the last
5 minutes is recorded in the chart.

Select an option for Picture size to set a fixed format of the chart or to make it fit to the
Administration Console screen.
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Time interyval: |1 week vl Picture size: IFit to zoreen vl

Average throughput

Interface LAN - 30 minutes intervals

2M-
1500 K
1M
500 K
0 . i —
200939 200114 2001349

B Incoming Current:  046KE  Awerage: Q03KE  Maximum: 10312 KRB
B Outgoing Current: 471 kKB  Awerage: 29.32KB Mawmum:  1,133.45FKEB

Histogram I

Figure 18.11 Chart informing about average throughput at the interface
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Chapter 19
Logs

Logs are files where history of certain events performed through or detected by WinRoute
are recorded and kept. Each log is displayed in a window in the Logs section.

Each event is represented by one record line. Each line starts with a time mark in brack-
ets (date and time when the event took place, in seconds). This mark is followed by an
information, depending on the log type. If the record includes a URL, it is displayed as
a hypertext link. Follow the link to open the page in your default browser.

Optionally, records of each log may be recorded in files on the local disc?® and/or on the
Syslog server.

Locally, the logs are saved in the files under the lTogs subdirectory where WinRoute is
installed. The file names have this pattern:

file_name.log

(e.g. debug.Tog). Each log includes an .1idx file, i.e. an indexing file allowing faster
access to the log when displayed in Kerio Administration Console.

Individual logs can be rotated — after a certain time period or when a threshold of the
file size is reached, log files are stored and new events are logged to a new (empty) file.

Kerio Administration Console allows to save a selected log (or its part) in a file as plaintext
or in HTML. The log saved can be analysed by varios tools, published on web servers,
etc.

19.1 Log settings

Log parameters (file names, rotation, sending to a Syslog server) can be set in the Con-
figuration / Log Settings section. In this section of the guide an overview of all logs used
by WinRoute are provided.

Local disc is a disc of the computer where WinRoute is installed, not a computer where Administration Console
is running!
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A\ | Logs & Alerts

Logs settingz I Alertz zettings |

Log / | File name | R atation Syslog
1 alert o alert
& config y’u:u:unfig
- connection 4 connection
debug y/ debug 5 file(z), max size 2043 KB
w) dial o dial
2 eror W emor W 19216811
£ filker o filker
i http y/http eveny day, 1 filefz]
& zecuriby y/securit_l,l
# zzlvph y/sslvpn
A warning y/warning
wih y/ wih eveny day, 2 filefz]

Figure 19.1 Log settings

Double-click on a selected log (or select a log and click on the Edit button) to open
a dialog where parameters for the log can be set.

Note: If the log is not saved in a file on the disc, only records generated since the last
login to WinRoute Firewall Engine will be shown in the Administration Console. After
logout (or closing of Administration Console), the records will be lost.

File Logging
Use the File Loggingtab to define file name and rotation parameters.

Enable logging to file
Use this option to enable/disable logging to file according to the File name entry
(the . 1og extension will be appended automatically).
If this option is disabled, none of the following parameters and settings will be
available.

Rotate regularly
Set intervals in which the log will be rotated regularly. The file will be stored and
a new log file will be started in selected intervals.

Rotate when file exceeds size
Set a maximal size for each file. Whenever the threshold is reached, the file will be
rotated. Maximal size is specified in kilobytes (KB).
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¥: Log error EHE
File Lagging I External Logging |

—General

¥ Enable logging to file

Fath: Ierru:ur

—Rotation

[v Botate regularly
" Ewveny hour
£~ Ewery day
% Evemn week

£~ Ewvem month

v Botate when file exceeds size

Mazx. log file size: |1I]24 3: EB.
K.eep at most I'IEI 3: log file(z).

ok LCancel

Figure 19.2 File logging settings
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Note: If both Rotate regularly and the Rotate when file exceeds size are enabled, the
particular file will be rotated whenever one of these conditions is met.

Keep at most ... log file(s)
Maximal count of log files that will be stored. Whenever the threshold is reached,
the oldest file will be deleted.

Syslog Logging

Parameters for logging to a Syslog can be defined in the External Logging tab.

Filz Logging | External Logging |

—5yzlog service

¥ Enable Syslog logging

Syslog server: I'I 92.168.1.10

Facility: I 3 Suztem daemons

=
=

Severity: I 3 Errar

Figure 19.3 Syslog settings

Enable Syslog logging
Enable/disable logging to a Syslog server.
If this option is disabled, none of the following parameters and settings will be
available.

Syslog server
DNS name or IP address of the Syslog server.

Facility
Facility that will be used for the particular WinRoute log (depends on the Syslog
server).

Severity
Severity of logged events (depends on the Syslog server).
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19.2 Logs Context Menu

When you right-click inside any log window, a context menu will be displayed where you
can choose several functions or change the log’s parameters (view, logged information).

Copy Chel+C
Save Log...

Find... Zkel+F

Highlighting. ..
Select Font. ..

Encoding 3

IP Traffic...
Shiow skatus 3
Messages...

Log Setkings. ..

Clear Log

Figure 19.4 Logs Context Menu

Copy
Copies the selected text onto the clipboard. A key shortcut from the operating
system can be used (Ctrl+C or Ctrl+Insert in Windows).

Save log
This option saves the log or selected text in a file as plaintext or in HTML.
TIP: This function provides more comfortable operations with log files than a direct
access to log files on the disc of the computer where WinRoute is installed. Logs
can be saved even if WinRoute is administered remotely.
The Save log option opens a dialog box where the following optional parameters
can be set:

e Target file — name of the file where the log will be saved. By default, a name
derived from the file name is set. The file extension is set automatically in
accordace with the format selected.

o Format — logs can be saved as plaintext or in HTML. If the HTML format is used,
colors will be saved for the lines background (see section Highlighting) and all
URLSs will be saved as hypertext links.

e Source — either the entire log or only a part of the text selected can be saved.
Bear in mind that in case of remote administration, saving of an entire log may
take some time.
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¥ Save Log | x|

Target File:

II::ug-deI:uug.htm Browse, ., |
Format ——— —Source

" Plain text £ Full File

' HTML % Only selection

(] 4 Zancel

Figure 19.5 Saving a log to a file

Find

Use this option to search for a string in the log. Logs can be scanned either Up
(search for older events) or Down (search for newer events) from the current posi-
tion.

During the first lookup (when switched to the log window), the log is searched
through from the top (or the end, depending on the lookup direction set). Further
search starts from the marked text (marked by mouse or as a result of the recent
search).

Highlighting
Highlighting may be set for logs meeting certain criteria (for details, see below).

Select font
Within this dialog you can select a font of the log printout. All fonts installed on
the host with the Kerio Administration Console are available.

Encoding
Coding that will be used for the log printout in Kerio Administration Console can be
selected in this section. UTF-8 is used by default.
HINT: Select a new encoding type if special characters are not printed correctly in
non-English versions.

Log debug
A dialog where log parameters such as log file name, rotation and Syslog param-
eters can be set. These parameters can also be set in the Log settings tab under
Configuration / Logs & Alerts. For details, refer to chapter 19.1.

Clear log
Removes entire log. The file will be removed (not only the information saved in the
selected window).
Warning: Removed logs cannot be refreshed anymore.
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Note: If a user with read rights only is connected to WinRoute(see chapter 13.1), the Log
settings and Clear log options are missing in the log context menu. Only users with full
rights can access these functions.

Log highlighting

For better reference, it is possible to set highlighting for logs meeting certain criteria.
Highlighting is defined by special rules shared by all logs. Seven colors are available
(plus the background color of unhighlit lines), however, number of rules is not limited.

Use the Highlighting option in the context pop-up menu of the corresponding log to set
highlighting parameters.

#: Highlighting 7 x|
Drezcription | Condition |
RaR RaR
FiO FiO
Filter log; Dropped packets DROFP. *packet
Filter log: Denied ' pages DEMY URL :I
Filter log; F.emword filker DEMY K.eyword filter
O Filter log: Denied FTP DEMY FTP LI
Connection log: More than T008ME of tranzferred data Y[Bytesh]s hdwMd+ a9}
Connection log: More than 10MEB of transferred data Y[Bytesh]s hdwMd+AdiE )
O Debug log: Licensing infarmation {licenzing}
Add... Edit... Remove

(] Cancel

Figure 19.6 Log highlighting settings

Highlighting rules are ordered in a list. The list is processed from the top. The first rule
meeting the criteria stops other processing and the found rule is highlit by the particular
color. Thanks to these features, it is possible to create even more complex combinations
of rules, exceptions, etc. In addition to this, each rule can be “disabled” or “enabled” for
as long as necessary.

Use the Add or the Edit button to (re)define a highlighting rule.
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#; Edit Highlighting E

Drezcription: IEu:unneu:tiDn log: More than 100MEB of transferred data

Condition [substring): IH[B_I,Ites'x]'x hawMdeMdi9)

v Treat az regular expression

Colar; I LI

(] Cancel

Figure 19.7 Highlighting rule definition

Each highlighting rule consists of a condition and a color which will be used to highlight
lines meeting the condition. Condition can be specified by a substring (all lines contain-
ing the string will be highlit) or by a so called regular expression (all lines containing one
or multiple strings matching the regular expression will be highlit).

The Description item is used for reference only. It is recommended to describe all created
rules well (it is recommended to mention also the name of the log to which the rule
applies).

Note: Regular expression is such expression which allows special symbols for string def-
inition. WinRoute accepts all regular expressions in accordance with the POSIX standard.

For detailed instructions contact Kerio technical support. For detailed information, refer
for example to

http://www.gnu.org/software/grep/

The Debug log advanced settings

Special options are available in the Debug log context menu. These options are available
only to users with full administration rights (see chapter 13.1)..

IP Traffic
This function enables monitoring of packets according to the user defined log ex-
pression.

¥ Log expression | x|

E xpreszion; Iu:uif='|nternet' ¥ [dport=30 | dport=2030]

Help | ok LCancel |

Figure 19.8 Expression for traffic monitored in the debug log
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The expression must be defined with special symbols. After clicking on the Help
button, a brief description of possible conditions and examples of their use will be
displayed.

Logging of IP traffic can be cancelled by leaving or setting the Expression entry
blank.

Show status
A single overview of status information regarding certain WinRoute components.
This information can be helpful especially when solving problems with Kerio Tech-
nologies technical support.

Messages
This option enables the administrator to define advanced settings for information
that will be monitored in the Debug log: This information may be helpful when
solving issues regarding WinRoute components and/or certain network services.

¥ Logging Messages | x|

- WakDial-Up messages =
O Dial on demand

e [ 1dle timer refreshing

[=]- WinFauke Services

O oHcp messages

Unsupported DHCP messages

O DHCP requestedfoffered options
‘O DS messages

[=]- Decoded protocols

O Hr1P messages bros
‘O DS messages

[=- Miscellaneous

- [ Extended tables information
Packets dropped For some reason
Packets with bad checksum
Unhandled ethernet protocols

- [ HTTP Cache

- [ Alert messages

- [ User authentication

Failed inspector connections

- [ Licensing information

- [ Bandwidth management

- Developers logging LI

(] 4 Zancel |

Figure 19.9 Selection of information monitored by the Debug log
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e WAN / Dial-up messages — information about dialed lines (request dialing, auto
disconnection down-counter),

e WinRoute services — protocols processed by WinRoute services (DHCP server
and DNS Forwarder),

e Decoded protocols — displays message content of all selected protocols that use
WinRoute modules (HTTP and DNS)

e Miscellaneous — more information, such as information about removed packets,
packets with errors, HTTP cache, user authentication, processing packets by the
Bandwidth Limiter module, etc.

e Developers logging — detailed logs for debugging (can be used especially when
solving issues with assistence of the Kerio Technologies technical support),

e Kerio VPN — detailed information on traffic within Kerio VPN — VPN tun-
nels, VPN clients, encryptions, exchange of routing information, web server for
Clientless SSL-VPN, etc.

19.3 Alert Log

The Alert log provides a complete history of alerts generated by WinRoute (e.g. alerts
upon virus detection, dialing and hanging-up, reached quotas, detection of P2P networks,
etc.).

Each event in the Alert log includes a time stamp (date and time when the event was
logged) and information about an alert type (in capitals). The other items depend on an
alert type.

HINT: Email and SMS alerts can be set under Configuration / Logs & Alerts. All sent alerts
can be viewed in the Status / Alert messages section (for details, see chapter 17.3).

19.4 Config Log

The Config log stores a complete communication history between Kerio Administration
Console and the WinRoute Firewall Engine — the log allows you to find out what admin-
istration actions were performed by which user, and when.

The Config window contains three log types:

1. Information about user logins/logouts to/from the WinRoute’s administration
Example:

[18/Apr/2003 10:25:02] james - session opened
for host 192.168.32.100

[18/Apr/2003 10:32:56] james - session closed
for host 192.168.32.100
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[18/Apr/2003 10:25:02] — date and time when the record was written to the
log

jsmith — the login name of the user logged in the WinRoute administration

session opened for host 192.168.32.100 — information about the begin-
ning of the communication and the IP address of the computer from which the
user connected

session closed for host 192.168.32.100 — information about the end of
the communication with the particular computer (user logout or Kerio Adminis-
tration Console closed)

Configuration database changes

Changes performed in Kerio Administration Console. A simplified form of the SQL
language is used when communicating with the database.

Example:

[18/Apr/2003 10:27:46] jsmith - insert StaticRoutes
set Enabled="1’, Description="VPN’,
Net="192.168.76.0’, Mask=’255.255.255.0",
Gateway="192.168.1.16°, Interface='LAN’, Metric="1’

[18/Apr/2003 10:27:46] — date and time when the record was written
jsmith — the login name of the user logged in the WinRoute administration

insert StaticRoutes ... — the particular command used to modify the
WinRoute’s configuration database (in this case, a static route was added to the
routing table)

Other changes in configuration

A typical example of this record type is the change of traffic rules. When the user
hits Apply in Configuration / Traffic policy, a complete list of current traffic rules is
written to the Config log.

Example:

[18/Apr/2003 12:06:03] Admin - New traffic policy set:
[18/Apr/2003 12:06:03] Admin - 1: name=(ICMP Traffic)
src=(any) dst=(any) service=("Ping")
snat=(any) dnat=(any) action=(Permit)
time_range=(always) inspector=(default)
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e [18/Apr/2003 12:06:03] — date and time of the change
e Admin — login name of the user who did the change

e 1: — traffic rule number (rules are numbered top to bottom according to their
position in the table, the numbering starts from 1)

e name=(ICMP Traffic) ... — traffic rule definition (name, source, destination,
service etc.)

Note: The default rule (see chapter 6.1) is marked with default instead of the posi-
tional number.

19.5 Connection Log

Connection logs for traffic rules which are configured to be logged using the Log match-
ing connections option (refer to chapter 66).

How to read the Connection Log?

[18/Apr/2003 10:22:47] [ID] 613181 [Rule] NAT
[Service] HTTP [User] james
[Connection] TCP 192.168.1.140:1193 -> hit.top.com:80
[Duration] 121 sec [Bytes] 1575/1290/2865 [Packets] 5/9/14

e [18/Apr/2003 10:22:47] — date and time when the event was logged (Note: Con-
nection logs are saved immediately after a disconnection)

e [ID] 613181 — WinRoute connection identification number

e [Rule] NAT — name of the traffic rule which has been used (a rule by which the
traffic was allowed or denied).

e [Service] HTTP — name of a corresponding application layer service (recognized
by destination port).

If the corresponding service is not defined in WinRoute (refer to chapter 12.3), the
[Service] item is missing in the log.

e [User] james name of the user connected to the firewall from a host which partici-
pates in the traffic.

If no user is currently connected from the corresponding host, the [User] item is
missing in the log.

272



19.6 Debug Log

[Connection] TCP 192.168.1.140:1193 -> hit.top.com:80 — protocol,
source IP address and port, destination IP address and port. If an appropriate log
is found in the DNS Forwarder cache (see chapter 5.3), the host’s DNS name is
displayed instead of its IP address. If the log is not found in the cache, the name is
not detected (such DNS requests would slow WinRoute down).

[Duration] 121 sec — duration of the connection (in seconds)

[Bytes] 1575/1290/2865 — number of bytes transferred during this connection
(transmitted / accepted / total)

[Packets] 5/9/14 — number of packets transferred through this connection

(transmitted/accepted/total).

19.6 Debug Log

Debug (debug information) is a special log which can be used to monitor certain kinds of
information, especially for problem-solving. Too much information could be confusing
and impractical if displayed all at the same time. Usually, you only need to display
information relating to a particular service or function. In addition, displaying too much
information slows WinRoute’s performance. Therefore, it is strongly recommended to
monitor an essential part of information and during the shortest possible period only.

19.7 Dial Log

Data about dialing and hanging up the dial-up lines, and about time spent on-line.

The following items (events) can be reported in the Dial log:

1.

Manual connection (from the Administration Console — see chapter 5.1, using the
Web interface — refer to chapter 11.6 or right from the operating system)

[15/Mar/2004 15:09:27] Line "Connection" dialing,
console 127.0.0.1 - Admin
[15/Mar/2004 15:09:39] Line "Connection" successfully connected

The first log item is reported upon initialization of dialing. The log always includes
WinRoute name of the dialed line (see chapter 5.1). If the line is dialed from the
Administration Console or the Web interface, the log provides this additional infor-
mation:
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e where the line was dialed from (console — Administration Console, webadmin —
Web interface,

e [P address of the client (i.e. IP address of the Administration Console or of the
Web interface),

¢ login name of the user who sent the dial request.

Another event is logged upon a successful connection (i.e. when the line is dialed,
upon authentication on a remote server, etc.).

2. Line disconnection (manual or automatic, performed after a certain period of idle-
ness)

[15/Mar/2004 15:29:18] Line "Connection" hang-up,
console 127.0.0.1 - Admin

[15/Mar/2004 15:29:20] Line "Connection" disconnected,
connection time 00:15:53, 1142391 bytes received,
250404 bytes transmitted

The first log item is recorded upon reception of a hang-up request. The log provides
information about interface name, client type, IP address and username.

The second event is logged upon a successful hang-up. The log provides information
about interface name, time of connection (connection time), volume of incoming
and outgoing data in bytes (bytes received and bytes transmitted).

3. Disconnection caused by an error (connection is dropped)

[15/Mar/2004 15:42:51] Line "Connection" dropped,
connection time 00:17:07, 1519 bytes received,
2504 bytes transmitted

The items are the same as in the previous case (the second item — the disconnected
report).
4. Requested dialing (as a response to a DNS query)

[15/Mar/2004 15:51:27] DNS query for "www.microcom.com"
(packet UDP 192.168.1.2:4567 -> 195.146.100.100:53)
initiated dialing of 1line "Connection"
[15/Mar/2004 15:51:38] Line "Connection" successfully connected

The first log item is recorded upon reception of a DNS request (the DNS forwarder
has not found requested DNS record in its cache). The log provides:
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e DNS name from which IP address is being resolved,

e description of the packet with the corresponding DNS query (protocol, source IP
address, source port, destination IP address, destination port),

¢ name of the line to be dialed.

Another event is logged upon a successful connection (i.e. when the line is dialed,
upon authentication on a remote server, etc.).

On-demand dialing (response to a packet sent from the local network)

[15/Mar/2004 15:53:42] Packet
TCP 192.168.1.3:8580 -> 212.20.100.40:80
initiated dialing of Tine "Connection"
[15/Mar/2004 15:53:53] Line "Connection" successfully connected

The first record is logged when WinRoute finds out that the route of the packet does
not exist in the routing table. The log provides:

e description of the packet (protocol, source IP address, destination port, destina-
tion IP address, destination port),

¢« name of the line to be dialed.

Another event is logged upon a successful connection (i.e. when the line is dialed,
upon authentication on a remote server, etc.).

Connection error (e.g. error at the modem was detected, dial-up was disconnected,
etc.)

[15/Mar/2004 15:59:08] DNS query for "www.microsoft.com"
(packet UDP 192.168.1.2:4579 -> 195.146.100.100:53)
initiated dialing of Tine "Connection"

[15/Mar/2004 15:59:12] Line "Connection" disconnected

The first record represents a DNS record sent from the local network, from that the
line is to be dialed (see above).

The second log item (immediately after the first one) informs that the line has been
hung-up. Unlike in case of a regular disconnection, time of connection and volume
of transmitted data are not provided (because the line has not been connected).
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19.8 Error Log

The Error log displays information about serious errors that affect the functionality
of the entire firewall. WinRoute administrator should check this log regularly and fix
detected problems as soon as possible. Otherwise, users might have problems with
some services or/and serious security problems might arise.

A typical error message in the Error log could be: a problem when starting a service
(usually a collision at a particular port number), problems when writing to the disc or
when initializing anti-virus, etc.

Each record in the Error log contains error code and sub-code as two numbers in paren-
theses (x y). The error code (x) may fall into one of the following categories:

e 1-999 — system resources problem (insufficient memory, memory allocation error,
etc.)

e 1000-1999 — internal errors (unable to read routing table or interface IP addresses,
etc.)

e 2000-2999 — license problems (license expired, the number of users would break
license limit, unable to find license file, etc.)

e 3000-3999 — configuration errors (unable to read configuration file, detected a look
in the configuration of DNS Forwarder or the Proxy server, etc.)

e 4000-4999 — network (socket) errors

e 5000-5999 — errors while starting or stopping the WinRoute Firewall Engine (prob-
lems with low-level driver, problems when initializing system libraries, services, con-
figuration databases, etc.)

e 6000-6999 — filesystem errors (cannot open/save/delete file)
e 7000-7999 — SSL errors (problems with keys and certificates, etc.)

e 8000-8099 — HTTP cache errors (errors when reading/writing cache files, not enough
space for cache, etc.)

e 8100-8199 — errors of the ISS OrangeWeb Filter module
e 8200-8299 — authentication subsystem errors

e 8300-8399 — anti-virus module errors (anti-virus test not successful, problems when
storing temporary files, etc.)
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e 8400-8499 — dial-up error (unable to read defined dial-up connections, line configu-
ration error, etc.)

e 8500-8599 — LDAP errors (server not found, login failed, etc.)

Note: If you are not able to correct an error (or figure out what it is caused by) which is
repeatedly reported in the Error log, do not hesitate to contact our technical support.
For detailed information, refer to chapter 24 or to http://www.kerio.com/.

19.9 Filter Log

This log contains information about web pages and objects blocked by the HTTP and
FTP filters (see chapters 9.1 and 9.5) and about packets blocked by traffic rules if packet
logging is enabled for the particular rule (see chapter 6 for more information). Each log
line includes the following information depending on the component which generated
the log:

e when an HTTP or FTP rule is applied: rule name, user, IP address of the host which
sent the request, object’s URL

e when a traffic rule is applied: detailed information about the packet that matches the
rule (rule name, source and destination address, ports, size, etc.)

Example of a URL rule log message:

[18/Apr/2003 13:39:45] ALLOW URL ’McAfee update’
192.168.64.142 james HTTP GET
http://update.kerio.com/nai-antivirus/datfiles/4.x/dat-4258.zip

e [18/Apr/2003 13:39:45] — date and time when the event was logged

e ALLOW — action that was executed (ALLOW = access allowed, DENY = access denied)
e URL — rule type (for URL or FTP)

e ’'McAfee update’ — rule name

e 192.168.64.142 — IP address of the client

e jsmith — name of the user authenticated on the firewall (no name is listed unless at
least one user is logged in from the particular host)

e HTTP GET — HTTP method used in the request

e http:// ... —requested URL
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Example of a traffic rule log message:

[16/Apr/2003 10:51:00] PERMIT ’Local traffic’ packet to LAN,
proto:TCP, len:47, ip/port:195.39.55.4:41272 ->
192.168.1.11:3663, flags: ACK PSH , seq:1099972190
ack:3795090926, win:64036, tcplen:7

e [16/Apr/2003 10:51:00] — date and time when the event was logged

e PERMIT — action that was executed with the packet (PERMIT, DENY or DROP)
e Local traffic —the name of the traffic rule that was applied

e packet to — packet direction (either to or from a particular interface)

e LAN — interface name (see chapter 5.1 for details)

e proto: — transport protokol (TCP, UDP, etc.)

e Tlen: — packet size in bytes (including the headers) in bytes
e ip/port: — source IP address, source port, destination IP address and destination
port

o flags: — TCP flags

e seq: — sequence number of the packet (TCP only)

e ack: — acknowledgement sequence number (TCP only)

e win: — size of the receive window in bytes (it is used for data flow control — TCP
only)

e tcplen: — TCP payload size (i.e. size of the data part of the packet) in bytes (TCP
only)

278



19.10 Http log

19.10 Http log

This log contains all HTTP requests that were processed by the HTTP inspection mod-
ule (see section 12.3) or by the built-in proxy server (see section 5.5). The log has the
standard format of either the Apache WWW server (see http://www.apache.org/) or
of the Squid proxy server (see http://www.squid-cache.org/). The enable or disable
the Http log, or to choose its format, go toConfiguration/ContentFiltering/HTTP Policy
(refer to section 9.1 for details).

Notes:

1. Only accesses to allowed pages are recorded in the HTTP log. Request that were
blocked by HTTP rules are logged to the Filter log (see chapter 19.9), if the Log
option is enabled in the particular rule (see section 9.1).

2. The Http log is intended to be processes by external analytical tools. The Web log
(see bellow) is better suited to be viewed by the WinRoute administrator.

An example of Http log record that follows the Apache format:

[18/Apr/2003 15:07:17] 192.168.64.64 - rgabriel
[18/Apr/2003:15:07:17 +0200]
"GET http://www.kerio.com/ HTTP/1.1" 304 0 +4

e [18/Apr/2003 15:07:17] — date and time when the event was logged
e 192.168.64.64 — IP address of the client host

e rgabriel — name of the user authenticated through the firewall (a dash is displayed
if no user is authenticated through the client)

e [18/Apr/2003:15:07:17 +0200] — date and time of the HTTP request. The +0200
value represents time difference from the UTC standard (+2 hours are used in this
example — CET).

e GET — used HTTP method

e http://www.kerio.com — requested URL

e HTTP/1.1 — version of the HTTP protocol

e 304 — return code of the HTTP protocol

e 0 — size of the transferred object (file) in bytes

¢ +4 — count of HTTP requests tranferred through the connection

279


http://www.apache.org/
http://www.squid-cache.org/

Chapter 19 Logs

An example of Http log record that follows the Squid format:

1058444114.733 0 192.168.64.64 TCP_MISS/304 0O
GET http://www.squid-cache.org/ - DIRECT/206.168.0.9

e 1058444114.733 — timestamp (seconds and miliseconds since January 1st, 1970)
e 0 — download duration (not measured in WinRoute, always set to zero)

e 192.168.64.64 — IP address of the client (i.e. of the host from which the client is
connected to the website)

e TCP_MISS — the TCP protocol was used and the particular object was not found in
the cache (“missed”). WinRoute always uses this value for this field.

e 304 — return code of the HTTP protocol
e 0 — trasferred data amount in bytes (HTTP object size)

e GET http://www.squid-cache.org/ — the HTTP request (HTTP method and URL
of the object)

e DIRECT — the WWW server access method (WinRoute always uses DIRECT access)

206.168.0.9 — IP address of the WWW server

19.11 Security Log

A log for security-related messages. Records of the following types may appear in the
log:

1. Anti-spoofing log records

Messages about packets that where captured by the Anti-spoofing module (packets
with invalid source IP address — see section 15.2 for details)

Example:

[17/3u1/2003 11:46:38] Anti-Spoofing:
Packet from LAN, proto:TCP, len:48,
ip/port:61.173.81.166:1864 -> 195.39.55.10:445,
flags: SYN , seq:3819654104 ack:0, win:16384, tcplen:0

e packet from — packet direction (either from, i.e. sent via the interface, or to,
i.e. received via the interface)

e LAN — interface name (see chapter 5.1 for details)
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e proto: — transport protokol (TCP, UDP, etc.)

e len: — packet size in bytes (including the headers) in bytes
e ip/port: — source IP address, source port, destination IP address and destina-
tion port

o flags: — TCP flags

e seq: — sequence number of the packet (TCP only)

e ack: — acknowledgement sequence number (TCP only)

e win: — size of the receive window in bytes (it is used for data flow control —
TCP only)

e tcplen: — TCP payload size (i.e. size of the data part of the packet) in bytes
(TCP only)

FTP protocol parser log records

Example 1:

[17/3Ju1/2003 11:55:14] FTP: Bounce attack: attempt:
client: 1.2.3.4, server: 5.6.7.8,
command: PORT 10,11,12,13,14,15

(attack attempt detected — a foreign IP address in the PORT command)
Example 2:

[17/Ju1/2003 11:56:27] FTP: Malicious server reply:
client: 1.2.3.4, server: 5.6.7.8,
response: 227 Entering Passive Mode (10,11,12,13,14,15)

(suspicious server reply with a foreign IP address)

Failed user authentication log records
Message format:

Authentication: <service>: C(Client: <IP address>: <reason>

e <service> — The WinRoute service to which the user attempted to authenticate
(Admin = administration using Kerio Administration Console, WebAdmin = web
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administration interface, WebAdmin SSL = secure web administration interface,
Proxy = proxy server user authentication)

e <IP address> — IP address of the computer from which the user attempted to
authenticate

e <reason> — reason of the authentication failure (nonexistent user / wrong pass-
word)

Note: For detailed information on user quotas, refer to chapters 13.1 and 8.1.

4. Information about the start and shutdown of the WinRoute Firewall Engine
a) Engine Startup:
[17/Dec/2004 12:11:33] Engine: Startup.
b) Engine Shutdown:
[17/Dec/2004 12:22:43] Engine: Shutdown.

19.12 Sslvpn Log

In this log, operations performed in the Clientless SSL-VPN interface are recorded. Each
log line provides information about an operation type, name of the user who performed
it and file associated with the operation.

Example:

[17/Mar/2005 08:01:51] Copy File: User: jsmith@company.com
File: ’\\server\data\www\index.html’

19.13 Warning Log

The Warning log displays warning messages about errors of little significance. Warnings
can display for example reports about invalid user login (invalid username or password),
error in communication of the server and Web administration interface, etc.

Events recalling warning messages in this log do not seriously affect WinRoute function-
ality. However, they can point at current or possible problems. The Warning log can
help if for example a user is complaining that certain services are not working.

Each warning message is identified by its numerical code (code xxx:). The following
warning categories are defined:

e 1000-1999 — system warnings (e.g. an application found that is known as conflicting)

e 2000-2999 — WinRoute configuration problems (e.g. HTTP rules require user authen-
tication, but the WWW interface is not enabled)
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3000-3999 — warning from individual WinRoute modules (e.g. DHCP server, anti-
virus check, etc.)

4000-4999 — license warnings (subscription expiration, forthcoming expiration of
WinRoute’s license, ISS OrangeWeb Filter license, or the McAfee anti-virus license)

Note: License expiration is considered to be an error and it is logged into the Error
log.

Examples of Warning logs:

[15/Apr/2004 15:00:51] (3004) Authentication subsystem warning:
Kerberos 5 auth: user john@company.com not authenticated

[15/Apr/2004 15:00:51] (3004) Authentication subsystem warning:
Invalid password for user admin

[16/Apr/2004 10:53:20] (3004) Authentication subsystem warning:
User jsmith doesn’t exist

The first log informs that authentication of user jsmith by the Kerberos system in
the company . com domain failed

The second log informs on a failed authentication attempt by user admin (invalid
password)

The third log informs on an authentication attempt by a user which does not exist
(johnbTue)

Note: With the above three examples, the relevant records will also appear in the
Security log.

19.14 Web Log

This log contains all HTTP requests that were processed by the HTTP inspection module
(see section 12.3) or by the built-in proxy server (see section 5.5). Unlike in the HTTP log,
the Web log displays only the title of a page and the WinRoute user or the IP host viewing
the page. In addition to each URL, name of the page is provided for better reference.

For administrators, the Web log is easy to read and it provides the possibility to monitor
which Websites were opened by each user.

How to read the Web Log?

[24/Apr/2003 10:29:51] 192.168.44.128 james
"Kerio Technologies | No Pasaran!" http://www.kerio.com/

[24/Apr/2003 10:29:51] — date and time when the event was logged

192.168.44.128 — IP address of the client host
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e james — name of authenticated user (if no user is authenticated through the client
host, the name is substituted by a dash)

e "Kerio Technologies | No Pasaran!" — page title
(content of the <titTe> HTML tag)

Note: If the page title cannot be identified (i.e. for its content is compressed), the
"Encoded content" will be reported

e http://www.kerio.com/ — URL pages
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Kerio VPN

WinRoute enables secure interconnection of remote private networks using an encrypted
tunnel and it provides clients secure access to their local networks via the Internet. This
method of interconnection of networks (and of access of remote clients to local net-
works) is called virtual private network (VPN). WinRoute includes a proprietary imple-
mentation of VPN, called Kerio VPN.

Kerio VPN is designed so that it can be used simultaneously with the firewall and with
NAT (even along with multiple translations). Creation of an encrypted tunnel between
networks and setting remote access of clients at the server is very easy.

Kerio VPN enables creation of any number of encrypted server-to-server connections
(i.e. tunnels to remote private networks). Tunnels are created between two WinRoutes
(typically at Internet gateways of corresponding networks). Individual servers (endpoints
of the tunnels) verify each other using SSL certificates — this ensures that tunnels will
be created between trustworthy servers only.

Individual hosts can also connect to the VPN server in WinRoute (secured client-to-server
connections). Identities of individual clients are authenticated against a username and
password (transmitted also by secured connection), so that unauthorized clients cannot
connect to local networks.

Remote connections of clients are performed through Kerio VPN Client, included in
WinRoute (for a detailed description, view the stand-alone Kerio VPN Client — User Guide
document).

Note: For deployment of the Kerio VPN, it is supposed that WinRoute is installed at a host
which is used as an Internet gateway. If this condition is not met, Kerio VPN can also be
used, but the configuration can be quite complicated.

Benefits of Kerio VPN

In comparison with other products providing secure interconnection of networks via the
Internet, the Kerio VPN solution provides several benefits and additional features.

e FEasy configuration (only a few basic parameters are required for creation of tunnels
and for configuration of servers which clients will connect to).

e No additional software is required for creation of new tunnels (Kerio VPN Client must
be installed at remote clients — installation file of the application is 4 MB).
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e No collisions arise while encrypted channels through the firewall are being created.
It is supposed that one or multiple firewalls (with or without NAT) are used between

connected networks (or between remote clients and local networks).

¢ No special user accounts must be created for VPN clients. User accounts in WinRoute
(or domain accounts if the Active Directory is used — see chapter 8.1) are used for

authentication.

e Statistics about VPN tunnels and VPN clients can be viewed in WinRoute (refer to

chapter 18.4).

20.1 VPN Server Configuration

VPN server is used for connection of remote endpoints of VPN tunnels and of remote
clients using Kerio VPN Client.

Note: Connection to the VPN server from the Internet must be first allowed by traffic
rules. For details, refer to chapters 20.2 and 20.3.

VPN server is available in the Interfaces tab of the Configuration / Interfaces section as

a special interface.

Interfaces

McAfee

Proven Secsrity™
Interfaces I Connection failover |

|nterface | IF addrezs b azk, Adapter name | Adapter info
R Intermet 15.25.251 205.255.265.0  Intermet MOIS 5.0 driver
= LAN 192168.44.164 2852062060 LAM ACam EtherLink PCI
g Dial-ln
..E""r"-.-"PN Server 1721711 205.250.2565.0 0 client(z] connected
0 Tunnel ta branch office Dizconnected

Figure 20.1 Viewing VPN server in the table of interfaces

Double-click on the VPN server interface (or select the alternative and press Edit, or
select Edit from the context menu) to open a dialog where parameters of the VPN server
can be set.
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Genevral

3 YPN Server | x|

General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:

WM netwark: I'IEI.'I.'I.EI bl azk: |255.255.255.EI

—55L Certificate
Common Mame: |$erver.cumpan_l,l.cum
Organization: |Eu:um|:uan_l,l I,
Fingerprint; I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Change 551 Certificate. ..

Figure 20.2 VPN server settings — basic parameters

Enable VPN server
Use this option to enable/disable VPN server. VPN server uses TCP and UDP pro-
tocols, port 4090 is used as default (the port can be changed in advanced options,
however, it is usually not necessary to change it). If the VPN server is not used, it is
recommended to disable it.
The action will be applied upon clicking the Apply button in the Interfaces tab.

IP address assignment

Specification of a subnet (i.e. IP address and a corresponding network mask) from
which IP addresses will be assigned to VPN clients and to remote endpoints of
VPN tunnels which connect to the server (all clients will be connected through this
subnet).

By default (upon the first start-up after installation), WinRoute automatically selects
a free subnet which will be used for VPN. Under usual circumstances, it is not nec-
essary to change the default subnet. After the first change in VPN server settings,
the recently used network is used (the automatic detection is not performed again).
Warning: Make sure that the subnet for VPN clients does not collide with any local
subnet!

WinRoute can detect a collision of the VPN subnet with local subnets. The collision
may arise when configuration of a local network is changed (change of IP addresses,
addition of a new subnet, etc.), or when a subnet for VPN is not selected carefully.
If the VPN subnet collides with a local network, a warning message is displayed
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upon saving of the settings (by clicking Apply in the Interfaces tab). In such cases,
redefine the VPN subnet.

i VPN server address range collides with local network.

bdd Edt. | Eemove | Dl || Hengtp |

Figure 20.3 VPN server — detection of IP collision
It is recommended to check whether IP collision is not reported after each change
in configuration of the local network or/and of the VPN!
Notes:

1. Under certain circumstances, collision with the local network might also arise
when a VPN subnet is set automatically (if configuration of the local network is
changed later).

2. Regarding two VPN tunnels, it is also examined when establishing a connection

whether the VPN subnet does not collide with IP ranges at the other end of the
tunnel (remote endpoint).
If a collision with an IP range is reported upon startup of the VPN server (upon
clicking Apply in the Interfaces tab), the VPN subnet must be set by hand. Select
a network which is not used by any of the local networks participating in the
connection. VPN subnets at each end of the tunnel must not be identical (two
free subnets must be selected).

3. VPN clients can also be assigned IP addresses according to login usernames.
For details, see chapter 13.1.

SSL certificate
Information about the current VPN server certificate. This certificate is used for
verification of the server’s identity during creation of a VPN tunnel (for details, refer
to chapter 20.3). The VPN server in WinRoute uses the standard SSL certificate.
When defining a VPN tunnel, it is necessary to send the local endpoint’s certificate
fingerprint to the remote endpoint and vice versa (mutual verification of identity —
see chapter 20.3).
HINT: Certificate fingerprint can be saved to the clipboard and pasted to a text file,
email message, etc.
Click Change SSL Certificate to set parameters for the certificate of the VPN server.
For the VPN server, you can either create a custom (self-subscribed) certificate or im-
port a certificate created by a certification authority. The certificate created is saved
in the ss1cert subdirectory of the WinRoute’s installation directory as vpn.crt and
the particular private key is saved at the same location as vpn.key.
Methods used for creation and import of SSL certificates are described thoroughly
in chapter 11.1.
Note: If you already have a certificate created by a certification authority especially
for your server (e.g. for secured Web interface), it is also possible to use it for the
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VPN server — it is not necessary to apply for a new certificate.

DNS

3 YPN Server | x|

General | DMS I.-’-'-.dvanu:ed |

—DHS
f* Usze'WinRoute az DNS server

" Usze specific DNS servers

Frimary DFS: I

Secondany [HS: I

Figure 20.4 VPN server settings — specification of DNS servers

Specify a DNS server which will be used for VPN clients:

Use WinRoute as DNS server — IP address of a corresponding interface of WinRoute
host will be used as a DNS server for VPN clients (VPN clients will use the DNS for-
warder).

If the DNS Forwarder is already used as a DNS server for local hosts, it is recom-
mended to use it also for VPN clients. The DNS forwarder provides the fastest re-
sponses to client DNS requests and possible collision (inconsistency) of DNS records
will be avoided.

Note: If the DNS forwarder is disabled (refer to chapter 5.3), the option is not avail-
able.
Use specific DNS servers — primary and secondary DNS servers specified through this

option will be set for VPN clients.

If another DNS server than the DNS forwarder in WinRoute is used in the local net-
work, use this option.
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Advanced

General | DMS | Advanced |

—%PM server

Lizten on port; |4EIE|EI

—LCuztom Routes

All'VPM clientz are automatically configured with routes to local
networkz, Here you may define additional custom routes.

Description INetwurk b azk,
wiana company.com  165.53.35.10 255 256,255 255

Add... Edit... Remove

(] Cancel

Figure 20.5 VPN server settings — server port and routes for VPN clients

Listen on port
The port on which the VPN server listens for incoming connections (both TCP and
UDP protocols are used). The port 4090 is set as default (under usual circumstances
it is not necessary to switch to another port).
Notes:

1. If the VPN server is already running, all VPN clients will be automatically dis-
connected during the port change.

2. If it is not possible to run the VPN server at the specified port (the port is used
by another service), the following error will be reported in the Error log (see
chapter 19.8) upon clicking on the Apply button:

(4103:10048) Socket error: Unable to bind socket
for service to port 4090.

(5002) Failed to start service "VPN"
bound to address 192.168.1.1.
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To make sure that the specified port is really free, view the Error log to see
whether an error of this type has not been reported.

Custom Routes
Other networks to which a VPN route will be set for the client can be specified in
this section. By default, routes to all local subnets at the VPN server’s side are
defined — see chapter 20.4).
HINT: Use the 255.255.255.255 network mask to define a route to a certain host.
This can be helpful for example when a route to a host in the demilitarized zone at
the VPN server’s side is being added.

20.2 Configuration of VPN clients

The following conditions must be met to enable connection of remote clients to local
networks via encrypted channels:

e The Kerio VPN Client must be installed at remote clients (for detailed description,
refer to a stand-alone document, Kerio VPN Client — User Guide).

e Users whose accounts are used for authentication to Kerio VPN Client must possess
rights enabling them connect to the VPN server in WinRoute (see chapter 13.113.1).

e Connection to the VPN server from the Internet as well as communication between
VPN clients must be allowed by traffic rules.

Note: Remote VPN clients connecting toWinRoute are included toward the number of
persons using the license (see chapters 4 and 4.6). Be aware of this fact when deciding
what license type should be bought (or whether an upgrade to a higher number of users
should be bought).

Basic configuration of traffic rules for VPN clients

Mame Source Drestination Service Action | Translation
B Local Traffic o= Lan o= Lan & any v

€33 Firewall €33 Firewall

£ WPN clients £ WPN clients
B rn server connections :", Internet ﬁ-j Firewall 2 Kerio VPN \/

Figure 20.6 Common traffic rules for VPN clients

e The first rule allows communication between the firewall, local network and VPN
clients.

e The second rule allows connection to the VPN server in WinRoute from the Internet.
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To restrict the number of IP addresses from which connection to the VPN server will
be allowed, edit the Source entry.

By default, the Kerio VPN service is defined for TCP and UDP protocols, port 4090. If
the VPN server is running at another port, this service must be redefined.

If the rules are set like this, all VPN clients can access local networks and vice versa
(all local hosts can communicate with all VPN clients). To restrict the type of network
access available to VPN clients, special rules must be defined. A few alternatives of the
restrictions settings within Kerio VPN are focused in chapter 20.5.

Notes:

1. If the Network Rules Wizard is used to create traffic rules, the described rules can
be generated automatically (including matching of VPN clients with the Source and
Destination items). To generate the rules automatically, select Yes, I want to use
Kerio VPN in Step 5. For details, see chapter 6.1.

2. For access to the Internet, VPN clients use their current Internet connections. VPN
clients are not allowed to connect to the Internet via WinRoute (configuration of
default gateway of clients cannot be defined).

3. For detailed information about traffic rules, refer to chapter 6.

20.3 Interconnection of two private networks via the Internet (VPN
tunnel)

WinRoute (version 6.0.0 or later) including support for VPN (VPN support is included in
the typical installation — see chapter 2.3) must be installed in both networks to enable
creation of an encrypted tunnel between a local and a remote network via the Internet
(“VPN tunnel”).

Note: Each installation of WinRoute requires its own license (see chapter 4).

Setting up VPN servers

First, the VPN server must be allowed by the traffic policy and enabled at both ends of the
tunnel. For detailed description on configuration of VPN servers, refer to chapter 20.1.
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Definition of a tunnel to a remote server

VPN tunnel to the server on the other side must be defined at both ends. Use the Add /
VPN tunnel option in the Interfaces section to create a new tunnel.

¥: Add ¥PN Tunnel | x|
General I Advanced |

—General

% MName af the tunnel:

ITunneI to company headquarters

— Configuration

{* Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

Inewynrk.cnmpany.cnm
{~ Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Remote endpoint's S50 certificate fingerprint:

I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

Detect remote certificate. ..

Figure 20.7 VPN tunnel configuration

Name of the tunnel
Each VPN tunnel must have a unique name. This name will be used in the table
of interfaces, in traffic rules (see chapter 6.3) and interface statistics (details in
chapter 18.4).

Configuration
Selection of a mode for the local end of the tunnel:
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e Active — this side of the tunnel will automatically attempt to establish and main-
tain a connection to the remote VPN server.
The remote VPN server specification is required through the Remote hostname
or IP address entry. If the remote VPN server does not use the port 4090,
a corresponding port number separated by a colon must be specified (e.g.
server.company.com:4100 or 10.10.100.20:9000).
This mode is available if the IP address or DNS name of the other side of the
tunnel is known and the remote endpoint is allowed to accept incoming connec-
tions (i.e. the communication is not blocked by a firewall at the remote end of
the tunnel).

e Passive — this end of the tunnel will only listen for an incoming connection from
the remote (active) side.
The passive mode is only useful when the local end of the tunnel has a fixed IP
address and when it is allowed to accept incoming connections.

At least one end of each VPN tunnel must be switched to the active mode (passive

servers cannot initialize connection).

Configuration of a remote end of the tunnel

When a VPN tunnel is being created, identity of the remote endpoint is authenti-
cated through the fingerprint of its SSL certificate. If the fingerprint does not match
with the fingerprint specified in the configuration of the tunnel, the connection will
be rejected.

The fingerprint of the local certificate and the entry for specification of the remote
fingerprint are provided in the Settings for remote endpoint section. Specify the
fingerprint for the remote VPN server certificate and vice versa — specify the fin-
gerprint of the local server in the configuration at the remote server.

T |
Genetal |mm-c| | Geneial |mm |
Gmreesl Gienesl
S:} Hugren ol the sannet &’ Hgerey of thee Brnad
[Tianned 10 brarch ctice |Tiarmel 1o company hesdgasten
Configunation Configuration
" Actively connect Io the inmobe sndpoin W Actively connect 1o the romote endpoin
Seeci thiz  pou can specify e hostname o IF sdcheas of the sssmole endpoint and St tiz ¥ pou Can ipecly B hostname o IF addveds ol the sencle endpont and
e pamcle endpoink can sccepl ncomng connechons the sancle endpont Can Actapl INComng Connachons.
Flemabs sndpaind kontrame o 1P sdden: Flemaobs sndpornd katname o 1P sddes:
I [revmzos.compary com
I Passively sccepld the conneciion only I Passively sooeph the connection only
St this F e 1emote erdooied uses dynamec IP address or i uneble io accept Golenci tiz ¥ the remote erdpoind uses: denamc P address or it unable o socept
ConFechont. oming conrecions.

Settrgs for iemcle enckacant

Fesmcie endpeni's 551 cenficabe ngerpnd
[ExaTeR TR o se-anch ML TARIS A [rrremeET A dc M bS 0 a0 o b iabE T

Thee mutheriicy of the revets sndpaoet dunng the coation of & tunnel Seion i venbed by Tha suthanticity of the remots sndpoint dunng the cosation of & tunrel secrion it venfied by
hec gy b 551 CRTMC et - e ITRIpan of B Cedtis s necerved from B chacking its public 551 canificats - the fngerpong of the cariicats recsned from e
ErnA R TRLHT ety B IFageapand sl el Fere vemode ndpoint e ratich Sha ngerpnnd s e

Detect iemate certficats

Figure 20.8 VPN tunnel — certificate fingerprints
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If the local endpoint is set to the active mode, the certificate of the remote endpoint
and its fingerprint can be downloaded by clicking Detect remote certificate. Passive
endpoint cannot detect remote certificate.

However, this method of fingerprint setting is quite insecure —a counterfeit certifi-
cate might be used. If a fingerprint of a false certificate is used for the configuration
of the VPN tunnel, it is possible to create a tunnel for the false endpoint (for the
attacker). Moreover, a valid certificate would not be accepted from the other side.
Therefore, for security reasons, it is recommended to set fingerprints manually.

DNS Settings

DNS must be set properly at both sends of the tunnel so that it is possible to connect
to hosts in the remote network using their DNS names. One method is to add DNS
records of the hosts (to the hosts file) at each endpoint. However, this method is quite
complicated and inflexible.

If the DNS forwarder in WinRoute is used as the DNS server at both ends of the tunnel,
DNS queries (for DNS rules, refer to chapter 5.3) can be forwarded to hostnames in the
corresponding domain of the DNS forwarder at the other end of the tunnel. DNS domain
(or subdomain) must be used at both sides of the tunnel.

Note: To provide correct forwarding of DNS queries sent from the WinRoute host (at
any side of the VPN tunnel), it is necessary that these queries are processed by DNS
forwarder. To secure this, set local IP address as for the DNS server and specify former
DNS servers in the WinRoute’sDNS forwarder.

Detailed guidance for the DNS configuration is provided in chapter 20.5.

Routing settings

On the Advanced tab, you can set which method will be used to add routes provided
by the remote endpoint of the tunnel to the local routing table as well as define custom
routes to remote networks.

The Kerio VPN routing issue is described in detail in chapter 20.4.
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¥: Add ¥PN Tunnel | x|

General | Advanced |

—Routing

" Usze routes automatically provided by the remate endpaoint
{* Uze both automatically provided and custorm routes

" Usze custom routes only

—LCuztom Routes

Description | M etwark, | b azk, |
Branch office - zales depa... 10.1.20.0 205.250.2565.0

3 Add Route | x|

Cuztom PN route

Drezcription: IBranu:h office - technical department

Metwork:  {10.1.30.0
Mask:  |255.255.255.0

ak Cancel |

Add.. Edit.. Bemove |

(] Cancel

Figure 20.9 VPN tunnel’s routing configuration

Connection establishment

Active endpoints automatically attempt to recover connection whenever they detect that
the corresponding tunnel has been disconnected (the first connection establishment is
attempted immediately after the tunnel is defined and upon clicking the Apply button in
Configuration / Interfaces, i.e. when the corresponding traffic is allowed — see below).
VPN tunnels can be disabled by the Disable button. Both endpoints should be disabled
while the tunnel is being disabled.
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Note: VPN tunnels keeps their connection (by sending special packets in regular time in-
tervals) even if no data is transmitted. This feature protects tunnels from disconnection
by other firewalls or network devices between ends of tunnels.

Traffic Policy Settings for VPN

Once the VPN tunnel is created, it is necessary to allow traffic between the LAN and the
network connected by the tunnel and to allow outgoing connection for the Kerio VPN
service (from the firewall to the Internet). If basic traffic rules are already created by
the wizard (refer to chapter 20.2), simply add a corresponding VPN tunnel into the Local
Traffic rule and the Kerio VPN service to the Firewall traffic. The resulting traffic rules
are shown at figure 20.10.

Mame Source Destination Service &ction | Translation
B Local Traffic o= Lan O Lan £ Any v
€ Firewal ) Firewal
£ wPn dlients £y wPH clients
5 Tunnel ko branch office |55 Tunnel ko branch office
M Firewall Traffic €D Firewal O Inkernet Ty DS v
2y HTTP
“y HTTPS
i IMaP
Uy Kerio WPN
% POP3
2y smTP
“y Telnet
B i server connections O® Internst E:j' Firewall 24 Kerio WPN 1/

Notes:

Figure 20.10 Traffic Policy Settings for VPN

1. To keep examples in this guide as simkle as possible, it is supposed that the Firewall
traffic rule allows to access any service at the firewall (see figure 20.11). Under these

conditions, it is not necessary to add the Kerio VPN service to the rule.

Mame 30urce Deskination Service Action | Translation
B Local Trafic = Lan o= Lan & any o
ﬁ-} Firewall \E:j' Firewall
£ WP clients £ PN clients
55 Tunnel to branch office | %5 Tunnel to branch office
B Firewal Traffic € Firewall O Internet & Any v
B urn server connections O™ Internet ﬂj' Firewall 24, Kerio VPN \/

Figure 20.11 Common traffic rules for VPN tunnel
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2. Traffic rules set by this method allow full IP communication between the local net-
work, remote network and all VPN clients. For access restrictions, define corre-
sponding traffic rules (for local traffic, VPN clients, VPN tunnel, etc.). Examples of
traffic rules are provided in chapter 20.5.

20.4 Exchange of routing information

An automatic exchange of routing information (i.e. of data informing about routes to
local subnets) is performed between endpoints of any VPN tunnel (or between the VPN
server and a VPN client). thus, routing tables at both sides of the tunnel are still kept
updated.

Routing configuration options

Under usual circumstances, it is not necessary to define any custom routes — particular
routes will be added to the routing tables automatically when configuration is changed
at any side of the tunnel (or at the VPN server). However, if a routing table at any side of
the VPN tunnel includes invalid routes (e.g. specified by the administrator), these routes
are also interchanged. This might make traffic with some remote subnets impossible
and overload VPN tunnel by too many control messages.

A similar problem may occur in case of a VPN client connecting to the WinRoute’s VPN
server.

To avoid the problems just described, it is possible to go to the VPN tunnel definiton
dialog (see chapter 20.3) or to the VPN server settings dialog (refer to chapter 20.1) to
set which routing data will be used and define custom routes.

Kerio VPN uses the following methods to pass routing information:

e Routes provided automatically by the remote endpoint (set as default) — routes to
remote networks are set automatically with respect to the information provided by
the remote endpoint. If this option is selected, no additional settings are necessary
unless problems regarding invalid routes occur (see above).

e Both automatically provided and custom routes — routes provided automatically are
complemented by custom routes defined at the local endpoint. In case of any colli-
sions, custom routes are used as prior. This option easily solves the problem where
a remote endpoint provides one or more invalid route(s).

e Custom routes only — all routes to remote networks must be set manually at the local
endpoint of the tunnel. This alternative eliminates adding of invalid routes provided
by a remote endpoint to the local routing table. However, it is quite demanding from
the administrator’s point of view (any change in the remote network’s configuration
requires modification of custom routes).
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Routes provided automatically

Unless any custom routes are defined, the following rules apply to the interchange of
routing information:

o default routes as well as routes to networks with default gateways are not exchanged
(default gateway cannot be changed for remote VPN clients and/or for remote end-
points of a tunnel),

e routes to subnets which are identical for both sides of a tunnel are not exchanged
(routing of local and remote networks with identical IP ranges is not allowed).

o other routes (i.e. routes to local subnets at remote ends of VPN tunnels excluding the
cases described above, all other VPN and all VPN clients) are exchanged.

Note: As implied from the description provided above, if two VPN tunnels are created,
communication between these two networks is possible. The traffic rules can be con-
figured so that connection to the local network will be disabled for both these remote
networks.

Update of routing tables

Routing information is exchanged:
e when a VPN tunnel is connected or when a VPN client is connected to the server,

e when information in a routing table at any side of the tunnel (or at the VPN server) is
changed,

e periodically, once per 30 secs (VPN tunnel) or once per 1 min (VPN client). The timeout
starts upon each update (regardless of the update reason).

20.5 Example of Kerio VPN configuration: company with a filial office

This chapter provides a detailed exemplary description on how to create an encrypted
tunnel connecting two private networks using the Kerio VPN.

This example can be easily customized. The method described can be used in cases
where no redundant routes arise by creating VPN tunnels (i.e. multiple routes between
individual private networks). Configuration of VPN with redundant routes (typically in
case of a company with two or more filials) is described in chapter 20.6.

Note: This example describes a more complicated pattern of VPN with access restrictions
for individual local networks and VPN clients. An example of basic VPN configuration is
provided in the Kerio WinRoute Firewall — Step By Step Configuration document.
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Specification
Supposing a company has its headquarters in New York and a branch office in London.

We intend to interconnect local networks of the headquarters by a VPN tunnel using the
Kerio VPN. VPN clients will be allowed to connect to the headquarters network.

The server (default gateway) of the headquarters uses the public IP address 63.55.21.12
(DNS name is newyork.company.com), the server of the branch office uses a dynamic IP
address assigned by DHCP.

The local network of the headquarters consists of two subnets, LAN 1 and LAN 2. The
headquarters uses the company . com DNS domain.

The network of the branch office consists of one subnet only (LAN). The branch office
filial.company.com.

Figure 20.12 provides a scheme of the entire system, including IP addresses and the VPN
tunnels that will be built.

LAM 1

101,97
255255 2550

C

IETEEER e
— 1

] 83 5,212

] 10.1.24

ey ork, Company.com

LAM 2
TXETY
255.255.255.0

15216811 |

LAMN
192.148.1.0/
255355 255.0

Figure 20.12 Example — interconnection of the headquarter and

a filial office by VPN tunnel (connection of VPN clients is possible)

Suppose that both networks are already deployed and set according to the figure and
that the Internet connection is available.
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Traffic between the network of the headquarters, the network of the branch office and
VPN clients will be restricted according to the following rules:

1.

VPN clients can connect to the LAN 1 and to the network of the branch office.
Connection to VPN clients is disabled for all networks.

Only the LAN 1 network is available from the branch office. In addition to this, only
the WWW, FTP and Microsoft SQL services are available.

No restrictions are applied for connections from the headquarters to the branch
office network.

LAN 2 is not available to the branch office network nor to VPN clients.

Common method

The following actions must be taken in both local networks (i.e. in the main office and
the filial):

1.

It is necessary that WinRoute in version 6.0.0 or higher (older versions do not in-
clude Kerio VPN) is installed at the default gateway.

Note: For eachinstallation of WinRoute, a separate license for corresponding number
of users is required! For details see chapter 4.

Configure and test connection of the local network to the Internet. Hosts in the local
network must use the WinRoute host’s IP address as the default gateway and as the
primary DNS server.

If it is a new (clean) WinRoute installation, it is possible to use the traffic rule wizard
(refer to chapter 6.1).

For detailed description of basic configuration of WinRoute and of the local network,
refer to the Kerio WinRoute Firewall — Step By Step document.

In configuration of DNS Forwarder, set DNS forwarding rules for the domain in the
remote network. This enables to access hosts in the remote network by using their
DNS names (otherwise, it is necessary to specify remote hosts by IP addresses).

To provide correct forwarding of DNS requests from a WinRoute host, it is necessary
to use an IP address of a network device belonging to the host as the primary DNS
server. In DNS Forwarder configuration, at least one DNS server must be specified
to which DNS queries for other domains (typically the DNS server of the ISP).
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Note: For proper functionality of DNS, the DNS database must include records for
hosts in a corresponding local network. To achieve this, save DNS names and IP
addresses of local hosts into the hosts file (if they use IP addresses) or enable co-
operation of the DNS Forwarder with the DHCP server (in case that IP addresses are
assigned dynamically to these hosts). For details, see chapter 5.3.

4. In the Interfaces section, allow the VPN server and set its SSL certificate if necessary.
Note the fingerprint of the server’s certificate for later use (it will be required for
configuration of the remote endpoint of the VPN tunnel).

Check whether the automatically selected VPN subnet does not collide with any local
subnet either in the headquarters or in the filial and select another free subnet if
necessary.

5. Define the VPN tunnel to the remote network. The passive endpoint of the tunnel
must be created at a server with fixed public IP address (i.e. at the headquarter’s
server). Only active endpoints of VPN tunnels can be created at servers with dynamic
IP address.

If the remote endpoint of the tunnel has already been defined, check whether the
tunnel was created. If not, refer to the Error log, check fingerprints of the certificates
and also availability of the remote server.

6. In traffic rules, allow traffic between the local network, remote network and VPN
clients and set desirable access restrictions. In this network configuration, all de-
sirable restrictions can be set at the headquarter’s server. Therefore, only traffic
between the local network and the VPN tunnel will be enabled at the filial’s server.

7. Test reachability of remote hosts from each local network. To perform the test, use
the ping and tracert system commands. Test availability of remote hosts both
through IP addresses and DNS names.

If a remote host is tested through IP address and it does not respond, check config-
uration of the traffic rules or/and find out whether the subnets do not collide (i.e.
whether the same subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when
a corresponding DNS name is tested, then check configuration of the DNS.
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The following sections provide detailed description of the Kerio VPN configuration both
for the headquarter and the filial offices.

Headquarters configuration

1.

Install WinRoute (version 6.0.0 or later) at the headquarter’s default gateway
(“server”).

Use Network Rules Wizard (see chapter 6.1) to configure the basic traffic policy in
WinRoute. To keep the example as simple as possible, it is supposed that the access
from the local network to the Internet is not restricted, i.e. that access to all services
is allowed in step 4.

¥ Network rules Wizard | x|

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 20.13 Headquarters — no restrictions are

applied to accessing the Internet from the LAN

In step 5, select Create rules for Kerio VPN server. Status of the Create rules for Kerio
Clientless SSL-VPN option is irrelevant (this example does not include Clientless SSL-
VPN interface’s issues).

This step will create rules for connection of the VPN server as well as for communi-
cation of VPN clients with the local network (through the firewall).

When the VPN tunnel is created, customize these rules according to the restriction
requirements (see item 6).

Note: To keep the example as simple and transparent as possible, only traffic rules
relevant for the Kerio VPN configuration are mentioned.

Customize DNS configuration as follows:
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3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

v Create riles for Kerio YPM server

[¥ Create riles for Kerio Clientless SSLAPN

Figure 20.14 Headquarter — creating default traffic rules for Kerio VPN

Marne Source Destination Service Action | Translation
B Local Traffic I Dial-In I Dial-In & Any v
"ina "ina
oo Lan 1 oo LaM 1
"ina rina
o) Lan 2 o) LaM 2
€ Firewal € Firewal
£ PN clients £ WPN clients
M Firewall Traffic ) Firewal ™= Internet o Any 1/
B urn server connections :'T Inkernet {'Ij' Firewaall by Ketio VPN f"

Figure 20.15 Headquarter — default traffic rules for Kerio VPN

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider
by default).

*. | DNS Forwarder McAfee

Proven Seourity™

[V Enable DNS fanwarding
—DMS forwarding

= Forward DNS queries to the server automatically selected from DMS servers known to the operating system

f* Forward DNS queries to the specified DNS server(s)

DMS Serverz): |1'|5.95.2?.'|;'|15.95.22.10 Use semicolons [ ;] to separate individual entries

v Emnable cache for Faster response to repeated queries Clear cache |
v Use custom farwarding Define... |

Figure 20.16 Headquarter — DNS forwarder configuration
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e Enable the Use custom forwarding option and define rules for the
filial.company.com domain. Specify the server for DNS forwarding by
the IP address of the remote firewall host’s interface (i.e. interface connected to
the local network at the other end of the tunnel).

¥ Custom DNS forwarding 7 x|
Domain/Mebwmork. | OMS Serverz)] |
192.168.1.0/256.255.255.0 19216811
filial. compaty. com 192.168.1.1
Add... Edi.. Bemove |
Cancel |

Figure 20.17 Headquarter — DNS forwarding settings

e Set the IP address of this interface (10.1.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the LAN 1 local network. It is not neces-
sary to set DNS server at the interface connected to LAN 2 — DNS configuration
is applied globally to the entire operating system.

e Set the IP address 10.1.1.1 as a primary DNS server also for the other hosts.

Note: For proper functionality of DNS, the DNS database must include records for
hosts in a corresponding local network. To achieve this, save DNS names and IP
addresses of local hosts into the hosts file (if they use IP addresses) or enable co-
operation of the DNS Forwarder with the DHCP server (in case that IP addresses are
assigned dynamically to these hosts). For details, see chapter 5.3.
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Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

i+ Lsge the following |P address:
IF address: [10.1 .1 .1

Subnet magk: I 285 255285, 0

Default gateway: I

€ Dbtain DME semver address autamatizally

i+ Use the fallowing DMS server addresses:

Preferred DMS zerver: I m. 1 o1 01

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 20.18 Headquarter — TCP/IP configuration

at a firewall’s interface connected to the local network
4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate
if no certificate provided by a certification authority is available).

Note: A free subnet which has been selected is now specified automatically in the
VPN network and Mask entries.

For a detailed description on the VPN server configuration, refer to chapter 20.1.
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General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:
WPM network: |1 721710 b ask: |255.255.255.EI

—55L Certificate

Common Mame: |newyu:urk.u:u:umpany.u:u:um

Organization: |Eu:um|:uan_l,l I,

Fingerprint; I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Change 551 Certificate. ..

Figure 20.19 Headquarters — VPN server configuration
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5. Create a passive end of the VPN tunnel (the server of the branch office uses a dy-
namic IP address). Specify the remote endpoint’s fingerprint by the fingerprint of
the certificate of the branch office VPN server.

¥: Add ¥PN Tunnel | x|
General I Advanced |

—General

% MName af the tunnel:

ITunneI to branch office

— Configuration

{~ Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

{* Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Remote endpoint's S50 certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

[Metect remote certificate...

Figure 20.20 Headquarter — definition of VPN tunnel for a filial office

6. Customize traffic rules according to the restriction requirements.

e In the Local Traffic rule, remove all items except those belonging to the local
network of the company headquarters, i.e. except the firewall and LAN 1 and
LAN 2.

¢ Define (add) the VPN clients rule which will allow VPN clients to connect to LAN 1
and to the network of the branch office (via the VPN tunnel).
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Marne Saurce Destination St vice Action | Translation
M Local Traffic = A = & Ay v
= Lan 2 = Lan 2
€ Firewal €2} Firewal
B ven Clients i WP clients o= LA & Any v
5 Tunnel to branch office
B Eranch office 55 Tunnel ko branch office | 7% LAN 1 &, FTP o
&y HTTP
Hy MS-50L
B company headguarters O LA L 55 Tunnel to branch office | Ay y‘"
o= Lan 2
B Firewall Traffic € Firewal = Internet o Any
B service kerio vEn o= Inkernet ﬁ} Firewuall 45 Ketin VPN f"

Figure 20.21 Headquarter — final traffic rules
e Create the Branch office rule which will allow connections to services in LAN 1.

e Add the Company headquarters rule allowing connections from both headquar-
ters subnets to the branch office network..

Rules defined this way meet all the restriction requirements. Traffic which will not
match any of these rules will be blocked by the default rule (see chapter 6.3).

Configuration of a filial office

1. Install WinRoute (version 6.0.0 or later) at the default gateway of the branch office
(“server”).

2. Use Network Rules Wizard (see chapter 6.1) to configure the basic traffic policy in
WinRoute. To keep the example as simple as possible, it is supposed that the access
from the local network to the Internet is not restricted, i.e. that access to all services
is allowed in step 4.

In this case, it would be meaningless to create rules for the Kerio VPN server and/or
the Kerio Clientless SSL-VPN, since the server uses a dynamic public IP address).
Therefore, leave these options disabled in step 5.

This step will create rules for connection of the VPN server as well as for communi-
cation of VPN clients with the local network (through the firewall).
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¥ Network rules Wizard | x|

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 20.22 Filial — no restrictions are applied to accessing the Internet from the LAN

3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

[~ Create riles for Kerio YPM server

[~ Create riles for Kerio Clientless SSLAPN

Figure 20.23 A filial — it is not necessary to create rules for the Kerio VPN server

Mame Source Destination Service Action | Translation
B Local Traffic I Dial-In I Dial-In & Any v
] "
o= Lan 0= LAN
ﬂ-} Fireveall ﬂ-} Firgwall
£ wPH clients £ wPN clients
B Firewal Traffic {'Ij' Firewall = Internet oo Any f"
B ur server connections O™ Internet ﬂ-} Firgwall 4 Kerio YPM y‘"

Figure 20.24 Filial office — default traffic rules for Kerio VPN
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When the VPN tunnel is created, customize these rules according to the restriction
requirements (Step 6).

Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-

warded (primary and secondary DNS server of the Internet connection provider
by default).

.| DNS Forwarder McAfee

Praven Security™

¥ Enable DNS fornwarding
—DMS forwarding

" Fomward DMS quenies to the server automatically selected from DNS servers known bo the operating spstem

% Fomward DNS queries to the specified DNS server(s)

DMS Serverls]: |1 15.95.27.1:115.95.22.10 Usze zemicolons [ ;] to separate individual entries

[¥ Enable cache for faster responze to repeated queries Clear cache |
[+ Use custom fansarding Define... |

Figure 20.25 Filial office — DNS forwarder configuration

e Enable the Use custom forwarding option and define rules for the company.com
domain. Specify the server for DNS forwarding by the IP address of the remote
firewall host’s interface (i.e. interface connected to the local network at the other
end of the tunnel).

¥ Custom DNS forwarding 7 x|
Domain/Mebwmork. | OMS Serverz)] |
10.1.0.0/255.285.0.0 10111
COMPAEnY. com 10.1.1.1
Add... Edi.. Bemove |
Cancel |

Figure 20.26 Filial office — DNS forwarding settings
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e Set the IP address of this interface (192.168.1.1) as a primary DNS server for
the WinRoute host’s interface connected to the local network.

Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

—{% Use the following IP address:
IF address: 192 .188. 1 . 1

Subnet magk: I 285 255285, 0

Default gateway: I

€ Dbtain DME semver address autamatizally

—% Use the following DMS server addresses:

Preferred DMS zerver: I 192 168 . 1 . 1

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 20.27 Filial office — TCP/IP configuration at

a firewall’s interface connected to the local network

e Set the IP address 192.168.1.1 as a primary DNS server also for the other hosts.

Note: For proper functionality of DNS, the DNS database must include records for
hosts in a corresponding local network. To achieve this, save DNS names and IP
addresses of local hosts into the hosts file (if they use IP addresses) or enable co-
operation of the DNS Forwarder with the DHCP server (in case that IP addresses are
assigned dynamically to these hosts). For details, see chapter 5.3.

4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate
if no certificate provided by a certification authority is available).

Note: A free subnet which has been selected is now specified automatically in the
VPN network and Mask entries.
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3 YPN Server | x|

General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:
WPM network: |1 721720 b ask: |255.255.255.EI

—55L Certificate

Common Mame: |server.fiIiaI.u:u:umpan_l,l.u:u:um

Organization: |Eu:um|:uan_l,l I,

Fingerprint; I dac 2725 7E10:18:0f af ag: aa:ch:44:b8:1 74305

Change 551 Certificate. ..

Figure 20.28 Filial office — VPN server configuration
For a detailed description on the VPN server configuration, refer to chapter 20.1.

Create an active endpoint of the VPN tunnel which will connect to the headquar-
ters server (newyork.company.com). Use the fingerprint of the VPN server of the
headquarters as a specification of the fingerprint of the remote SSL certificate.

At this point, connection should be established (i.e. the tunnel should be created).
If connected successfully, the Connected status will be reported in the Adapter info
column for both ends of the tunnel. If the connection cannot be established, we
recommend you to check the configuration of the traffic rules and test availability
of the remote server — in our example, the ping newyork.company.com command
can be used at the branch office server.

Note: If a collision of VPN network and the remote network is detected upon creation
of the VPN tunnel, select an appropriate free subnet and specify its parameters at
the VPN server (see Step 4).

For detailed information on how to create VPN tunnels, see chapter 20.3.
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¥: Add ¥PN Tunnel | x|

General I.-’-'-.dvanu:ed |

—General
% Mame of the tunnel:
ITunneI to company headquarters
— Configuration

{* Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

Inewynrk.cnmpany.cnm
{~ Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Remote endpoint's S50 certificate fingerprint:
I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

Detect remote certificate. ..

Figure 20.29 Filial office — definition of VPN tunnel for the headquarters

6. Add the new VPN tunnel into the Local Traffic rule. It is also possible to remove
the Dial-In interface and the VPN clients group from this rule (VPN clients are not
allowed to connect to the branch office).

Mame Source Destination Service Action | Translation
B Lacal Traffic = ey = & fny o
ﬁ-, Firewall f:j' Firgwall
55 Tunnel ko comparry headquarters [§5 Tunnel to comparry b
B Firewall Traffic 1':’ Firewall E‘: Inkernet o Any \/
B service Kerio ven :'T Internet 'E:j' Firewall 4 Kerio PN \/

Figure 20.30 Filial office — final traffic rules
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Note: It is not necessary to perform any other customization of traffic rules. The
required restrictions should be already set in the traffic policy at the server of the
headquarters.

VPN test

Configuration of the VPN tunnel has been completed by now. At this point, it is recom-
mended to test availability of the remote hosts from each end of the tunnel (from both
local networks).

For example, the ping or/and tracert operating system commands can be used for this
testing. It is recommended to test availability of remote hosts both through IP addresses
and DNS names.

If a remote host is tested through IP address and it does not respond, check configura-
tion of the traffic rules or/and find out whether the subnets do not collide (i.e. whether
the same subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when
a corresponding DNS name is tested, then check configuration of the DNS.

20.6 Example of a more complex Kerio VPN configuration

In this chapter, an example of a more complex VPN configuration is provided where
redundant routes arise between interconnected private networks (i.e. multiple routes
exist between two networks that can be used for transfer of packets).

The only difference of Kerio VPN configuration between this type and VPN with no re-
dundant routes (see chapter 20.5) is setting of routing between endpoints of individual
tunnels. In such a case, it is necessary to set routing between individual endpoints of
VPN tunnels by hand. Automatic route exchange is inconvenient since Kerio VPN uses
no routing protocol and the route exchange is based on comparison of routing tables at
individual endpoints of the VPN tunnel (see also chapter 20.4). If the automatic exchange
is applied, the routing will not be ideal!

For better reference, the configuration is here described by an example of a company
with a headquarters and two filial offices with their local private network interconnected
by VPN tunnels (so called triangle pattern). This example can be then adapted and ap-
plied to any number of interconnected private networks.

The example focuses configuration of VPN tunnels and correct setting of routing be-
tween individual private networks (it does not include access restrictions). Access re-
strictions options within VPN are described by the example in chapter 20.5.
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Specification

The network follows the pattern shown in figure 20.31.

Company q
Branch Office 1 LAM 1
Headquarters enden 172.16.1.0¢
Mew York : i - 255,255 255.0
-
""_‘:"‘1 1721614 |
LAN 1 | e —
(ERN-T i
(‘_75:\ FLE. 2550 #/.-1115_9521_55. 182y —L___ LAN 2
\\‘h—-r - 17Z048, 2.0/

Emeidm.mnpunr.mn 255,355 2550

ETTEEE R e

p— N = =Y TEIR Y|
[_tod.z1 L\LQ_T‘

LAM 2 _,: w-newpar k. company. com
10,1 2.0,
255,255 2550

Internet

Branch Office 2

Paris
192 168.1.19 |
LAN

1o l&a.1.0/
255.355.255.0

Figure 20.31 Example of a VPN configuration — a company with two filials

The server (default gateway) uses the fixed IP address 63.55.21.12 (DNS name is
gw-newyork.company.com). The server of one filial uses the IP address 115.95.27.55
(DNS name gw-Tondon. company . com), the other filial’s server uses a dynamic IP address
assigned by the ISP.

The headquarters uses the DNS domain company.com, filials use subdomains
santaclara.company.com and newyork.company.com. Configuration of individual lo-
cal networks and the IP addresses used are shown in the figure.

Common method
The following actions must be taken in all local networks (i.e. in the main office and both
filials):

1. WinRoute in version 6.1.0 or higher must be installed at the default gateway. Older
versions do not allow setting of routing for VPN tunnels. Therefore, they cannot be
used for this VPN configuration (see figure 20.31).
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Note: For eachinstallation of WinRoute, a separate license for corresponding number
of users is required! For details see chapter 4.

Configure and test connection of the local network to the Internet. Hosts in the local
network must use the WinRoute host’s IP address as the default gateway and as the
primary DNS server.

If it is a new (clean) WinRoute installation, it is possible to use the traffic rule wizard
(refer to chapter 6.1).

For detailed description of basic configuration of WinRoute and of the local network,
refer to the Kerio WinRoute Firewall — Step By Step document.

In configuration of DNS Forwarder, set DNS forwarding rules for domains of the
other filials. This enables to access hosts in the remote networks by using their DNS
names (otherwise, it is necessary to specify remote hosts by IP addresses).

To provide correct forwarding of DNS requests from a WinRoute host, it is necessary
to use an IP address of a network device belonging to the host as the primary DNS
server. In DNS Forwarder configuration, at least one DNS server must be specified
to which DNS queries for other domains (typically the DNS server of the ISP).

Note: For proper functionality of DNS, the DNS database must include records for
hosts in a corresponding local network. To achieve this, save DNS names and IP
addresses of local hosts into the hosts file (if they use IP addresses) or enable co-
operation of the DNS Forwarder with the DHCP server (in case that IP addresses are
assigned dynamically to these hosts). For details, see chapter 5.3.

In the Interfaces section, allow the VPN server and set its SSL certificate if necessary.
Note the fingerprint of the server’s certificate for later use (it will be required for
configuration of the VPN tunnels in the other filials).

Check whether the automatically selected VPN subnet does not collide with any local
subnet in any filial and select another free subnet if necessary.

Note: With respect to the complexity of this VPN configuration, it is recommended
to reserve three free subnets in advance that can later be assigned to individual VPN
Servers.

Define the VPN tunnel to one of the remote networks. The passive endpoint of the
tunnel must be created at a server with fixed public IP address. Only active endpoints
of VPN tunnels can be created at servers with dynamic IP address.

Set routing (define custom routes) for the tunnel. Select the Use custom routes only
option and specify all subnets of the remote network in the custom routes list.
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If the remote endpoint of the tunnel has already been defined, check whether the
tunnel was created. If not, refer to the Error log, check fingerprints of the certificates
and also availability of the remote server.

Follow the same method to define a tunnel and set routing to the other remote
network.

Allow traffic between the local and the remote networks. To allow any traffic, just
add the created VPN tunnels to the Source and Destination items in the Local traf-
fic rule. Access restrictions options within VPN are described by the example in
chapter 20.5.

Test reachability of remote hosts in both remote networks. To perform the test, use
the ping and tracert system commands. Test availability of remote hosts both
through IP addresses and DNS names.

If a remote host is tested through IP address and it does not respond, check config-
uration of the traffic rules or/and find out whether the subnets do not collide (i.e.
whether the same subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when
a corresponding DNS name is tested, then check configuration of the DNS.

The following sections provide detailed description of the Kerio VPN configuration both
for the headquarter and the filial offices.

Headquarters configuration

1.

Install WinRoute (version 6.1.0 or higher) at the default gateway of the headquarters
network.

Use Network Rules Wizard (see chapter 6.1) to configure the basic traffic policy in
WinRoute. To keep the example as simple as possible, it is supposed that the access
from the local network to the Internet is not restricted, i.e. that access to all services
is allowed in step 4.

In step 5, select Create rules for Kerio VPN server. Status of the Create rules for Kerio
Clientless SSL-VPN option is irrelevant (this example does not include Clientless SSL-
VPN interface’s issues).

This step will create rules for connection of the VPN server as well as for communi-
cation of VPN clients with the local network (through the firewall).
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¥ Network rules Wizard | x|

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 20.32 Headquarters — no restrictions are

applied to accessing the Internet from the LAN

3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

v Create riles for Kerio YPM server

[¥ Create riles for Kerio Clientless SSLAPN

Figure 20.33 Headquarter — creating default traffic rules for Kerio VPN

Marne Saurce Destination SErvice Action | Translation
B Local Traffic 7 Dia-In & Dial-In & any v
e e
oo LAN L O LAN
e e
oy LAN 2 ooy LAN 2
ﬁj Firewall ﬁj Fireveall
£ VPN dlients £ vPn dlients
B Firewall Traffic €D Firewall 0= Inkernet & Any o
B urn server connections E"r Internet ﬁj Fireveall “4; Kerio VPN 1/

Figure 20.34 Headquarter — default traffic rules for Kerio VPN
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3. Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider
by default).

*.| DNS Forwarder McAfee

Praven Security”

[V Enable DNS forwarding
—DMS forwarding

= Fomward DNS queries to the server automatically selected from DMNS servers known to the operating system

% Fonward DMS queries to the specified DNS server(z)

DMS Serverlz): |83.55.21 J1:63.55.1.10 se zemicolons [ ; ] to separate individual entries

[+ Enable cache for faster responge to repeated queries Clear cache |
v Use custom forwarding Define... |

Figure 20.35 Headquarter — DNS forwarder configuration

e Enable the Use custom forwarding option and define rules for the
santaclara.company.com and nhewyork.company.com. domains. To
specify the forwarding DNS server, always use the IP address of the WinRoute
host’s inbound interface connected to the local network at the remote side of

the tunnel.
¥ Custom DNS Forwarding | x|
Comain/Metwark. | DMS Server(s) |
172.16.0.0/255,255.0.0 172.16.1.1
192,168,1.0/255,255,255.0 192,1658.1.1
paris, comparn, Com 192,1658.1.1
london, company, com 172.16.1.1
add. .. Edit. .. Remove
............................ ok ||  Cancel

Figure 20.36 Headquarter — DNS forwarding settings
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e Set the IP address of this interface (10.1.1.1) as a primary DNS server for the
WinRoute host’s interface connected to the LAN 1 local network. It is not neces-
sary to set DNS at the interface connected to LAN 2.

Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

—{% Use the following IP address:
IF address: [10.1 .1 .1

Subnet magk: I 285 255285, 0

Default gateway: I

€ Dbtain DME semver address autamatizally

—% Use the following DMS server addresses:

Preferred DMS zerver: I m. 1 o1 01

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 20.37 Headquarter — TCP/IP configuration

at a firewall’s interface connected to the local network

e Set the IP address 10.1.1.1 as a primary DNS server also for the other hosts.
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4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate
if no certificate provided by a certification authority is available).

Note: A free subnet which has been selected is now specified automatically in the
VPN network and Mask entries. Check whether this subnet does not collide with any
other subnet in the headquarters or in the filials. If it does, specify a free subnet.

3 YPN Server | x|

General IDNS |.-i'-.|:|van|:ed |

[¥ Enable%PN server

—IP addresz aszignment

Azzigh [P addreszes to VPN clients using network:

WP etk I'I?2.'I?.'I.EI Mask: |255.255.255.EI

—55L Certificate
Common Mame: |newyu:urk.u:u:umpany.u:u:um
Organization: |Eu:um|:uan_l,l I,
Fingerprint; I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Change 551 Certificate. ..

Figure 20.38 Headquarters — VPN server configuration

For a detailed description on the VPN server configuration, refer to chapter 20.1.
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5. Create a passive endpoint of the VPN tunnel connected to the London filial. Use
the fingerprint of the VPN server of the London filial office as a specification of the
fingerprint of the remote SSL certificate.

General I Advanced |

—aeneral

% Mame of the bunnel:

ITunneI ko London

—Zonfiguration

{~ Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

{+ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05
Femote endpoint's S50 certificate fingerprink:

IE'I BF83: V099787 6 d2: VA 53 b3 be:b1: 1

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate, .,

Figure 20.39 Headquarter — definition of VPN tunnel for the London filial

On the Advanced tab, select the Use custom routes only option and set routes to the
subnets at the remote endpoint of the tunnel (i.e. in the London filial).

Warning: In case that the VPN configuration described here is applied see fig-
ure 20.31) it is not recommended to use automatically provided routes! In case
of an automatic exchange of routes, the routing within the VPN is not be ideal (for
example, any traffic between the headquarters and the Paris filial office is routed via
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the London filial whereas the tunnel between the headquarters and the Paris office
stays waste.

¥: Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

London - LA 1 172.16.1.0 255,255,255.0

London - LAN 2 172.16.2.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 20.40 The headquarters — routing configuration

for the tunnel connected to the London filial
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6. Use the same method to create a passive endpoint for the tunnel connected to the

Paris filial.
¥: Add ¥PN Tunnel | x|

General I.ﬁ.dvanced |

—aeneral

% Mame of the bunnel:

ITunneI ko Paris

—Zonfiguration

{~ Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

{+ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Femote endpoint's S50 certificate fingerprink:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate, .,

Figure 20.41 The headquarters — definition of VPN tunnel for the Paris filial

On the Advanced tab, select the Use custom routes only option and set routes to the
subnets at the remote endpoint of the tunnel (i.e. in the Paris filial).

7. Add the new VPN tunnels into the Local Traffic rule.
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¥: Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description | Metwork, | Mask, |
Paris - LAM 192.165.1.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 20.42 The headquarters — routing

configuration for the tunnel connected to the Paris filial

Mame Source Destination Service Action | Translakion
B Local Traffic * Dial-In ™ Dial-In & Any v

" e

= Lan 1 = Lan 1

rme rme

=LAz = Lan

€3 Firewall € Firewall

£ WPM clients £ WPM clients

55 Tunnel to London 55 Tunnel to London

55 Tunnel to Paris S5 Tunnel to Paris
B Firewall Traffic ﬁ} Firewall E'T Inkernet £ Any \/
B service Kerio vPn E‘T Inkernek @ Firgwall 4y Ketio VPN 1/

Figure 20.43 Headquarter — final traffic rules
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Configuration of the London filial

1. Install WinRoute (version 6.1.0 or higher) at the default gateway of the filial’s net-
work.

2. Use Network Rules Wizard (see chapter 6.1) to configure the basic traffic policy in
WinRoute. To keep the example as simple as possible, it is supposed that the access
from the local network to the Internet is not restricted, i.e. that access to all services
is allowed in step 4.

In step 5 of the wizard, select the Create rules for Kerio VPN server option (setting
of the Create rules for Kerio Clientless SSL-VPN option is not regarded here).

¥ Network rules Wizard | x|

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Park IDestinatiDn Park |
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75 b
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 20.44 The London filial — no restrictions

are applied to accessing the Internet from the LAN

3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

v Create riles for Kerio YPM server

[~ Create riles for Kerio Clientless SSLAPN

Figure 20.45 The London filial office — creating default traffic rules for Kerio VPN
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This step will create rules for connection of the VPN server as well as for communi-

cation of VPN clients with the local network (through the firewall).

Mame Source Destination Service Action | Translation
B Local Traffic ™ Dial-In ™= Dial-In o Any of
&% Lan 1 = a1
o= LAz =LAz
) Firewal ) Firewal
£ wPH clients £ wPN clients
B Firewal Traffic 2} Firewal O Inkernet & any v
E YPM server connections | Internet Firewall '-.'ﬁ; Kerio YPN
| s |

Figure 20.46 The London filial office — default traffic rules for Kerio VPN

3. Customize DNS configuration as follows:

e In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider

by default).

.| DNS Forwarder McAfee

Proven Security™

¥ Enable DNS fanwarding
—DMS forwarding

f* Forward DNS queries to the specified DNS server(s)

OMHS Serverz): |115.95.2?.1;115.95.22.10 Use semicolons [ ;] to separate individual entries

v Emnable cache for Faster response to repeated queries Clear cache |
v Use custom forwarding Define... |

= Forward DMS queries to the server automatically selected from DMS servers known to the operating spstem

Figure 20.47 The London filial office — DNS forwarder configuration

e Enable the Use custom forwarding option and define rules for the company.com
and newyork.company.com domains. To specify the forwarding DNS server, al-
ways use the IP address of the WinRoute host’s inbound interface connected to

the local network at the remote side of the tunnel.

e Set the IP address of this interface (172.16.1.1) as a primary DNS server for
the WinRoute host’s interface connected to the LAN 1 local network. It is not

necessary to set DNS at the interface connected to LAN 2.

e Set the IP address 172.16.1.1 as a primary DNS server also for the other hosts.
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¥ Custom DNS Forwarding | x|

Comain/Metwark. |DNS Server(s) |
10.1.0.0/255,255.0.0 101,11
192.168,1,0/255,255,255,0 192,168.1.1
COMpanty . com 10.1.1.1
paris, comparn, Com 192,1658.1.1
add. .. Edit. .. Remove

oK, Cancel

Figure 20.48 The London filial office — DNS forwarding settings

Enable the VPN server and configure its SSL certificate (create a self-signed certificate
if no certificate provided by a certification authority is available).

Note: A free subnet which has been selected is now specified automatically in the
VPN network and Mask entries. Check whether this subnet does not collide with any
other subnet in the headquarters or in the filials. If it does, specify a free subnet.

3 YPN Server | x|

General IDNS |.ﬁ.dvanced |

¥ Enable YPM server

—IP address assignment

Assign IP addresses ko WPR clients using nekwork:
WP network: |1?2. 17.2.0 Mask: |255.255.255.EI

—33L Certificate

Comman Mame: | 9w-london, companty, com

Organizakion: | Company Inc.

Fingerprint: IE'I B8R 83: Y o997 87 6hd2: VA 53 b be:b 1 1

Zhange 33L Certificate. ..

Figure 20.49 The London filial office — VPN server configuration
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For a detailed description on the VPN server configuration, refer to chapter 20.1.

5. Create an active endpoint of the VPN tunnel which will connect to the headquar-
ters server (newyork.company.com). Use the fingerprint of the VPN server of the
headquarters as a specification of the fingerprint of the remote SSL certificate.

¥: Add ¥PN Tunnel | x|

General I.ﬁ.dvanced |

—aeneral

% Mame of the bunnel:

ITunneI ko company headquarters

—Zonfiguration

{* Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

Igw-newynrk.mmpany.cnm
{~ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IE'I B8R 83: Y o997 87 6hd2: VA 53 b be:b 1 1

Femote endpoint's S50 certificate fingerprink:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate. . |

Zancel |

Figure 20.50 The London filial office — definition of VPN tunnel for the headquarters
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On the Advanced tab, select the Use custom routes only option and set routes to
headquarters’ local networks.

¥: Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

Zompany Headquarters - LAMN 1 10.1.1.0 255,255,255.0

Company Headquarters - LAM 2 10.1.2.0 255,255,255.0
add. .. Edit. .. | Remove |

Figure 20.51 The London filial — routing configuration

for the tunnel connected to the headquarters

At this point, connection should be established (i.e. the tunnel should be created).
If connected successfully, the Connected status will be reported in the Adapter info
column for both ends of the tunnel. If the connection cannot be established, we
recommend you to check the configuration of the traffic rules and test availability of
the remote server — in our example, the ping gw-newyork.company.com command
can be used at the London branch office server.
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6. Create a passive endpoint of the VPN tunnel connected to the Paris filial. Use the fin-
gerprint of the VPN server of the Paris filial office as a specification of the fingerprint
of the remote SSL certificate.

¥: Add ¥PN Tunnel | x|
General I Advanced |

—aeneral

% Mame of the bunnel:

ITunneI ko Paris

—Zonfiguration

{~ Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

{+ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IE'I B8R 83: Y o997 87 6hd2: VA 53 b be:b 1 1

Femote endpoint's S50 certificate fingerprink:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate, .,

Figure 20.52 The London filial office — definition of VPN tunnel for the Paris filial office

On the Advanced tab, select the Use custom routes only option and set routes to
Paris’ local networks.

Add the new VPN tunnels into the Local Traffic rule. It is also possible to remove the
Dial-In interface and the VPN clients group from this rule (supposing that all VPN
clients connect to the headquarters’ server).
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¥: Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description | Metwork, | Mask, |
Paris - LAM 192.165.1.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 20.53 The London filial — routing configuration

for the tunnel connected to the Paris branch office

Mame Source Destination Service Action | Translation
M Local Traffic o= Lan = & Any 4
" ne rma
== Lz AT
€0 Firewal €2} Firgwal
&; Tunnel ta campary headquarkers &; Tunnel ko campany heal
5 Tunnel to Paris S5 Tunnel ko Paris
H Fircwal Traffic 'ﬂ) Firewall E': Inkernet & Any \/
B service Kerio vEn [‘T Inkernet ﬂ} Firgwall 4 Ketio YPN \/

Figure 20.54 The London filial office — final traffic rules
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Configuration of the Paris filial

1.

Install WinRoute (version 6.1.0 or higher) at the default gateway of the filial’s net-
work.

Use Network Rules Wizard (see chapter 6.1) to configure the basic traffic policy in
WinRoute. To keep the example as simple as possible, it is supposed that the access
from the local network to the Internet is not restricted, i.e. that access to all services
is allowed in step 4.

¥ Network rules Wizard | x|

Cutbound Policy - page 4 of &

Select how you wank to restrick users in the LAN when accessing the Internet

% Allow access o all services (no limitakions)

{ Allowe access ko the Following services only:

Service IF‘ru:utu:u:u:uI IS:::uru:e Pk IDestinatiDn Pk -
HTTF TCP Ay &0
HTTPS TCP Ay 443
FTF  TCP Ay 21
SMTP TCP Ay 75
DNS  TCPIUDP  Any 53
POPZ TCP Ay 110 =l

Figure 20.55 The Paris filial — no restrictions are

applied to accessing the Internet from the LAN

In this case, it would be meaningless to create rules for the Kerio VPN server and/or
the Kerio Clientless SSL-VPN, since the server uses a dynamic public IP address).
Therefore, leave these options disabled in step 5.

3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

[~ Create riles for Kerio YPM server

[~ Create riles for Kerio Clientless SSLAPN

Figure 20.56 The Paris filial — default rules for Kerio VPN will not be created
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3. Customize DNS configuration as follows:

In configuration of the DNS Forwarder in WinRoute, specify DNS servers to which
DNS queries which are not addressed to the company.com domain will be for-
warded (primary and secondary DNS server of the Internet connection provider
by default).

*.| DNS Forwarder McAfee

Praven Socurity™

¥ Enable DNS fonwarding
—DMS fonwarding

(" Forward DNS queries to the server automatically selected from DMS servers known to the operating system

% Fomward DMS quenies to the specitied DNS serverlz)

DS Servers): I'I 15.95.27.1.115.85.2210 Uze semicolons [ ;] to separate individual entries

[V Enable cache for faster response to repeated queries Clear cache |
[V Uze customn forwarding Define... |

Figure 20.57 The Paris filial office — DNS forwarder configuration

Enable the Use custom forwarding option and define rules for the company.com
and santacTara.company.com domains. Specify the server for DNS forwarding
by the IP address of the remote firewall host’s interface (i.e. interface connected
to the local network at the other end of the tunnel).

¥ Custom DNS Forwarding | x|

Comain/Metwark. |DNS Server(s) |
10.1.0.0/255,255.0.0 10.1.1.1
172.16.0.0/255,255,255.0 172.16.1.1
COMpanty . com 10.1.1.1
london, company, com 172.16.1.1
add. .. Edit. .. Remove

Zancel

Figure 20.58 The Paris filial office — DNS forwarding settings
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e Set the IP address of this interface (172.16.1.1) as a primary DNS server for
the WinRoute host’s interface connected to the LAN 1 local network. It is not
necessary to set DNS at the interface connected to LAN 2.

e Set the IP address 172.16.1.1 as a primary DNS server also for the other hosts.

4. Enable the VPN server and configure its SSL certificate (create a self-signed certificate
if no certificate provided by a certification authority is available).

Note: A free subnet which has been selected is now specified automatically in the
VPN network and Mask entries. Check whether this subnet does not collide with any
other subnet in the headquarters or in the filials. If it does, specify a free subnet.

3 YPN Server | x|

General IDNS |.ﬁ.dvanced |

¥ Enable YPM server

—IP address assignment

Assign IP addresses ko WPR clients using nekwork:
WP network: |1?2. 17.3.0 Mask: |255.255.255.EI

—33L Certificate

Carmrman Marme: | QW-paris, COmpan' . Com

Organizakion: | Company Inc.

Fingerprint: IFS:da:4d:1u::F?:FI:::I:uB:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

Zhange 33L Certificate. ..

Figure 20.59 The Paris filial office — VPN server configuration
For a detailed description on the VPN server configuration, refer to chapter 20.1.

5. Create an active endpoint of the VPN tunnel which will connect to the headquar-
ters server (newyork.company.com). Use the fingerprint of the VPN server of the
headquarters as a specification of the fingerprint of the remote SSL certificate.

On the Advanced tab, select the Use custom routes only option and set routes to
headquarters’ local networks.

At this point, connection should be established (i.e. the tunnel should be created).
If connected successfully, the Connected status will be reported in the Adapter info
column for both ends of the tunnel. If the connection cannot be established, we
recommend you to check the configuration of the traffic rules and test availability
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of the remote server — in our example, the ping gw-sanfrancisco.company.com
command can be used at the Paris branch office server.

¥: Add ¥PN Tunnel | x|
General I Advanced |

—aeneral

% Mame of the bunnel:

ITunneI ko company headquarters

—Zonfiguration

{* Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

Igw-newynrk.mmpany.cnm
{~ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

Femote endpoint's S50 certificate fingerprink:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate. .

Figure 20.60 The Paris filial office — definition of VPN tunnel for the headquarters
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¥: Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing

Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

Zompany Headquarters - LAMN 1 10.1.1.0 255,255,255.0

Company Headquarters - LAM 2 10.1.2.0 255,255,255.0
add. .. Edit. .. | Remove |

Figure 20.61 The Paris filial — routing configuration

for the tunnel connected to the headquarters
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6. Create an active endpoint of the tunnel connected to London (server
gw-Tondon.company.com). Use the fingerprint of the VPN server of the Lon-
don filial office as a specification of the fingerprint of the remote SSL certificate.

#: Add ¥PN Tunnel Ed
General I.ﬁ.dvanced |

—aeneral

% Mame of the bunnel:

ITunneI ko London

—Zonfiguration

{* Actively connect to the remote endpoint

Select this if wou can specify the hostname or IP address of the remote endpaink
and the remaote endpoint can accept incoming connections,

Femote endpoint hostname or IP address:

Igw-lundun.cumpany.cum
{~ Passively accept the connection only

Select this if the remote endpoint uses dynamic IP address or is unable to accept
incoming conneckions.,

—3ettings For remoke endpoint

Local endpoint's S5L certificate fingerprint:

IFS:da:4d:1u::F?:FI:::I::S:EuEu:?Q:?S:::?:aI:::Fl:ca:42:6a

Femote endpoint's S50 certificate fingerprink:

Iel:BF:89:?u::FQ:9?:8?:6F:|:|2:?4:FF:53:I:|9:I:|E:I:|1:1|:

The authenticity of the remaote endpoint during the creation of a tunnel session is
verified by checking its public 551 certificate - the fingerprint of the certificate received
fFram the remote endpoint must match the fingerprint entered here,

Detect remote certificate. . |

(] 4 Zancel |

Figure 20.62 The Paris filial office — definition of VPN tunnel for the London filial office
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On the Advanced tab, select the Use custom routes only option and set routes to
London’s local networks.

¥: Add ¥PN Tunnel | x|

General |F'.l:|van|:ed |

—Routing
Here wou may define the remote networks that will be accessible from the local network,
through the YPR tunnel,

" Use roukes automatically provided by the remoke endpaint
" Use both auktomatically provided and custom routes

% Use cuskomn roukes only

—i—usktom Routes

Description Metwork, Mask,

London - LA 1 172.16.1.0 255,255,255.0

London - LAN 2 172.16.2.0 255,255,255.0
add. .. | Edit. .. | Remove |

Figure 20.63 The Paris filial — routing configuration

for the tunnel connected to the London branch office

Like in the previous step, check whether the tunnel has been established success-
fully, and check reachability of remote private networks (i.e. of local networks in the

London filial).

7. Add the new VPN tunnels into the Local Traffic rule. It is also possible to remove
the Dial-In interface and the VPN clients group from this rule (VPN clients are not

allowed to connect to this branch office).

Mame Source Destination Service Action | Translation
M Lacal Traffic =LA = & Any v
€3 Firewal € Firewal
55 Tunnel to company headguarters 5:; Tunnel ko company hea
55 Tunnel to London 55 Tunnel to London
B Firewall Traffic €3 Firewal ™ Internet & any v
B service kerio vpN E'T Inkernet 'EB Firewall ) Kerig WPH \/

Figure 20.64 The Paris filial office — final traffic rules
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VPN test

The VPN configuration has been completed by now. At this point, it is recommended to
test reachability of the remote hosts in the other remote networks (at remote endpoints

of individual tunnels).

For example, the ping or/and tracert operating system commands can be used for this

testing.
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Chapter 21
Kerio Clientless SSL-VPN

Kerio Clientless SSL-VPN (thereinafter SSL-VPN) is a special interface used for secured
remote access to shared items (files and folders) in the network protected by WinRoute
via a web browser.

To a certain extent, the SSL-VPN interface is an alternative to Kerio VPN Client (see chap-
ter 20). Its main benefit is that it enables an immediate access to a remote network from
any location without any special application having been installed and any configuration
having been performed (that’s the reason for calling it clientless). The main disadvan-
tage of this alternative is that network connections are not transparent. SSL-VPN is, in
a manner, an alternative to the My Network Places system tool ) — it does not enable
access to web servers or other services in a—remote network.

SSL-VPN is suitable for an immediate access to shared files in remote networks in such
environments where it is not possible or useful to use Kerio VPN Client.

21.1 Configuration of WinRoute’s SSL-VPN

Usage of SSL-VPN is conditioned by membership of the WinRoute host in the corre-
sponding domain (Windows NT or Active Directory). User accounts that will be used for
connections to SSL-VPN must be authenticated at the domain (it is not possible to use
local authentication). This implies that SSL-VPN cannot be used for accessing shared
items in multiple domains or to items at hosts which are not members of any domain.

SSL-VPN configuration

The SSL-VPN interface can be enabled/disabled on the Web Interface / SSL-VPN in the
Configuration / Advanced Options section.

42| Advanced Options McAfee

Til? Proven Seasity™

Security Setings | Web Interface / S5LVPM IUpdate Checks | SMTPRelay | Quota/Stabistics I P2P Elirniniator |

¥ Enable Kerio Clientless SSLAPN server Advanced... |

Figure 21.1 Configuration of the SSL-VPN interface

’7Kerin Clientless S5L-WPM
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Click Advanced to open a dialog where port and SSL certificate for SSL-VPN can be set.

¥: SSL-¥PN Advanced Options | x|

—TCF Part
S5L-PM zerver TCP port; |443
—55L Certificate

Common Mame: |firewall.u:u:umpan_l,l.|:cum

Organization: |Eu:um|:uan_l,l I,

Change 551 Certificate. .. |

ak Cancel |

Figure 21.2 Setting of TCP port and SSL certificate for SSL-VPN

SSL-VPN’s default port is port 443 (standard port of the HTTPS service).

Click Change SSL Certificate to create a new certificate for the SSL-VPN service or to
import a certificate issued by a trustworthy certification authority. When created, the
certificate is saved as ssTvpn.crt and the corresponding private key as sslvpn.key.
The process of creating/importing a certificate is identical as the one for WinRoute’s
interface or the VPN server, addressed in detail in chapter 11.1.

HINT: Certificates for particular server name issued by a trustworthy certification au-
thority can also be used for the Web interface and the VPN server — it is not necessary
to use three different certificates.

Allowing access from the Internet

Access to the SSL-VPN interface from the Internet must be allowed by defining a traffic
rule allowing connection to the firewall’s HTTPS service.

I ame Source Dreztination Service Action

B ssLvPd 0| 7 Intemet €3 Firewal Sy HTTPS v

Figure 21.3 Traffic rule allowing connection to the SSL-VPN interface
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Note: If the port for SSL-VPN interface is changed, it is also necessary to modify the
Service item in this rule!

21.2 Usage of the SSL-VPN interface

For access to the interface, most of common graphical web browsers can be
used (however, we recommend to use Microsoft Internet Explorer version 6.0 or
Netscape/Mozilla/Firefox/SeaMonkey with the core version 1.3 and later). Specify URL
in the browser in the

https://server/

format, where server represents the DNS name or IP address of the WinRoute host.
If SSL-VPN uses another port than the default port for HTTPS (443), it is necessary to
specify the used port in the URL, e.g.

https://server:12345/

Upon a connection to the server, the SSL-VPN interface’s welcome page is displayed
localized to the language set in the browser. If the language defined as preferred is not
available, the English version will be used.

For access to the network by SSL-VPN, authentication to the particular domain at the
login page by username and password is required. Any operations with shared files and
folders are performed under the identity of the user currently logged in.

KerioElietiessSSLV/PN

Login to Kerio Clientless SSL-¥PN:

Mame: |jsmith@cumpany.cum
Password: |********
Lagin

Figure 21.4 Clientless SSL-VPN — login dialog

Method of specification of the login name depends on the configuration of user accounts
in WinRoute (see chapter 13):

e If an account is stored in the local user database, the username must be specified
without the domain (e.g. jsmith).

o If it is a mapped Active directory domain which is set as primary (or if only one
domain is mapped), it is possible to specify username either leaving out the domain
(jsmith) or with the domain (jsmith@company. com).
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e If it is a mapped Active Directory domain which is not set as pri-
mary, the domain must be included in the username specification (e.g.
sidneywashington@usoffice.company.com).

Handling files and folders

The way the SSL-VPN interface is handled is similar to how the My Network Places system
window is used.

Kerio€Elienti&sSSSLVPN < KERIO
% ) - jsmith@comparnry.com
45 Current path: |'I,'I,2benes'l,|ncome D 4 Logout
MNavigation tree Al O Name = Size Changed Description
" Entire netwark = o onetevertp
w0 COMPANY r 3 S4MewFolderizs IR 05/09/2005 0F:46 PM
=) zbenes =| W 3 NewFolder DIR  05/12/2005 09:05 AM
= income r 03 MewFalderzza IR 05/09/2005 06:23 PM
7 S4MewFolder123 [l 3 MewFoldergw '02 DIR 05/10/2005 03:26 AM
[ MewFolder r 03 MewFolderw IR 05/09/2005 06:44 PM
(7 MewFolderz23 ha - 03 gwe DIk 05/12/2005 11:46 AM
Tasks Al O abaut.prig 4kE  05/11/2005 01:57 PM
(23 Rename r adblock filkers SkE 0500902005 01;02 FM
5 Mave ta - ColotPic.exe 150kEB  0S5/09/2005 01:04 PM
@ Copy to r cs.def 13 kE 05/12/2005 07:59 AM
% Delete - debug.log 1kBE  05/10/2005 12:41 PM
3 Mew Falder r evCspd exe 59125 kB  05/09/2005 01:07 PM
ﬁ Upload [} home030.zip 9 766 kB 05/09/2005 01:03 PM
(% Add b bookmarks r internal-kwf-6,1.0-b1-78-win.exe 21103 kB 05/09/2005 01:13 PM
[} neskoy, zip 93 kB 05/10/2005 12:19 PM
Bookmarks 4] r TryDock.lag 0kB 05/11/2005 11:11 AM
(1] Manage bookmarks
V\zbeneslincome

Figure 21.5 Clientless SSL-VPN — main page

At the top of the page, an entry is available, where location of the demanded shared item
(so called UNC path) can be specified — for example:

\\server\folder\subfolder

All shared items in the domain can be browsed using a so called navigation tree on the
left. The navigation tree is linked to the entry (this means that in the entry, the path
associated with the selected item in the tree is displayed, and vice versa — if a path is
entered in the line, a corresponding item is selected in the tree).

Right under the navigation tree, actions available for the specified location (i.e. for the
selected item or folder) is provided. The basic functions provided by the SSL-VPN inter-
face are download of a selected file to the local host (the host where the user’s browser
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is running) and uploading a file from the local host to a selected location in the remote
domain (the user must have write rights for the destination). Downloading or uploading
of more than one file or of entire folders is not possible.

For files, any standard functions, such as copying, renaming, moving and removals, are
still available. Files can be copied or moved within the frame of shared files in the
particular domain.

In a selected location, empty folders can be created and deleted. It is not possible to
move or copy folders.

Antivirus control

If at least one antivirus is enabled in WinRoute (see chapter 10), all files uploaded to
remote hosts are automatically scanned for viruses. For connection speed reasons, files
downloaded to local hosts from remote networks are not scanned by antiviruses (files
downloaded from private networks are considered as trustworthy).

Bookmarks

For quick access to frequently used network items, so called bookmarks can be cre-
ated. Bookmarks work on principles similar to the Favorites tool in Windows operating
systems.

Bookmarks can be created for currently selected location (i.e. for the path displayed in
the entry) and it is also possible to specify demanded UNC path by hand in the bookmark
definition section. It is recommended to label by a short unique name — this will help
you with the bookmarks maintenance, especially if more bookmarks are used. If the
name is not specified, the bookmark will be listed in the list of bookmarks under the
UNC path.
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Chapter 22
Troubleshooting

This chapter provides several helpful tips for solving of problems which might arise
during WinRoute deployment.

22.1 Detection of incorrect configuration of the default gateway

One of the most common problems ocurred in WinRoute implementation is incorrect
configuration of default gateways in the operating system by the computer where
WinRoute is installed. Therefore, WinRoute (since 6.2.0) automatically detects config-
uration of default gateways in the system. If an incorrect configuration is detected (i.e.
more than one default gateway is defined in the system), the following alert is displayed
upon the next login to the Administration Console.

#: Administration Console for Kerio WinRoute Firewall E3 |

& Multiple default gateways detected!

Kerio WinRoute Firewall has detected that mulkiple
default gateways are configured on the machine.
This is often incorrect as the defaulk gateway should
be tvpically configured only on the interface that is
connected to the Internet, On all okher interfaces it
should be left blank, Please review your Windows
TCPJIP configuration,

[~ Inthe future, do nok show this message.

Figure 22.1 An alert pointing at incorrect configuration of the default gateway

In such a case, it is necessary to check TCP/IP configuration at all interfaces of the
WinRoute’s host. One of the indicators that may help you detect incorrect settings can
be listing of the system routing table by using the route print command (the default
gateway is displayed as a path to the destination network 0.0.0.0 with subnet mask
0.0.0.0). The default gateway must be set only on the interface connected to the Internet
(in accordance with information provided by the ISP). If any default gateway is set at
other network interface(s), the configuration is wrong.
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Once configuration of network interfaces is corrected, it is not necessary to restart the
computer or WinRoute Firewall Engine. Simply login to the Administration Console again
to make sure that the incorrect settings have been fixed (i.e. the alert is not displayed).
Typically, traffic from the local network to the Internet starts working at this point.

A configuration example along with detailed instructions is provided in the Kerio
WinRoute Firewall — Step-by-Step guide.

It is strongly recommended not to disable displaying of this alert — whenever configu-
ration of network interfaces is changed, the problem may occur again!

Note: In very special cases, existence of more default gateways (with different metrics)
may be desired. If you are sure that your configuration is correct and if all traffic between
the local network and the Internet is working smoothly, you can disable displaying of
the alert.

22.2 Configuration Backup and Transfer

Configuration files

All WinRoute configuration data is stored in the following files under the same directory
where WinRoute is installed

(the typical path is C:\Program Files\Kerio\WinRoute Firewall).
The following files are included:

winroute.cfg
Chief configuration file

UserDB.cfg
Information about groups and user accounts.

logs.cfg
Log configurations

host.cfg
Preferences for backs-up of configuration, user accounts data, DHCP server
database, etc.

ids.cfg
Reserved for future use.
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The data in these files are saved in XML format so that it can be easily modified by an
advanced user or generated automatically using another application.

In addition, WinRoute generates other files where certain status information is saved:

DnsCache.cfg
DNS files stored in DNS forwarder’s cache (see chapter 5.3).

leases.cfg
Table of IP addresses leased by DHCP server.
This file keeps all information available on the Leases tab of the Configuration /
DHCP server section (refer to chapter 5.4).

interfaces.stat
Interface statistics (see chapter 18.4).

users.stat
User statistics data (see chapter 18.3).

ofclient2.cfg
Current ISS OrangeWeb Filter configuration data (see chapter 9.3).
This file is generated automatically in accordance with ISS OrangeWeb Filter set-
tings made in the main configuration file (winroute.cfg) and it is refreshed upon
any change of these settings.

Cache.CFS
Current ISS OrangeWeb Filter’s cache data (see chapter 9.3).

Configuration can be backed up by copying of configuration and status files (for details,
see below).

If a valid licence key has been already imported, it is recommended to copy also the
Ticense directory.

Handling configuration files

Warning: We recommend that WinRoute Firewall Engine be stopped prior to any ma-
nipulation with the configuration files (backups, recoveries, etc.)! Information contained
within these files is loaded and saved only upon starting or stopping the MailServer. All
changes to the configuration performed while the Engine is running are only stored in
memory. All modifications done during Engine performance will be overwritten by the
configuration in the system memory when the Engine is stopped.
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Configuration backup recovery

To recover configuration through backed-up data (typically this need may arise when
WinRoute is installed to a new workstation or when the operating system is being rein-
stalled), follow these steps:

1.

2.

Perform WinRoute installation on a required machine (refer to chapter 2.3).
Stop WinRoute Firewall Engine.

Into the WinRoute directory
(typically the path C:\Program Files\Kerio\WinRoute Firewall)

copy the back-up files host.cfg, logs.cfg, UserDB.cfg and winroute.cfg, and
the Ticense directory, if necessary.

Run WinRoute Firewall Engine.

At this stage, WinRoute detects the required configuration file. Within this pro-
cess, unknown network interfaces (ones which are not defined in the winroute.cfg
configuration file) will be detected in the system. Each network interface includes
a unique (randomly generated) identifier in the operating system. It is almost not
possible that two identifiers were identical.

To avoid setting up new interfaces and changing traffic rules, you can assign new
identifiers to original interfaces in the winroute.cfg configuration file.

Stop WinRoute Firewall Engine.

Use a plaintext editor (e.g. Notepad) to open the winroute.cfg configuration file.
Go to the following section:

<Tist name="Interfaces">

Scan this section for the original adapter. Find an identifier for a new interface in
the new adapter’s log and copy it to the original adapter. Remove the new interface’s
log.

Example: Name of the local network interface is LAN. This network connection is
labeled as Local Area Connection in the new operating system. Now, the following
data can be found in the Interfaces section (only the essential parts are listed):

<listitem>
<variable name="1Id">
\DEVICE\{7AC918EE-3B85-5A0E-8819-CBA57D4E11C7}
</variable>
<variable name="Name'>LAN</variable>
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</Tistitem>
<Tistitem>
<variable name="I1Id">
\DEVICE\{6BF377FB-3B85-4180-95E1-EAD57D5A60A1}

</variable>
<variable name="Name'>Local Area Connection</variable>

</Tistitem>
Copy the Local Area Connection interface’s identifier into the LAN interface. Re-

move the data for Local Area Connection (a relevant 1istitem section).

When all these changes are performed, the data in the configuration file relating to
interface connected to the local network will be as follows:

<1listitem>
<variable name="Id">
\DEVICE\{6BF377FB-3B85-4180-95E1-EAD57D5A60A1}

</variable>
<variable name="Name">LAN</variable>

</1istitem>
7. Save the winroute.cfg file and run WinRoute Firewall Engine.

Now, the WinRoute configuration is identical with the original WinRoute configura-
tion on the prior operating system.

22.3 Automatic user authentication using NTLM

WinRoute supports automatic user authentication by the NTLM method (authentication
from Web browsers). Users once authenticated for the domain are not asked for user-
name and password.

This chapter provides detailed description on conditions and configuration settings for
correct functioning of NTML.
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General conditions
The following conditions are applied to this authentication method:

1. WinRoute Firewall Engine is running as a service or it is running under a user account
with administrator rights to the WinRoute host.

2. The server (i.e. the WinRoute host) belongs to a corresponding Windows NT or Ker-
beros 5 (Windows 2000/2003) domain.

3. Client host belongs to the domain.

4. User at the client host is required to authenticate to this domain (i.e. local user
accounts cannot be used for this purpose).

5. The NT domain / Kerberos 5 authentication method (see chapter 13.1) must be set
for the corresponding user account under WinRoute. NTLM cannot be used for au-
thentication in the internal database.

WinRoute Configuration

NTLM authentication of users from web browsers must be enabled in Users / Authenti-
cation Options. User authentication should be required when attempting to access web
pages, otherwise enabling NTLM authentication is meaningless.

2 | Users McAfee

Prowen Security”

User Accounts | Authentication Optionz | Active Directony

Wweb authentication

[ Always require users bo be authenticated when accessing web pages
[+ Enable uzer authentication automatically perfarmed by Web browsers

Mate: MT domain authentication must be configured properly.

Figure 22.2 NTLM — user authentication options
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User authentication in the corresponding NT domain must be enabled.

e For local user accounts (including accounts imported manually or automatically from
the domain) — at the bottom of the Authentication Options tab, NT authentication
must be enabled and the corresponding NT domain must be set (e.g. COMPANY).

—Local uzer databaze

[+ Enahble Active Directom/Kerberos authentication

Active Directory domain name: Iu:u:umpany.com

Configure Automatic Import.... |

|+ Enahble NT domain authentication

MHT domain name: |COMPANY

Figure 22.3 Setting of NT authentication for local user accounts

e For mapped Active Directory domain — the corresponding NT domain must be set in
the particular domain’s configuration on the Active Directory tab (for details, refer to

chapter 13.4).

MT authentication

[ Enable NT domain authentication For this domain

MT Domain name: | COMPANY

Figure 22.4 Setting of NTLM authentication for a mapped Active Directory domain

Web browsers
For proper functioning of NTLM, a browser must be used that supports this method. By
now, the following browsers are suitable:

e Microsoft Internet Explorer version 5.01 or later

e Netscape, Mozilla, Firefox or SeaMonkey with the core version Mozilla 1.3 or later
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NTLM authentication process
NTLM authentication process differs depending on a browser used.

Microsoft Internet Explorer
NTLM authentication is performed without user’s interaction.
The login dialog is displayed only if NTLM authentication fails (e.g. when user
account for user authenticated at the client host does not exist in WinRoute).
Warning: One reason of a NTLM authentication failure can be invalid login user-
name or password saved in the Password Manager in Windows operating systems
(Control Panels / User Accounts / Advanced / Password Manager) applying to the
corresponding server (i.e. the WinRoute host). In such a case, Microsoft Internet
Explorer sends saved login data instead of NTLM authentication of the user cur-
rently logged in. Should any problems regarding NTLM authentication arise, it is
recommended to remove all usernames/passwords for the server where WinRoute
is installed from the Password Manager.

Netscape/Mozilla/Firefox/SeaMonkey
The browser displays the login dialog. For security reasons, automatic user authen-
tication is not used by default in the browser. This behaviour of the browser can be
changed by modification of configuration parameters — see below.
If authentication fails and direct connection is applied, the firewall’s login page is
opened automatically (refer to chapter 11.2). The login dialog is displayed if proxy
server is used.

Note: If NTLM authentication fails by any reason, details are recorded in the error log
(see chapter 19.8).

Netscape/Mozilla/Firefox/SeaMonkey configuration
Configuration can be changed to enable automatic NTLM authentication — leaving out

the login dialog. To set this, follow this guidance:

1. Insert about:config in the browser’s address bar. The list of configuration param-
eters is displayed.

2. Set corresponding configuration parameter(s) using the following instructions:

e For direct connection (proxy server is not set in the browser):

Look up the network.automatic-ntIm-auth.trusted-uris parameter. Use
the WinRoute host’s name as a value for this parameter (e.g. server or
server.company.com). This name must match the server name set under Con-
figuration / Advanced Options / Web Interface (see chapter 11.1).
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Note:It is not possible to use IP address as a value in this parameter!

o If WinRoute proxy server is used:

Look up the network.automatic-ntIm-auth.allow-proxies parameter and
set its value to true.

Configuration changes are applied right away, i.e. it is not necessary to restart the
browser.

22.4 Partial Retirement of Protocol Inspector

Under certain circumstances, appliance of a protocol inspector to a particular communi-
cation might be undesirable. To disable specific protocol inspection, define correspond-
ing source and destination IP addresses and a traffic rule for this service that will define
explicitly that no protocol inspector will be used.

Example: A banking application (client) communicates with the bank’s server through
its proper protocol which uses TCP protocol at the port 2000. Supposing the banking
application is run on a host with IP address 192.168.1.15 and it connects to the server
server.bank.com.

This port is used by the Cisco SCCP protocol. The protocol inspector of the SCCP would
be applied to the traffic of the banking client under normal circumstances. However,
this might affect functionality of the application or endanger its security.

A special traffic rule, as follows, will be defined for all traffic of the banking application:

1. In the Configuration / Definitions / Services section, define a service called Internet
Banking: this service will use TCP protocol at the port 2000 and no protocol inspec-
tor is used by this communication.
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¥ Service Definition 7 x|
—General
I ame:
IInternet Banking
Protocal; Protocol inspectar;
[ TCP | | nane) =l
—Source Port——— —Destination Port
| Ay ;I I Equal to ;I
Paort number:
| 2000

Dezcription: |Internet Banking

ok LCancel

Figure 22.5 Service definition without inspector protocol

2. In the Configuration / Traffic Policy section, create a rule which will permit this
service traffic between the local network and the bank’s server. Specify that no
protocol inspector will be applied.

Mame Saurce Destinatian Semvice Action| Protocal Inspectar

7] Intermet Banking | ™) 192.168.1.15 [ ™) serverbank.com |24 Internet Banking \/ Mone

Figure 22.6 This traffic rule allows accessing service without protocol inspection

Note: In the default configuration of the Traffic rules section, the Protocol inspector
column is hidden. To show it, modify settings through the Modify columns dialog
(see chapter 3.2).

Warning: To disable a protocol inspector, it is not sufficient to define a service that
would not use the inspector! Protocol inspectors are applied to all traffic performed by
corresponding protocols by default. To disable a protocol inspector, special traffic rules
must be defined.

356



22.5 User accounts and groups in traffic rules

22.5 User accounts and groups in traffic rules

In traffic rules, source/destination can be specified also by user accounts or/and user
groups. In traffic policy, each user account represents IP address of the host from which
user is connected. This means that the rule is applied to users authenticated at the
firewall only (when the user logs out, the rule is not effective any longer). This chapter is
focused on various issues relating to use of user accounts in traffic rules as well as hints
for their solution.

Note: For detailed information on traffic rules definition, refer to chapter 6.3.

How to enable certain users to access the Internet

How to enable access to the Internet for specific users only? Assuming that this problem
applies to a private local network and Internet connection is performed through NAT,
simply specify these users in the Source item in the NAT rule.

M ame Source Diestination Service Action| Tranzlation

Fl nat

An awinsley,jbrown,msmith E'T Interret & Ay ‘/ MAT [Default outgoing interface]

W

Figure 22.7 This traffic rule allows only selected users to connect to the Internet

Such a rule enables the specified users to connect to the Internet (if authenticated).
However, these users must open the WinRoute interface’s login page manually and au-
thenticate (for details, see chapter 8.1).

However, with such a rule defined, all methods of automatic authentication will be in-
effective (i.e. redirecting to the login page, NTLM authentication as well as automatic
authentication from defined hosts). The reason is that the automatic authentication (or
redirection to the login page) is not invoked unless connection to the Internet is being
established (for license counting reasons — see chapter 4.6). However, this NAT rule
blocks any connection unless the user is authenticated.

Enabling automatic authentication

The automatic user authentication issue can be solved easily as follows:

e Add arule allowing an unlimited access to the HTTP service before the NAT rule.

Mame Source Destinatian Service Action| Translation
B vt without authentication | 7% LAN ™ |nternet 4 HTTR W |NAT [Default outgaing interface)
1 nat 9|8 awinsley jbrown, mamith :'T Internet & Ay \/ MAT [Default outgaing interface]

Figure 22.8 These traffic rules enable automatic redirection to the login page
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Y 3| HTTP Policy

s

LRL Rules IEDntentHuIes I Cache I Prosy Server | URL Groups I Forbidden 'Words

Dezcriphion I Action I Condition I Ilzers List
Allov access to selected users \/F'ermit all objects inoeak kmazek. moerma
Deny access to all users Dery all objects

Figure 22.9 These URL rules enable specified users to access any Web site

e In URL rules (see chapter 9.1), allow specific users to access any Web site and deny
any access to other users.

User not authenticated yet who attempts to open a Web site will be automatically redi-
rected to the authentication page (or authenticated by NTLM, or logged in from the
corresponding host). After a successful authentication, users specified in the NAT rule
(see figure 22.8) will be allowed to access also other Internet services. As well as users
not specified in the rules, unauthenticated users will be disallowed to access any Web
site or/and other Internet services.

Note: In this example, it is assumed that client hosts use the WinRouteDNS Forwarder or
local DNS server (traffic must be allowed for the DNS server). If client stations used a DNS
server in the Internet (this configuration is not recommended!), it would be necessary to
include the DNS service in the rule which allows unlimited Internet access.

22.6 FTP on WinRoute’s proxy server

Proxy server in WinRoute, version 6.0.2 and later (see chapter 5.5), supports FTP. When
using this method of accessing FTP servers, it is necessary to keep in mind specific issues
regarding usage of the proxy technology and parameters of WinRoute’s proxy server.

1. It is necessary that the FTP client allows configuration of the proxy server. This
condition is met for example by web browsers (Internet Explover, Firefox, Opera,
etc.), Total Commander (originally Windows Commander), CuteFTP, etc.

Terminal FTP clients (such as the ftp command in Windows or Linux) do not allow
configuration of the proxy server. For this reason, they cannot be used for our
purposes.

2. To connect to FTP servers, the proxy server uses the passive FTP mode. If FTP
server is protected by a firewall which does not support FTP (this is not a problem
of WinRoute), it is not possible to use proxy to connect to the server.
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3. Setting of FTP mode in the client is irrelevant for usage of the proxy server. Only one
network connection used by the FTP protocol is always established between a client
and the proxy server.

Note: It is recommended to use FTP over proxy server only in cases where it is not
possible to connect directly to the Internet (see chapter 5.5).

Example of a client configuration: web browser

Web browsers allow to set the proxy server either globally or for individual protocols. In
our example, configuration of Microsoft Internet Explorer 6.0 focused (configuration of
any other browsers is almost identical).

1. In the browser’s main menu, select Tools / Internet Options, open the Connections
tab and click on the LAN Settings option.

2. Enable the Use a proxy server for your LAN option and enter the IP address and port
of the proxy server. IP address of the proxy server is the address of the WinRoute’s
host interface which is connected to the local network; the default port of the proxy
server is 3128 (for details, refer to chapter 5.5). It is also recommended to enable
the Bypass proxy server for local addresses option — using proxy server for local
addresses would slow down traffic and overburden WinRoute.

Local Area Metwork {LAN) Settings EEd |

—Automatic configuration

Aukomatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[ Automatically detect settings

[ Use automatic configuration scripk

fddress I

~Proxy server

v IUse a progxy server For your LA (These settings will nok apply to
dial-up or ¥PM connections),

Address: |192.168.1.1 Park: |3128 .ﬁ.dvanged...l

[ Bvpass proxy server for local addresses

(] 4 I Zancel |

Figure 22.10 Configuring proxy server in Microsoft Internet Explorer

359



Chapter 22 Troubleshooting

HINT: To configure web browsers, you can use a configuration script or the automatic
detection of configuration. For details, see chapter 5.5.

Note: Web browsers used as FTP clients enable only to download files. Uploads to FTP
server via web browsers are not supported.

Example of a client configuration: Total Commander

Total Commander allows either single connections to FTP server (by the Net / FTP -
New Connection option available in the main menu) or creating a bookmark for repeated
connections (Net / FTP - Connect). The proxy server must be configured individually for
each FTP connection (or for each bookmark).

1. In the FTP: connection details dialog, enable the Use firewall (proxy server) option
and click Change.

2. In the Firewall settings dialog box, select HTTP Proxy with FTP support. In the Host
name textbox, enter the proxy server’s IP address and port (separated by a colon, e.g.
192.168.1.1:3128). The User name and Password entries are optional (WinRoute
does not use this information).

Firewall settings E |

—Connect method
Send command USER user@hoztname

Send command SITE [with logon)

Send command OFEM

USER uzerefirewalluzerahoztname / PASS pazs@firewallpazs
Tranzparent

HTTP Prowy with FTP zupport

SOCKS4

SOCKSE [basic authentication]

IJSER uzeri@hosthame firewalluzer PASS pazs ACCT firewallpazs
HTTP COMMECT

—Fireswall logor
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Figure 22.11 Setting proxy server for FTP in Total Commander
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22.6 FTP on WinRoute’s proxy server

HINT: The defined proxy server is indexed and saved to the list of proxy servers auto-
matically. Later, whenever you are creating other FTP connections, you can simply select
a corresponding proxy server in the list.
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Chapter 23
Network Load Balancing

Certain versions of the Microsoft Windows operating system allow creation of so called
cluster — a group of hosts which behaves as a single virtual server. Clients’ requests
to the virtual server are distributed to individual computers within the cluster. This
technology is called Network Load Balancing (called NLB in the further text). If WinRoute
and NLB are used, a particular local network can be connected to the Internet by several
independent lines. Network communication will be distributed to these lines in accor-
dance with the corresponding settings (evenly or in dependence on speed of individual
lines, etc.).

The cluster technology provides several benefits, such as increasing of permeability,
response speed and reliability of the Internet connection.

23.1 Basic Information and System Requirements

Creating of a NLB cluster are supported by following operating systems:

o Windows 2000 Advanced Server or Datacenter Server

e Windows Server 2003 Enterprise Edition or Datacenter Edition

To make functionality of the cluster as reliable as possible, it is necessary that the same

operating system is installed at all servers participating.

WinRoute license for a corresponding number of users is needed for each server partici-
pating in the cluster (for details, see chapter 4.6).

Note: The listed versions of the operating systems allow creating of two cluster types:
server clusters and Network Load Balancing cluster. These types cannot be combined.

23.2 Network Configuration

The example describes a cluster configuration where traffic between a local network and
the Internet is divided to two Internet connections (refer to figure 23.1).

Each server needs two network interfaces: one for connection to the local network (usu-
ally, the Ethernet adapter is used) and another for connection to the Internet (e.g. Eth-
ernet, WiFi, etc.). Various types of Internet connections can be used, however, these
connections should be permanent. It is strongly recommended not to use dialed connec-
tions!
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Figure 23.1 Network configuration for Network Load Balancing

Micrasaft

1. Three IP addresses must be reserved when assigning IP addresses in the local net-
work: two for servers and one for the cluster (i.e. for the virtual server). In this ex-
ample, IP addresses 192.168.1.10 and 192.168.1.20 are assigned to the servers.
The IP address 192.168.1.1 will be assigned to the cluster.

2. Both servers will be connected to the local network (if the configuration is more
complicated, it is desirable to connect both servers to one switch). No special real
interconnection of the servers is required.

It is necessary to check functionality of both Internet connections.
3. Install WinRoute on both servers. Configuration of both servers should match (traffic

rules should allow network communication between a particular server and the local
network in both directions with no restrictions).

Warning: The DNS, DHCP and WINS services for the local network must be run at
a separate server (i.e. a server which does not belong to the cluster). If these services
were located at servers within the cluster, their databases would not be consistent
and the services would not work properly.

4. Test functionality of WinRoute at both servers (at any computer in the local network,
set a default gateway for both servers and test availability of any computer through
the Internet).

5. Set NLB parameters for each server (refer to chapter 23.3).

6. On local hosts, set the default gateway at
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192.168.1.1 (i.e. the IP address of the cluster) and test accessibility of hosts in the
Internet again.

HINT: 1f logging of corresponding connections is enabled (at both servers) in the
WinRoute’s traffic rule for access to the Internet from the local network (see chap-
ter 6.3), it is possible to use the Filter log to view how queries from a particular
computer are distributed between both Internet connections.

23.3 Configuration of the servers in the cluster

NLB configuration for Server]

1.

Select a connection to the local network and open a dialog where settings for this
connection can be defined.

In the General tab, enable the Network Load Balancing component..

In the advanced configuration of the TCP/IP of the network interface connected to
the local network, add the cluster’s IP address (192.168.1.1).

Open the dialog where properties of the Network Load Balancing component can be
set.

In the Cluster Parameters tab, set the IP address of the virtual server (192.168.1.1)
with a corresponding network mask and its full DNS name.

In the Cluster operation mode section, it is recommended to select the Multicast
option. This will enable full traffic between individual servers in the cluster. This is
important especially for the cluster administration (if the Unicast option was used, it
would be inevitable to administer the cluster from a computer which is not included
in the cluster).
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Metwork Load Balancing Properties E E |

Cluster Parameters | Huost Parametersl Part Hulesl

— Cluzter IP configuration
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Full Internet name:; Icluster.cumpan_l,l.u:u:um
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— Cluzter operation mode

= Upicast & Multicast [ IGMP multicast

1 Allow remote contral

Remote paszword; |uuuuuu

LConfirm pagswiord; |uuuuuu

(] I Cancel

Figure 23.2 Server 1 — cluster parameters

4. In the Host Parameters tab, set priority of the server (the whole number 1 stands
for the highest priority). Priority is also used as a unique identifier of the server for
the cluster. It is also necessary to specify the server’s IP address (identical with the
primary address of a corresponding network interface.

Note: In the Port Rules tab, specific rules for maintenance of the TCP and UDP traffic
can be set. Only one rule is defined by default that determines that any traffic
performed by these protocols will be equally distributed between all servers in the
cluster.

HINT: Under Windows Server 2003, a wizard can be used to create the cluster (this wizard
is included in the Network Load Balancing Administration tool).

NLB configuration for Server2

The configuration is almost the same in the case of Serverl. However, IP address of the
server is different (192.168.1.20) and it is also necessary to select different priority for
the server (e.g. 2).
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Metwork Load Balancing Properties 7 x| |
Cluster Parameters  Host Parameters | Port Bules I

Prionity [unigue host identifier]: 1

— Dedicated IP configuration

IF address: I'IEIE.'IEB. 1 .10

Subnet magk: I 2B5 25502850 0

— Initial ozt state

Default ztate: I Started j

[ Retain suspended state after computer restarts

Figure 23.3 Server 1 — host parameters
Note: The problem of cluster settings for load balancing is too wide and complicated to

be described in this manual. Detailed information can be found at Microsoft’s technical
support Web site:

e Windows 2003: http://support.microsoft.com/kb/323437/EN-US/

e Windows 2000: http://support.microsoft.com/kb/303608/EN-US/
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Chapter 24
Technical support

Free email and telephone technical support is provided for Kerio WinRoute Firewall. For
contacts, see the end of this chapter. Our technical support staff is ready to help you
with any problem you might have.

You can also solve many problems alone (and sometimes even faster). Before you contact

our technical support, please take the following steps:

e Try to look up the answer in this manual. Individual chapters describe features and
parameters of WinRoute components in detail.

o If you have not found answers here, try to find it in the Technical Support section of
the Kerio Technologies website.

If you have not find answers to all your questions and you still intend to contact our
technical support, read through the following section which will provide you with a few
guidelines.

24.1 Essential Information

To send a request to our technical support, use the contact form at
http://support.kerio.com/.

To be able to help you solve your problems the best and in the shortest possible time
our technical support will require your configuration data and as clear information on
your problem as possible. Please specify at least the following information:

Description

Clearly describe your problem. Provide as much information on the problem as possible
(i.e. whether the issue arose after you had installed a new product version, after an
upgrade, etc.).
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Informational File
You can use the Kerio Administration Console to create a text file including your

WinRoute configuration data. Take the following steps to generate the file:

e Run WinRoute Firewall Engine and connect to it through the Kerio Administration
Console.

e If you use dial-up, connect to the Internet.
e In the Kerio Administration Console use the Ctrl+S keys.

The text file will be stored in the home directory of the logged user.
(e.g. C:\Documents and Settings\Administrator)
as kerio_support_info.txt.

Note: The kerio_support_info.txt is generated by the Kerio Administration Console.
This implies that in case you connect to the administration remotely, this file will be
stored on the computer from which you connect to the WinRoute administration (not on
the computer/server where the WinRoute Firewall Engine is running).

Error Log Files
In the directory where WinRoute is installed
(typically the path C:\Program Files\Kerio\WinRoute FirewalTl)

the Togs subdirectory is created. This directory includes the error.log and
warning.log files. Attach these two files to your email to our technical support.

License type and license number

Please specify whether you have purchased any WinRoute license or if you use the trial
version. Requirements of owners of valid licenses are always preferred.

24.2 Tested in Beta version

As to increase quality of our products, Kerio Technologies releases essential versions of
our products as so called beta versions. Beta versions are product versions which include
all projected new features, however, these functions and the product itself are still under
development. Volunteers can test these versions and provide us with feedback to help
us improve the product and fix bugs.
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24.2 Tested in Beta version

The feedback from beta testers is essential for the product’s development. Therefore,
WinRoute beta versions include extensions and modules helping testers communicate
smoothly with Kerio Technologies.

For details on beta versions and their testing, refer to the http://www.kerio.cz/beta
web page.
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24.3 Contacts

Kerio Technologies can be contacted at the following addresses:

USA

Kerio Technologies Inc.

2350 Mission College Blvd., Suite 400
Santa Clara, CA 95054

Phone: +1 408 496 4500
http://www.kerio.com/

Contact form: http://support.kerio.com/

United Kingdom

Kerio Technologies UK Ltd.

Sheraton House

Castle Park

Cambridge, CB3 0AX

Phone: +44 1223 370 136, +44 8707 442 205
http://www.kerio.co.uk/

Contact form: http://support.kerio.co.uk/

Czech Republic

Kerio Technologies s. r. o.
Anglicke nabrezi 1/2434
301 49 PLZEN

Phone: +420 377 338 902
http://www.kerio.cz/

Contact form: http://support.kerio.cz/
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Appendix A
Used open-source libraries

Kerio WinRoute Firewall contains the following open-source libraries:

libiconv

This library provides support for conversions between different encodings through
Unicode conversion.

Copyright ©1999-2003 Free Software Foundation, Inc.

Author: Bruno Haible

Homepage: http://www.gnu.org/software/Tibiconv/

WinRoute includes a customized version of this library. Customized source code of
the libiconyv library is available as patch at

http://download.kerio.cz/dwn/iconv-patches
The patch is designed for libiconv 1.9.1 which can be downloaded at

http://ftp.gnu.org/pub/gnu/1ibiconv/1ibiconv-1.9.1.tar.gz

OpenSSL

An implementation of Secure Sockets Layer (SSL v2/v3) and Transport Layer Secu-
rity (TLS v1) protocol.

This product contains software developed by OpenSSL Project designed for
OpenSSL Toolkit (http://www.openss1.org/).
zlib
General-purpose library for data compressing and decompressing.
Copyright ©1995-2005 Jean-Loup Gailly and Mark Adler.
Homepage: http://www.gzip.org/zlib/
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Glossary of terms

ActiveX

This Microsoft’s proprietary technology is used for creation of dynamic objects
for Web pages. This technology provides many features, such as writing to disc
or execution of commands at the client (i.e. on the host where the Web page is
opened). This technology provides a wide range of features, such as saving to disk
and running commands at the client (i.e. at the computer where the Web page
is opened). Using ActiveX, virus and worms can for example modify telephone
number of the dial-up.

ActiveX is supported only by Microsoft Internet Explorer in Microsoft Windows op-
erating systems.

Cluster
A group of two or more workstations representing one virtual host (server). Re-
quests to the virtual server are distributed among individual hosts in the cluster, in
accordance with a defined algorithm. Clusters empower performance and increase
reliability (in case of dropout of one computer in the cluster, the virtual server
keeps running).

Connections
Bidirectional communication channel between two hosts. See also TCP.

Default gateway
A network device or a host where so called default path is located (the path to the
Internet). To the address of the default gateway such packets are sent that include
destination addresses which do not belong to any network connected directly to
the host and to any network which is recorded in the system routing table.
In the system routing table, the default gateway is shown as a path to the destina-
tion network 0.0.0.0 with the subnet mask 0.0.0.0.
Note: Although in Windows the default gateway is configured in settings of the
network interface, it is used for the entire operating system.

DHCP
DHCP (Dynamic Host Configuration Protocol) Serves automatic IP configuration of
computers in the network. IP addresses are assigned from a scope. Besides IP
addresses, other parameters can be associated with client hosts, such as the default
gateway address, DNS server address, local domain name, etc.
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DirecWay

DNS

This technology enables wideband bidirectional satellite connection to the Internet.
For detailed information, follow the link http://www.d1irecway.com/.

DNS (Domain Name System) A worldwide distributed database of Internet host-
names and their associated IP address. Computers use Domain Name Servers to
resolve host names to IP addresses. Names are sorted in hierarchized domains.

Firewall

FTP

Software or hardware device that protects a computer or computer network against
attacks from external sources (typically from the Internet).
In this guide, the word firewall represents the WinRoute host.

File Transfer Protocol. The FTP protocol uses two types of TCP connection: control
and data. The control connection is always established by a client. Two FTP modes
are distinguished according to a method how connection is established:

e active mode — data connection is established from the server to a client (to the
port specified by the client). This mode is suitable for cases where the firewall
is at the server’s side, however, it is not supported by some clients (e.g. by web
browsers).

e passive mode — data connection is established also by the client (to the port
required by the server). This mode is suitable for cases where the firewall is at
the client’s side. It should be supported by any FTP client.

Note:WinRoute includes special support (protocol inspector) for FTP protocol.

Therefore, both FTP modes can be used on LAN hosts.

Gateway

Network device or a computer connecting two different subnets.

IMAP

Internet Message Access Protocol (IMAP) enables clients to manage messages stored
on a mail server without downloading them to a local computer. This architecture
allows the user to access his/her mail from multiple locations (messages down-
loaded to a local host disc would not be available from other locations).

IP address

IP address is a unique 32-bit number used to identify the host in the Internet.
It is specified by numbers of the decimal system (0-255) separated by dots (e.g.
195.129.33.1). Each packet contains information about where it was sent from
(source IP address) and to which address it is to be delivered (destination IP ad-
dress).
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IPSec
IPsec (IP Security Protocol) is an extended IP protocol which enables secure data
transfer. It provides services similar to SSL/TLS, however, these services are pro-
vided on a network layer. IPSec can be used for creation of encrypted tunnels be-
tween networks (VPN) — so called tunnel mode, or for encryption of traffic between
two hosts— so called transport mode.

Kerberos
Kerberos is a system used for secure user authentication in network environments.
It was developed at the MIT university and it is a standard protocol used for user
authentication under Windows 2000/2003. Users connect to central servers ( Key
Distribution Center — KDC) and the servers send them encrypted keys (so called
tickets) for connection to other servers within the network. In case of the Windows
2000/2003 domains, function of KDC is provided by the particular domain server.

LDAP
LDAP (Lightweight Directory Access Protocol) is an Internet protocol used to access
directory services. Information about user accounts and user rights, about hosts
included in the network, etc. are stored in the directories.

NAT

NAT (Network Address Translation ) stands for substitution of IP addresses in pack-

ets passing through the firewall:

e source address translation (Source NAT, SNAT) — in packets going from local
networks to the Internet source (private) IP addresses are substituted with the
external (public) firewall address. Each packet sent from the local network is
recorded in the NAT table. If any packet incoming from the Internet matches
with a record included in this table, its destination IP address will be substituted
by the IP address of the appropriate host within the local network and the packet
will be redirected to this host. Packets that do not match with any record in the
NAT table will be dropped.

e destination address translation (Destination NAT, DNAT, it is also called port
mapping) — is used to enable services in the local network from the Internet. If
any packet incoming from the Internet meets certain requirements, its IP address
will be substituted by the IP address of the local host where the service is running
and the packet is sent to this host.

The NAT technology enables connection from local networks to the Internet using

a single IP address. All hosts within the local network can access the Internet di-

rectly as if they were on a public network (certain limitations are applied). Services

running on local hosts can be mapped to the public IP address.
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Network adapter
The equipment that connects hosts to a traffic medium. It can be represented by
an Ethernet adapter, TokenRing adapter, by a modem, etc. Network adapters are
used by hosts to send and receive packets. They are also referred to throughout
this document as a network interface.

P2P network
Peer-to-Peer (P2P) networks are world-wide distributed systems, where each node
can represent both a client and a server. These networks are used for sharing of
big volumes of data (this sharing is mostly illegal). DirectConnect and Kazaa are
the most popular ones.

Packet
Basic data unit transmitted via computer networks. Packets consist of a header
which include essential data (i.e. source and destination IP address, protocol type,
etc.) and of the data body, Data transmitted via networks is divided into small
segments, or packets. If an error is detected in any packet or a packet is lost, it is
not necessary to repeat the entire transmission process, only the particular packet
will be re-sent.

POP3
Post Office Protocol is a protocol that enables users to download messages from
a server to their local computer. It is suitable for clients who don’t have a perma-
nent connection to the Internet.

Port
16-bit number (1-65535) used by TCP and UDP for application (services) identifica-
tion on a given computer. More than one application can be run at a host simulta-
neously (e.g. WWW server, mail client, FTP client, etc.). Each application is identified
by a port number. Ports 1-1023 are reserved and used by well known services (e.g.
80 = WWW). Ports above 1023 can be freely used by any application.

PPTP
Microsoft’s proprietary protocol used for design of virtual private networks (see
chapters concerning VPN).

Private IP addresses
Local networks which do not belong to the Internet (private networks) use reserved
ranges of IP addresses (private addresses). These addresses cannot be used in
the Internet. This implies that IP ranges for local networks cannot collide with
IP addresses used in the Internet.
The following IP ranges are reserved for private networks:
e 10.0.0.0/255.0.0.0
e 172.16.0.0/255.240.0.0
e 192.168.0.0/255.255.0.0
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Protocol inspector

WinRoute’s plug-in (partial program), which is able to monitor communication us-
ing application protocols (e.g. HTTP, FTP, MMS, etc.). Protocol inspection is used to
check proper syntax of corresponding protocols (imistakes might indicate an intru-
sion attempt), to ensure its proper functionality while passing through the firewall
(e.g. FTP in the active mode, when data connection to a client is established by
a server) and to filter traffic by the corresponding protocol (e.g. limited access to
Web pages classified by URLs, anti-virus check of downloaded objects, etc.).

Unless traffic rules are set to follow a different policy, each protocol inspector is
automatically applied to all connections of the relevant protocol that are processed
through WinRoute.

Proxy server
Common Internet connection type. Proxy servers connect clients and destination
servers.
A proxy server works as an application and it is adapted for several application
protocols (i.e. HTTP, FTP, Gopher, etc.). Compared to NAT, the range of featured
offered is not so wide.

Routing table
The information used by routers when making packet forwarding decisions. Pack-
ets are routed according to the packet’s destination IP address. The routing table
can be viewed in Windows operating systems using the route print command.

Script
A code that is run on the Web page by a client (Web browser). Scripts are used
for generating of dynamic elements on Web pages. However, they can be misused
for ads, exploiting of user information, etc. Modern Web browsers usually support
several script languages, such as JavaScript and Visual Basic Script (VBScript).

SMTP
Simple Mail Transfer Protocol is used for sending email between mail servers. The
SMTP envelope identifies the sender/recipient of an email.

Spoofing
Spoofing means using false IP addresses in packets. This method is used by at-
tackers to make recipients assume that the packet is coming from a trustworthy IP
address.

SSL
SSL is a protocol used to secure and encrypt network communication. SSL was
originally designed by Netscape in order to ensure secure transfer of Web pages
over HTTP protocol. Nowadays, it is used by most standard Internet protocols
(SMTP, POP3, IMAP, LDAP, etc.).
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At the beginning of communication, an encryption key is requested and transferred
using asymmetrical encryption. This key is then used to encrypt (symmetrically) the
data.

Subnet mask

TCP

Subnet mask divides an IP address in two parts: network mask and an ad-
dress of a host in the network. Mask have the same form as IP addresses (i.e.
255.255.255.0), however, its value is needed to be understood as a 32-bit number
with certain number of ones on the left end and zeros as the rest. The mask cannot
have an arbitrary value. Number one in a subnet mask represents a bit of the net-
work address and zero stands for a host’s address bit. All hosts within a particular
subnet must have identical subnet mask and network part of IP address.

Transmission Control Protocol is a transmission protocol which ensures reliable and

sequentional data delivery. It establishes so called virtual connections and provides

tools for error correction and data stream control. It is used by most of applications

protocols which require reliable transmission of all data, such as HTTP, FTP, SMTP,

IMAP, etc.

TCP protocol uses the folowing special control information — so called flags:

e SYN (Synchronize) — connection initiation (first packet in each connection)

e ACK (Acknowledgement) — acknowledgement of received data

e RST (Reset) — request on termination of a current connection and on initiation
of a new one

e URG (Urgent) — urgent packet

e PSH (Push) — request on immediate transmission of the data to upper TCP/IP
layers

e FIN (Finalize) — connection finalization

TCP/IP

TLS

uDP

Name used for all traffic protocols used in the Internet (i.e. for IP, ICMP, TCP, UDP,
etc.). TCP/IP does not stand for any particular protocol!

Transport Layer Security. New version of SSL protocol. This version is approved by
the IETF and it is accepted by all the top IT companies (i.e. Microsoft Corporation).

User Datagram Protokol is a transmission protocol which transfers data through in-
dividual messages (so called datagrams). It does not establish new connections nor
it provides reliable and sequentional data delivery, nor it enables error correction
or data stream control. It is used for transfer of small-sized data (i.e. DNS queries)
or for transmissions where speed is preferred from reliability (i.e. realtime audio
and video files transmission).
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VPN

Virtual Private Network, VPN represents secure interconnection of private networks
(i.e. of individual offices of an organization) via the Internet. Traffic between both
networks (so called tunnel) is encrypted. This protects networks from tapping. VPN
incorporates special tunneling protocols, such as Microsoft’sIPSec and PPTP (Point-
to-Point Tunnelling Protocol).

WinRoute contains a proprietary VPN implemetation called Kerio VPN.
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