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Introduction

This document provides detailed setting guidance for all applications and modules (email
clients, calendars and address books, data synchronization) supported by Kerio MailServer.

While some of these applications are supported directly (i.e. no additional installations are
needed, it is only necessary to perform specific settings), others require installation of sup-
portive modules and extensions.

In addition to external applications, this document also addresses the Kerio WebMail interface
which is used to access user data and email accounts stored in the mailserver via the most
wide-spread web browsers, such as Internet Explorer, Firefox or Safari.

This guide addresses features and configuration of the following applications and interfaces:

Kerio WebMail
Kerio WebMail is a comfortable web interface which can be used to maintain email, calen-
dars, contacts and other folders saved in mailboxes on a particular server.
Kerio WebMail is available in two versions:

e Kerio WebMail — full version designed for most of supported browsers (see chap-
ter 1).

e Kerio WebMail Mini — a special, lite edition designed for unsupported browsers
or for computers with slow Internet connection (see chapter 2) and for mobile
devices (see chapter 3).

Microsoft Outlook
Support for Microsoft Outlook is allowed by two extension modules which enable better
exploitation of Kerio MailServer’s groupware features:

e Kerio Outlook Connector (Offline Edition) — is an extension for MS Outlook al-
lowing smoother cooperation of MS Outlook and Kerio MailServer. Kerio Outlook
Connector (Offline Edition) supports groupware features of MS Outlook such as
planning of meetings and task assignment. In addition to these features, other
are included such as message grouping, searching in message bodies and offline
mode which allows users working with MS Outlook even without Internet connec-
tion. This feature is helpful especially for notebook users.

In detail, Kerio Outlook Connector (Offline Edition) is described in chapter

e Kerio Outlook Connector — an extension to MS Outlook. It allows scheduling
and sharing different types of data. Thanks to this module, MS Outlook is able
to work with groupware data (contacts, calendar, tasks, notices) stored in Kerio
MailServer. In detail, Kerio Outlook Connector is described in chapter
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Windows Calendar
Windows Calendar is an Microsoft Corporation’s application used for management of cal-
endars. Support for Kerio MailServer allows publishing of calendars on the server or
subscription of any Kerio MailServer calendar.

Data synchronization with mobile devices

Kerio MailServer supports data synchronization with mobile devices via the ActiveSync
protocol. ActiveSync allows direct synchronization of data stored in email accounts with
mobile devices (it is not necessary to connect to a desktop synchronization application).
The ActiveSync protocol can use various applications on mobile devices (ActiveSync in
Windows Mobile systems, the VersaMail email client on Palm Treo devices, Mail for Ex-
change applications on Nokia Eseries and Nseries, the RoadSync application, Apple iPhone
2.0, etc.). Chapter 4 provides detailed information on which folders can be synchronized
and how the synchronization should be configured on individual devices.

Microsoft Entourage
Microsoft Entourage is an MS Office for Mac email client which also supports manage-
ment of personal information and groupware functions. The support provided by Kerio
MailServer is described in detail in chapter

Apple Mail
Apple Mail is an email client developed by Apple Computer. The support provided by
Kerio MailServer allows displaying of calendar and contact folders in this client (for de-
tails, see chapter 13).

Apple iCal
Apple iCal is an Apple Computer’s application used for management of calendars. The
support from Kerio MailServer works as follows:

e Since version Mac OS X 10.5, Apple iCal supports CalDAV which enables sub-
scription and viewing of calendars saved in Kerio MailServer. The protocol also
supports meeting scheduling (Free/Busy and invitations) and delegating of calen-
dars to other users (for details, refer to section ).

e Kerio Technologies has developed the Kerio Sync Connector for Mac application
which allows easy data synchronization between Kerio MailServer and Apple iCal.
The synchronization with the server allows synchronization of locally created
calendars and To Do items (tasks). Details on the product are provided in chap-
ter 12.

e Apple iCal calendars can be published in Kerio MailServer and it is also possible
to subscribe to any Kerio MailServer calendar. Calendars are created and saved
in the standard iCalendar format (for details, see chapter 10).

Apple Address Book
Apple Address Book is an application developed by Apple Computer that is used as a stan-
dard address book (contact manager) in Mac OS X operating systems. Contacts can be
synchronized with the Kerio MailServer’s store by the two methods described below:

10



Contacts stored in the Apple Address Book and in Kerio MailServer can be syn-
chronized by the Kerio Sync Connector for Mac extension. In addition to Apple
Address Book contacts, this application can also synchronize Apple iCal calendars
and To Do items (for details, see chapter 12).

The address book can be synchronized with contacts stored in Kerio MailServer
also by using Apple iSync (for details, refer to chapter 11).
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Chapter 1
Kerio WebMail

The Kerio WebMail is a web interface that allows users to comfortably access their email and
workgroup features from any location using a web browser. Users can read, write or delete
messages, move them to and from folders, manage contacts, administer folders (create or
delete folders, set access rights, etc.) and change user settings such as passwords, message
filters, Kerio WebMail appearance, work with calendar, free time information (Free/Busy calen-
dar), tasks and notes.

Kerio WebMail enables users to work with email, calendars, tasks, notes and contacts in a way
similar to a mail client using the IMAP protocol (all items are stored in folders on the server
and the client opens only the selected item, i.e. a particular message, event, etc.).

1.1 Web browsers

The full version of Kerio WebMail supports the following browsers:
e Internet Explorer 6, 7 and 8
e Firefox versions 2 and 3
e Safari?2
e Safari 3 on Mac OS X 10.4 Tiger and Mac OS X 10.5 Leopard
e Safari4
e Safari on Apple iPhone

For technical reasons, the full version of Kerio WebMail cannot be run in older versions of the
listed browsers or in non-listed browsers, but it is possible to run the simplified version Kerio
WebMail Mini (for more information, see chapter 2). Kerio WebMail Mini is run automatically
in older versions of browsers, in text-based browsers such as Lynx or Links, in web browsers
designed for mobile devices (this view type is described in chapter 3). Kerio WebMail Mini does
not require CSS and JavaScript.

To use the secured access to the Kerio WebMail interface (by HTTPS protocol), the browser
must support SSL encryption. If it can be configured (e.g. in Internet Explorer), it is recommend
to enable support for SSL 3.0 and TLS 1.0 versions.

12



1.2 Authentication to Kerio WebMail

1.2 Authentication to Kerio WebMail

To access the Kerio WebMail interface service using a web browser, insert the IP address
(or the name if it is contained in DNS) of the computer where Kerio MailServer is running.
A protocol has to be specified in the URL — either HTTP for non-secured access or HTTPS
for SSL-encrypted access. The URL can have the following form: http://192.168.1.1 or
https://mail.company.com.

It is recommend to use the HTTPS protocol for remote access to the service (simple
HTTP can be tapped and the user login data can be misused). By default, the HTTP
and HTTPS services use the standard ports (80 and 443). If the standard ports are
changed, specify the port number in the URL address, like http://192.168.1.1:8000 or
https://mail.company.com:8080.

Note: The description above focuses accessing email via mobile devices. If it is not
possible to connect to Kerio MailServer, insert URL following one of these formats:
http://server_name/pda or http://ip_address/pda.

If the URL has been entered correctly, a login page will be displayed in the browser. Enter
the username and password on this page (if the user does not belong to the primary domain,
a complete email address is required).

KerioM

WebMail

Enter your Username and Password below to
login to your mailbox:

WebMail mode:
@ Full-featured (for fast/LAN connections)

® Simplified (for slow connections)

Integration with Windows | Recommended browser settings

Figure 1.1 Login page
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Chapter 1 Kerio WebMail

Full and simplified interface

After the username and password has been entered, users can decide whether to use the full
version of Kerio WebMail or the simplified version — Kerio WebMail Mini— will be used:

The full version of Kerio WebMail is recommended for users with fast internet connection who
require high performance and functionality. The capabilities of the full version include:

e email folders management,

e calendars management,

e contacts management,

e tasks management,

e notes maintenance,

o viewing of public email folders and contact, calendar, tasks and note folders,
o folder management (creating, removing, moving, sharing and subscriptions),
e user’s settings of the interface.

Kerio WebMail Mini is optimized for slower internet connection types, for all browser types as
well as for mobile devices. The capabilities of the simplified version include:

email folders management,

contacts management,

viewing of email and contact public folders,

folder management (creating, removing, moving, sharing and subscriptions),

user’s settings of the interface.

Kerio WebMail Mini is described in chapter 2 in more detail.

Connection from Windows Internet Explorer 7.0

Windows Internet Explorer 7.0 requires the new browser settings before the first connection to
the Kerio WebMail interface. The change to be done addresses configuration of security areas.
Brief help guidelines are available through the Recommended browser settings link available
on the Kerio WebMail’s login page. If you miss the link, the helplines are as follows:

1. Click on Tools — Internet Options and select the Security tab (see figure 1.2).

14



1.2 Authentication to Kerio WebMail

Internet Options ﬂ E |

General  SEcurity |F‘rivacy I Conkent I Conneckions I Prograrms I Advanced I

Select a zone ko view or change security settings,

¢ & / O

Inkernet = W= Trusted sites  Restricked
sites

Local intranet .
P ) ) . Sites |
"] This zone is For all websites that are

o Found on your inkranet,

Figure 1.2 Internet Options — the Security tab
2. On the Security tab, click on Local intranet and then use the Sites button.

3. In the Local intranet dialog just opened, click on Advanced (see figure 1.3).

Local intranet | x| |

i’ IUse the settings below to define which websites are included in
. the local intranet zone.

v Automatically detect intranet netwark
¥ | Include all lacallfintranet) sites not listed in ather zones
¥ | Include all sites that bypass the proxy server
¥ | Include all petwork paths (UMNEs)

what are intranet settings?  Advanced | Ck I Cancel

Figure 1.3 The Local intranet dialog

4. In the Add this Web site to the zone textfield, specify Kerio MailServer’s URL address (e.g.
http://mail.company.comor https://mail.company.com, see figure 1.4).

This setting removes the address line displayed in header of every Windows Internet Explorer
7 window.

15



Chapter 1 Kerio WebMail

Local intranet | x| |

.‘:' You can add and remove websites From this zone, Al websites in
i this zone will use the zone's security settings,

add this website ko the zone:

I https: ) fmail, comparey . com)f

Wehsites:
hitkp: [ fmail . company, com Femoye

0

[ Require server verification (htkps:) for all sites in this zane

Close

'

Figure 1.4 URL addresses can be specified in the Local intranet dialog

Connection from Mozilla Firefox 2 and 3

Before the first connection to the Kerio WebMail interface, Mozilla Firefox 2 requires special
settings addressing usage of JavaScript in the browser. Brief help guidelines are available
through the Recommended browser settings link available on the Kerio WebMail’s login page.
If you miss the link, the helplines are as follows:

1. On the toolbar, click on Tools — Options.
2. In the Options dialog window just opened, select Content (see figure 1.5).
3. C(lick on the Advanced button next to the Enable JavaScript option.

4. In the Advanced JavaScript Settings dialog (see figure 1.6), enable the Raise or lower
windows option.

This configuration allows proper functionality of displaying of event and task reminders as
well as smooth opening of other Kerio WebMail windows and dialogs.

16



1.2 Authentication to Kerio WebMail

options [
|T|_o_]k-uj U

Main Tabs Content  Feeds  Privacy  Security  Advanced

v Elock pop-up windows Exceptions. ..
¥ Load images autamatically Exceptions. ..
¥ Enable Javascript Advanced. .,

¥ Epable Java

~ Fonts & Colars

Default Fonk: | Times Mew Foman j Size: | 16 Advanced. .,

Colars, .,

~ File Tvpes

Configure hiow Firefox handles certain bypes af files Manage. ..

g

(] 4 Zancel | Help |

Figure 1.5 Options — Content

Advanced JavaScript Settings | x| |

Allov scripks bo:

v Move of resize existing windows

¥ : Raise ar lower windows

[ Disable or replace context menus
[ Hide the status bar
[~ cChange status bar ket

(] 4 I Zancel Help

Figure 1.6 Advanced JavaScript Settings

Log out

Users should always log out when they finish working in Kerio WebMail. To log out, use the
Logout link in the upper right corner of the window. After logout, users get disconnected from
Kerio MailServer immediately, which prevents misuse of such connection.

Note: By disconnection, all windows associated with Kerio MailServer are closed.

17



Chapter 1 Kerio WebMail

1.3 Integration with Windows/Mac OS X/Linux

Integration with Windows/Mac OS X/Linux is a handy tool that helps use Kerio MailServer and
its features even more effectively and in a more comfortable way. It is a web page where you
can find for example:

e Kerio Outlook Connector download link,

e the script for automatic creation of profiles in MS Outlook extended with the Kerio
Outlook Connector,

e URL address of your Calendar personal folder (it can be used for subscription of the
calendar in another calendar supporting application),

¢ alink for download of the certificate for mobile devices.

The content of the page depends on the operating system from which it is accessed. Apart
from the operating system, it depends also on other circumstances, such as the fact that the
page is opened in a mobile device’s browser or that HI'TP or HTTPS protocol is being used.

One of the options how the page can be opened is starting it from the Kerio WebMail’s login
page (see figure 1.1).

Another option to open the Integration with Windows/Mac OS X/Linux is to log in Kerio WebMail
and go to Settings — Integration with Windows/Mac OS X/Linux. This method is also more
comfortable, because once you connect to the server you do not have to authenticate again.

1.4 The Kerio WebMail environment

Once you are successfully connected to Kerio WebMail, a special user interface resembling of
usual email clients is opened in the browser (see figure 1.7). Basically, Kerio WebMail consists
of three functional parts:

e hierarchically sorted folder tree,
e the main pane with content of the selected folder,
e toolbar (depending on folder type),

This section addresses main Kerio WebMail components:

18



1.4 The Kerio WebMail environment

) MBOX | Kerio MailServer 6.5.0 WebMail - Mozilla Firefox

File Edit Miew History Bookmarks Tools Help

@ A A @ ﬁ http:/fmail.company. com/default/index. php - | B ' Google bt

| Apple iPhone School [ =] Google Calendar

KerioMeziiServerc = INBOX Logout 2+

Y] 45, Settings~ ‘ EyNewmail ~ EReply ~ ) Forward A spam 3 & % Q
Folders | search Clear %% # Ppage |1_ of i W B

B, jsmith@company.com B
(=) T
{it Calendar
&) Contacts
& Deleted Items
[} Drafts

i From Subject Received Size

There are no messages i1 s folder,

[ Junk E-mail
[ | Notes
[} RSS Feeds
[} Sent Items
A Tasks

# [_d Public folders

| Done v

Figure 1.7 The first connection to Kerio WebMail

1.4.1 Folder tree

The left pane of the Kerio WebMail window provides the folder tree. The tree includes all
folders of the mailbox. Clicking on any folder displays its contents in the main pane (message
list, calendar, etc.).

The folder tree allows manipulation with individual folders. This means that folders can be
moved, renamed, created and removed here. Folders and possible options are focused in
chapter 1.11.

In addition to the basic operations, in the folder tree it is also possible to add or remove access
rights to users as well as subscribe folders of other users. Sharing and subscription of folders
is addressed in section 1.11.5.

1.4.2 The main pane

The main pane of Kerio WebMail displays contents of a folder currently selected in the folder
tree. To view content of the folder in the main pane, click on the particular folder in the tree.
The way of display in the main pane depends on folder type. Kerio WebMail supports viewing
of the following folder types:

e Email

In case of email folders, the main pane consists of three sections. These include a list
of messages, a special reading pane where the message body is displayed and a toolbar
where several email tools can be found (see figure 1.8).
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KerioMeziiServerc — INBOX Losout e
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(5 Calendar & Diane Peterson Reports 12:49 PM
&5 Contacts () Diane Peterson Invoice 12:43 PM 2kB
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) Junk E-mail
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) Sent Items
| Tasks

=+ (L Public folders

Figure 1.8 Email
Email folders and their manipulation are addressed in chapter 1.6.

e Calendar

The layout of the calendar’s main pane depends on view mode. Figure 1.9 shows cal-
endar in the weekly view mode. Beside this mode, day and month views are available,
as well as two types of lists, distinguishing events with and without recurrence.

KerioMzziiServert o Calendar Logout £+
"e ’3‘0 Settings ‘ GoNewevent ~ [ (= x =1 [T, = % = = &*
F"'g’? e 05. November - 11, November, week 45 £ | << foday »>
jsm 'company.com
=l () INBOX (4) 05. November, Monda 08. November, Thursday
5 Private . Dannie's birthday 09:00 AM - 09:30 AM: . Meeting (Boarding room)
) Work
&) Contacts 06. November, Tuesday 09. November, Friday
& Deleted Items 06:00 PM - 08:00 PM: . Dinner with Mr, Lamarck (Rour Seas | | Conference (Prague)
) Drafts
) Junk E-mail
E Motes
RSS Feeds 07. November, Wednesday 10. November, Saturday
o 01:00 PM - 02:00 PM: Meeting
[} Sent Items
2 Tasks 11. November, Sunday

= (L Public folders

Figure 1.9 Calendar
For detailed information on calendars, see chapter 1.8.

e (Contacts

Like calendars, contact folders also allow various view modes. The modes available
for calendars are either address cards or a list of contacts (at figure 1.10, the address
cards mode is shown).

For detailed information on contacts and their management, see chapter 1.7.
e Tasks

In case of tasks, the main pane provides a list of created tasks and a toolbar allowing
comfortable administration of tasks (see figure 1.11).
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KerioMeziiServerc . Tasks Logout 1>
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Figure 1.11 Tasks

For detailed information on tasks, see chapter 1.9.

Notes

The main pane of the Notes folder provides a list of notes (see figure 1.12). The notes
use customizable colours to distinguish various topics. The main pane also includes
a toolbar allowing creation of new notes, their removal, printing, etc.

KerioMeziiServert L1 Notes

2]

1] <'?¢ Settings~

Logout Zi=

| ElNewnote ~ (I [ x

Folders

W @ Pagell_ofl » B

Search Clear

(5 INBOX (1)
{3k Calendar
&z Contacts
& Deleted Items
() Drafts
() Junk E-mail
&l
[} RSS Feeds
(] Sent Items
(] Tasks

# (L4 Public folders

B, jsmith@company.com

Subject
Call Mr. Black

Created ~
01:27PM
01:27 PM
01:26 PM
01:26 PM

Buy bread and milk
Bait in the Pub - Artie

|l

Buy birthday present

Figure 1.12 Notes
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For detailed information on notes, see chapter 1.10.

1.4.3 Today page

The “Today” page provides overview of the current status of the mailbox. It shows current
number of unread messages in Inbox (Settings allow to add more folders for which this infor-
mation will be shown) as well as tasks and events for the current day. It also includes a quota
for disk space reserved for the particular mailbox (if the quota has been set by the server
administrator). This section also provides information about current free and occupied space
in the mailbox so the user can always easily recognize how much of the mailbox is currently
available.

To open the “Today” page, click on the root folder (at figure 1.13, the root folder is
wsm1ith@company.com).

In the user interface it is possible to set the “Today” page as an introductory page that would
be displayed upon each connection to Kerio WebMail (for details on these settings, see chap-
ter 1.12.1). Thus the users can see right at the start what should be done on that day and
they do not have to surf through individual folders. Individual items at the “Today” page
are formated as links which can be simply clicked to view the particular event, task or email
folder.

KerioMiiServerc & "Today" Logout 3+

> 55, Settings~ | iy Newmal

Folders Calendar Tasks
[ :¥jsmith@company.com|
&l (5 INBOX (1) Wednesday Make order (11/07/2007)

Meeting ol A Rleimde 44 A5 [T

{5 Calendar e
g Contacts

& Deleted Items
) Drafts

) Junk E-mail

E I Motes Quota Messages
) RSS Feeds
] Sent [tems Disc space: Quota: Mo quota set
| Tasks Used: 25.6kB

# [ Public folders

INBOX 1

Message count: Quota: Mo quots set
Used: 33

Figure 1.13 Today page

The “Today” page is divided into four parts. The information in individual sections vary
(events, tasks, quota and number of unread messages):

e C(Calendar — this section includes a list of events scheduled for the current day. In
Kerio WebMail’s user settings, up to seven days may be set to be displayed at the
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“Today” page. For details on where and how number of days to be displayed can be
set, see chapter 1.12.1.

o Tasks — by default, this section shows a list of tasks set for the current day. However,
in the user interface it is possible to change the “Today” page settings so that all tasks
included in the particular folder are always displayed. The settings are addressed in
chapter 1.12.1.

To make manipulation with tasks even more comfortable, various types of information
are also displayed, such as priority (an exclamation mark or a blue arrow), information
on uncompleted tasks where the due date has already expired (items marked red), etc.
These attributes are shown at figure 1.13.

e Quota — server administrators can set a so-called quota and apply it to particular
mailboxes. The quota is a limit for number of messages and for diskspace reserved
for the mailbox. The Quota section informs users if quota is set and how much of
the reserved mailbox capacity is left. When the mailbox is full, the server generates
an automatic message recommending to remove some messages in the mailbox and
sends it to the corresponding user. If the user ignores this warning, other mail will
not be delivered to the mailbox since no more capacity is left.

e Messages — by default, this section shows all unread email in Inbox. In the Kerio
WebMail user settings, it is possible to allow also displaying of other email folders.
Details on where and how these settings can be done are addressed in chapter 1.12.1.

1.4.4 The Kerio WebMail pop-up menu

The Kerio WebMail’s pop-up context menu, opened by right-clicking on an object (folder, mes-
sage, note, etc.), provides a list of actions. The pop-up menu is always associated with a partic-
ular object. This implies that right-clicking on an email message opens a menu (this menu is
shown at figure 1.14) which includes options different from the options included the pop-up
menu associated with the Tasks folder (opened by right-clicking on Tasks in the folder tree).

Open

Print

Reply

Reply all

Forward

Forward as attachment

Mark as read

Mark as spam
Add sender to spam whitelist

Mowve or copy
Delete

Add sender to the address book
View source

Figure 1.14 Context menu for email
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The Kerio WebMail’s pop-up context menu generally includes the same items as found on
toolbars of individual folders.

Note:

e If a new contact, event, task or another item is created through the pop-up context
menu (see figure 1.15), these items are added automatically in the default folders
(Contacts, Calendar, Tasks). Default folders are folders included in Kerio WebMail by
the moment where the particular account is created (such as Inbox) and they cannot
be removed.

e On Apple Macintosh computers, click the mouse button and hold the Ctrl key to sim-
ulate the right mouse button behavior. On the standard two-button mouse, the right
mouse button shows the context menu.

KerioMeziiServert 0 INBOX

g *;,j Settings~ | f—= New mail - £ Reply - Forward & Spam
Folders | Search Clear 4@ n
£ ismith@company.com ! 0w From Subject
+ () DI (1)
™ cslendar = admin@company.com Warning
o —
&z Contacts ! (o Benjamin Flykiller Meeting
¥ Deleted Items New mai Diane Peterson Reports
Mew contact
) Drafts New dictribution list Diane Peterson Invoice
) Jurk E-mail Mew event John Wayne Holidays
b | Notes Mew task
i | RS5 Feeds Mew note
[ Sent Items Settings
| Tasks
#l [ Public folders

Figure 1.15 The pop-up menu for creation of a new item (message, contact, event, etc.)

1.4.5 Moving and copying items

Kerio WebMail allows moving and copying of items between folders. Variety of methods can
be used for this purpose and it depends on the user’s choice which one they feel more com-
fortable with. The methods are described in the following section:

The Drag & Drop method

The Drag & Drop method is a simple way how to move and copy an item by using the left
mouse button:

1. Put the mouse pointer over the item to be moved. Hold the left mouse button and drag
the item over the destination folder. Release the mouse button.
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Note: To copy the selected item(s), hold the Ctr1 key (or ATt on Mac OS X).

2. Hold down the mouse button (and the Ctr1 key, when copying) and drag the item to
another folder.

KerioMeziiServerc 1 INBOX Logout £,
Q> 455, Settings ~ | f-yMNewmal ~ gjReply ~  f—yForward P Spam ) =Y 3 Q
Falders I Search Clear %@ 4 Page |1_ of 1 = B
£ Jsmith @company.com P (8% From Subject Received~ Size
== %;;} = admin@company.com Warning 1253 PM 2 kB
-ijgk" At ! {4 Benjamin Flykiller Meeting 12:52 PM 4kB
(g Calen i 3 Diane Peterson Reports 12:49 PM 2kB
) Contacts {~y Diane Peterson Invaice 12:49 PM 2kB
© EEli:d Ttems & John Wayne Holidays 12:48 PM
ra
:_'J Junk E-mail

Figure 1.16 Moving items by the Drag & Drop method

3. A green tick icon appears when the item is ready to move (see figure 1.16) or a blue + icon
when ready for copying (see figure 1.17).

T =8
KerioMeziiServers 1 INBOX Loaout 2,
g 30 Settings~ | [~ Newmail = gj Reply = @ Forward M Spam 5] [ ® Q
Folders | Search | Clear 4@ @ Page [ 1 of1 = #
£ jsmith@company.com T From Subject Received ~ Size
= __,|ﬂ i (1) dmi 5 k
5 Private % admin@company.com Warning 12:53 PM 2 kB
= Wodk ¢ ! @+ Benjamin Flykiller Meeting 12:52FM 4kB
;M_ Calenj% ‘ Ui @ Diane Peterson Reports 12:49 FM 2kB
£ Contacts {3 Diane Peterson Invoice 12:49 PM 2kB
& Deleted Items &  Iohn Wayne Holidays 12:43 PM
) Drafts
[ Junk E-mail

Figure 1.17 Copying items by the Drag & Drop method

4. Let hold of the button to move the item to the selected folder immediately.

Note: Unless the item is dragged over a folder where it can be moved (i.e. any mail folder with
corresponding access rights in the folder tree), a red icon is displayed meaning it is impossible
to move the item to the particular location.

Using the Move or copy button

The toolbar includes a clickable Move or copy icon. Items can be move or copied by using this
button as described below:

1. Highlight the selected item and use the Move or copy button in the toolbar.

2. In the Folder selection dialog just opened, select the folder where you want to move or
copy the item and click on Move or Copy.
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Pop-up menu

Items can be moved or copied also by a special option in pop-up menu:
1. Right-click on an item. to open a context pop-up menu and select Move or copy.

2. This opens the Folder selection dialog where you can select a folder where the item will be
move or copied. Click on Move/Copy.

1.5 Specific features and technical limitations

Automatic logout

For security reasons, Kerio WebMail logs out users automatically after a preset idleness time-
out or after the timeout set for the maximal length of connection to the Kerio WebMail in-
terface. By default, the length of inactivity period is set to 2 hours. By default, the maximal
length of connection to the Kerio WebMail interface is set for 312 hours. Kerio MailServer
administrators can change this value.

When any of these timeout expires, clicking on any link or button returns the user to the login
page and the user has to log in again.

Pop-up Kkillers

If any pop-up blocker (pop-up killer) is installed on the computer where Kerio WebMail is
running, it is necessary to create an exceptional rule in Kerio WebMail or to connect via secure
connections (see chapter 1.2). Otherwise, event and task reminders will not work in Kerio
WebMail.

If the pop-up blocker is embedded in the web browser, create an exception for Kerio WebMail
or disable the pop-up blocker completely.

Message size limits

Size of any outgoing email message (event, task or contact) must not exceed the limit set by
Kerio MailServer administrator (for detailed information, see the Kerio MailServer adminis-
trator’s guide). otherwise the particular message will not be delivered. No limit applies to
incoming mail.

Duplication of default folders

After certain period of using, some default folders, such as Deleted items, Junk email, etc., may
be duplicated in the Kerio WebMail’s folder tree.
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This problem occurs under the following circumstances:

e besides Kerio WebMail, a user connects to his/her mailbox also via an email client
which is not directly supported by Kerio MailServer (e.g. MS Outlook Express),

e this unsupported email client is not in English,
e client applications connects to the server via IMAP.

If the conditions described above are met, the mail client might create its own set of special
folders (they cannot be found at the server since their names are in English there). These
changes are copied by Kerio WebMail.

In MS Outlook Express, the problem can be removed by renaming the critical folders (Sent Items
and Drafts) under Tools — Accounts:

1. Click on the particular email account and click Properties.

2. Select the bottom IMAP folder and change the Sent Items and Drafts folder names (for
details, see figure 1.18).

¥ 192.168.44.169 Properties HE |

Generall Sewersl Eu:unneu:tiu:unl Seu:urit_l,ll tdvanced  IMAP |

Folders

Foot folder path: I

¥ Check for new messages in all folders

Special Folders

v Store special falders on IMAP server

Sent [tems path: ISent [tems1

Dirafts path: IDrafts'I

Figure 1.18 Renaming folder names in MS Outlook Express

Messages signed in MS Outlook

Senders who use MS Outlook with the Kerio Outlook Connector (however, this problem can arise
even if some obsolete email clients are used) can send digitally signed messages in a format
that is not supported by Kerio WebMail. This problem can be solved by allowing sending of
digitally-signed email messages in MS Outlook as clear text messages.

If your messages are digitally signed, in MS Outlook check the Send clear text signed mes-
sage when sending signed messages option under Tools / Options on the Security tab (see
figure 1.19). This option provides that also Kerio WebMail users may read the message.
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Other I il Spanm I il 2t of office I il Preferences |
Preferences I Mail Setup I Mail Farmat I Spelling Security

Encrypted e-mail
9 [ Encrypt contents and attachments For outgoing messages
Lﬂ [ Add digital signature ko oukgoing messages
v Send clear text signed message when sending signed messages
[ Request S{MIME receipt for all 5{MIME signed messages

Default Setting: I j iettings...l

Figure 1.19 Setting verification of digitally signed messages in MS Outlook

Note: The settings shown here applies to MS Outlook 2003. For MS Outlook (2000/XP), the
settings may differ slightly. In MS Outlook 2007, these settings may be done under Tools —
Trust Center — E-mail Security

Problems with Back and Forward buttons

Also note that the Back and Forward buttons located in the toolbar of the web browser will
not work properly in Kerio WebMail. Therefore, it is recommended not to use these buttons in
Kerio WebMail.

1.6 Email

This chapter will provide you with an overview of options and features of mail folders, i.e.
folders where email messages are kept. Number of email folders in a mailbox is not limited.

The most essential folder is Inbox. By default, new messages are delivered to this folder. It is
also possible to make the server deliver messages sorted by certain criteria to other folders,
however, this issue will be addressed in chapter 1.13.

Another basic email folder is Sent Items. Here, copies of all messages sent from the mailbox
are stored.

Another email folder to be mentioned is Drafts. This folder stores any messages which have
been started or even completed but not sent.

The three basic folders described above cannot be removed as they belong to so-called default
folders. Details on default folders as well as on other folder types are focused in section 1.11.

1.6.1 Message list

In this section, you will be provided with information on basic structure of email folders.
The mail folders are arranged in a table (list). Each row contains one message and available
information. Information to selected messages are listed in the columns. Each line may include
icons referring to other features of the particular message (the description provided below
addresses them in the order from left as they may appear in the line):
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KerioMeziiServert i INBOX Logout &1+
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£ jsmith@company.com ! o w From Subject Received ~ Size
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;m‘ Calendar % admin@company.com Warning 12:53 PM 2 kB
&z Contacts t g~ Benjamin Flykiller Meeting 12:52 PM 4kB
& Deleted Items {~y Diane Peterson Reparts 12:49 FM 2kB
[} Drafts @ Diane Peterson Invoice 12:43 PM 2kB
L] Junk E-mai £y John Wayne Halidays 12:48 PM 2kE
ko | Motes
[ )RS5 Feeds
[ Sent Iteme
ul Tasks
# [ Public folders

Figure 1.20 The Inbox email folder

e Priority — this icon represents the importance of the message. High priority is marked
by a red exclamation mark, whereas a blue downward arrow stands for a low priority
message. Priority is set by the message sender (see section 1.6.3).

e Attachment — the paperclip icon indicates that the message contains an attachment
(i.e. an attached file).

e Flag — flags are represented by a little red flag icon used to highlight messages (so it
is later easier to find them).

e Icon — these icons indicate different types of messages (forwarded message, spam,
invitation, etc.).

e From — the address of the sender.

e Subject — the subject of the message.

e To — the address(es) of the recipient(s).

e (Cc — the address(es) of the copy recipients.

e Received — the date/time when the message was received. On the day of receipt, this
column shows only the time data; from the next day on, the date is displayed as well.

e Date — the day when the message was sent. If the message is received on the same
day, only time data are shown. From the next day on, the date is displayed as well.

e Size — the size of the message in kilobytes.

By default, up to 20 messages are listed on one page. To change number of messages displayed
on a single page, use the Settings section in Kerio WebMail (see chapter 1.12.1).
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icon Description

high priority messages

low priority messages

attachment

message flag

unread message

read message

unread spam

read spam

messages already replied

Dt | 1) 2] O €=«

forwarded messages

E_"_t

event (meeting invitation or a reply to an invitation)

=4

task (notice informing of the user’s participation on a task or a reply to such a notice)

Table 1.1 Overview of icons used in message lists

1.6.2 Message reading

New messages are delivered to the Inbox folder by default (folders for incoming messages can
be specified in the rules — for details, see chapter 1.13). The unread messages are marked in
bold. The number of unread messages is indicated in parentheses next to the folder name.

Double-click selected message to open it in a new window (or select a message in the list and
press Enter).

The reading pane is an area where the message body is displayed (message body, images, etc.).
There are two options of location of the reading pane (at the bottom or on the right — see
figures 1.21 and 1.22) or it can be hidden. If the window is hidden, message contents are
displayed in separate windows. The reading pane can be enabled or disabled in Settings. For
detailed information on user settings, see chapter 1.12.1.
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g MNewmall T £ Reply ¥ 4 Forward A spam L I\_,E, X C{

I Search Clear 46 4% Page |1_ of 1 = B

L From Subjeck Received Size
Diane Peterson Photos From Greek 05:49 PM 6851 kB
John Wayne Warning! 05:45 PM ZkB
John Wayvne Re: Meeting 05:45 PM 3B

From: Diane Peterson <dpeterson@companty, com =
To: jsmith@company, com

Date: 07/10/Z006 05:49 PM

Attachments: D Phokos, zip £5150 kE)

Subject: Photos from Greek
Hallo,

as you remember | promised you photos from my holiday in Greeks. Here they are. |
hope you will enjoy them.

Figure 1.21 Message reading

g Mewmal ¥ i Repky T [y Forward Bpam B e X Q
Search  Clear | 4@ 4= Pagel 1 |of 1 = P

From Received From: John Smith <jsmith@company. com =

Sl ' !-I| To: dpeterson@compant.com, John Wayne <jwayne@companty.,com s,
SALES <SALES@company . com =, notebook@companty, com,

Luigi Palmera 0457 P boardroom@company. com

Congratulations! Date: 05/30/2006 01:50 PM

Jobin Smith 05/30/2006 10030 AM Attachments: .f_'::-,m- Meeting (2 kB)

Fua: Import ] Subject: Meeting

r-h_"—'n_:':"th 05/30f2006 01:50 PM & Accept ¥ Tentative ¥ Decline o+ Calendar

’ ¥

John Wayne 05/30/2006 10:25 AM Meeting

Re: Wacation

Required: dpeterson@cormpany.corm,
Jwayne@compant.cam

Optional: SALES®@company.com

When: ‘wed 05/31/2008 10:00 AM - 12:00 PM (2 hours)
Location: Boardroom

Board meeting (budget for the following year)

Figure 1.22 The reading pane is located on the right from the list of messages

Message list editing

o Adding and deleting columns
The appearance of the message table can be changed depending on the information
shown. Kerio WebMail enables users to display or hide any of the columns. Columns
can be set as follows:
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1. Right-click on the column captions.
The pop-up menu that appears contains the Change columns option.
3. Click on Change columns to open the Select fields dialog box and select columns
to be shown in the list of messages.
Users can select (check) the columns they want to include in the table. Checked
columns will be displayed in the table, unchecked columns will be hidden.
e Sorting messages by columns
The detailed information on individual messages is displayed in the columns. Each
column enables sorting messages by information. Click the column heading to sort
tasks in the ascending or descending order (see the arrow next to the column name)
by alphabet, numbers or time (depending on the column contents).
Note: For sorting by subject or by sender, items are sorted by the alphabet of the
language set in Settings as preferred (the General tab) in Kerio WebMail — see chap-
ter . In result, if for example English is set as preferred and subjects are in
German, subjects will be ordered by English alphabet and some specific national char-
acters may also cause problems in sorting.
e Adjusting the column width
The width of the message table can be adjusted the same way as in the spreadsheet
programs. To change the column width, click between two columns in the table header

and drag the cursor right or left as needed (see image ).
! @ W From <L> Subject Received Size
LM John Wayne Accepted: Meeting 02/08/2005 12:23PM 4 kB
1 4 |Diane Peterson Invoices 02/08/2005 10:04 &M 2 kB
:,M- Diane Peterson Meeting 02/08/2005 10:05 &M 3 kB
1] Diane Peterson Photos From Greek 0Z/08/2005 10:42 &M 294 kB

Figure 1.23 Adjusting the column width
Note: Settings of column width is not remembered. Next time opened, the columns
return to their default state.

Attachments

Each incoming message may include one or more attachments. The attachments are files
of various types (text, images, audio, video, archived compressed folders, etc.), that can be
attached to a message and sent to the recipient.

If you receive an attachment in a message, you can open it, view it and also save it to a folder
(by using the pop-up menu opened by right-clicking on the attachment). This opens a standard
dialog where the attachment can be saved. Users can also use the pop-up menu of the link
(the Save as option).

Reply to a message

It is possible to reply directly to any message. This can be done by the Reply button available
on the toolbar (see figure ). The button includes a menu where it is possible to select from
two options (Reply to send the reply only to the sender or Reply All to send the reply to all
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addresses included in the original message). Click on one of these buttons to compose the
reply message. The email address of the person who has sent the original message is entered
automatically in the To field. Note also that the subject of the message now contains the Re
string. This string indicates reply to previous message.

(G

k=1 Reply

ka5 Reply all

Figure 1.24 The Reply button menu

The message can be also forwarded to other recipients. Click on Forward to edit the selected
message where the To and Cc fields are left blank, because the system does not know who do
you intend to forward the message to.

If you receive a message with the Fw: string prefixing the subject, you'll know that it is a for-
warded message (. Fw: detailed information regarding the today’s meeting).

Message flag

Each of the received messages can be marked by a flag in Kerio WebMail. It is a little colored
flag symbol that reminds users of the message it was appended to. Flags help us look up
messages easily.

Click the column with the flag image to add a flag to/from a message (see image 1.25). The
same method can be followed to remove a flag. Simply click on the flag you wish to remove.

X ﬂ B Fram Subject Received * Size
1] Diane Peterson Photos 12:13 PM 293 kB

! w admin@cormpanyy , com W arning 12:12 PM Z kB

John Wavne Re: Meeting 12:11 PM 3 kB

Figure 1.25 Message list

Note: Tmage flags can be added to messages even in MS Outlook. The flags appended to mes-
sages in this application will be displayed also in Kerio WebMail and vice versa. The problem
is, that MS Outlook enables users to add flags of different colors. Kerio WebMail shows all flags
in one color.

1.6.3 Message writing

In Kerio WebMail, new messages can be composed in the special window designed for message
editing. To open this window, use the New mail button on the toolbar.

The window for creating new messages is divided into several sections. The first one allows
editing of addressees and message subject (name). This part is called message header. The
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second section allows insertion of the message. This part is called body. Another section is
the toolbar in the upper part of the window. Several functions are included that can be used
to manipulate with the current message.

E-mail header

The message header (see figure 1.26) provides the following options:

€9 http:/ /localhost - New mail | Kerio MailServer 6 - Mozilla Firefox

Hsend H fi ABG @, ! 4% Options

From: |Ju:uhn Smith <smith@company.com> = |
To: | |jwillu:|'.-\' @othercompany.com, deborah.james@othercompany. com

e | |I:|I:|Iadc@1:uﬂ'|er|:u:rnpany.ccum
Bco: | |J|:|hn Wayne <jwayne@company.com >

Subject: |K]'~"IS presentation

Attachments: |C:"-.Du:u:uments"-.F‘E’u:e"-.F‘rezerltace"-.KMSE.E-.ppt:t. Browse... | remove

Figure 1.26 E-mail header

From

To

Cc

Bcc

This item is displayed only if you use an address different from the default email address
(setting of default user address is described in section 1.12.1).
The selected address will be treated as sender address.

Enter the email address of the recipient in this field. More than one email address is
allowed; the addresses must be separated by commas (see picture 1.20).

The same function as the To field. However, this item is used in special cases where the
message includes multiple addressee, some of them only being informed of the issue by
the message. The addressees included in this section are not expected to reply to the
message.

The address entered in this field is hidden for the other recipients. Blind copy is useful
especially when a message is to be sent to more email addresses and you want to protect
the privacy of one or more users.

Subject

The subject stands for the message’s name. It should provide clear hint on the message
content (helpful for later reference).
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Next to the fields for recipients’ addresses, the To, Cc and Bcc buttons are available (see fig-
ure 1.26). These buttons open the search dialog (see figure 1.27) where first and last names
can be used to easily filter out particular email address to which the message would be sent.
The look-up dialog scans only through the addresses included in the account’s contact folders.

Below, you can find detailed description of the look-up feature:

; Contacts | Kerio MailServer 6 - Microsoft Internet Explorer

Folder |a|| conkact Folders -
Search For | Search |
| Display name = E-mail Company

&% Alain Lowland alaini@lowland, eu =
ﬂ;| Amanda Black, ablack@companyy , com
ﬂ;| Betty Whitehouse bibi1 Z3@ahoo, com .
ﬂ;| Danielle MacMillan mcmillan@othercompansy . com
ﬂ;| Diane Peterson dpeterson@companty. com -

To-= | |James Yega <info@abcde,com=

Cc-= | |Diane Peterson <dpeterson@companty, com =
B - | |Jane Houston =jhoustoni@othercompanyy , com >

(] 4 Zancel

Figure 1.27 Searching in contacts

Folder
The addresses of recipients can be selected from the personal address book or from other
contact folders that the user has connected to. In menu, select folders where the search
will be performed.

Search for:
Enter at least the first letters of the searched contact (first name, last name or a part of
email address) which will be used as a searching criteria string.
Note: The look-up is not case-sensitive.

Click the Search button to start searching using the parameters previously defined.

Toolbar

The toolbar includes several buttons allowing basic operations such as message sending or
saving:

Send
The message will be sent to the addresses entered into the To, Cc and Bcc fields.
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Save as Draft
The message will be saved to the Drafts folder, where it can be opened, edited and sent.

Attach
Use this button to attach a file to a message. More than one file can be attached to the
message. Press the Attach more button multiple times and select the files you want to
attach to the message.
If an undesirable file has been attached to the message by mistake, remove it by clicking
on the Remove link next to the attachment.
—— Warning
Each attachment appended must not exceed the limit set by the administrator in Kerio
MailServer, otherwise the particular message will not be delivered.

Spelling
Use the Spelling button to perform a spellcheck of the written text (for more information
on spellchecker, see section 1.6.4).

Check
The Check for names button completes addresses by using connected contact folders. By
default, the default personal contact folder is set for checking for names. In addition,
other contact folders can be added in Settings (for details, see section 1.6.6). As well as
the Check for names button, the Ctr1+K shortcut can be used for the same purpose (see
section 1.6.6).

Priority
Press the exclamation mark icon to send the message with high priority.
Options

The Options button opens a dialog box where some of the message parameters can be
set, e.g. its priority or delivery confirmation request.

; Dptions | Kerio MailServer 6 - Web Page Di... E4 |

Message Format: IHTML - I
Priority I high | = I

¥ Request a read receipt

|_ Request a delivery receipt

O, I Zancel

Figure 1.28 New mail options
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Message format — messages can be sent either as plain text or in HTML format.
Users cannot use formatting in the plain text message and the formatting toolbar
is disabled.

These settings apply only to a single message. General settings can be defined
in Settings (chapter 1.12.1).

Note: In the Safari browser, HTML editor is not supported and, therefore, the
option is not available.

Priority — priority of a message. The priority is indicated by an exclamation mark
Or an arrow.

Request a read receipt — if this option is enabled, the recipient’s client sends the
sender an automatic alert that their message has already been read (if conformed
by the reader). This option can be therefore used also in cases where an answer
is nt explicitly demanded but it is important to know whether the message has
been read.

Request a delivery receipt — check this option to request an automatic notifica-
tion of the message’s successful delivery. The notification does not provide the
information of if the message has been read.

Message body

The message body consists of the text and attachments (if any).

The message body can be sent as plain or formatted text. Text formatting is allowed thanks
to an embedded HTML editor that supports text formatting functionality. However, writing of
the email messages in this editor is not supported by some of the browsers:

Safari — the HTML formatting is not supported at all, the messages can be sent only
in plain text format.

Firefox — HTML editor is functional, only some of the buttons are disabled (Cut, Copy
and Paste icons). Users can use keyboard shortcuts instead of these buttons (chap-
ter 1.12.5).

To format the message text in Kerio WebMail, use icons in the toolbar above the text field.

B
0
(ak
=
e
=
i
il
[
il
i
i
ii
i
e
4

AL AL O

Edits

Figure 1.29 Toolbar

The dialog box contains standard Cut, Copy and Paste tools. It is possible to use standard
key shortcuts (Ctr1+C for copying, Ctr1+V for pasting and Ctr1+X for cutting of the
selected object) or the first three icons on the toolbar.

Besides the buttons, the Drag & Drop method can be applied when moving or copying
text a message. Simply select part of the text and drag it to the desired position while
holding the mouse button. Hold down the Ctr1 key to copy the text.
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Font
The font can be changed the same way as in other editors. Users can select different
fonts, sizes, colors and styles:

e Fonts — in Kerio WebMail, some basic fonts are available: Arial (Black), Courier,
Times New Roman and Verdana.

e Font size — click the appropriate icon in the toolbar to change the font size.

e Font color — click the appropriate icon in the toolbar to change the font color.

e Font style — standard icons for selecting a font style are available in the editor:
bold, italic, underlined.

Paragraph
The text paragraphs can be aligned right, left and centered, as well as indented from
the left margin. Use the standard icons in the toolbars to change the appearance of the
paragraph.

Bullets and numbering
Standard icons for creating bullets and numbered lists are available in the toolbar. Click
the selected text to enable the bullets/numbering. When users click the icon again, the
bullets/numbering are disabled.

Text highlighting
The selected text can be highlighted in one of the colors of the Highlight palette in the
toolbar (the last item).

Hypertext
A hyperlink is an active portion of a text, usually underlined and marked by a different
color, that direct users to an intranet or Internet site. The hyperlink is used for directing
to web pages, downloading files, sending email or accessing discussion groups.
Use the Create link icon in the toolbar to enter the URL for the hyperlink.

Explorer User Prompt E

Script Prompt:

Cancel

Enter a link [e.g. http:/dwiny, kerio.com]; |

Ihttp:.-".-"www.keriu:u.u:u:um.-"kms_wel:umail.html

Figure 1.30 Link
Use the Remove link icon to delete the hyperlink.
The following example illustrates how to use the hyperlinks:
Here is a fragment of a possible message body: “I am sending you a link to an interesting
website”. The “interesting website” part can be used as a hyperlink.
Solution:
Mark the words “interesting website” by cursor and click the Create link button. A dialog
box for creating a link appears. Specify the URL entry with corresponding URL address.
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—— Warning
If an email composition takes longer, connection between the server and the browser may be
lost. If this happens, finish the message and enter your user password in the dialog which
is opened upon attempting to Send or Save the message. Then the attempted action will be
performed.

Moving message attachments by the Drag & Drop method in Firefox

Firefox supports moving of attachments to the message editor’'s window by the Drag
& Drop method. The dragdropupload plugin is required for this action (available at
https://addons.mozilla.org/firefox/2190/).

After installation, it is necessary to check whether the plug-in was installed successfully.
1. In the Tools menu, select Extension.

¥9Extensions =] 3

DOM Inspector 1.5.0.9
Inspect the DOM of HTML, UL, and %ML pages, including the browser chrome,

Talkback 1.5.0.9
Submit a crash report to Mozilla.org,

dragdropupload 1.5.22

,: ninskall | » Cptions | ;‘ Find Updates | Get More Extensions y
5

Figure 1.31 The Extensions dialog

2. This opens the Extensions dialog. After successful installation, the dialog contains the
dragdropupload plug-in (see figure 1.31).

The plug-in allows to attach one or more files to email messages by the Drag & Drop method
in one of the following ways:

1. Open the message editor. To attach files to a message, left-click on them, hold the mouse
button and drag them to the Attachment toolbar button. This adds the attachments to the
message.

2. Open the message editor. Click on Attachment. This opens an empty entry for specifica-
tion of the attachment path. Simply left-click on the files to be attached, drag them to the
blank entry and release the mouse button. This attaches the files to the message.


https://addons.mozilla.org/firefox/2190/
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1.6.4 Spellchecker

Use the Spelicheck button in the New mail toolbar to start the spellcheck. If an error is de-
tected, a dialog is displayed with the incorrect phrase highlighted (see figure 1.32). The fol-
lowing options are available:

e Select a correct phrase in the Suggestions dialog box and click OK to confirm.

e Insert the correct phrase manually in the Change to dialog box and click Change to
confirm.

o If the phrase was entered correctly, click Skip to skip the phrase.

e Use the Skip all button, if the phrase appears frequently in the text. All occurrences of
the phrase in the text will be skipped.

e C(lick Add to add the phrase in the dictionary. New phrases can be also added using
a special dialog box created for this purpose — see below.

e C(lick Delete to delete the phrase.

; Webmail | Kerio MailServer 6 - Microsoft Internet Explorer M= B |

Dear Diane Skip

I wank ko m wou about rescheduling out meeting. Skip
Add

Regards

Johin Smith Delete

Campany' . com

Dickionary |
Zhange to
inform Zhange |
Suggestions
inborn
Ok |
Dickionarsy
| English {en_1J3) ;l Zhange |

Figure 1.32 Spellchecker

In order for the dictionary to work properly, select the correct dictionary for the written text.
Users can use either the Dictionary menu (the last item in the dialog) or Settings menu (chap-
ter 1.12.1).
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Dictionary

Kerio WebMail contains a personal custom dictionary where unknown phrases not available
in the default spellcheck dictionary can be entered. Each user can thus create his/her own
dictionary.

The default dictionary used for spellcheck can be amended when needed. Select the Dictionary
item from the Settings menu in the spellcheck dialog. Users can add or delete words to and
from the dialog box that is opened. New words and expressions can be added to the dictionary
also when spellchecking a message.

1.6.5 Spam filter

Spam messages are mostly represented by advertisements. Spam are usually sent in bulk and
the recipient addresses are obtained by illegal means (e.g. by tapping the network communi-
cation). In their wilder modifications, spams may also distribute and seed dangerous viruses.

Kerio MailServer contains a sophisticated antispam filter. The filter is designed so that it
can recognize specific attributes of spam from the message contents (spam messages usually
contain specific keywords that can be recognized and counted by the filter). Each message is
assigned a numeric score; if this value exceeds the limit set in Kerio MailServer, the message
is marked as spam.

Self-learning antispam filter

The built-in antispam filter may let some spam messages through from time to time by mistake
(their score is low) and mark some regular messages as spam (their score is too high). For the
reasons above, the antispam filter allows modification to the database used for recognition
of spam messages. This method, however, requires user input. Users should reassign the
incorrectly evaluated messages to correct types (spam / non-spam) so that the filter learns to
recognize them in the future.

Kerio WebMail uses the Spam and Not spam buttons located in the toolbar to mark the mes-
sages correctly. Highlight the incorrectly marked message and click one of the buttons. The
filter receives information regarding update of the database. This decreases chance for incor-
rect deliveries.

A rule for unwanted messages

All messages marked as spam can be automatically delivered to Junk E-mail folder, created
in the folder tree for this purpose. This function may be enabled when creating the email
account or it can be enabled by the users themselves in their user settings, on in theSpam tab
(for details, see chapter 1.12.1).

To enable the spam rule, check the Move spam to the Junk E-Mail folder on the Spam tab (see
figure 1.33). Once the rule is enabled, it is also recommended to enable the rule which allows
messages sent from addresses included in the user’s contact folders skip the antispam check.

41



Chapter 1 Kerio WebMail

f:" User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

¥ Move spam to the Junk E-mail folder

Spam whitelist

Do not treat messages as spam, if the sender is on following list:

ablack @othercompany.com Add...
dpeterson@company.com

info@offer.com Edit... |
Jwayne@oompany . com
Remove |

¥ add e-mail address of original sender while sending reply
¥ alsa trust senders from my Contacts folder

QK Cancel

Figure 1.33 User settings — Spam tab

It is also possible to add addresses to a special whitelist. Messages sent from the addresses
involved in the list will be considered as non-spam. To add an address to the whitelist, users
can use one of the following options:

1. On the Spam tab in user settings (see figure 1.33).

2. Right-click a message in the list to open the pop-up menu and select Add user to spam
whitelist.

This option prevents from moving solicited messages with some attributes of spam to the
Spam folder.

Note: The spam rule has higher priority than rules set in the Filters dialog box (see chap-
ter 1.13). If the filter includes any rule which in any way handles messages marked as spam,
the action set in this rule is ignored.

1.6.6 Automatic check for email addresses

Automatic check for email addresses helps to accelerate writing of addresses and ensures that
the addresses entered will be correct.

Upon entering of first letters of email address in the address entry, this feature uses all contact
folders to look up all addresses matching the string. The search focuses on items First Name,
Last Name, E-mail Address and Company. The offered items include also user groups with
email address and distribution lists if their name (or their email address in case of groups)
matches the string.
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If multiple addresses matching the string are found, a menu is opened that lists all addresses,
user groups and distribution lists matching the string (see figure 1.34).

ﬂ‘ Contacts | Kerio MailServer b - Windows Internet Explorer

Display name =~

&  David Barlow barlow @pthercompany. com Other Company
&% James Bradiey bradley @example,com Example
&% JaneBlack black @othercompany.com
>
Ok, Cancel

Figure 1.34 List of contacts matching the string

Initiation of the look-up function depends on Kerio MailServer configuration:

e Automatic check for addresses is disabled in Kerio WebMail Settings (see sec-
tion 1.12.1) — to check for an address, it is necessary to click on the Check Names
button icon available on the toolbar or to use the Ctr1+K keyboard shortcut.

e Automatic check for addresses is enabled in Settings — detected addresses matching
the string are filled in the entry when the pointer is moved to another textfield. To
check for addresses while entering multiple addresses, click on the Check for names
icon on the toolbar or use the Ctr1+K shortcut.

In Kerio WebMail, the automatic check for addresses can be enabled/disabled under Settings:
1. Go to Settings (under Settings — Settings).

2. Switch to the Mail tab.

3. Check or uncheck the Check names automatically option (see figure 1.35).

Addresses are searched in contact folders where the check is enabled. By default, the check
is enabled only for the default private Contact folder and the default public Contact folder.
Other folders can be added as described below:

1. Go to Settings (under Settings — Settings).
2. Switch to the Mail composing tab.
3. Click on Choose folders at the Search for contacts in selected folders item.

4. Check folders to be added to the scanned folders (see figure 1.36).
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I.I"f User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

Reading pane: I bottom | = I

Default From address: |suppurt@cumpany.cum

Special Reply-To address: hsmiﬁﬁ@mmpany.mm

Organization: |C|:umpan3-'

Signature:

Regards ;I
John Smith

Sale= Manager

http: //www.comnpany . com/

4 o

¥ Display image attachments inline

|_ Display images from other websites
¥ Mark displayed messages as read
¥ canfirm marking messages as spam
¥ check names automatically

QK | Cancel I

Figure 1.35 Settings — Automatic checks for addresses

5. Click OK to confirm settings.
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,_I_'_'.: User settings | Kerio MailServer 6 - Windows Internet Explorer

¥ Compose messages in HTML format

General | Mail | Mail composing | Spam | Others | About |

¥ add ariginal text when replying
Indent original text with:

Wrap long lines at

Response to request for read receipt

Spell-checker dictionary:

Search for contacts in selected folder

g Folder selection | Kerio MailServer 6 — ... [E3

£ jsmith@company.com =
T =Emeox
= (&) work

o Calendar

< 7

v .E.!;__| Contacts
03 iz Personal
r B Deleted Items -

Invert selection |

QK Cancel |

ok |

Cancel

Figure 1.36 Settings — Adding contact folders to the automatic check for names

—— Warning

The more folders are included in the check, the longer the search may take.

1.6.7 Looking up messages

The message look-up helps find specific messages quickly, using the criteria defined. The
standard search form is used for searching messages in Kerio WebMail mail folders. Use the
Search button (the magnifying glass icon in the toolbar) to open the form.

The search window is divided into three parts. The first part lists the folder where the search
is performed (the current folder by default). To change this setting, click the Browse button

located on the right of the Folder item.

The other part of the window contains two tabs used to define the search parameters. On the
General tab, users can perform the basic search by subject or sender/recipient.

Search for:

Insert a string that will be used as a searching criteria.
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Where
The menu offers only the Subject option.

; Webmail | Kerio MailServer 6 - Microsoft Internet Explorer

Folder: [INBOX

Browse |
General | Advanced |

Search |
Search For |Meeting
In |su|:ujeu:t -

Sender | |jwayne
Recipient | |

£ Reply ks Reply &l f-3 Forward L L,‘p X

| [J] Fram Subject Received Size Folder
John ... Re: Meeting 12:36 PM 1 kB TMEC
John ... Re: Meeting 01:31 PM 1 kB TMEC
John ... Re: Meeting 01:31 PM Z kB TMEC
|:Ej 3 messages Found |\J Local inkranet v

Figure 1.37 Searching — General tab

To search by subject, enter a corresponding string to the Search textfield and click on Search.
Searching results will include all messages which contain the string.
Sender

Use the Sender textfield to specify a string that will be used as a searching criteria applied
to senders’ addresses. You can also click the Sender button to open a dialog box where
email addresses can be selected from your contact folders.

Recipient

Use the Recipient textfield to specify a string that will be used as a searching criteria
applied to recipients’ addresses. You can also click the Recipient button to open a dialog
box where email addresses can be selected from your contact folders.

It is also possible to combine searching criteria. For example, to search a particular message
where you know the sender, use the Search (searching by subject) textbox to specify a partic-
ular string and the Sender field to enter an email address.

Use the Advanced tab to specify additional criteria for searching:

Only items that are
Narrowing of items by the read/unread criteria.
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Only items with

Narrowing the list of items by the flagged/non-flagged criteria.
Only items

Narrowing the list of items by the attachment/no attachment criteria.
Date

Searching messages sent or received within the selected time period.
Size

Searching messages by size.

; Webmail | Kerio MailServer 6 - Microsoft Internet Explorer

Folder: [INBOX

Browse |
General | Advanced |

Search

[¥ ©nly items, that arelseen ;l sart
[ ©nly ikems with |Flag -
[ Only items |with one or more atkachrments -]
Drate |anytime ;l
Size f ary =1 kb
£ Reply E# Reply al f=3 Forward B e X
| [J] Fram Subject Received Size Folder

John ... Re: Meeting 12:36 PM 1 kB TMEC

John ... Re: Meeting 01:31 PM 1 kB TMEC

John ... Re: Meeting 01:31 PM Z kB TMEC

|£j 3 messages Found |\-J Local inkranet v

Figure 1.38 Searching — Advanced tab

The last part contains a table with search results and a toolbar. Using this toolbar, users can
handle individual messages right in the table.

Using the Search field

Another way of looking for a specific message is the Search field in the toolbar. Search string
(a word, part of a word or a character) can be entered in this field. Messages are looked up by
sender address or message subject. Simply enter the first letters of an address or subject. The
messages found will be listed directly in the message list.
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1.6.8 Interrupted connection between the server and the browser

Sometimes, the connection between Kerio MailServer and a web browser may be interrupted.
Connection may be interrupted by a connection failure or by expiration of the session timeout
set in Kerio MailServer.".

If the connection fails, it is necessary to reconnect by authentication by username and pass-
word.

If a message is just being edited when the connection fails, it is possible to finish it and
reconnect by authenticating by username and password upon clicking on the Send button (see
figure 1.39).

bl

Your session has expired.
Please enter your password to continue.

Username: jsmith@company.com

Password: |"""""

Log In |

Figure 1.39 The dialog for authentication through username

—— Warning
Beware of closing the window with the edited message before the new authentication. Other-
wise, the message will be lost.

1.7 Contacts

Most of us use or at least know address books and little notebooks where names, phone num-
bers and addresses of family members, friends, colleagues, business partners and other people
are kept. Another possibility to remember contacts is keeping of business cards provided by
people we meet. In these times of booming electronic communication where we are almost
becoming slaves of time, looking contacts up in tiny pocket books and visit-card filers is too
time-consuming and ineffective.

For this reason, contact folders have been developed. Actually, these folders are electronic
address books replacing the old-fashioned methods of contact maintenance. In addition to
the fact that all contacts are kept together, other advantages come along, such as easy look-up
and automatic recognition of known email addresses while being written.

In addition to creating and maintaining of single contacts, contact folders allow creating and
maintaining of distribution lists. Distribution lists are groups of contacts recognized by a sin-
gle group name. This name is simply used instead of entering all included addresses sepa-
rately.

Kerio MailServer allows setting of timeouts for total time of sessions and for idle connections. These settings increase
security of Kerio WebMail usage.
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1.7.1 Contacts display

The contacts in Kerio WebMail can be displayed in two ways; either as individual cards, or as a
list of contacts. Use the menu in the toolbar to set the display mode (see picture 1.40).

For classification by contacts, items are sorted by the alphabet of the language set in Settings
as preferred (the General tab) in Kerio WebMail — for details, see chapter 1.12.1. In result, if
for example English is set as preferred and subject are in German, contacts will be ordered by
English alphabet and some specific national characters may also cause problems in sorting.

By default, up to 20 contacts are listed on one page in contact folders. Number of messages
displayed at one page can be changed, however, it is necessary to keep in mind that the same
settings apply also to email and task folders. To change number of items displayed on a single
page, use the Settings section in Kerio WebMail (see chapter 1.12.1).

Cavrds

Besides other methods, the cards can be sorted by alphabet letters, available below the toolbar
as links. By clicking a specific letter, the first contact starting with this character will be
highlighted.

TIP
Pressing Shift-letter when searching in the row of letters, the contacts starting with this char-
acter are marked.

KerioMziiServert <1 Contacts Logout &+
&y 5 Settings~ | dgiewcontact ~ (¥ == x 5 Q Im
Folders I Search Clear %@ @ page I 1 | of2 =» B

B, jsmith@company.com

Contacts labcdefaohiiklmnoparstuvwxysz
= (5 TNBOX (1)
Private Alice Smitherson Flykiller, Benjamin Samuel Green
. E-mail: smitherson @examp E-mail: bfiykiller @company  E-mail: green@othercomps
Work
- e Beata Hrozny Joe Brown Smith, John
(o Calendar E-mail: bhrozny @yahoo.co E-mail: joe.brown@gmail.o E-mail: ismith @company.cg
EelContacts Black, Anne
& Deleted Items E-mail: ablack @company.ct £-mail: dpeterson@compar:
) Drafts Cecilia Horn Richard Bayley
5 Junk E-mail E-mail: horn@othercompan E-mail: bayley @yahoo.comr
ko | Motes
| RSS Feeds
| Sent Items
5 Tasks

# [ Public folders

Figure 1.40 Contacts
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Users can also use the purple arrows to navigate between the pages with contacts.

List

In the list view mode, information to individual contacts are listed in the columns. Contacts
can be sorted according to the information This view mode provides several advantages. First,
columns can be sorted and ordered in accordance with information they include. Click the
column heading to sort contacts in the ascending or descending order (see the arrow next to
the column name) by alphabet, numbers or time (depending on the column contents).

Users can also customize the information to be displayed. The columns can be added or
deleted. Right-click the table header and specify the column settings in the window where
columns to be displayed can be selected. The pop-up menu contains the Change columns
option.

The width of the contacts list can be adjusted the same way as in the spreadsheet programs.
To change the column width, click between two columns in the table header and drag the
cursor right or left as needed. When the window is refreshed, layout of the columns is set to
the default mode.

1.7.2 New contact

To create a new contact, follow these guidelines:
1. Open a contact folder.
2. Click on the New contact button in the toolbar

3. to access a dialog box with three tabs where the contact information can be entered.

The first tab (see figure ) includes entries for general information to be specified.
(the first and last name, phone number, email address or personal web page URL can be
specified).

In the Address tab, home address data for each user are stored. In this tab, three different
addresses — Business, Home and Other — can be specified. The address type can be
selected in the Address menu. Check the This is the postal address option to select one of
the addresses as primary.

The Details tab contains additional information about the contact, such as birthday, an-
niversary or title.
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ﬂ" Mew contact | Kerio MailServer b - Windows Internet Explorer =] 3

F save and dose f=4 Mail to contact

General | Address | Details |

First name: |J|:|hn | Last name: ISmiﬂ'u
Company: ICDmpan*r' Job title: I

File as: |J|:|hn Smith |

Phone numbers Internet

Business; |+ 1{408)111-9995 | E-mail LI Ii’smiﬂ‘l @company.co
Home: |+ 1(405)111-9935 YWeb page:

Mobile: |+ 1{4058)111-9935 | Business LI ttp: /v . compan

| Assistant | | IM address: I

Categories I |Business Private [

Figure 1.41 New contact — General tab

1.7.3 Private contacts

Private contacts can be used especially for sharing of contact folders with other users. If
a user shares a private contact folder with other users, it is possible to mark certain contacts
as private. These contacts will not be displayed to anyone else except the user with whom the
contacts are shared and even the person who shares these contacts cannot see them in the
shared folder.

To mark a contact as private, do the following:
1. Double-click on the contact to show its details.
2. On the General tab, enable the Private option (see figure 1.41).

3. Save changes by clicking Save and Close.

—— Warning
Private contacts are treated as private only if the client where the private contact folder is
viewed supports this feature. In other client applications (like MS Outlook), it is possible to
view and edit contacts without any restrictions by users with appropriate access rights. This
implies that information included in private contacts are not well secured.
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1.7.4 Searching in contacts

There are several ways of searching in contact folders based on the type of display. The cards
display enables users to search for contacts using the letters under the toolbar. By clicking
a specific letter, the contacts starting with this character are highlighted.

When contacts are displayed in the form of a list, only the standard ascending and descending
order of messages is possible. Thus, searching for a specific contact is not very efficient,
especially when there are too many contacts in the folder.

Searching for contacts using the Search window is completely different from the above proce-
dure. Use the Search button (the magnifying glass icon in the toolbar) to open the window or
enter a string (a word, part of a word or a character in the message to be searched for) into
the Search for: field in the toolbar.

; Contacts | Kerio MailServer 6 - Microsoft Internet Explorer
Folder | Contacts -
Search For |jane Search |
| Display name = E-mail Company
&% Alain Lowland alaini@lowland, eu =
&% Betty Whitshouse bibil23@yahoo, com
&z Daniellz MacMillan rncrillani@okhercompany, com
&% James Yega info@abcde, com
ﬂ;| Jane Houskon jhouston@othercompansy, com
&% Louis Brian McDonald windowO@hatmail,com
= Team =
Close |

Figure 1.42 Search contact

Use the first option (the magnifying glass button) When opened, the dialog window provides
a list of all contacts saved in the folder. When searching for a particular contact, the following
information is used as the search criteria:

Folder
Set folders in which the search will be performed. By default, the folder from which the
dialog was opened is selected.

Search for:
This entry can be used to enter a string which will be searched (the first letters of first
name, second name or username can be used). The search string is not case-sensitive.
Click on Search to run the searching.
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Users can also enter the search string into the appropriate field in the toolbar. Click Search
to open the Search window. Only the contacts containing the specified string are listed. If
the searched contact is not included in the table, retry the search process upon modifying the
string or switching to another folder (the search applies only to the folder currently opened).

1.7.5 Contacts forwarding

Kerio WebMail allows contact forwarding in a special format so that forwarded contacts can be
directly added to contact lists upon their delivery. Thanks to this feature, it is not necessary
to copy contacts to email messages and to contact lists.

Kerio WebMail also supports another option. When a message with a contact in the attachment
is received, the recipient can simply click on the attachment to open the contact automatically
in the standard dialog box. Click on Save and Close to confirm settings and save the contact
to the default private Contacts folder.

Note: To save a contact or open it as an attachment, right-click on it and use one of the options
available, Open or Save.

How to forward contacts

To forward a contact, follow these guidelines:
1. Use the cursor to select the particular contact and click on the Forward icon in the toolbar.
2. This opens the message composer with the contact already attached.

3. Send the contact in the same way as email messages are sent.

1.7.6 Public contacts

In addition to contacts created by yourselves and stored in your personal folder, there is also
a contact list available in the Contacts public folder. To read more about public folders, go
to chapter . Most of users can only read these folders, without permission to edit them
or create new ones. However, if you are a contact administrator, please pay attention to the
information provided below.

Methods of how contacts are kept on the server differ. Whereas folders with personal contacts
are not synchronized and users themselves are their administrators, the folder with public
contacts is synchronized with data from user accounts which have been created either on the
server or in a directory service. For that reason, it is not recommended to change full name,
email address of contacts and the Global Address List category in the public folder of the Kerio
WebMail interface. All these changes would be removed during next synchronization. If you

The contact is saved in as vCard (the .vcf extension).
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need to edit a contact, please contact your network administrator. It would have to be edited
in the user account (either in Kerio MailServer or in the particular directory service).

1.7.7 Distribution lists

Distribution lists are groups of email addresses used for sending of collective email. Simply
use a special dialog in Kerio WebMail to complete desired email addresses and save them
under a common name. Whenever sending an email message to such a group, simply enter
the distribution list name in the To entry instead of filling in individual addresses.

Distribution lists are helpful if email is often sent to a group of addressees. For example,
it can be a group of people with whom you often communicate in your work (it is a certain
alternative to mailing lists or to group addresses).

Once created, distribution lists are displayed in the contact folder. If multiple contact folders
are used, the particular distribution list is saved in the folder where it is created. If the list is
for example created in a task folder, the distribution list is automatically saved in the default
private contact folder, in Contacts. to distinguish distribution lists from other items in the
contact list, they are displayed bold.

A new distribution list

To create a new distribution list, follow the instructions provided below:

1. Click on the button which allows creating of new items (see figure 1.43).

2. In the menu, select the New distribution list option.

ﬂ;| Mew contact IEl

Mew mail

Mew contact

Mew distribution list

Mew event

o

Sl New task
E Mew note

Figure 1.43 Toolbar menu
3. This opens the window where you can create a new distribution list.
4. Now, specify name of the distribution list. For this purpose, use the Name entry.

5. Now, add email addresses to the list. The Select and Add buttons can be used for this
purpose:

e The Select button opens a dialog where addresses can be looked up and selected
in contact folders.
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4} Contacts | Kerio Mailserver 6 - Microsoft Internet Explorer

Falder | Contacks |
Search For |John Search |
| Display name = E-mail Company
&5 Alain Lowland alain@lowland. eu 1=
i"l_| ammanda Black ablack@company.com
E& Danielle MacMillan mermillani@okhercompany.com
ib Diane Peterson dpeterson@companty.com
i"l_| James Yeda info@abcde. com
E& Jane Houston jhouston@othercompany. com i
ib John Joseph Srrith jsmithi@carnpanyy. com Carnpany
E& John Wayne jwayne@company , com -
Add to lisk = Close

Figure 1.44 Select

The dialog contains the following items:
Folder
The menu includes all contact folders in the mailbox (including public and
subscribed contacts).
Search for:
Enter a string which will be used as search criteria, i.e. any contacts including
the string will be searched. First letters of first or second name or username
(the part of address preceding the at-sign) can be used as the string. The
search string is not case-sensitive.
One or multiple contacts can be chosen in contact lists (by holding the Shift
or Ctrl key and selecting items by the mouse pointer) and then added to the
distribution list by the Add to list button. Double-clicking on a contact also copies
the particular item to the distribution list.
Use the Add button to open a dialog where a new address can be added to the list.
The address needs to be entered manually:

; Add contact to the distribution list - Microsoft L.. [lj=] E3

~ Mew contact
Marmne
|Elein Bullet

E-rnail
|I:uu||et@u:u:umpany.u:u:um

[+ Save to Contacks

(] 4 Zancel

Figure 1.45 Add
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Name
Enter first and second name of the new distribution list member.
E-mail
Enter email address of the new distribution list member.
Save to contacts
Enable this option to save member information also in the Contacts folder.
e The Remove button can be used to delete an address from the list.

6. Save changes by clicking Save and Close.

A note can be attached to any distribution list. It can be for example a description of the
group or another information. The note can be defined on the Notes tab of the distribution list
dialog.

Besides the method described above, there is another way to create distribution lists. Simply

select one or more items in the contact list (using the Ctr1 key), use the right mouse button
to open the pop-up menu and select Create a distribution list (see figure 1.40).

Sxnewcontact Y B s X | Q |view address cards = |
I Search | (Clear | 4@ 4 F‘agel 1 | of 1 = o

Conkacts labcdefaghijklmnopagrstuywsxyz
Alice Black John Wayne
E-mail: ablack@ComBs sord mail Eﬁcn... ' E-mail: jwayne@comp,..
oseph Willene Create a distribution lisk
E-mail: jwillene@abc, c mpa, .. !
Faorward

Move ar copy
Delete

Figure 1.46 Creating distribution lists by selecting contacts from the list

This opens a distribution list with the selected contacts already included. This list can be
simply saved after entering its name. Contacts can be added anytime if desired.

Edit and update distribution lists

Each distribution list can be edited and also removed. To remove a distribution list, follow the
same pattern as when removing a contact item. Simply select a distribution list by the mouse
pointer and use either the Delete key or right-click on the item and use the appropriate option
in the context menu.

It is also simple to edit a distribution list. Double-click on a distribution list to open it. Con-
tact information can be edited, removed or a new one can be added. It is also possible to
update a distribution list. It is necessary to perform updates where at least one contact has
been changed since the last update. Usually, contacts are edited directly in a contact folder.
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Such changes take no effect in distribution lists. Therefore, it is recommended to update
distribution lists from time to time by the Update button.

To save changes, click on Save and Close.

1.8 Calendar

This chapter focuses on folders used as a more efficient electronic substitute of paper calen-
dars. What is it that is so amazing about electronic calendars? There are several benefits of
these gadgets:

visual alerts and event reminders,

various view options (day, week, year, etc.)

scheduling of meetings,

resource reservation,

access from anywhere provided that there is an Internet connection available.

Before we focus on features of calendar folders, basic terminology will be addressed. There are
two most essential items, events and meetings. Events are calendar items with time scheduled
whereas meetings are events where other participants are involved (invited).

G Newevent = (¥ ==Y ® 3 T = 50, = = &t

16, May - 22, May, week 20 | << today mx
16. May, Monday 19. May, Thursda

05:30 PM - 07130 PM; Dinner with Lary

17. May, Tuesday 20. May, Friday
04:30 PM - 07:00 PM: Meeking Symposilm
18. May, Wednesday 21. May, Saturday

22. May, Sunday

Figure 1.47 Calendar

1.8.1 Calendar view

Several view modes are available for calendars. Users can select a view type which they cur-
rently find the most useful. In this section, detailed descriptions of individual view modes are
provided.
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Users can switch between individual types of calendar views by clicking the appropriate icon
in the toolbar:

Day view

The day view is the most detailed one since it focuses the shortest period. The schedule is
divided into 30-minute periods market by a clock symbol on the left. The current interval is
highlighted in yellow color (the first half-hour of the 12th hour in the picture 1.48).

The single-day view header serves to better reference in the calendar. In the left section, the
current day and date are displayed; in the right section, there is a thumbnail calendar icon
with sliders.

The individual calendar events are ordered in a vertical timeline. Each event is marked by
a colored stripe and it contains the basic information (subject, location, whether it is private
or not and if is has a notification). Whole-day or multiple-day events are displayed in the upper
section of the calendar, before the timed schedule (so that these events do not mess into the
daily schedule).

Ghewevert ~ B o X 8 |T T = =E =5 &

24, June 2006, Saturday | Z= today ==
12
P
01
P
02
P
03

Figure 1.48 Day view
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The events in this type of view can be moved to a different time using the mouse pointer or
extended to cover more hours. To move an event, move the mouse pointer to the left stripe
marked with a different color. After the pointer changes its shape to four arrows, click the
left mouse button and move the event to another time. To extend or reduce the time interval
of an event, move the pointer to the upper or lower area of an event and after the pointer
changes its shape, click the left mouse button and edit the event as necessary.

Focus once again on the left coloured vertical stripe. This area shows the time of the event’s
duration. If the event is shorter than half an hour, the stripe is shorter as well so that users
can recognize the time period taken by the event.

The coloured stripe also shows level of the user’s busyness during the event:

e purple stripe — away,

o full blue stripe — busy,

e dash blue stripe — tentative,
e grey stripe — free.

The fastest and most simple way to open and edit an event is to double-click on it.

To open a new window and define a new event, double-click on the calendar line corresponding
to the time which we want to set the event for. The time is set automatically in accordance
with the row where the new event was opened. The day is also preset in the definition.

Events in the calendar may be distinguished by colors (see figure ). Colors associate vari-
ous event types (such as events referring to work, to private issues, to important issues, etc.)
and make manipulation with the calendar more transparent. Colors of events can be defined
in the event’s edit dialog.

Week view

One week display mode (including Saturday and Sunday). The events in the week view are
marked as colored stripes (according to the event type). If more events are displayed in a single
day, they are ordered by type as follows:

1. The all-day or multiple-day events — these are displayed without any time limitation. If
there are more all-day events specified in one day, they are ordered by subject alphabeti-
cally. The all-day events are described in chapter in more detail.

2. Time-ranged events — repeated events, meetings, etc. If multiple events are defined for
a day, they are ordered by the time when they were set.

The events of the same type are displayed in descending order according to their scheduled
time.

The events in this type of view can be marked by different colors. These colors represent
different event types and can be specified in the edit dialog box — chapter ).

Each event can be moved to any other day in the week displayed. Click the selected event (after
the pointer changes its shape to four arrows) and drag it to another location in the calendar.
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Note: Only events with no recurrence set can be moved.
Today is marked by a box in the weekly view.

A new event can be created by double-clicking on a selected day. An event editing window will
be opened with the date information automatically set to the selected day.

To display the previous or next week, use sliders on the right of the dialog box. Users can also
use the thumbnail calendar icon next to the sliders. Click the icon to open the month calendar.
The today is marked by a box. When another day in the calendar is clicked, the main display
of the calendar is also switched to the selected day. To switch to today, click on Today. The
current week is marked in the left corner of the bar.

Month view

It is similar to the week view, but the events for the whole month are displayed.

List view

This view type provides a comprehensible list of events where every single line stands for one
event and includes relevant information. By default, events are ordered by their starting dates.
The list of events includes all items where no recurrence is set.

This view mode can be helpful especially when a particular event is searched since it allows
ordering of the items by simple clicking on a particular parameter’s header. Click the heading
again to change the order from ascending to descending and vice versa.

By default, up to 20 events are listed on one page. To change number of events displayed on
a single page, edit the settings in Kerio WebMail (see chapter ).

The information to be displayed in the list can be chosen. Sometimes it is better to hide some
columns in order to make the navigation easier, sometimes showing more columns is desired.
Right-click the column heading to open the dialog box with column selection. The pop-up
menu that appears contains the Change columns option.

—— TIPS

1. If using meetings, it may be useful to show the column with the attendees, to view who
has been invited.

2. To see the duration of each event, show the Duration column.

The column settings apply to the event list as well as the list of repeated events.

The column width can be modified in the event list. To change the column width, click between
two columns in the table header and drag the cursor right or left as needed.
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Repeated list view

This view is similar to the previous one, but it shows only the repeated events.

1.8.2 Creating and editing events

Events are all items created in the calendar. New events can be added in a special create-and-
edit dialog. To open this dialog, use the New event button on the toolbar or the corresponding
option available in the context pop-up menu (opened by right-clicking on the calendar’s main
panel).

Meetings are special events. This event is shared by multiple participants (invited users). For
details on how to create a meeting, see section 1.8.6.

Some events and meetings can be repeated in regular periods. To set periods of repetition for
an event, click on Recurrence. When recurrence is set for an event, the item will be repeated
in the calendar according to the settings. For detailed information, read chapter 1.8.5.

Event settings

Use the General tab to define basic configuration (see figure 1.49):

€9 New event | Kerio MailServer 6 - Mozilla Firefox

& send F saveanddose ¥ Recurrence |

General | Invite attendees |

Subject: |I'~"Ieeﬁng
Location: |I:u:uaru:|ru:u:um Rooms. .. | Label: IDBusiness - |
Start time: 10/09/2008 ﬂ“ng:nn AM ¥ | I™ Al day event

End time: [10/03/2008 ﬂ“m:nn |~ |
V¥ Reminder I 15 minutes vI Show time as: Ibusy vI Priority: | normal =

Board meeting (budget for the following year)

Categories | | Private I

| Done v

Figure 1.49 Event settings
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Subject
The summary information about the event. This information will be displayed in the
calendar window after the event is saved, therefore it should be as brief as possible.

Location
Location of the event.
If you use the resource scheduling feature in your company, clicking on Rooms lists all
rooms available for reservation.

Label
Use this menu to specify the type of event. A specific color next to the description rep-
resents the type of event. The same color will be also used to mark the event in the
calendar.

Start time
Start time of the event.

End time
End time of the event.

All day event
In the All day event, the start and end time items are missing. This means that this event
will be in progress over the entire day, but other events can be still planned for this day.
The typical example is setting entire-day events like wedding anniversaries, symposiums,
vacations, business trips, etc.

Reminder
Reminder is a special function of the Kerio WebMail interface that allows reminding of
events. If the reminder is set for an event, an alert is displayed at the defined time that
informs of an upcoming event(s). The default alarm time is set to 15 minutes, but any
different value can be selected from the drop-down list. To cancel the reminder, simply
disable the option in the event’s edit dialog box.
The event reminder (see figure ) is displayed as an alert window including a list of
upcoming events. Each row contains the subject of the specific event (task) and time left
to the upcoming event.
Note: Besides events, it is also possible to use the reminder for Tasks. Therefore, a single
alert window may contain both events and tasks if their reminder time is the same.
It is also possible to set another interval for later reminder of the event. This might be
helpful especially when you have no time to focus to the event’s subject at the particular
moment. Set the desired time to the next reminder (from five minutes to two weeks) in
the pull-down menu in lower part of the window and click Remind me later.
It is also possible to double-click on the alert window to view the event.
Click the Dismiss all/Dismiss buttons to cancel the selected reminder or all reminders.
The dismissed reminder will not be displayed any more unless it relates to a repeated
event.
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; Reminder | Kerio Mailserver 6 - Microsoft Internet Explorer M= B |

(- Call Mr. Coldwell
Friday, 06/23/2006 11:30 AM

Subject Due in
(g Meeting & minukes overdue

1 hours

Dismiss all Dismiss Close |

Hit: the "Remind me later" button to be reminded in:
10 minukes - Remind e later |

Figure 1.50 Reminder
—— Warning

1. The reminder window is active only when Kerio WebMail is running.
Alerts are displayed only if reminders are set in the default personal Calendar and
Tasks folders (default folders which are created with each user account). Reminding
alerts are not displayed for custom calendar and task folders.

Show time as
In this item, users can select the state of the user during the time of the event. Three
status modes are available: free, tentative, busy and out of office. Selecting the state is
useful e.g. when the Free/Busy server is used for scheduling and communication (for
more details on this topic, see chapter 1.8.6).

Private
The Private option allows hiding of the event in case the calendar is shared with other
users. Events set as private cannot be viewed by other users (for details, see chap-
ter 1.8.3).

Comment
To any event it is possible to add a comment referring to various issues such as event
details or lists of items related to the event.

Categories
The Categories item is useful only if the web interface is used in connection with MS
Outlook with Kerio Outlook Connector preinstalled. Use the tools in this application to
display the events in individual categories.
Click the Categories button to display the list of default categories. Users can also create
new categories that are more suitable.
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1.8.3 Private Events

Events are private when they are set as Private. This feature allows to hide private events in
shared calendars. The users with whom the particular event is shared cannot view its content,
edit it or remove it. Such users will see only the item labeled as Private event. The only
information these users learn from the calendar is date and time.

Note: In the Free/Busy calendar, the level of busyness and the time of private events are
available.

Private events can be created as follows:

1. Open the New event dialog box.

2. Insert relevant information.

3. On the Settings tab, enable the Private option (see figure 1.49).

4. Save changes by clicking Save and Close.

—— Warning
Private events are treated as private only if the client where the private event calendar is
viewed supports this feature. In other client applications, it is possible to view and edit events
without any restrictions by users with appropriate access rights. This implies that information
included in private events are not well secured.

1.8.4 All (multiple) day event

All-day events are special events useful especially when the user leaves for a business trip for
one or more days, when we want to note someone’s birthday, etc.

All-day events may be 24, 48, 72, etc. hours long and it is only bond to particular date(s).
All-day events are always displayed above the other, time-anchored events of the day (see
figure 1.51). This type of event is not included in the day schedule because users can add
other types of time-limited events in the day schedule. No starting or ending time is specified
for all-day events.

To set the all-day event, check the All day option in the dialog box for creating an event (see
picture 1.49).

All-day events are not moved according to time zones since they are bound to date, not to
particular time. This means that if for example an all-day event is set for December 24, 2006,
this date will be kept for all time zones. For details regarding behavior of events in different
time zones, see chapter 1.14.
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| Bussiness trip |

03:00 PM: Call Dad
07:30 PM: Dinner with Joseph

Figure 1.51 Month view events

Multiple-day event

The multiple-day event is created the same way as the all-day event, but the time range must
be specified in the Start and End fields in the event’s edit dialog box.

Examples of multiple-day events are multi-day business trips or vacation.

Note: Multi-day events can also be created by non-checking the All-day option and simple
setting an event for more days. The only difference in the layout may arise from frequent trips
to various time zones, as events can be moved accordingly to the current time zone. To learn
more on behaviour of events in different time zones, read chapter 1.14.

1.8.5 Recurred event

For periodically repeated events the Repeat mode can be set. This feature enables for example
setting of regular company briefings or regular Thursday Scrabble parties with friends. Simply
define the event once and set its repetition. To set recurrence of an event, click the Recurrence
icon in the top-left of the Edit event dialog box.

Various types of recurrence periods are available —daily, weekly, monthly or every year. Range
of the recurrence (validity) can be also set. Just set an initial and the final date.

; Recurrence | Kerio MailServer 6 - Microsoft Internet Explo... [lj[=] B3

—Range of recurrence

* o end date
" End after: IID OCCUFFENCES

rRecurrence patkern

" daily % Recur every |1 . week
o
weekly |_ Maonday |_ Tuesday |_ Wednesday ¥ Thursday
i otk e - r
e vearly Friday Saturday Sunday

Remove recurrence | Ok | Zancel

Figure 1.52 Event recurrence
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Range of recurrence
Set the desired range of recurrence.

e No end date — the event will be repeated for an unlimited period (useful for
birthdays, anniversaries, etc.).

e End after ... occurrences — the recurrence is over when the specified number of
recurrences is reached.

e End by — the repetitions will occur during the specified time range (including the
end date).

Recurrence pattern
Several recurrence patterns are available (daily, weekly, monthly and yearly). For each
one, different parameters can be set in the right part of the dialog.

1.8.6 Appointments

Meetings are special events where email addresses of other participants can be involved. Once
a meeting is created, addresses can be added to which the message will be sent — these
special messages are called invitations. Invitations are special messages informing users of
topics, times and place of a meeting. Invitations include special accept/reject buttons.

Information derived from the participant’s reaction is sent to the meeting initiator (chair mem-
ber). The initiator thus know whether the persons invited come or not.

It is also possible to send updates related to meetings when the initiator modifies the invita-
tion.

In addition to the option of creating of meetings, meeting scheduler tools are also included in
Kerio WebMail. If participants are added who also use a Kerio MailServer account, meetings can
be scheduled in accordance with free time information available in calendars of these users.

How to create meetings

Meetings are created in the same way as events. Simply open a dialog where an event can be
edited and specify corresponding parameters in the General tab (for more information, refer
to chapter1.8.2). Then create a list of attendees who will participate in the meeting. This can
be done on the Attendees tab.

By default, the Attendees section includes only the name of the meeting initiator. Use special
buttons to add more attendees (see picture 1.53). Several types of attendees can be created:

e Required — this group includes invited persons who should not miss the meeting
from any reason. The invitation includes this information so that each user addressed
knows if their presence is required or not.

e Optional — this group includes users who can decide whether to come or not.

e Source — special type of attendee. To learn more on resources and their reservation,
read section 1.8.7.
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There is also the chair attendee, a special attendee type. This member cannot be changed. The
chair attendee is the appointment’s founder.

Attendees can also be divided between those to whom the invitation will be sent and the
others. It is also possible to create meeting and include attendees without sending them any
invitation. By default, however, sending of invitations and meeting newsletters is enabled.

Below, you can find instructions on how to create a list of attendees:

€9 New event | Kerio MailServer 6 - Mozilla Firefox

= send Fsaveanddose ¥ Recurrence

General | Invite attendees |

Attendees invited to this event:
Attendee <E-mail= 03:00 09:00 1000 11:00 12:00 01:00 02:00
;(I B |J|:|hn smith <jsmith@company.com =

=1 "_:.." |I:u:uaru:|ru:u:um <boardroom@company . com =

[ | B |d|:uetersu:un [@company.com

[ | B |jway'ne @Company. com

=8l

Attendees... Resources... Add I

KT [ >

[ |free [ tentative [ busy [ out of office | | no information

| Done v

Figure 1.53 Attendees

1. Two buttons located below the list can be used to add attendees (see figure 1.53):

e Use the Attendees and Resources buttons to browse for attendees and resources in
contacts (see figure 1.54). Look up and select addresses of resources or attendees
you want to add.

The dialog contains the following items:

Folder
The menu includes all contact folders in the mailbox (including public and
subscribed contacts).

Search for:
Enter a string which will be used as search criteria, i.e. any addresses includ-
ing the string will be searched. First letters of first or second name or user-
name (the part of address preceding the at-sign) can be used as the string.
The search string is not case-sensitive.
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<) Contacts | Kerio MailServer 6 - Microsoft Internet Explorer

Folder | all contact Folders =
Search for | Search |
| Display name = E-mail Company

&5 Amanda Black ablack@compary. cam =
5_| Betty Whitehouse bibi123@yahoo. com
5_| Danielle MacMillan memillan@othercormpany, com [
E;| Diane Peterson dpeterson@company . com
5_| Elein Bullet bullet@company .com
5_| James Wega info@abecde. com -

Required - = ||J0hn Smith <jsmith@company.com>, John Wayne <jwayne@company.com:>
Optional - = | ISALES <SALES@company . com
Resource - | |

OK I Cancel

Figure 1.54 Select

One or multiple addresses can be selected from the list (by left-clicking while
holding the Ctr1 key), or the Required, Optional a Resource buttons can be used
to add selected addresses.
Note: Addresses can be also added to the attendee list by double-clicking on a par-
ticular item. The address is filled in the active entry. At figure 1.54, the Required is
currently active. The button name preceding the active entry (Required, Optional
or Resource) is bold. You can switch between entries by clicking on a particular
textfield.
Once attendees are selected, save settings by the OK button. The dialog is closed
and all selected addresses are listed. Various icons are used to mark attendees as
required, optional or resource. Roles of attendees can be changed (see figure 1.55)
e Use the Add button to add users to the list by hand. In case you know the partic-
ular email address by heart, this method is the fastest one. The Add button can
also be used if the address we intend to add is not included in our contact lists.
The Add button is not active unless there is at least one line blank where another
address can be added. Once addresses are filled in all entries, the button is acti-
vated so that another line can be added.

2. To set or change attendee type, simply click on the attendee icon in the list and perform
the settings (see figure 1.55).

3. To enable/disable sending of invitations and updates to individual users, simply click on
the envelope icon next to the particular user’s name and set an appropriate option in the
menu (see figure 1.56). Simply choose yes to send the invitation or no not to send it.

When inserted, events can be sent to attendees or just saved by the Send button (Send update
— this button appears instead of the Send option where an existing meeting is changed) and
the Save and Close toolbar button.

Note: Appointments can be canceled only by their initiators.
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General | Invite attendees

Attendees invited to this event:
Attendee <E-mail =

;(I B |J|:|hn smith <jsmith@company.com =

=1 .1'\ |I:u:uaru:|ru:u:um <boardroom@company . com =

[ | B |d|:uetersu:un [@company.com

|jwayne @company.com

Attendees. .. Resources. . Add

Figure 1.55 Setting an attendee’s status

General | Invite attendees

Attendees invited to this event:
Attendee <E-mail=

;(I B |J|:|hn smith <jsmith@company.com =

=1 .1'\ |I:u:uaru:|ru:u:um <boardroom@company . com =

B |dpetersun@cumpany.cu:um

|jwayne @company.com

Attendees. .. Resources. . Add

Figure 1.56 Sending an email message to an attendee

Scheduling of meetings

As denoted right at the start of this chapter, a special tool is provided for time scheduling.
It is known as Free/Busy calendar and it might simplify creation of meetings. Thanks to the
Free/Busy calendar feature, it is easy to find out whether participants invited to the meeting
are free or busy in the time scheduled by comparing the meeting date and time calendars
of these users. It is, therefore, easier to find a time range where all attendees required to
participate in the meetings are free. This feature help us avoid many phone calls and emails
that we would otherwise make or send.

Free/Busy calendar exploits information on user’s free time from the calendar of the particular
user. However, the meeting initiator can only see when the attendee is free or busy. It is not
possible to view particular details on the user’s activities.

Free/Busy calendar is displayed in the event’s edit window on the Attendees tab in the sec-
tion addressing meetings. The Free/Busy calendar is enabled automatically when attendees
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are entered in the list. To the right from the list, you can find the Free/Busy calendar (see
figure 1.57).

The Free/Busy calendar also provides information on how much busy the user is. Degree of
user’s busyness is suggested by the color. Color key is provided below the Free/Busy calendar.

The Free/Busy calendar displays all meetings and events included in the default calendar folder
and its subfolders. If you want that some events (e.g. items of a private calendar) are not
shown in the Free/Busy calendar, create a new calendar folder out of the branch of the default
calendar and its subfolders.

—— Warning
Free/Busy information is displayed only for attendees with an account in the Kerio MailServer
(usually, this function is used to set meetings with colleagues). The information is not dis-
played for external attendees (as shown at figure 1.57).

000 10:00 11:00 1200 1300 1400 1500 1&:00 17:00 1800 1900 Z20:00 Z21:00

:—:__H

Figure 1.57 The free/busy data of the users

As shown at figure 1.57, Free/Busy is kind of a timeline. Each Free/Busy line shows freetime
information related to a particular user. Coloured parts refer to time segments when the user
is busy or free. The two vertical lines (a green and a red) show where the meeting we are
setting starts and ends. Ideal conditions are when no coloured field interferes with the range
set by the two lines. Both lines can be moved within the timeline as needed. To move lines,
use the Start time and End time fields located below the timeline section. These fields are
interconnected with fields of the same names on the General tab. This implies that if these
items are change on either of these tabs, the values are automatically copied to the twin items.

Now, let us see the attendee’s view of Free/Busy To make the Free/Busy information as relevant
as possible, the following conditions should be met:

e Each user should use their Calendar folder and include all their events in it.

e Degree of busyness should be set in the Show time as menu (see figure 1.58) of the
event’s edit dialog.
In the Show as menu, the following options can be specified:

Show time as:l kentative - I

free

by
ouk of office

Figure 1.58 Setting of busyness level
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free
Such event is not displayed in the Free/Busy calendar. Use this mode when you
can be interrupted while completing a task or for entire-day anniversary events.
tentative
This event is highlighted by a light blue color in the Free/Busy calendar. This
option may be useful especially for events where time settings can be changed if
needed.
busy
This event is highlighted by a dark blue color in the Free/Busy calendar.
absent
This event is highlighted by a pink color in the Free/Busy calendar.

The Free/Busy calendar works only for users of one Kerio MailServer. Other users will be
displayed in grey color, since there are no free/busy data available for them.

Invitations

Short description of invitations was provided at the top of this chapter. In this section, we
will focus on invitation’s layout and on how to react when an invitation is delivered to your
mailbox.

Invitations use a special icon, different from the one used for usual email messages (see fig-
ure ). Upon clicking on an invitation, meeting information is shown along with several
buttons. Name of the meeting is provided in the header (at figure , Meeting is simply
set as the name). Below, you can find basic information such as when and where the meeting
takes place and a list of attendees, both required and optional. If your name is included in the
list of required attendees, you should accept the meeting. Otherwise, it is up to you whether
you choose to participate in the meeting or not.

By opening (reading) of an invitation, the meeting is automatically added to the calendar with
the “tentative” status set.

Buttons located below the basic meeting information allow fast response, as follows:

e Accept — upon clicking on this button, an email message informing of acceptance of
the invitation is sent to the meeting initiator and a green icon appears at the name of
the name of the user who has accepted the invitation (the same icon as used on the
Accept button in the invitation).

e Tentative — upon clicking on this button, an email message informing of acceptance
of the invitation is sent to the meeting initiator and an orange question mark icon ap-
pears at the name of the name of the user who has tentatively accepted the invitation
(the same icon as used on the Tentative button in the invitation).

e Decline — upon clicking on this button, an email message informing of acceptance of
the invitation is sent to the meeting initiator and a red cross icon appears at the name
of the name of the user who has rejected the invitation (the same icon as used on the
Decline button in the invitation).
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; Webmail | Kerio MailServer 6 - Microsoft Internet Explorer =] E3

-~ Mew il k21 Reply ka1 Reply all 4 Forward I\_;g_. j‘

From: John Wayne <jwayne@oompant, comsz:

To: jsmith@company . com, dpeterson@compant. com
Date: 05/04/2004 03:00 PM

Attachments: .-_';M- meeting.ics (1 kB)

Subject: Meeting

& Accept ¥ Tentative ¥ Decline :;M- Zalendar

Meeting

required: jsmith@company.com, dpeterson@company.cam
When: \Wed 08/04/2004 02:30 PM - 03:30 PM (1 hour)
Location: Boardroom

Board meeting (budget for the following year)

[~

Figure 1.59 Acceptation or declination of a meeting

Upon clicking on any of these buttons, a dialog box is opened where a message to be attached
to the acceptation status notice can be entered. No additional information is required since
the necessary data has already been entered by the moment.

In addition to the options described above, there is another button labeled as Calendar. This
button opens a special dialog box including a one-day view of the calendar with the date and
time of the meeting marked so the user can easily find out whether the event collides with
another activity or not. This help us make an appropriate reaction.

Once the event is answered, the invitation is removed from the email folder and the meeting
is marked in the private calendar if accepted.

1.8.7 Resources

In Kerio WebMail, resources are meeting rooms and devices (such as OHPs, whiteboards, cars,
etc.) shared by multiple employees across the company. To make resources be as helpful and
efficienly used as possible, resources and their reservations are managed by administrators.
The resource management system is a part of Kerio MailServer, fully available in Kerio WebMail.

Resources can be booked by using the existing calendar system. Resource reservation is based
on creating of en event. The feature works similarly as appointment scheduling. The main
difference is that the Attendees tab must include the resource selected from the contact list (it
can naturally also include contacts of attendees). The Free/Busy shows whether the particular
resource is available for the suggested time or not (details on Free/Busy calendars and on
appointments are provided in section 1.8.6).

Note: To make a resource available for booking, it is necessary to create it in Kerio MailServer
first. If you need to create a new resource, contact your network administrator.
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Resource scheduling

To book a resource, follow these instructions:

1.

Open a new event and specify its subject on the General tab.

To reserve a room, click on Rooms and select the corresponding item (see figure 1.60).

Another option is to switch to the Attendees tab. There you can enter the room in the
same manner as you enter attendees.

Note: To check whether the room is not reserved yet for the desired time, go to the Atten-
dees tab and see the Free/Busy calendar for the information whether the event planned
does not collide with another event already scheduled for this time.

¥ New event | Kerio MailServer 6 - Mozilla Firefox

F saveand dose ¥ Recurrence |

General | Invite attendees |

Subject: IResnurce Scheduling
Location: I Rooms... I Label: IDImpDrtant b |
Start time: [ ¥ Contacts | Kerio MailServer 6 - Mozilla Firefox
End time:
me [ Search Forl Search I
M reminder [ | Name = E-mail Description
’_:J‘ boardroom boardroom@company.com Board room =
’;‘ boardroom_elara boardroom_elara@company.com  Boardroom in the fourth floor

Room -> ||
Categories | [ 0K Cancel |

| Done S
Dione -

Figure 1.60 Booking rooms

To reserve a facility, switch to the Invite attendees tab and click on the Resources button
(see figure 1.61). In the list, select a resource. There are both rooms and devices included
in the list. In the right section of the dialog, you can see the item’s Free/Busy information
(information referring to the attendee as well as the resource). It is therefore easy to check
right away, whether the source is free or already booked by another user for the suggested
time.
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9 New event | Kerio MailServer 6 - Mozilla Firefox

Elsend F saveand dose  $¥ Recurrence

General | Invite attendees |

Attendees invited to this event:
Attendee <E-mail = 11:00 12:00 01:00 02:00 0300 0400 0500 06:00 07:00 08:0
;.(I g |J0hn Smith <jsmith@company.com =
&1 #% |boardroom <boardroom@company.com =
iF 5
e |épeterson@cor ) Contacts | Kerio MailServer 6 - Mozilla Firefox =] B
i | E Iiwayne@compe
= g I Folder |Resuurces =]
Attendees |[ Search Forl Search |
| Hame -~ E-mail Description »
7} boardroom boardroom@company. com Board room mation
7 boardroom_elara boardroom_elara @company.com Boardroom in the fourth floor
Start time: |1ufn3,f2|:||38 o - - ’
Wl fipchart flipchart@company. com
Done @ projector projector @company.com Projector o
Required -= ||dpetersun@c0mpany.c0m,j'..\'a\,rne@company.cum
Optional -= ||
Resource -> ||buardr00m <hoardroom@company. com >
OK Cancel I
| Dane 4

Figure 1.61 Resource reservation

You may have noticed that there are also other attendees in the list shown in figure 1.61.
Resources can be reserved either for usual appointment or for meetings (see section 1.8.6).

Resource calendar

Each resource created in the system has its own calendar where all reservations are displayed.
Calendars of individual resources can be subscribed through the standard sharing process
(subscription of shared folders is focused in chapter 1.11.6).

Most user can access resource calendars in the read-only mode. Resource calendars can be
edited only by the resource manager. The role of resource managers and their rights are
addressed in the following section.

Reservation management

In certain situations, it is necessary that a resource is booked even if it has already been re-
served or that there is no other way than to make the reservation by a phone call. For such
purposes, there exists a user with special rights who is a manager of the company resources
and can access their calendars. Resource managers can access resource calendars with admin-
istration rights. This implies that they can edit, remove or move reservations in the particular
resource calendar.
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If you are a resource manager, first it is necessary to subscribe calendars of all resources that
you would manage:

1. In the folder tree right-click on the root folder and select Subscribed shared folders in the
pop-up context menu (see figure 1.62).

- =
KerioMeziiServert
g g *;,j Settings - |
Folders
£ EE—_
5 INBOX (3) Mew folder...
s Calendar Rename
& Subscribe shared folders
iz Contacts
Mail filters
|5 Deleted Items
) Drafts
) Junk E-mail
E Motes
) Outbox

Figure 1.62 Context pop-up menu of the root folder

2. In the Subscribe shared folders dialog, enter the resource name and confirm specification
by clicking on OK. Now subscribe the Calendar folder just displayed (see figure 1.63).

ff Subscribe shared folders | K.. [ l=] E3

This dialog allows you to subscribe to shared
folders of ather users,

Flease enter a user name:

Please mark folders you wish to subscribe:
¥ & Calendar

QK Cancel

Figure 1.63 Subscription of shared folders
3. If you manage multiple resources, subscribe their calendars in the same way.

Once subscribed, calendars of individual resources are shown in the folder tree. Each resource
calendar now shows all reservations of the particular item done by any users. The resource
manager can edit reservation time, add new reservations or remove them if demanded.
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1.8.8 Events forwarding

Kerio WebMail allows forwarding of events in such a format so that it is possible to save it to
the calendar directly. Thanks to this feature, it is not necessary to copy event data to email
messages and to the event’s edit dialog box at the addressee’s side.

Kerio WebMail also supports another option. When a message with an event in the attachment
is received, the recipient can simply click on the attachment to open the event in the standard
event edit dialog box. Click on Save and Close to confirm settings and save the event to the
Calendar folder.

Note: To save an event or open it as an attachment, right-click on it and use one of the options
available, Open or Save.

How to forward an event

To forward an event, select it by the mouse pointer and click on the Forward button on the
calendar folder’s toolbar (it is also possible to use the corresponding option in the pop-up
context menu).

Select an event and click on a corresponding icon to open a message editor where the event is
included as an attachment.” The message can be edited before it is sent.

1.9 Tasks

Every single day, we complete various tasks — at work, at home or anywhere else. Those of
us equipped with an excellent memory can remember them, others use various tools such as
little notepapers and check them off when the items are completed. Task folder play the role
of these notepapers in the electronic environment.

Advantages of electronic tasks involve especially central storage of all tasks and automatic
alerts, informing of upcoming events.

Tasks in folders are organized in a table where each line stands for one task including task
name and other information available, such as priority level, etc.

AMuewtask T B m X |
Search | Clear 4 +4m Pagel 1 of 1 = o

|

W ! % Subject & Due in Staktus Complete %
- Zall dad WWed, 05)31)2006 not started 0

N o Call My, Wavne Thu, 0601 /2008 nak starked

W K113 manual Maon, 05292006 completed 100

-t KAWM manual Fri, 06/09/2006 in progress 50

Figure 1.64 Tasks

' The event will be saved in the iCalendar format (.1ics).
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Task folders are equivalent to other folders. They can be shared, set as public or attached. For
more information on shared and public folders, see chapter 1.11.

1.9.1 Task list display

In Kerio WebMail, the tasks are shown in a simple list that contains data such as the name of
the task, scheduled deadline and the status of the task (percentage as well as description).

By default, up to 20 tasks are listed on one page. To change number of tasks displayed on
a single page, use the Settings section in Kerio WebMail (see chapter 1.12.1).

Sorting tasks by columns

The detailed information on individual tasks is displayed in the columns. The tasks can be
sorted by the details listed in individual columns. Click the column heading to sort tasks in the
ascending or descending order (see the arrow next to the column name) by alphabet, numbers
or time (depending on the column contents).

Note: For listing by subject, items are sorted by the alphabet of the language set in Settings as
preferred (the General tab) — for details, see chapter 1.12.1. In result, if for example English
is set as preferred and subject are in German, subjects will be ordered by English alphabet and
some specific national characters may also cause problems in sorting.

Adding and deleting columns

Users can customize the appearance of the table and the information shown. The columns can
be added or deleted. Right-click the table header and specify the column settings in the Select
fields window. The pop-up menu contains the Change columns option. Checked columns will
be shown in the dialog box, unchecked columns will be hidden.

Adjusting the column width

The width of the task list can be adjusted. To change the column width, click between two
columns in the table header and drag the cursor right or left as needed.

Solving tasks

After a specific task is solved, it can be marked as solved in the task list using the checkboxes
before each task. When the task is checked, its status is set to completed and date and time of
the completion are set.

1.9.2 Creating and editing tasks

To create a new task, use the task edit window. To open the dialog, use the New task option
available on the toolbar. The edit dialog box includes two tabs where the following parameters
can be set:

Task settings

In the General tab, the following task details can be defined:
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; Mew task | Kerio MailServer 6 - Microsoft Internet Explorer

F save and close ¥ Recurrence

General | Co-workers |

Subject: |C|:|nta|:t kerio managers
Location: |Santa Clara
Due in: I':'5."31."2':":'5 _;l, Skatus: |n|:|t skarted ;l Complete %

Skart date: Iunknu:.wn 2 Priority: Inu:urmal vI IEI% vI
Date completed: Iunknu:uwn ™ Rreminder fosi31/2008 ':ﬁ,|||:|1:3|:| PM j

Contact EKerio managers (KM3 purchase) ;I

=
Cakegaries I |Business Private [

Figure 1.65 Task settings

Subject
Insert a text which will be later shown in the task list as well as in the Reminder window
(if the reminder is enabled for the task). The text should not be too long and it should be
as comprehensive as possible.

Location
Task location.

Due date
Time required for completion of the task.

Start date
The date to start on the task.

Date completed
Date of completion.

Status
Each task goes through several stages during the process of its completion:

e Not started — the task has not been started yet.

o Waiting for someone else — useful in cases where the completion of the task
depends on another person/other people).

e Completed — the task is completed and 100% is automatically inserted in the
Finished field.
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e In Progress — the task is being solved. It is possible to enter a number specifying
what percent of the task has already been completed in the Done field.

e Deferred — the task cannot be completed at the moment (e.g. as there are higher
priority tasks). It is useful to set Reminder time to avoid the situation that the
task is kept in the list uncompleted.

Priority
Using this option, the task priority can be defined. Tasks with highest priority are marked
with a red exclamation mark, a low priority task is marked with an arrow.

Reminder
This feature enables users to set a reminder to an upcoming due date. The alarm time
can be set to a specific day and time. The option can be disabled by unchecking the box.
The reminder is displayed as a popup window that lists the events and tasks to be re-
minded at that time. Each row contains the subject of the specific event (task) and time
to the next reminder.

Users can extend or reduce the time to the next reminder of a specific event. Set the
desired time of event recurrence (from five minutes to two weeks) and click Remind me
later.

Click the Dismiss all or Dismiss buttons to cancel the selected reminder or all reminders.
The dismissed reminder will not be displayed any more unless it relates to a repeated
event.

—— Warning

1. The reminder window is active only when Kerio WebMail is running.

2. For notifications, only the basic calendar and task folders (standard folders created
automatically when the user account is created) are searched through in Kerio Web-
Mail. If users create other calendar and task folders, keep in mind that the event
and task notification will not work in Kerio WebMail. However, if the notification
timeout expires when MS Outlook is running, a notification is displayed in a standard
MS Outlook window.

Complete %
Shows what percent of the task has already been completed.

Comment
Detailed information can be provided for each task.

Categories
The Categories item is useful only if the web interface is used in connection with MS
Outlook with Kerio Outlook Connector preinstalled. Use the tools in this application to
display the events in individual categories.
Click the Categories button to display the list of default categories. Users can also create
new categories that are more suitable.
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Private
The Private item is helpful especially for sharing of folders. If the folder is shared with
other users, tasks set as private can be viewed only by their owner (for details, see chap-
ter 1.9.3).

Co-workers

When a task is created, it can be sent to other people. This feature can be used for several
purposes. For example, it might be desired to inform a superior about a task.

Use the Co-workers tab in the task’s edit dialog box to send the task information to other
people (see figure 1.66). The Co-workers allows creating of a list of persons to whom an
informative email including the task details will be sent when the task is created. The task is
sent when created and then again whenever it is updated by the task owner (the initiator). The
message is set so that if the co-worker to whom the task was sent uses Kerio WebMail, the task
can be saved in the task folder and send a confirmative/rejection message at once.

; Mew task | Kerio MailServer 6 - Microsoft Internet Explorer

= send F save and close ¥ Recurrence

General | Co-workers |

Mame <E-mail =
John Smith <jsmith@compansy, comz

|J|:|hn Wayne <jwayne@companty', com

|Diane Peterson <dpeterson@companty, com =

|.ﬁ.manu:|a Black, =ablack@company . com=

|.ﬁ.lain Lowland <alain@lowland, euz=

|Jane Houston =jhoustoni@othercompanyy , com >

L O o

Select. .. fld

Figure 1.66 Co-workers

Co-workers and their addresses can be added to the list by the following methods:

e Use the Select button to search attendees in contacts. Simply look up and add any
co-workers included in your contact folders.
The dialog allows setting of the following options:
Folder
The menu includes all contact folders in the mailbox (including public and sub-
scribed contacts).
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; Contacts | Kerio MailServer 6 - Microsoft Internet Explorer

Folder |a|| contact Folders ;I

Search for | Search |

| Display name = E-mail Company
&2 Alain Lowland alain@lowland, eu =
&5 Amanda Black ablack@company.com
&5 Betty whitehouse bibil23@vyahoo.com
&5 Dariglle MacMillan memillan@ather compary , com =
E;| Diane Peterson dpeterson@companty .com
&5 lames Vega info@abcde. com -
Co-workers - = I |Jnhn Wayne <jwayne@company.com:=,Diane Peterson <dpeterson@cormpany, comz,Amanda
oK Zancel

Figure 1.67 Select

Search for:
Enter a string which will be used as search criteria, i.e. any addresses including
the string will be searched. First letters of first or second name or username (the
part of address preceding the at-sign) can be used as the string. The search string
is not case-sensitive.
One or multiple addresses can be selected from the list (by clicking on them while
holding the Shift or the Ctrl key) and selected addresses can be added to the co-
workers list by the Co-workers.
Note: Addresses can be also added to the co-workers list by double-clicking on a par-
ticular item.
Once attendees are selected, save settings by the OK button. The dialog is closed and
all selected addresses are listed.

o By the Add button — use the button to add lines where co-workers can be added by
hand. This feature allows add addresses which are not included in any contact folder.
The Add button is not active unless there is at least one line blank where another
address can be added. Once addresses are filled in all entries, the button is activated
so that another line can be added.

Note: Optimally, enter your collaborator using the pattern
Full Name <name@company.com>
Actually, the email address will do.

Once addresses are filled in and the task definition is completed, the task can be either saved
or sent to co-workers. Co-workers can accept or reject it. Acceptance or rejection status is
shown on the Co-workers tab (see figure 1.68)
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; Edit task | Kerio MailServer 6 - Microsoft Internet Explorer

= send update H Save and close % Recurrence

General | Co-workers |

Mame <E-mail =
John Smith <jsmith@compansy, comz

o |J|:|hn Wavne <jwayne@company. com =

x |Diane Peterson <dpeterson@companty, com =

o |.ﬁ.manu:|a Black, =ablack@company . com=

|.ﬁ.lain Lowland <alain@lowland, euz=

|Jane Houston =jhoustoni@othercompanyy , com >

L O o

Select. .. fld

Figure 1.68 Task acceptance/rejection

Task recurrence

Click The dialog where recurrence can be set is opened by the Recurrence icon provided in the
upper part of the task edit window.

; Recurrence | Kerio MailServer 6 - Microsoft Internet Explorer =] 3

—Range of recurrence

* o end date
" End after: IID OCCUFFENCES

rRecurrence patkern

. daily " Recur EVERY |3E| . daw, every |1 . month

" weekl
SR * Recur EVERY |3 ;I |Tuesday ;I , EVErY |1 . month
G otk

r weatly

Remove recurrence | Ok | Zancel |

Figure 1.69 Task recurrence
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Recurrence pattern
Multiple recurrence patterns are available (daily, weekly, monthly, yearly). Each of these
patterns has different parameters.

Range of recurrence
Set the desired range of recurrence.

e No end date — no end date is set.

e End after ... occurrences — the recurrence is over when the specified number of
recurrences is reached.

e End by — recurrences happen in the specified time.

1.9.3 Private Tasks

Private tasks are helpful especially for sharing of folders. If the folder is shared with other
users, tasks set as private can be viewed only by the folder’s owner.

Private tasks can be created as follows:

1. Open the New task dialog box.

2. Insert relevant information.

3. On the Settings tab, enable the Private option (see figure ).
4. Save changes by clicking Save and Close.

—— Warning
Private tasks are treated as private only if the client where the private task folder is viewed
supports this feature. In other client applications, it is possible to view and edit tasks without
any restrictions by users with appropriate access rights. This also implies that information
included in private tasks are not well secured.

1.9.4 Forwarding tasks attached to email

Kerio WebMail allows forwarding of tasks in such a format so that it is possible to save it to
a task folder. Thanks to this feature we can avoid copying of task data to an email message
and to a new task edit dialog box on the addressee’s side.

Kerio WebMail also supports another option. When a message with an task in the attachment
is received, the recipient can simply click on the attachment to open the task in the standard
task edit dialog box. Click on Save and Close to confirm settings and save the task to the Tasks
folder.

Note: To save a task or open it as an attachment, right-click on it and use one of the options
available, Open or Save.
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How to forward a task

To forward a task, select it by the mouse pointer and click on the Forward button on the
task folder’s toolbar (it is also possible to use the corresponding option in the pop-up context
menu).

Select a task and click on a corresponding icon to open a message editor where the task is
included as an attachment.” At this point, simply send the email message.

1.10 Notes

Note folders in Kerio WebMail can be used to record simple notes. In non-digital world, these
notes are represented by loads of colourful stickers used as reminders. One of the great
advantages of electronic notes is their central storage and the impossibility of losing them.

Individual notes are organized in a table where users can mark them as completed. Each row
contains one note, as well as available information about it (see figure 1.70).

Eluewnote ~* B im X 3
| Search  Clear 4 4m Pagel 1 of 1 = B

Subject Created «
M call e Black 04132006 03:04 PM
E have a word with Tom 04/13/2006 03:06 PM
E by some Food For dinner 04/13/2006 03:07 PM

Figure 1.70 Notes

Note folders are equivalent to other folders. They can be shared, set as public or attached. For
more information on shared and public folders, see chapter 1.11.

1.10.1 Viewing the note list

In Kerio WebMail, notes are shown in a list including note names, date of creation and specific
colours. Colours can be important. Each colour stands for a value. Colours can represent for
example topics and areas or levels of importance.

By default, up to 20 notes are listed on one page. To change number of notes displayed on
a single page, use the Settings section in Kerio WebMail (see chapter 1.12.1).

Sorting notes by columns

The detailed information on individual notes is displayed in the columns. Each column en-
ables sorting notes by information. Click the column heading to sort notes in the ascending
or descending order (see the arrow next to the column name) by alphabet, time or colour
(depending on the column contents).

4 The task will be forwarded in the iCalendar format (.1ics).
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Note: For listing by subject, items are sorted by the alphabet of the language set in Settings as
preferred (the General tab) — for details, see chapter 1.12.1. In result, if for example English
is set as preferred and subjects are in German, subjects will be ordered by English alphabet
and some specific national characters may also cause problems in sorting.

Adding and deleting columns

Users can customize the appearance of the table and the information shown. The columns can
be added or deleted. Right-click the table header and specify the column settings in the Select
fields window. The pop-up menu contains the Change columns option. Checked columns will
be shown in the dialog box, unchecked columns will be hidden.

Adjusting the column width

The width of the note list can be adjusted. To change the column width, click between two
columns in the table header and drag the cursor right or left as needed.

1.10.2 Create and edit notes

To create a new note, click on the New note option on the toolbar. A simple yellow window
is opened. Any text can be written in the note area. The text of the first line is automatically
used as the note’s subject. To separate this line from others, use Enter. The other lines are
not displayed in the list.

; New note - Microsoft Internet Explorer =] E3

Call e, Black
telr G03/111222

041312006 03:00 PM ] Clase

Figure 1.71 Note
The note dialog also includes date and time of the creation and a colour pallet which can be
used to select a colour for the current note (yellow is used by default).

The note window can be resized. The parameters set will be kept for future. This means that
the window’s size and position will be kept for the next time the note is opened.

When finished, save the note by the Close button (see figure 1.71).
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1.10.3 Forwarding notes attached to email

Kerio WebMail allows forwarding of notes in such a format so that it is possible to save them
to notes folders. Thanks to this feature we can avoid copying of the note data to an email
message and to a new note edit dialog box on the addressee’s side.

Kerio WebMail also supports another option. When a message with an note in the attachment
is received, the recipient can simply click on the attachment to open the note in the standard
note edit dialog box. Click on Close to confirm settings and save the note to the default
personal Notes folder.

Note: To save a note or open it as an attachment, right-click on it and use one of the options
available, Open or Save.

The attachment with the note is sent in a special proprietary format which can be used only in
Kerio WebMail or MS Outlook extended by the Kerio Outlook Connector. In other types of email
clients the note is displayed only in HTML.

How to forward a note

To forward a note, select it by the mouse pointer and click on the Forward icon on the note
folder’s toolbar (it is also possible to use the corresponding option in the pop-up context
menu).

Select a note and click on a corresponding icon to open a message editor where the note is
included as an attachment. At this point, simply send the email message.

1.11 Folder Administration

Kerio WebMail includes a folder tree which is the basic tool for maintenance of folders (see
figure 1.72). The easiest way to work with individual folders is to use the context pop-up menu
where folders can be created, removed, user access rights can be set, etc.

Folders displayed in Kerio WebMail can be categorized either by their user access rights or by
type.

Classification by types:

¢ Email — the folder where email messages can be kept and maintained.

¢ Contacts — in such folders, contacts can be kept and maintained.

e Calendar — in such folders, events can be kept and maintained.

e Tasks — in such folders, tasks can be kept and maintained.

e Notes — a folder where notes can be kept.

e Root folder — the basic folder. For detailed information on this folder, see sec-
tion 1.11.1.

Classification by user access rights:

86



1.11 Folder Administration

e The default personal folders — all folders created within the first logon. Unlike the
other folders, these ones cannot be removed. The default personal folders include for
example Inbox, Junk E-Mail, Drafts, Contacts, Notes, etc.

e Personal folders — personal folders also include default folders. They include any
folders and subfolders which cannot be accessed by other users.

e Public folders — special folders which are, by default, available to all users of the
particular domain or of any Kerio MailServer domain (this depends on server settings).
Public folders can be handled only by users with special privileges. These privileges
can be assigned in the administration console by the Kerio MailServer administrator.
For details on public folders, refer to section 1.11.5.

e Shared folders — any folders which can be accessed by other Kerio MailServer users
with appropriate rights (for details, see section 1.11.5).

¢ Subscribed folders — folders owned by another user which are shared and can be
viewed, edited or administered by the current user (depending on special rights as-
signed by the owner). For details on subscription of folders, refer to section 1.11.6.

1.11.1 Root folder

The root folder is the primary folder on the top level in the folder tree. Its default name
usually consists of the username and the domain (see figure 1.72). Root folder is accessed
through the pop-up context menu opened by right-clicking (see figure 1.72):

g g *;,j Settings =

Folders

B e ol
+1 () INBOX (1) Mew Eio-
# (7 Calendar Rename

- Subscribe shared folders
+ &z Contacts _

Mail filters

+ [@ Deleted Items

) Drafts

) Junk E-mail
E Motes
[ RS5 Feeds
[ Sent Items
| Tasks

&l [_J Public folders

Figure 1.72 Context menu of the root folder

New folder
Use this option to create a new folder.

Rename
The root folder can be renamed.
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Subscribe shared folders
This option allows connecting to the folders shared by other users (for detailed informa-
tion about subscribing, refer to chapter 1.11.5).

Mail filters
In Kerio WebMail, it is possible to create filtering rules for the incoming messages. For
detailed information about filtering rules, refer to chapter 1.13.

1.11.2 Creating folders

Any new folder is created as a subfolder of an existing folder. To create a folder on the top
level, create it as a sub-folder of the root folder. The root folder is the primary folder on the
highest level (the name of the root folder is the same as the user’s email address). The root
folder also can be renamed.

The following steps must be taken to create a new folder:

1. First, select the superior folder and right-click on it.

It is recommended to use the same folder types for all subfolders. In other words, email
folders should be created as subfolders of other email folders (and not under a calendar
folder), for example. These rules keep the folder tree well-organized and comfortable.

2. In the folder’s pop-up menu just opened, click on New subfolder (see figure 1.73).

g g *;,j Settings = |

Folders
E jsmith@company.com
= () INBOX (1)

o) _ _
. Open in new window
j Waork
H (gt Calendal

5l iz Contact: Rename
Delete
# [ Deleted Move to Folder
) Drafts Mark all as read

CJunkE Move or copy all
k| Motes Delete all
[JRS5Fee  Access Rights...
[ Sent Items
| Tasks

# [ Public folders

Figure 1.73 Folder’s pop-up menu
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3. In the dialog just opened, specify name of the folder and select its type:

e Email (for storage of email messages)

e (Contacts (where user personal information is kept)
e (Calendar (management of events and meetings)

e Notes (storage and management of sticky notes)

e Tasks (management and storage of tasks)

Once the dialog is confirmed, the new folder is added to and displayed in the folder tree.

1.11.3 Folder tools

In section 1.11.2, instructions for creation pf a new folder have been provided. This section
lists and describes actions which can be applied to folders:

Rename folders

Folders can be renamed through their pop-up menu, as follows:
1. Select a folder to be renamed and right-click on it.
2. This opens the folder’s pop-up menu (see figure 1.74).

g 3{} Settings =

Folders
E jsmith@company.com
= () INBOX (1)

= | . :
. Open in new window
) Work
e Mew subfolder
#l g Calenda
b e
+ 25 Lontac Delete
# (@ Deleted Maove to Folder
) Drafts Mark all as read
L) unk BT Move or copy all
k| Motes Delete all
[ JRSSFee  Access Rights...

[ Sent Items
| Tasks
&l [ Public folders

Figure 1.74 Folder’s pop-up menu — Rename
3. (lick on Rename.

4. A dialog is opened where the item can be renamed. Enter a new name and confirm changes
by the OK button.
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Note: From technical reasons, it is not possible to rename default personal folders. Therefore,
the Rename option is not available in their pop-up menu.

Remove folders

Folders can also be removed, as follows:
1. Select a folder to be removed and right-click on it.
2. This opens the folder’s pop-up menu (see figure 1.75).

g 3{} Settings =

Folders
E jsmith@company.com
= () INBOX (1)

=l . .
4 Work Open in new window
# (gt Calenda New subfolder
Rename

1 S Contact: g

# [ Deleted Maove to Folder
) Drafts

Mark all as read
) unkE Move or copy all
k| Motes Delete all
[JRS5Fee  Access Rights...
[ Sent Items
| Tasks

# [ Public folders

Figure 1.75 Folder’s pop-up menu — Remove

3. Click on Remove. Kerio WebMail asks if you really want to remove the folder. Once con-
firmed, the folder is either moved to Deleted Items or it is removed immediately. This
depends on settings of the Delete messages permanently option in Kerio WebMail (for de-
tails on user settings, see chapter 1.12.1).

Note: From technical reasons, it is not possible to remove default personal folders. Therefore,
the Removed option is missing in their pop-up menu.

Move folders

Folders can be moved within the folder tree either through the pop-up menu or by using the
Drag & Drop method:

e Drag & Drop
1. Select a folder to be moved.
2. Click on the folder.
3. Hold the mouse button and drag it over the folder to which the selected item will
be moved. When a green icon appears at the pointer, let hold of the mouse button
to move the folder (see figure 1.76).
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g 4?@ Settings

Folders
E‘. jsmith@company.com
=l () INBOX (1)
[ Private
=1 [ Work
3
# (gt Calendar
+ &z Contacts
+ |@ Deleted Items

[} Drafts
[ Junk E-mail

E Motes

[} R55 Feeds
[} Sent Items
|__‘| Shared folders

SN NE 5 O s

& |__'| Public folders

Figure 1.76 Moving folders by the Drag & Drop method

Note: Unless the folder is dragged over a folder where it can be moved, a red
icon is displayed meaning it is impossible to move the message to the particular
location.
Pop-up menu
1. Select a folder to be moved.
2. This opens the folder’s pop-up menu (see figure 1.75).
@ 4?@ Settings

Folders
E‘. jsmith@company.com
=l () INBOX (1)
[ Private
=1 [ Work
o 5.: Caleuru:l Open in new window
4 5 Contacts Mew subfolder
Rename
4 @ Deleted Items pojate
(] Drafts Move to Folder
() Junk E-mail Mark all as read
L | Notes Move or copy all
[} RS5 Feeds Delete all
[} Sent Items Access Rights...
[} Shared folders
| Tasks
+ [ Public folders

Figure 1.77 Folder’s pop-up menu — Move
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3. Click on Move.

4. In the dialog just opened, select a folder to which the item will be moved.

5. Click OK to confirm the action.

Note: From technical reasons, it is not possible to move default personal folders.

1.11.4 Folder content options

Folder pop-up menu includes several tools for group manipulation with all items included in
the particular folder:

Mark all as read
The Mark all as read option is available only in pop-up menus of email folders.
It can be helpful in the following cases:

e the function of marking shown read messages as read is disabled (messages are not
marked as read once shown in the message-reading pane),

e aseparate window is used for message reading (messages are not marked as read once
shown there).

To mark all unread messages as read, follow these instructions:
1. Click on the folder with the right mouse button.
2. This opens the folder’s pop-up context menu.

3. C(Click on Mark all as read.

Move or copy all

This option can be used to copy or move all messages included in a particular folder. This
option is available for all folder types.

To copy or move all items from one folder to another, follow these instructions:
1. Right-click on the folder to open its pop-up menu.
2. In the pop-up menu, click on Move or copy all (see figure 1.78).

3. In the move-or-copy dialog just opened, select the destination folder, i.e. the folder to
which the items will be moved.
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g : *;,j Settings =

Folders
E jsmith@company.com

() I (3)

/gy Calend; Open in new window
% #iz) Contac _ Mew subfolder
+ & Deletec Mark all as read

Maove or copy all
Delete all

) Drafts

Junk E-
ﬁ Notes Access Rights...

[ RS5 Feeds
[ Sent Items
) Shared folders
| Tasks
&l [_J Public folders

Figure 1.78 Pop-up menu — Move or copy all

—— Warning
Items can be moved or copied only between folders of the same type. This implies that it
is not possible to copy or move for example email messages to a calendar folder, tasks to
a note folder, etc.

4. Once the destination folder is selected, click on Move or Copy, depending on the action
you want to take.

Delete all

The Delete all option removes all items included in the particular folder. This covers regular
items, such as messages, contacts, tasks, events and notes, as well as all subfolders. This
option is available for all folder types.

To delete all items in a folder, follow these instructions:
1. Right-click on the folder to open its pop-up menu.
2. In the pop-up menu, click on Delete all (see figure 1.79).

3. Kerio WebMail asks if you really want to remove the folder content. Once confirmed, the
folder content is either moved to Deleted Items or it is removed immediately. This depends
on settings of the Delete messages permanently option in Kerio WebMail (for details on user
settings, see chapter 1.12.1).
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g 3{} Settings =

Folders
B jsmith@company.com
=l () INBOX (3)

[ Private
|
. - Open in new window
#l (g Calenda
Mew subfolder
+ &z Contact:
Rename
# @ Deleted g ooie

() Drafts Move to Folder
() unk BN Mark all as read
k ] Notes Move or copy all
[ R55 Fee
[)5entIte  Access Rights... |
) Shared folders
| Tasks

&l [ Public folders

Figure 1.79 Pop-up menu — Delete all

1.11.5 Shared and public folders

Kerio MailServer enables creation of shared and public folders. A shared folder is any folder
of any user who has decided to share it with other users (or group of users, domain, etc.) and
grant specific rights to them.

Public folder is a special type of shared folder. This folder is automatically available for
reading to all users of the domain or of Kerio MailServer.®

All public folders you have been granted reader, editor, or administrator rights to, will auto-
matically appear as subfolders of Public folders.

Creating a shared folder

Each user can grant other users rights to any of his/her folders (we recommend careful con-
sideration of this action — for example granting another user rights to the user’s INBOX folder
could have adverse implications).

Define access rights in the Folder Sharing dialog box which is opened upon right-clicking on
a selected folder.

Click on Add. In the Add Sharing dialog just opened, specify type of sharing.

Folders can be shared with various subjects.

> This depends on the server settings (see Kerio MailServer, Administrator’s Guide).
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.g Folder sharing Work | Kerio MailServer 6 -- Webpage Dialog

| User | Permission level Add... |

jsmith@company. com Administrator

jwayne@company . com I Administrator = I
All users from company,com IReader vI
SALES @company.com I Editor b I

FEb

QK Cancel

Figure 1.80 Folder sharing

User — a particular user. Enter username (in case that the user belongs to the same
domain as the sharer) or username with domain in the username@domain pattern (e.g.
jgraham@company . com) if the user does not belong to the same domain.

Group — a particular group. Use the entry to specify groupname with the domain in-
cluded in format group@domain (e.g. sales@company.com). Domain must be included
in name specification whenever rights are to be assigned to the group from another
domain.

All users from domain — specify the Domain entry with the particular domain name.
All users — special type of access rights. The folder can be subscribed (for more
information on account mapping, see chapter 1.11.5) by all users with accounts in
Kerio MailServer.

Anonymous access — special type of access rights. The folder can be subscribed by
all users including those who have no account in Kerio MailServer. This type of access
rights is useful especially for publishing of calendars in the iCalendar format.

Folders with anonymous access can be also accessed by special scripts.

To set user rights, select one of the options from the Permission level pull-down menu:

Administrator — the user can read the folder as well as share it with other users and
remove items in the group or the group itself. This user is not allowed only to remove
access rights for the user who created the group.

Editor — the user can edit items in the folder (add and remove items, etc.).

Reader — the user is allowed only to read the folder’s items. No editing is allowed.

Note: Username is required when access rights to a particular user or group are being set.
The selection of a user or a group from the list is not available for security reasons. It is not
recommended to allow a common user to access the list of all users.

Sharing can be disabled by marking a particular line in the list and clicking Remove.

Once the folder is shared, save changes by clicking on OK.

If sharing is correctly set, the shared folder will be marked as shared (see the jokes folder in
the image 1.81), so that the user knows which of his/her folders has been shared to other

users.

95



Chapter 1 Kerio WebMail

E jsmith@company.com
= () T (1)
=l [=] Private
{5 Jokes
= Work

Figure 1.81 Shared folder

1.11.6 Folder subscription

Shared folders can be subscribed in Settings — Subscribe shared folders (see figure 1.82). Click
Subscribe shared folders to open the dialog to enter the username of the person whose folder
you want to subscribe to. This person must have an account in Kerio MailServer, otherwise
the subscription will not work.

*;,j Settings

ﬁ Mail filters

o Outofoffice

{7 Subscribe shared folders

@= Change password

(= Integration with Windows

Figure 1.82 Settings Menu

If the username has been entered properly and the user has decided to share a folder with
you, a dialog box with a list of shared folders will be opened. Check the folder to subscribe to
a specific folder; clear the checkbox to unsubscribe.

; Subscribe shared folders | ... [ =] E3

This dialog allows wou ko subscribe to shared
fFolders of ather users,

Please enter a user name:
|dpetersu:un@cu:umpany.cu:um

Please mark Folders wou wish to subscribe:
[T (] Shared folders

¥ () Shared Folders Invoices

(] 4 Zancel

Figure 1.83 Folder Subscription Dialog
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1.12 Kerio WebMail configuration

In addition to working with messages in folders, the Kerio WebMail interface also enables
various settings. These changes can be performed in the Settings menu available via the Kerio
WebMail’s toolbar (see figure 1.84).

,-;\é Settings

ﬁ Mail filters

15 Out of office

|z Subscribe shared folders
@= Change password

(= Integration with Windows

Figure 1.84 User settings menu

1.12.1 User settings

Kerio WebMail customization is enabled via the first item in the Settings menu. This opens
a dialog divided to several tabs:

Genevral

The General tab contains basic user settings for the Kerio WebMail interface:

,I"f User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

Preferred language: | English LI
Reload every: I 5 minutes vI Displaying of reminders depends on reload frequency.

Preferred skin: IDEfauIt vI
Mumber of displayed messages: I 20 vI
" pelete messages permanently (don't move them to the Deleted Items folder)

Date and time

Date format: mrnfddfyyyy =1 12/21/2006 10:47 AM

Time format: Im

Time zone; |(va1‘|’ +01:00) Amsterdam, Belgrade, Berlin, Brussels, Bucll

QK | Cancel I

Figure 1.85 User settings — General tab
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Preferred language

Selection of a language for the Kerio WebMail interface. The Browser detected option sets
a language in correspondence with settings of the particular client (i.e. of the browser
or the system where the browser is running).

Note: All items, such as messages, contacts, events and tasks, in all folder types will
also be sorted by the alphabet of the language set as preferred. In result, if for example
English is set as preferred and subjects are in German, subjects will be ordered by English
alphabet and some specific national characters may also cause problems in sorting.

Reload every
This option controls the folder tree restore and reminder display.

Preferred skin
Skin of the interface can be set in the menu. Save the settings to switch to activate the
new skin.

Number of displayed messages
Use this option to set the number of messages that will be displayed in the message list.
This option applies also to number of events, contacts, tasks and notes which will be
displayed at one page.

Delete messages permanently
Enable this option if you want that items deleted by the Delete key are removed right
away instead of moved to Deleted Items.
The settings apply to all folders save Deleted Items and Junk E-mail. Items in these two
folders are always removed for good.

Date format
Selection of the date display. The date form follows this pattern: dd — day, mm — month,

Yyyy — year.

Time format
Set time format which will be applied to time display in all folders.

Time zone
Time zone settings are based on Kerio MailServer by default. Users can re-define the time
zone, if they plan to use Kerio WebMail in a time zone different from the server location.
These settings are especially useful in communication with people located in a different
time zone. The communication will not be complicated by an incorrectly specified time
of meeting or message.
If Kerio WebMail is opened in a browser with a different time zone, a dialog box appears
with an information that the browser time zone has changed and a question whether you
want to change the Kerio WebMail time zone. This is necessary for correct conversion of
time zones in Kerio WebMail.
Time zones are described in more detail in chapter
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Microsoft Internet Explorer | x| |

: Webmail time zone is sek ko
! (GEMT +01:00) Amskerdam, Belgrade, Berlin, Brussels, Budapest, Madrid, Paris, Prague, Stockholm.
Your computer's time zone has changed by & hours,
If wou want ko change webmail time zone, please use Settings,

Figure 1.86 Warning

Email

Use the Mail tab to set parameters for mail folders. Mail folders are described in detail in
chapter 1.6.

f:" User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

Reading pane: I bottom | = I

Default From address: |suppu:urt@u:u:umpan*;.u:u:um

Special Reply-To address: hsmiﬂﬁ@mmpan}'.mm

Organization: |C|:umpan*r'

Signature:

4 | o

¥ Display image attachments inline
|_ Display images from other websites
¥ Mark displayed messages as read
¥ canfirm marking messages as spam
¥ check names automatically

QK | Cancel I

Figure 1.87 User settings — Mail tab

Reading pane
This type of window is available in mail folders only. It is an area where the body (text)
of the message is displayed. The subwindow can be positioned either on the right or at
the bottom of the active window or it can be hidden.
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Default sender address
The email address from which the messages are sent.

Address for replies
Address to which replies will be sent (the Reply-To: item).

Organization
Name of the company is included in the message as the Organization: header.

Signature
The signature added automatically to all messages sent from the Kerio WebMail interface
(including replies and forwarded messages).

Display image attachments inline
The image attachments (GIF, JPEG) can be displayed directly in the message body. If this
option is unchecked, only a hyperlink to the image is displayed. If you are connected to
the Kerio WebMail interface via a slow line (e.g. modem), we recommend not to enable
this option.

Display images from the web
Each message with body can contain links to images stored on the remote server.
If this option is enabled, the images will be downloaded from the server. This way,
active mailboxes can be identified easily (and misused for the purpose of sending spam
messages). Your computer can be also attacked due to browser security errors. For
security reasons, it is recommended to leave this option inactive.

Mark displayed messages as read
For better reference, new messages which have not been read yet are bold. If the Mark
displayed messages as read option is enabled, new messages are marked as read when
opened. Read messages in the message list are not displayed bold any more. This option
is enabled by default. If you do not want the messages to be marked as read upon
opening, clear this option.
Note: Use the pop-up menu of a selected message to mark it as read/unread.

Confirm marking messages as spam
Use this option to enable/disable the confirmation dialog box.

Automatic checks of address
When recognized, the address of the recipient is filled out automatically upon entering,
after the pointer is moved into other field. If there are more addresses that start with the
string specified, the window with all appropriate addresses is opened.
The search is performed in all folders set on the Mail composing tab. By default, the
default private and public Contact folders are scanned.

100



1.12 Kerio WebMail configuration

Message writing

Use this tab to set some of the parameters for message sending.

f:" User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

¥ Compose messages in HTML format

¥ add ariginal text when replying
Indent original text with: |:=-
Wrap long lines at I'-S characters. 0 means nowrap,

Response to reguest for read receipt: ¢~ Always send a read receint

" Never send a read receipt

% sk me before sending a read receipt

Spell-checker dictionary: |E|'u;||is|'| (en_LIS) LI

Search for contacts in selected folders: Choose folders |

QK Cancel

Figure 1.88 User settings — Mail composing tab

Compose messages in HTML format

Add

This option is checked by default. The message text cannot be formatted, if the message
is not composed in HTMLformat (see chapter 1.6.3). This setting applies to all messages.
Messages can be also composed in HTML format (or in the plain text format) by default
and you can use the other alternative only when needed. To specify this setting for
a selected message, use the Options dialog in the message editor (see chapter 1.6.3). This
applies only to the selected message; the default settings are not changed.

—— Warning
In Safari, it is not possible to compose HTML messages. Therefore, the Compose messages
in HTML format option is missing for this browser.

original text when replying

Use this option, if you want to include the original message in your reply. You can also
select the character that will appear before each line of the original message. These
characters are used to differentiate graphically the original message from the reply.

The line wrap function facilitates the reading of messages. The value of 76 characters is
set as default. If the value is set to 0, the text will not be wrapped.
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Response to request for read receipt
Use this option to specify what will happen to a delivered message that requires reading
confirmation. It is recommend to select the Ask me before sending a read receipt op-
tion, because users can decide according to the importance of the message whether the
confirmation should be sent or not.

Spell checker dictionary
Selection of the spellcheck dictionary language. When you use the dictionary for the first
time, the spellcheck may take longer, since the dictionary is loaded into the memory.

Search for contacts in selected folders

Check this option to speed up searching for contacts. The search engine goes through
selected folders only.

; Folder selection | Kerio MailServer ... [E3

B jsmith@company.com =
™ = meoy

= [ ] Private —
F e o Calendar

= i Personal

03 = ﬂ:| Conkacks

03 ﬂ:| Ptivate contacks

Invert selection |

(] 4 | Zancel

Figure 1.89 Folder selection

Spam
The Spam tab contains several options to get rid of unsolicited email:

Move spam to the Junk E-mail folder

Check this option to move all recognized unsolicited email directly to the Junk Email
folder.

This option also enables adding email addresses to the list of trustworthy users (see
below).

Do not treat messages as spam... (Spam whitelist)
The spam filter may mark even solicited message as spam, if it bears some spam charac-
teristics. So called Spam whitelist enables to define senders who will not be considered
as spammers by any means. Their messages will not be marked as spam.
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f:" User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

¥ Move spam to the Junk E-mail folder

Spam whitelist

Do not treat messages as spam, if the sender is on following list:

ablack @othercompany.com Add...
dpeterson@company.com

info@offers.com Edit... |

Jwayne@oompany . com

wanted @advertisement.info Remove |

¥ add e-mail address of original sender while sending reply
¥ alsa trust senders from my Contacts folder

QK Cancel

Figure 1.90 User settings — Spam tab

Add e-mail address of original sender...
Upon each reply, the email address of the particular sender now becoming an addressee
is added to the Spam whitelist automatically.
This option determines that any email message replied is considered as non-spam. Any
other messages sent from such addresses are automatically considered as non-spam.

Also trust senders from...
If this option is enabled, messages marked as spam which were sent from addresses
included in the default contact folder are not moved to the Spam folder.
This option supposes that email addresses in one’s contact list are trustworthy. This
option simplifies whitelist definition.

For details about spam, see chapter 1.6.5.

Others

The Others tab enables users to customize this page. For details about the “Today” page, see
chapter 1.4.

Today

After login
This option makes the “Today” window open after user login to the Kerio WebMail inter-
face.
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ﬂ" User settings | Kerio MailServer 6 - Windows Internet Explorer

General | Mail | Mail composing | Spam | Others | About |

"Today™
After login ¥ show Today” page after login
Messages Show these folders:  Choose |
Calendar Show this number of days in calendar: m
Tasks " Today tasks
Al tasks
Calendar
First day in week: Im
It influences weekly recurrences and calendar navigation.

QK Cancel

Figure 1.91 User settings — Today tab

Messages
You can click on Choose to select email folders which will be showed in the Today page.

Calendar
Use this option to specify the number of days displayed on one page of the calendar
folders.

Tasks
On the “Today” page in the Tasks section, users can specify whether only the tasks that
are due today (Today tasks) or all uncompleted tasks (All tasks) will be displayed.

Calendar

First day in week
This setting takes effect in Kerio WebMail in two cases:

e Thumbnail calendar in calendar folders — if Sunday is set as the first day of
the week, weeks in thumbnail calendars start with Sundays. Consequently, if
Monday is set as the first day of the week, weeks in thumbnail calendars start
with Mondays (see figure 1.92).
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@ 4= June 2006 L Q <a June 2006 B D)

5 M T W T F 5 M T W T F 5 5§

2 3 1 2 3 4

4 5 & 7 &8 9 10 5 & 7 & 9 10 11

11 12 13 14 15 16 17 12 13 14 15 16 17 18

18 19 =20 21 22 23 24 19 20 21 22 23 24 25
25 26| 27 23 29 30 26 27 25 29 30

Today | Today |

Figure 1.92 Comparison of thumbnail calendars
Weekly recurrence period applied to events and tasks — setting of the first day
in the week takes effect only in a specific case which will be better understood
through an example:
Every two weeks, on Sundays and Wednesdays, in the evening, Mr Jonathan Fly-
killer meets friends to play chess. He uses recurrent events in his calendar to
remind him of these meetings. The events are set as follows:

1. Mr Flykiller opens a new event in the calendar and sets date and time
(September 9 from 6.30 PM to 8.30 PM) and sets the subject name for
Chess (see figure 1.93).

A} Edit event | Kerio MailServer 6 - Microsoft Internet Explorer

H Sawve and close ;‘_, Recurrence |

General | Invite attendees |

Subject: |Chess

Lacation: | Label: Private j

Start time: 09062006 ;I 08230 PM j ™ &l day event
End time: siogizone | 4| [omanpe |

M Reminder 30 minutes 'I Show time as: Iﬂth of office 'I Priarity: |normal 'I
El
|

Categories I | Private [

Figure 1.93 Event settings
2. Weekly recurrence is set to once-a-two-weeks recurrence on Wednesdays and
Sundays (see figure 1.94).

Now, let’s see how this recurrent event is shown in a calendar where Sunday is
set as the first day of the week and compare it to the case where Monday is set as
the week-starting day. The difference can be understood through figure 1.95 (the
green event was created when Monday was set as the week-starting day while the
red events were created when Sunday was set as the first day of the week).

If Monday is set as the week-starting day, Wednesday and Sunday are included in
the same week.

If Sunday is set as the week-starting day, only Wednesday is marked in the first
week since Sunday, September 10, already belongs to the following week. The
following weeks start with Sunday (starting on September 17 at figure 1.95) as
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ﬂ" Recurrence | Kerio MailServer 6 - Windows Internet Explorer

Range of recurrence
% Na end date

" End after: |1'3 OCCurrences

Recurrence pattern

L daily * Recur EVery |2 . week

*
ok I Monday I Tuesday ¥ Wednesday [ Thursday

o monthly
i v
R [ Friday [ saturday M sunday
Remove recurrence | QK Cancel
Figure 1.94 Setting recurrence
Ilondary Tuesday Wednesday Thursday Friday Saturday/Sundal
28. Auqust 20 30 31 1. September (2
3
4 5 (O 8 9
06:30 PM: Chess
06:30 PM: Chess 10
0830 PM: Chess
11 12 13 14 15 16
17
06:30 PM: Chess
18 19 20 21 22 23
06:30 PM: Chess
0&:30 PM: Chess 24
06:30 PM: Chess
25 26 27 28 29 30
1. October
0830 PM: Chess

Figure 1.95 Comparison of calendars with different week-starting days

set in the parameters.
Note: If settings of the starting day of the week are changed, settings of existing
events does not change.

1.12.2 Out of office
The Out of office rule allows setting of automated responses to incoming messages.

This automatic reply can be enabled when a user cannot reply messages him/herself (e.g.
when the user is ill or on vacation). It is usually helpful when the user is supposed to reply
immediately.

Automated reply can be set in the Settings — Out of office toolbar menu. In the Out of office
dialog, switch to the I am out of office now mode and enter a message which will be sent to
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incoming messages. Thus, senders know immediately that the user cannot send them any
answering message at the moment.

ff‘ Out of office | Kerio MailServer 6 - Windows Internet Explorer

= 1amin office now

{* Iam out of office now

The text of the automatic reply (will be sent just once to each user):

Hello, A
I am enjoying my wvacance at the moment. My affairs

will be managed by my colleague, John Smithers.

Fleasze contact him through his e-mail

ismithersfcompany . com

[~

QK Cancel |

Figure 1.96 User settings— Out of office tab

Automatic replies are defined by a rule applied to incoming email (the rule is saved in Kerio
MailServer). These rules as well as their definition are focused in chapter 1.13.

The I’'m out of office rule consists of the following items:

e Condition: The rule will apply to all incoming messages except email sent from mailing
lists. The automatic answer is not sent where answering to another automatic email
(this should prevent users from email loops).

e Action: The text entered will be sent to each sender’s address included in an incoming
message only once a seven days.

—— Warning
Before enabling the Out of office rule, it is recommended to enable also the Spam rule to
make sure that automatic replies are not sent to spammers. If the Spam rule is not enabled,
your address will be exposed to spammers who try to send their spam messages to randomly
generated addresses and later use those addresses from which they get an answer (so that
they are sure the address exists and start to send even larger volumes of spam messages to
it).

1.12.3 Change of password

Password can be changed directly in the Kerio WebMail interface, without the need to contact
the network administrator.

Use the Change password option in the Settings menu of the toolbar.

For security reasons, it is necessary to use the secured HTTP for connecting to Kerio WebMail.
The beginning of the URL address must be entered as follows:

https://
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*;,j Settings

i, Mail filters

15 Out of office

{7 Subscribe shared folders

@= Change password

(= Integration with Windows

Figure 1.97 Settings Menu

—— Warning
If you use the unsecured version of HTTP protocol, the password cannot be changed in the
application.

The dialog contains only three fields to specify the old and the new password. The new
password must be entered twice, in order to eliminate typing errors. If the password contains
special (national) characters, users of some mail clients will not be able to log in to Kerio
MailServer. It is therefore recommend to use only non-diacritic characters for passwords.

/3 Change password | Kerio MailServer 6... [Il[=] E3

2ld passwaord |uuu-

Mew password |-uuuu

Confirm new password |"-uuu

O, I Zancel |

Figure 1.98 Change password

—— Warning
If a user connects to an account which is mapped from the Apple Open Directory and they
authenticate against the password server, the password cannot be changed.

1.12.4 Integration with Windows/Mac OS X/Linux

Integration with Windows/Mac OS X/Linux is a handy tool that helps use Kerio MailServer
and its features even more effectively and in a more comfortable way. It is actually a web
page where you can find for example download links for client extensions and URLs of your
calendars which can be used for connection via the iCal and CalDAV protocols.

Content of this page differs depending on the operating system on which it is viewed. Ac-
cording to this fact it offers relevant options (the Kerio Outlook Connector on Windows, Kerio
Sync Connector for Mac on Mac OS X). The content also respects whether you are connected
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via HT'TP or HTTPS. It also recognizes whether you are connecting via a mobile device. In such
cases it offers also download of the Kerio MailServer’s SSL certificate (for details on the SSL
certificate, see section 4.2).

1.12.5 Keyboard shortcuts used in the Kerio WebMail
Shortcuts for editing of contacts, events, distribution lists and notes:

e (trl+S — saves the data and closes the window.

e (trl+Enter — saves the data and closes the window.

e (Ctrl+N (Command-N) — opens window New message, New contact, New event, New
task or New note, depending on the type of the folder just being opened.

Writing a message:

e (trl+K — this key shortcut completes hinted email addresses in To, Cc or Bcc entries.
Addresses to be entered are looked up among the addresses saved in contact folders.

e (trl+Enter — closes the message and sends it.

e (trl+S — saves the message to the Drafts folder.

o (Ctrl+C — the text is copied to the clipboard.

o (trl+V — the text is pasted into a document or a dialog box.

e (trl+X — the text is cut and pasted to the clipboard.

e (trl+B — makes the text bold.

e (Ctrl+I — makes the text italic.

e (Ctrl+U — underlines the text.

List of messages:

e (Ctrl+R (Command-R) — replies to the message.

e (Ctrl+N (Command-N) — opens the New mail window.

o (Ctrl+M (Command-M) — marks message as read.

o (Ctrl+U (Command-U) — shows the source of the message.

o Ctrl+KCommand-F) — opens a new window where the message can be forwarded.

In Kerio WebMail, the following keys can also be used:

e Home — used in list browsing. The first page of the current list is opened upon clicking
on this key.

e End — used in list browsing. The last page of the current list is opened upon clicking
on this key.

e Page Up — used in list browsing. The previous page is opened upon clicking on this
key.

e Page Down — used in list browsing. The next page is opened upon clicking on this
key.

e Enter — opens selected item.
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1.13 Message filtering

When a message is delivered to a local user of Kerio MailServer, it is stored in the INBOX folder.
In Kerio WebMail, each user can define a set of actions to be performed on all new incoming
messages, as well as their conditions. These actions are called filters and are specified through
filtering rules. Filtering does not mean merely refusing email messages or sorting them to
folders, but it includes other actions such as notifications to cellular telephones, automatic
replies, forwarding the message to a different email address, etc.

1.13.1 List of filtering rules

Define filtering rules in the Mail filters section. To open this section, click the Settings button
in the toolbar.

*;,j Settings

i, Mail filters

15 Out of office

{7 Subscribe shared folders

@= Change password

(= Integration with Windows

Figure 1.99 Settings Menu

A list of defined filtering rules is displayed. Each message is checked against this list of
rules (from top to bottom). If the message complies with any of the rules, a corresponding
action defined for this rule is performed. If the message complies with more than one rule, all
previously defined corresponding actions are performed (unless provided otherwise).

Instead in the Filters dialog box, the Spam and Out of office rules can be set in Settings —
Settings — Spam (see chapter 1.12.1). In the list, the rules can be viewed, not edited.

A check box next to each rule determines if the rule is active or not. The rule can be disabled
temporarily without the need to delete it and create again.

Use the list buttons to perform the following:

New
This option creates a new rule.

Modify
Use this option to change (edit) the selected rule.

Delete
This option removes the selected rule.
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ﬂ; Mail filters | Kerio MailServer 6 - Windows Internet Explor... [lij=] E3

¥ spam Mew... |
[T out of office Madify... |

[ Discard the messages from server spam.com B |
¥ cel phone notification Edit script |
Move up |
Move down |

QK | Cancel |

Iﬂ I_ r I_ I_ I_ I_ % J Local intranst | R 100%  ~ g

Figure 1.100 Rule list

Edit script
This option is used for editing the script (the filter source code). Filtering rules are cre-
ated in the Sieve standard language. This means that the dialog window displayed after
clicking on the New or Edit button is a graphic interface for the rules. The graphic dia-
log window enables setting of all conditions and functions offered by Kerio MailServer.
Therefore, it is recommend that only users who are familiar with the Sieve language and
do not wish to use the graphic interface use the Edit function.

Move up, Move down
Move the rules up or down. All rules are processed from top to bottom and should be
sorted from the most specific to the most general ones. A rule can also stop processing
of other rules (i.e. no more rules are processed, even though the message would comply
with some of them). In such cases, consider carefully where the rule should be inserted.
Note: The Spam rule is special and cannot be moved by the Up and Down buttons. The
highest priority is set for the rule.

Save and close
This button saves all changes to the rule. This must be done every time you make changes
to the rules (including their activation or deactivation using the checkbox) or all changes
will be lost. If changes have not been saved, a warning message will be displayed under
the rules list (Your changes are not saved).

After the rules are set, save the action with the Save and close button.

1.13.2 Creating or changing a rule

Click the New or Modify buttons to open a dialog window where you can define a rule. This
window is divided into four parts:

1. Condition (that the message must meet)

2. Action (that will be performed)
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3. Rule description (a text description that allows modification of some details)

4.  Name of the rule (a name that will be displayed in the rule list)

Conditions

The rule will be used if the selected conditions are met. The logical relationships and (i.e.
all conditions must be met) / or (at least one of the conditions must be met) can be used in
conditions. Selected conditions are displayed in the third section of the dialog window where
you can specify the requested values and change the type of logical conjunction.

Example: Create the following condition: “If the sender’s address is admin@ourcompany.com
or the message subject contains the word Warning”.

3. Rule description {click on an underlined value to edit it):

Where the From address contains 'admin@company.com’
and ‘where the subject contains "Warning'

then

Move it to folder TNB QX AN ork

Figure 1.101 Rule Description
1. Select the Where the From address is condition.

2. In the third section, click the Contains link — this will open another dialog window where
you can specify the address. Enter admin@ourcompany . com.

3. Select the Where the subject contains the words condition.
4. Upon clicking, the and conjunction will be changed to or
5. Click on the contains link to specify Warning (the entry is not case-sensitive).

When specifying required content for a certain entry, several different strings can be defined
— the condition will only be met if the entry contains at least one of them (or relation).

The condition for the occurrence of a certain string in a given entry can be more general. Click
the Options... button to specify its occurrence in the entry:

is
The entry must exactly match with the specification.

is not
The entry must not match with the specification.
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contains
The entry must contain the (sub)string.

does not contain
The entry must not contain the specified (sub)string.

matches
The entry must match the expression (the expression can contain the ? and * wildcards
that can represent one or more characters).

does not match
The entry must not match the expression.

The default value is contains.
The following conditions are possible:

Where the recipient’s address (To or Cc line) is
The specified string must be included in the To or Cc line.

Where the sender’s address (From) is
The specified string must be included in the From entry.

Where the To address is
The specified string must be included in the To address.

Where the Cc address is
The specified string must be included in the Cc address.

Where the Sender address is
The specified string must be included in the Sender address. This item can be usually
found in automatically generated messages (email conferences etc.) where it replaces the
To field.

Where the subject contains words
The specified string must be included in the Subject entry.
Kerio MailServer spam filter can be set so that the Subject entry will include results of
antispam tests (the value is represented by asterisks). Using this feature spam may be
filtered easily. Simply insert the number of asterisks that will specify the rule. Messages
that match this rule will accept this specification.

Where the message has an attachment
At least one attachment must be appended to the message.

Where the message size is more than
The message size exceeds the specified value. To specify the size you can select from the
following units: bytes (B), kilobytes (KB) and megabytes (MB).

Where the message was detected as a spam
Spam are undesirable messages sent to users. You can use the Kerio MailServer antispam
filter to protect your users from such messages. This filter uses special header items
which include message evaluation and information about applied antispam testing.
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For all messages
This rule is valid for all incoming messages.

Action to be performed

In the second section of the dialog window, you can choose one or more actions that will be
performed if the condition in section 1 is met:

Move the message to a specified folder
Move the message to the selected folder (you can choose a folder from a list).

Forward the message to an address
Forward to a specified address. In this case no other actions are performed.

Reject message (return to sender)
The message will not be stored in a local mailbox and the user will never be informed
about it.

Keep in INBOX
This action must be combined with another (i.e. with Move, Forward, Reject, etc.). It
cannot be combined with the Discard the message action.

Discard the message
The message will not be stored in any local folder. This action cannot be combined with
the Keep in INBOX action.

Send notification
Sends (i.e. a short text message) to a specified address, typically to a cellular
phone. For a cellular phone you must enter the whole email address, not just the tele-
phone number (e.g. john.wayne@t-email.com. For details, see the following sections).
The following macros can be used in the message text:

e $from$ — the contains the message sender (the address in the From
field).

e $from-name$ — the notification will show the name of the message sender.

e $subject$ — the notification will show the message subject.

e $text$ — the notification will show the message text. Only the first 128 char-
acters will be displayed. To change the count of characters, the macro can be
written as follows:

$text[50]9%
The number in parentheses represents the maximum number of characters dis-

played in the text box.

Send autoreply
The automatic reply with a specified text. The automatic reply will be sent to each
sender’s address only once a week (so that the automatic reply does not create a loop
in case there is an automatic reply set at the other end).
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Stop processing more rules
If the message complies with this rule, no more rules will be processed. This function
allows users to create more complex rule sequences for different condition types. Always
be careful about the order of the conditions (the rules are processed from top to bottom).

Note: Notifications and autoreplies are protected against looping. This means that the system
does not send a notification in reply to received notification or automatic replies. The detection
of notification or automatic replies is performed using special items in the message header.
Only

notifications and automatic replies generated by Kerio MailServer are detected.

Rule description

In the third section of the dialog box, the user can review a summary of the created rule.
Optional values are formatted as links and can be changed repeatedly. The conditions and
actions can be easily removed or added by activation or deactivation.

Name of the rule

Give the created rule a unique name (may be multiple words) that best describes the rule.
Naming the rules “Rule 1”, “Rule 2”, etc. is not very helpful.

1.13.3 Cellular phone notification

When setting up the notification , a format of the message can be specified. In the notification
text, special character sequences can be used which will be replaced by the corresponding
parts of the original message.

$subject$
Subject of the message

$from$
Sender address (From field)

$env-from$
SMTP envelope From address

$text$
First 128 characters of the text (message body)

$text[N]$
First N characters of a message body (N is an integer). The part of the message that will
be sent to a cellular phone is determined by the SMS gateway (usually up to one SMS
message).
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The text can have the following form:

Message from $from$, subject: $subject$. Message body: S$text$

1.14 Time zones

The whole globe is divided into 24 parts which are called time zones. The individual time
zones are defined by their shift from UTC (Coordinated Universal Time). In most cases, the
time is shifted by one hour, but sometimes this shift can be 30 or 15 minutes.

From the geographical point of view, the time zones are delimited by meridians. One time
zone (and one meridian) was defined as the origin; it is the meridian of Greenwich. This
meridian is also called the “zero” or Greenwich Meridian. The zone of this meridian uses the
universal time (UTC), which is the same as GMT (Greenwich Mean Time). Both abbreviations,
UTC and GMT, are used for defining time zones and have approximately the same meaning.
Kerio WebMail uses the GMT time.

The method of time zone indication depends on location of the selected time zone (to the east
or west from the Greenwich meridian). If the zone is located east of the greenwich meridian,
the time displacement is indicated by the + sign. The zones located west of the meridian are
indicated by -.

The time zone issue gets event more complicated, when it is necessary to consider the winter
time and the daylight saving time. Thus, the real shift of the local time from the GMT may
vary in the course of the year. Kerio WebMail considers the winter time and the daylight saving
time for the selected time zone automatically.

Kerio WebMail shows the time zones in the following manner:
GMT +12 (Fiji)
GMT -6 (Easter Island)

The counterpart of the zero meridian is so-called date line which makes a division between
the GMT -12 a GMT +12 time zones. The date line is not a meridian, because it does not form
any connection between the North and South Pole. It just separates two time zones so that
one state does not belong to two different time zones at a moment. When you cross the line
from the east to the west, a day is added. When you cross from west to the east, a day is
subtracted.

1.14.1 Change of a time zone

The time zone is set by the Kerio MailServer machine time by default. It can be changed in
Kerio WebMail in the user settings on the General tab (see chapter )-
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—— Warning
When the time zone is changed, the time of entering the events and meetings into the calendar
is affected.

1.14.2 Events in different time zones

For the delivered messages as well as event settings, Kerio WebMail shows the time of the
time zone currently selected. The following text illustrates setting of events for different time
zones and the time shown:

The events in Kerio MailServer are stored together with the information about the time zone
in which they were created as well as the daylight savings time (if specified). To display the
event in a different time zone, Kerio WebMail converts it automatically (including the daylight
savings time, if specified for the given time zone).

If you log in to Kerio WebMail from a different time zone or if another user displays your
Free/Busy calendar, the time will be converted automatically (including the daylight savings
time, if specified in.Kerio WebMail).

The following examples illustrate the principle of time zones:
Example 1:

You live in London. Your time zone is GMT +0. A friend from New York invites you for a lunch
and you arrange a meeting with him for 14:00 hours. Keep in mind that your friend means
14:00 in his time zone, i.e. in GMT -5 (Eastern Time). You have to switch to the friend’s time
zone in Kerio WebMail and create an event with beginning at 14:00.

Example 2:

Imagine the previous (Example 2) event, but from the other point of view. If your friend sends
an invitation for 14:00, it will be displayed as a meeting at 20:00 in your time zone (including
daylight saving time). However if you switch the time zone to Eastern Time after you arrive to
New York, the meeting will show the correct time — 14:00.

Behavior of the Free/Busy calendar

The events in Kerio MailServer are stored together with the information about the time zone
in which they were created as well as the daylight savings time (if specified). Thus, it does not
matter in which time zone the event was created. The present status will be displayed in the
Free/Busy (the free/busy information for individual attendees is converted to the time zone
specified in your Kerio WebMail).
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Kerio WebMail Mini

Kerio WebMail Mini is a simplified version of Kerio WebMail. It is designed especially for
browsers where JavaScript, CSS and similar technologies are not supported. For this reason,
Kerio WebMail Mini is useful especially for:

e slow internet connection,

e older browsers where JavaScript is not supported,

¢ text mode based browsers, such as Lynx or Links,

e mobile PDA and Smartphone devices (see chapter 3).

For reasons as slow speed or missing support for JavaScript, Kerio WebMail Mini is suitable
rather for basic usage of mail and contacts.

As in the full version of Kerio WebMail, there are several user settings in Kerio WebMail Mini.
User can customize Kerio WebMail Mini according to their needs. For detailed description of
user settings, see chapter 2.5.

Login to Kerio WebMail Mini is similar to login to the standard version (see chapter 1.2). If user
connects for example via a mobile device or by an older browser, Kerio WebMail is switched
the Mini mode automatically. If a modern browser is used, user can select a Kerio WebMail
version to connect to (see figure 2.1).

WebMail

Etrter asswiord below to
login to

Username: ([Elily]

Password:

WebMail user
® Full-featured
2 Simplified (fo

Figure 2.1 Users logged in
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The main page that displayed after a successful login to Kerio WebMail Mini is divided into
three sections. The first part contains a tree view of folders (which can be hidden — see
chapter 2.1) and the second part lists the content of the folder currently selected (based on
the folder type — Mail or Contacts). The third section is the toolbar (its appearance depends
on the type of folder currently selected).

2.1 User folders
As in the full version, user folders are organized in a tree (see figure 2.2).

Click Hide folders in the toolbar to change the structure to a menu in the lower left part of
the toolbar. The Hide folders option changes to Show folders and you can switch back to the
original folder structure.

Folders [ addedit Falders ]

B jsmith@compary.com
=) INBOX (9)
[] Private
] Work
=l &%) Contacts
% Private Contacts
B Deleted Iterms (8)
) Drafts
£ Junk E-rnail
) MewyFadand podta
[] Sent Ttems
=1 [ Public folders
#3 Contacts

Figure 2.2 Folder tree

Note: In the version for mobile devices, folder hierarchy is automatically hidden and available
only through a menu.

Administration of user folders

The folder administration system works in the similar way as the system in the full version of
Kerio WebMail, but its functionality is slightly limited. You can add a subfolder, rename it or
share with another user (more information on folder sharing and subscription can be found

in chapter 1.11).
To open the folder administration dialog box, click on add/edit folders (see figure 2.2).

The window provides a simple table including a list of all email and contact folders involved
in the mailbox. The following section focuses on individual columns of the table:
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KerioMeiiServert
Read rmail | Mew mail | Settings Logoit
Folder Items Action Sharing
8 jsrnith@compary . com niew Folder subscribe shared Folders
) INBDX 4 new subfolder access rights
[ Private 1 new subfaolder - rename - move - delste  access rights
&5 Contacts 23 new subfolder access rights
3 Private contacts 1 new subfaolder - rename - move - delete  access rights
B Deleted Itemns 20 new subfalder access rights
(] Drafts 0 new subfalder arccess rights
(=1 Junk E-rnail 0 new subfalder access rights
() Outbox 0 new subfolder - rename - move - delete  access rights
] Sent Ttems O new subfaolder access rights
L Public folders new subfalder access righks
'L'LI Contacts S new subfolder - rename - move - delete  access rights
1 redpetersoni@co, ., .com unsubscribe
L Shared folders
) Invoices 0 new subfolder - rename - move - delete  unsubscribe - access rights

Figure 2.3 Folder administration

Folder
Folder name. The root folder is always displayed as the first one and it starts with the user
icon. It is possible to create a new subfolder in the Action column or/and to subscribe
(connect) folders shared by other users in the Sharing columns.

Items
Number of items currently contained in the folder.

Action
This column provides several actions to be taken:

e Create a new subfolder
¢ Rename the (sub)folder
e Move the (sub)folder

e Remove the (sub)folder

Sharing
In this column, it is possible to set access rights for own folders as well as subscribe
folders shared by other users (only in the row of the root folder).
To set sharing parameters, click access rights in the line of the corresponding folder.
At the folder’s access right page, name of the folder is provided, users/groups can be
added and various access rights can be selected in the menu.
The following types of access rights (permission levels) are available for folders:
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. =
KerioM&ziServert
Read mail | Kew mail | Settings Logout

Access rights of folder: Jokes

add access rights to [User | fiwayne with permission lewel |Editor |
| Adrministrator

Back |

Figure 2.4 Folder sharing

o Administrator — the user can read the folder as well as share it with other users
and remove items in the group or the group itself. This user is not allowed only
to remove access rights for the user who created the group.

o [Editor — the user can edit items in the folder (add and remove items, etc.).

e Reader — the user is allowed only to read the folder’s items. No editing is allowed.

Once access rights are set, save settings by clicking on OK.

Sharing can also be disabled by selecting Remove access rights for user or group and checking
user(s) or group(s) for which the access will be disabled. Again, click OK to save the settings.

. =
KerioMzziiServert
Read rmail | Mew mail | Settings LogoLt

Access rights of folder: Jokes

¢ Add access rights to [User =] | with permission level IReader vI

¥ Remove access rights for user or group

I~ 8 jwayne@company.com (Editar)
W 8 dpeterson@company.com (Reader)

Back |

Figure 2.5 Removing access rights for a folder

2.2 Toolbar
The Kerio WebMail Mini toolbar is different for individual folder types:

Toolbar in email folders
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: n
KerioMeziiServert
Read mail | Mew mail | Settings | Hide folders | I Search Advanced Logout
Figure 2.6 Toolbar — email
Read mail

Click this link to switch the Kerio WebMail Mini to the INBOX folder.

New mail
Use this option to open the dialog box for message composing (for more information, see
chapter 2.3).

Settings
Click this link to display the page with user settings. The individual options are described
in detail in chapter 2.5.

Hide/Show folders
Click this link to change the folder structure from the dialog window to a simple selection
menu and vice versa.

Search
Mail folders — use the field located in the toolbar to search for messages. The Subject
and From or To fields are searched through (in the Sent mail and Drafts folders). It is
possible to enter only the beginning of the searched string, but in such case, the search
may return too many results.

Page search
Folders including greater amount of items are divided to pages. Pages can be searched
by using the Page section. Links to pages follow this label. Simply click on a link to open
the particular page.

Log out
It is recommended to log out after the work in Kerio WebMail Mini is finished. The logout
reduces risk of misuse of the connection to Kerio MailServer.

Toolbar in contacts

KerioMeziiServert

Mewy contact | Mew distribution list | Settings | Hide folders | ABCDEFGHIKLMMOPORSTIUW WY Z | Goto: [ 12 ] Logout

Figure 2.7 Toolbar — contacts
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New contact
Opens a dialog where new contact can be added.

A new distribution list
Opens a dialog where new distribution list can be defined. To see what a distribution list
is and how to use it, refer to section 2.4.

Settings
Click this link to display the page with user settings. The individual options are described
in detail in chapter 2.5.

Show/Hide folders
Click this link to change the folder structure from the dialog window to a simple selection
menu and vice versa.

Search
Contacts — use the alphabet under the toolbar to search in the contacts folder. Click
a letter to display contacts starting with this letter. The First name, Last name and E-mail
fields of the contact are searched through.

Page search
Folders including greater amount of items are divided to pages. Pages can be searched
by using the Page section. Links to pages follow this label. Simply click on a link to open
the particular page.

Log out
It is recommended to log out after the work in Kerio WebMail Mini is finished. The logout
reduces risk of misuse of the connection to Kerio MailServer.

2.3 Mail folders

In the simplified version of Kerio WebMail, it is possible to handle the email in a similar way
as in the full version. The mail folders are arranged in a table (list). Each row contains one
message and available information. The columns contain information to individual messages
and actions that are available for the messages.

[T &l From Subject Size Received Action

r John Wwayne  Accepted: Meeting 4kB 12:23PM Eais X
¥ [ Diane Peterson Photos from Greek 204 kB 1042 A &0 ps S0
™ Diane Peterson Meeting kB 1005 aM g s S0
™ ! Diane Peterson Invoices 2kB 1004 aM g S0
Checked messages | Move to folder = | |INBOX |

Figure 2.8 Mail folder
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You can mark individual messages by clicking the checkbox at the beginning of each row. If
you want to check all messages in the list, click the All checkbox. When multiple messages are
checked, you can perform various operations with all the messages at once. After checking
the messages, select any from the operations in the Checked messages menu to apply it to the
selected messages.

The Checked messages menu contains standard actions that can be performed with selected
messages:

Move to folder
The messages will be moved to a selected folder. Click OK to confirm the action.

Copy to folder
The messages will be copied to a selected folder. Click OK to confirm the action.

Delete
Selected messages will be removed or moved to Deleted Items, depending on setting of
the Delete messages permanently option (for details, see section 2.5).

Mark as read
The messages will be marked as read by default.

Mark as unread
The messages will be marked as unread by default.

Set flag
The flag will be added to message(s). For details about the message flag and its usage, see
chapter

Delete flag
The flag will be deleted. For details about the message flag and its usage, see chap-
ter

Forward
The selected messages will be forwarded as attachments. To forward only one message
in the email body, use the appropriate action for this message in the message list.

—— Warning
The actions in the menu depend on access rights settings for the displayed folder (for more
information about the access rights to folders, see chapter ). This means that read-only

public and subscribe folders cannot be removed or edited. Therefore, these options are not
included in the menu.

When performing an action for one message only, you can click some of the icons in the Action
column in the message list. The Action column allows various options of how to handle the
message such as replying, forwarding (in a message body), removal or marking the message
as spam.
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New mail

The mail editor looks like a web form and contains all the functions necessary for sending
a message.

The form is divided into two parts. In the first one (called message header), This part is
called message header. In the other part, you can write the text of the message and append
an attachment. This part is called body.

The header contains the following fields:

From
The address that is displayed to the recipient as the address of the sender.

To
Enter the email address of the recipient in this field. More than one email address is
allowed; the addresses must be separated by commas (see the figure).

Cc
The same function as the To field. Use this field when you just want to keep the recipient
informed and do not need him to reply to the message.

Bcc
The address entered in this field is hidden for the other recipients. Blind copy is useful
especially when a message is to be sent to more email addresses and you want to protect
the privacy of one or more users.

Subject

A brief description of the message contents.

Send | Save as Draft | Contacts

From: Johin Srnith < jsrnith@compary . coms=
To: |jwayne@cumpany.cum

Cc: |dpeter5::un@cumpany.cum

Bcc: |

Subject: |StocksPhotos
Attach: |E:"~F'hu:utu:us.2ip Browse... |

Figure 2.9 New mail

The message body consists of the text and attachments (if any).
The form header includes various buttons allowing basic operations with the message:

Send
The message will be sent to the addresses entered into the To, Cc and Bcc fields.
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Save as Draft
The message will be moved to the Drafts folder, where it can be opened, edited and sent.

Contacts
Use the Contacts button to search for a contact address and to add it to a corresponding
field (To:, Cc: or Bcc:). Only the standard contacts folder and the standard public contacts
folder are searched through.

Attach
Use this button to attach a file to a message. At maximum, three files can be attached.
After its first use, the button is hidden. You cannot append more than 3 files at once to
one message.
TIP
To attach more than three files, the following trick can be used:

o Attach the first three files and save the message as a draft.
e Open the message draft and attach other files (three attachments can be added
at one turn).

—— Warning
Each attachment appended must not exceed the limit set by the administrator in Kerio
MailServer, otherwise the particular message will not be delivered.

Message reading

New messages are delivered to the INBOX folder by default (folders for incoming messages
can be specified in the rules— see chapter ). The unread messages are marked in bold.
The number of unread messages is indicated in parentheses next to the folder name.

Click the message subject to view the selected message. Message header as well as body
are shown on the page. There are also several buttons to perform various actions with the
message:

Reply
To reply to the message you received, click the Reply button and edit the message in the
editbox. The email address of the person who has sent the original message is entered
automatically in the To field.

Reply all
The Reply all button works similarly to the Reply option, but your answer is sent not only
to the author of the message, but also to all recipients (except you).

Forward
Use the Forward button to open the dialog for forwarding a message; the To and Cc
fields are left blank, because the system does not know who do you intend to forward the
message to.
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Reply' Reply all | Farwrard | Celete | 5pam|

From: Diare Peterson <dpeterson@company.comsz [+ &dd bo address boak ]
To: jsrnithi@cornpany, com

Date: 02/08/05 10:42 AM

Subject: Photos from Greek

Hello,

as you remember I promised you photos from my holiday in Greek. Here they
are. I hope you will enjoy them.

Diane
(=] Photos.zip (213 kB) | View source

Reply' Reply all | Farwrard | Celete | 5pam|

Move to folder |IMBOX =l ﬁl

Figure 2.10 Viewing messages

Delete
Use this button to either delete the selected message or move it to the Deleted items
folder. This option depends on Kerio WebMail Express configuration (see chapter 2.5).
After the message is deleted, the next message in the list is displayed (in the descending
order). If the deleted message was the last one in the list, previous message is displayed.
TIP

When you press the Delete button together with the Shift key, you will return back to the
message list.

Spam/Not spam
Marks message as spam or non-spam. For more information about spam, see chap-
ter 1.6.5.
TIP
When you press the Spam/Not spam button together with the Shift key, you will return
back to the message list.

—— Warning
Some of the buttons described above may miss if the message is opened in a folder where the
user rights are limited (for details on folder access rights, see chapter 1.11). In other words,
the message that is read-only (e.g. in public folders) can be forwarded or replied to, but it
cannot be deleted or marked as spam. These options are not displayed in the menu for the
“read-only” messages.
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TIP
In Settings (see chapter 2.5) it is possible to enable opening of messages in a new window. This
option is recommended especially for slower connections since messages are opened faster in
a new window.

Looking up messages
In Kerio WebMail Mini, two types of searching are available:

Simple search
This type is available by simple typing the searched string in the entry on the toolbar. The
search engine seeks the string in subjects and senders’ addresses of the folder currently

opened.
KerioMesZiServer =
NnoRCs=soerver
Read rmail | Mew mail | Settings | Stow folders | |adrnin Search | Clear | Logout
| B (1) x| oK| [ addjedit Falders ]
£ Al From Subject Size  Received= Action
£ admin... Warning ZkB 0251PM g 0 X
Checked messages | Mave to folder | |meox =] OKl
1/3 messages found.

Figure 2.11 Searching by sender
Simply enter a string to be looked up and click Search next to the text entry. All messages
found are listed. Click Clear to clear the search and view the entire list again.

Advanced search
For advanced search, click Advanced on the toolbar (see figure 2.12). The following crite-
ria can be used to filter out searched messages:

e by subject,

e by sender,

e by addressee,

e by size,

e by date of reception,

e Dby the fact whether the message includes any attachments,
e by flag,

e Dby priority,

e Dby the fact whether the message was marked as spam.
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|Suhject | |Vacati0n Messages: |mDre than x| |m0nth >|  search I Close I
|sender x| fiwayne Size: [ririmal =] |10ke =]
Messages: |with of without attachments = Ereadunlv;l |independent on flag, prioeity, spam = |

Figure 2.12 Advanced search filter

—— Warning
Only messages that meet all criteria specified in the filter will be listed.

When the filter is ready, click Search.
Search

All messages meeting the criteria will be listed upon clicking on the button.
Close

The search filter will be hidden and the searching will be disabled.

2.4 Contacts

In the list display, information to individual contacts are listed in rows. Each line includes
a contact and associated information available (e.g. email address, phone numbers, etc.).
Columns display detailed information for contacts. Each column enables sorting contacts
by information. Click the header of the selected column to sort contacts in ascending or
descending order alphabetically, by numbers or by date (depending on the contents of the
selected column).

[T &l Marme - E-mail Compary  Phone Action
[ Diane Peterson  doeterson@oormpaty. Com Company +44 1222 222, é _~<<f b
Il Jokin Smith ismithi@company . com Company +44 1222 222.., 0 44 1222 333, 5y _»ff b4
Checked contacts | Move to folder jalﬁ%w salesman ~| ok | mew contact |

Figure 2.13 Contacts list

You can mark individual contacts by clicking the checkbox at the beginning of each row. If
you want to check all contacts in the list, click the All checkbox. When multiple contacts are
checked, you can perform various operations with all the contacts at once. After checking the
contacts, select any from the operations in the menu under the contact list to apply it to all
contacts selected.

Actions:

Move to folder
The checked contacts will be moved to a selected folder.

Copy to folder
The checked contacts will be copied to a selected folder.
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Delete
Selected contacts will be removed or moved to Deleted Items, depending on setting of the
Delete messages permanently option (for details, see section 2.5).

Send message
A dialog box for composing new message is opened and the addresses of the selected
contacts are added to the To field.

Add to distribution list
All selected contacts will be added to the distribution list. Click OK to open a menu and
choose a distribution list where selected contacts will be added.

When performing an action for one contact only, you can click any of the icons in the Action
column in the contacts list. Use the Action column icons to reply to the contact address, edit
the contact, add the contact to the distribution list or delete the contact from folder.

Click the email address in the contact list to open the form for creating a new contact (see
picture 2.9). The address of the selected contact appears in the To field.

Creating a new contact

To create a new contact, click on the New contact link and fill in the details in the dialog box.
If a comment is added in the dialog, the “i” icon will be added in the contact list. After you
place your cursor on an email address, a comment will be shown (see picture 2.13).

Save and close | Close |

First name: [John

Last name: [Smith

E-mail: hzmith@cumpany.cum

Company: |C|:|mpamf

Business: |+44 1222 222 222

Home: |+44 1222 333 333
Mobile: |

a new zalesman ;I
Comment:

Figure 2.14 The dialog box for creating of a new contact

130



2.4 Contacts

Click the button in the upper left corner of the dialog box to save the created contact.

Distribution lists

Distribution lists are groups of email addresses used for sending of collective email. Simply
use a special dialog in Kerio WebMail to complete desired email addresses and save them
under a common name. Whenever sending an email message to such a group, simply enter
the distribution list name instead of filling in individual addresses.

Distribution lists are helpful if email is often sent to a group of addressees. For example, it can
be a group of people with whom you often communicate in your work or outside the office, as
shown at figure 2.15 (it is a certain alternative to mailing lists or to group addresses).

| Save and close | Cancel | Update |

Display name: |,"Z|:|-wcurker5

Members: [T Amanda Black <ablackicompany.com:=
[T Diane Lawland «diane@lawland.infos [ edit ]
[T Diane Peterson <dpetersondcompanty . com:
[T Elein Bulet <bullet@company.com:=
[T John Smith <jsmith@company. com:
[T John wayne <jwayned@company.com:s

Select... | ﬁldd' Rermave checked
Notes: A

Figure 2.15 Distribution list

A new distribution list can be created in any contact folder, as follows:

1.
2.

Open any contact folder.
Select the New distribution list option on the toolbar.

This opens a dialog where a new distribution list can be created (see figure 2.15) and where
email addresses can be added.

Enter a name for the distribution list in the Name entry.
Add contacts to the distribution list. The Select and Add buttons can be used for this
purpose:

e The Select button opens a dialog where addresses can be looked up and selected
in contact folders. This button is available only if JavaScript is enabled.
The dialog contains the following items:
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/3 Select contact | Kerio MailServer 6.2.0 RC1 - Microsoft Internet Explorer MI=] E3

Jail Saarch for |
Diane Peterson <dpeterson@carmparny.com: ﬂ Select -» |

Elein Bullet =bullet@cormpany. com:=

James Wega <info@abcde.com: Close |
Jane Houston =<jhoustoni@othercornpary. comi

John Srnith < jsrnithd@cornpany. com:

John Wayne <jwayne@company. com:

Louis McDonald =windowO@hotrnail. com:

Luigi Palmera < palmerad@cormpany, com s

SALES «SALES@Ccompany.com:

Sguash ...

Team ... ﬂ

¥ Search in personal contacts only

|&] pore [ [ [ | | [S3iocalintranet 4

Figure 2.16 Select

The Search for entry
Fill in a string that will be used as the search criteria. It is possible to search
by first and second names as well as display names (full names) or by email
addresses. Simply enter the first letters of the first name, second name or
user name. Click on Search. The first 200 contacts matching the string are
displayed (or less). Usually, the list of contacts found is narrower, so it is
easy to choose the contact we have been looking for.

Contacts list
You can also use contact list to select existing contacts. Unless a particular
string is being searched, contacts of all folders set in Kerio WebMail’s user
settings are displayed in the dialog.
To add a contact to the distribution list, select it with the mouse pointer
and click on Select. Individual contacts as well as contact groups (i.e. user
groups sharing one email address) and other distribution lists can be added
to a distribution list.
One or multiple contacts can be chosen in contact lists (by holding the Shift
or Ctr1 key and selecting items by the mouse pointer) and then added to the
distribution list by the Add to list button.

Search in private contacts only
If this option is enabled, the search will not be performed in any public con-
tact folders. In such a case, only private folders and subfolders are searched
through. Enabling of this option may speed up the search under certain cir-
cumstances, especially where public contact folders are large.

When done, simply click on Close to close the dialog.

o If you want to add a contact which is not saved in any contact folder yet, use the
Add button. In the dialog just opened, enter the first and second name and email
address:
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Cancel |

Display name: |Diar'|e Lawland

E-mail: |diane@lawland.info

¥ Save to Contacts

Figure 2.17 Add

Name
Enter first and second name of the new distribution list member.

E-mail
Enter email address of the new distribution list member (required).

Save to contacts
Enable this option to save member information also in the Contacts folder.

6. A note can be attached to any distribution list. It can be for example a description of the
group or another information. The note can be defined on the Notes tab of the distribution
list dialog.

7. Save changes by clicking Save and Close.

Once created, distribution lists are saved in the contact folder where they can also be managed.

Contacts, groups (group of users with a shared email address) or other distribution lists can
be later added to a distribution list. Two methods can be used to achieve this. First, open
a distribution list and add an address in the same way as when creating a list. Second, select
contacts in a contact folder, in the Selected contacts menu select the Add to distribution list
option and confirm settings by clicking on OK.

2.5 User settings

Use the Settings section to change the individual user settings. Click the Settings link in the
toolbar to display the page for specifying settings.

After you perform any changes to the user settings, click the Save and close button in the
upper left corner of the page to save these settings.

—— Warning
User settings are connected with the full version of Kerio WebMail. Most of the user settings
changes will be therefore applied also in the full version of the program. Settings applicable
only to Kerio WebMail Mini are marked by a note in parenthesis.
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Genevral

Number of displayed messages
Use this option to set the number of messages that will be displayed in the message list.
This option applies only to the WebMail Mini interface.

Preferred language
Selection of a language for the Kerio WebMail interface.

Date format
Selection of the date display. The date form follows this pattern: dd — day, mm — month,
YYYY — Yyear.

Time format
Selection of the time display for messages and contacts folders.

New window for reading messages
Check the option to read messages in a new window.

New window for writing messages
Check this option to write messages in a new window.

Compact layout for PDA
This option is enabled by default. When logging in to WebMail from a mobile device,
the pages will be optimized to fit to the screen of the device. This setting will hide the
WebMail logo, make the folders list more compact, etc.

Email

Delete messages permanently
Check this option if you do not want to store deleted messages in Deleted items folder.

Default sender address
The email address from which the messages are sent. Should any address be specified
here, the new email message dialog will include a menu where an address can be selected
(see figure 2.18).

= H
KerioMeiiServert
Read mail | Mew mail | Settings | Hide folders Logout
Folders [ addfedit Faolders ] Sendl Save as Draft Attach | Contacts |
B jsmith@company.com From: |John Smith <sales@company. com:s ;l
=l INBOX . | t| dlesicompany, co F
< ) UzE th <jsmith@@oormpary.
[z Private
Cc: |
=l &%) Contacts
&5 Private contacts Bec: I
H @ Deleted Items (3) Subject: [Offer

Figure 2.18 Sender selection
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Address for replies
Address to which replies will be sent (the Reply-To: item).

Organization
Name of the company is included in the message as the Organization: header.

Signature
The signature added automatically to all sent messages (including replies and forwarded
messages).

Show signature ...
Check this item to show the signature at the end of the message. By default, the signature
is added before the original message.

Display image attachments inline
The image attachments (GIF, JPEG) can be displayed directly in the message body. If this
option is unchecked, only a hyperlink to the image is displayed. It is not recommended
to enable this option in WebMail Mini with slow Internet connection. The option is set
separately for WebMail Mini and for Kerio WebMail interface.

Display images from the web
Each message with body can contain links to images stored on the remote server.
If this option is enabled, the images will be downloaded from the server. In this way,
for example, active mailboxes can be identified easily (and misused for the purpose of
sending spam messages). Your computer can be also attacked due to browser security
errors. For these reasons, it is recommended to leave this option inactive.

Out of office

Setting up the automatic reply sent during extended absence of the user.

Password

For security reasons, the connection to WebMail Mini requires the secured version of the
protocol. The beginning of the address must be entered as follows: https://

There are three fields for specifying the original password as well as the new one. The new
password must be entered twice, in order to eliminate typing errors. If the password contains
special (national) characters, users of some mail clients will not be able to log in to Kerio
MailServer. It is therefore recommend to use only non-diacritic characters for passwords.

About

The About section contains information about current version of Kerio MailServer, the product
trademark and a hyperlink to official web site of Kerio Technologies.
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2.6 Quota

In Kerio MailServer, it is possible to set a quota for each email account that defines limits for
number of messages and mailbox capacity (disc space).

Quota in Kerio WebMail Mini can be viewed at the page which is opened upon clicking on
the root folder. It informs users about free capacity of their mailboxes. When the quota is
reached, the user will receive a warning message including recommendation on deleting some
messages. If the user ignores this warning, other mail will not be delivered to the mailbox
since no more capacity is left.

| jsrnitbi@cornpany, com ;l ﬁl

uota

Disc space; 16%: Message count; 2%
[ | | [ |
uota; 20,0 MB uota; 1,000
Lzed: 3.1 MEB Lzed: 18

Figure 2.19 User mailbox quota
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Chapter 3
Kerio WebMail on mobile devices

The Kerio WebMail interface can also be run in browsers for mobile devices (PDA and Smart-
phone devices). Kerio WebMail automatically recognizes a browser and when such a browser
type is detected, it is automatically switched to the Kerio WebMail Mini mode, customized for
mobile screen parameters. Thanks to special environment, working with Kerio WebMail Mini
is very fast and comfortable.

Note: The only exception is Apple iPhone where (if working with the Safari browser) it is
possible to choose from two versions of Kerio WebMail (full version and the Mini version).

As the standard version of Kerio WebMail Mini (see chapter 2), the version for mobile devices
includes the following folders:

« mail folders,

e contact folders,

e email and contact public folders
e email and contact shared folders

For detailed instructions on authentication to Kerio WebMail, refer to chapter 1.2.

—— Warning
Secured SSL is recommended to be used for connections to the server.

Once an authentication is completed successfully, the INBOX folder is opened (see figure 3.1).

to: ffmnail. cormpary. cu:nmfexprez_| @

Tew mall | | | |Search | o
|1NE=0>< £3) v|
From | Subjeck Size Eiate
Anne Black 0941
D Photos =K A
Diane Peterson 2k 0935 |1—
Fw: Attention a4
I:' John Wayne ke 09:37
Re: Warning! a4
|Mu:uve ko Folder v|

L

Logout | Settings | Add/Edit Folders

Figure 3.1 Kerio WebMail Mini INBOX folder
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The environment resembles the one used in desktop browsers. It is just optimized to fit in the
smaller size of PDA and Smartphone devices.

The basic difference is that the toolbar is divided in two parts, one of them located above and
the other below the main window.

The following sections provide hints on where features known from the desktop version of
Kerio WebMail can be found and on how to use them.

3.1 Message reading

Messages can be read right away since the INBOX folder (see figure 3.1) is opened immediately
after a successful login.

To open a message, click on its subject formatted as a link. This opens a window including the
message body, toolbar and several buttons allowing further operations regarding the message
(see figure 3.2):

to: ffmnail. cormpary. cu:nmfexprez_| @’&

Read mail | Mew mail | <<< ===

| Fe all ” Fiad ” Dl ” Spanm |

From: John Wavne
“jwayne@cornpany.com [ + Add ]

To: jsmith@company . com
Date: 10/16/2006 0952 AM
Meeting

Hello guys,

just want to remind you that the
meeting takes place in Room 256,
See you there —
John

M bor | TRIFY

Figure 3.2 Message viewing

3.1.1 Toolbar

The email toolbar contains the following options:

Read mail
Click on Read mail to view the list of messages included in the current folder.
New mail

This button opens an email-compose editor. For detailed description on this window,
refer to chapter 3.2.
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3.2 Message writing

<L >>>
Click on arrows to navigate back or forward within the message list.

The second row of buttons in the toolbar includes the following options:

Re
To reply to the current message, use the Re button. Upon clicking it, a message editor is
opened.

Re all
The Re all button also replies to the current message. The only difference from the
previously described function is that this option replies to the sender and all addressees
included in the message’s recipient list.

Fwd
To forward the current message to other addresses, use the Fwd button. The message
editor is opened with the forwarded message included. If desired, the message can be
edited and/or attachments can be added or removed. Use the To entry to specify email
addresses of the new recipients.

Del
The Del button deletes the current message. If the current message is deleted, the next
one is opened in the window.

Spam
The Spam button allows to mark the message as spam. For details on spam and Kerio
MailServer’s antispam protection, refer to chapter

3.1.2 Message header and body

The message header contains basic information includes the message sender, other recipients
and date of delivery. The Addbutton can be used to add the sender’s address to the Contacts
folder. Upon clicking on the button, the contact data such as sender’s first and second name,
telephone number and other items can be specified in the contact card.

The message body includes the message contents, above all the text and attachments. Attach-
ments are shown as clickable links. If image displaying is enabled for the message body (user
settings are addressed in section ), image attachments are showed in the message body
instead of showing just their links.

3.2 Message writing

To compose a message, first open the message editor by clicking on theNew mail link located
in the upper left-hand corner (see figure ). This opens the standard message editor with
a simple toolbar and blank entries for the header (where addresses can be added) and message
body.
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|£“ s fmnail . cormpary. cu:nmfexprez_| @’&

Fead mail | Mew mail

| Send ” Save as Draft |

JLELIE iljjl;lrnnitSlTlﬁ_l.‘ltl;Dmpany.mm:b =

To: |dpetersun@cumpany.mm |

Cc: |jwayne@mmpany.mm |

Bcc: | | B
|

Subject: IInvu:uiu:es

John Bmith
http: //fwmnr . compatny . ool
w/ -

Figure 3.3 Message editor

3.2.1 Toolbar

The message editor toolbar contains the following options:

Read mail
This option closes the message editor and opens the Inbox folder.

New mail
This button opens the message editor.
The second row of buttons in the toolbar includes the following options:

Send
This option sends the message to all addresses included in the corresponding entries.

Save as Draft

This option is useful when a message is started and cannot be finished at the moment
for any reason. The Save as Draft button saves the message in the Drafts folder where
incomplete messages are supposed to be stored.

3.2.2 Message header and contents
Message headers cover the following entries:

From
The address that is displayed to the recipient as the address of the sender.
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3.3 Contact list editing

To
Enter the email address of the recipient in this field. It is possible to enter multiple
addresses separated by commas.

Cc
The same function as the To field. Use this field when you just want to keep the recipient
informed and do not need him to reply to the message.

Bcc
The address entered in this field is hidden for the other recipients. Blind copy is useful
especially when a message is to be sent to more email addresses and you want to protect
the privacy of one or more users.

Subject
A comprehensive summary of the contents.

Message text is entered in the large field below the message header.

Note: In Kerio WebMail Mini for mobile devices, it is not possible to include attachments in
messages.

3.3 Contact list editing

Contact folders in the minimized mode designed for mobile devices include only basic con-
tact lists. Each contact item contains full name and email address (see figure 3.4). Other
information such as telephone numbers is displayed when a particular contact is opened (see
figure 3.5). To view contact details, simply click on the Edit icon in the particular item’s line.

gﬂl? Fimail.cormparry. cu:umfexpre ﬁ

Mew conkact | Mew distribution list |
AECDEFGHIIKLMMOPORSTUM Y EYE —

|Cu:untau:ts - |

Mame ) E-mail Edit

I:' anne Elack, ﬁ =
ablack@companyy . com ==
Diane Peterson ﬁ
dpetersoni@companty.. . ==

I:' Johin Smith ﬁ
ismithi@companty . com ==

I:' John Wavne ﬁ
javne@oompany, co. .. ==

I:' Joseph Willene ﬁ

4]

willenei@abc, com

Figure 3.4 Contact folder
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3.3.1 Create and edit contacts

To create a new contact, click on the New contact link on the contact folders toolbar (see
figure 3.4). In the dialog just opened, basic information for the contact can be entered.

The edit contact dialog is identical with the create contact window. To open it, simply click on
the Edit icon in the particular item’s line.

|£“ s fmnail . cormpary. cu:nmfexprez_| @’&

Mew conkact | Mew distribution list | ~
AECDEFGHIIKLMMOP QR ST Y EYE —

| Save and close ” Close |

First -
|Daw:| =
name:
Last
|Franu:u:|
name:
E-mail: IFrancD@example.cDm —

Company: |[EXAMPLE

Business: |

Home: |

[4]

. I-"\:-"\:-"H CoO20

Figure 3.5 The create/edit contact dialog

Once all settings are done, save the new data by clicking on Save and Close.

To quit the dialog without saving changes, click on Close.

3.3.2 Creating and editing distribution lists

Detailed description on distribution lists and their usage are addressed in chapter 1.7.7.

A new distribution list can be created in any contact folder, as follows:

1.

Click on the New distribution list link on the contact folder’s toolbar.

A dialog is opened where a distribution list can be created and edited (see figure 3.6).

In the Name entry, specify the list name.

The Notes textfield is optional and it allows attachment of any remarks regarding the list.

Click on Add. A dialog is opened where it is possible to add email addresses (see figure 3.7)
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3.3 Contact list editing

}'. |Internet Explorer

4"' I?ll * =

|£“ http: f frmail. cormpany.comfexpres - ﬁ

Mew conkact | Mew distribution list |
AECDEFGHIIKLMMOPORSTUM Y EYE

|Cu:untau:ts - |

|Save and close ” Zancel ” |pdate |

Mame: |Sales |

|:| Ciane Peterso..,
<dpeterson@company. .. > [ edit ]
|.ﬁ.|:||:| | |Remu:uve checked |

Notes: People from Sales

Figure 3.6 The create/edit distribution list dialog

o T 4<%

}'. |Internet Explorer

|£“ bttp: frnal. company . comfexpres - | @

Mew conkact | Mew distribution list |
AECDEFGHIIKLMMOPORSTUM Y EYE

|Cu:untau:ts - |

Save (| Cancel

Mame: |Diane Peterson |
E-

mail:
|:| Save ko Conkacks

Idpetersun@mmpany.mm I

Logout | Setkings | Add/Edit Folders

Distribution list saved successfully.

Back = Menu

Figure 3.7 Adding addresses to distribution lists

Use the Name and E-mail entries to specify name and email address of the contact to be

added to the distribution list.

If the Save to Contacts option is enabled, the data will be also saved as a new contact item.

Click Save to confirm settings.

Use the Close and Save button to save the name also in the distribution list.
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Chapter 3 Kerio WebMail on mobile devices

Distribution lists are saved in contact folders, highlighted by bolder font.

3.4 Folder Administration

In the version designed for mobile devices, Kerio WebMail Mini also allows folder maintenance.
This feature does not differ from the same option in the full version of Kerio WebMail. You
can add a subfolder, rename it, dislocate it within the tree or share with another user (more
information on folder sharing and subscription can be found in chapter 1.11.5).

Logout | Setkings | Add/Edit Folders

Figure 3.8 Kerio WebMail Mini’s bottom toolbar

To manage folders, click on the Add/Edit folders link on bottom toolbar in the Kerio WebMail
Mini’s for mobile devices (see figure 3.8).

- Work H G0
jsmithi@companty, com | .

TNEO (3) —
- Private

_onkacks

- Private Cont...
Deleted Items (3) —
Drrafts
Junk E-mail

-

Figure 3.9 Bottom menu

The folder administration window includes all email and contact folders contained in the ac-
count, including public and subscribed folders. The first folder in the list is so called root
folder (details on root folder are provided in section 1.11.1). The other folders are ordered
hierarchically. Their order follows the same scheme as in the standard folder menu (see fig-
ure 3.9). Unlike default folders, subfolders are introduced with dashes. The more dashes there
are before a folder, the lower the folder belongs in the hierarchy. Folder hierarchy is shown at
figure 3.10.

Click on any folder to open it.

The links below each folder allow to manipulate with the particular items. Each folder type
includes different links, in accordance with the particular folder type’s options. The following
links are available:

New folder/New subfolder
Click the link to create a new folder. The new item will be a subfolder of the folder to
which the link belongs.

Rename
The rename link opens a dialog where the folder’s name can be changed (available only
for user-defined folders). Default folders cannot be renamed.
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|£“ http:ffmail.cumpany.cumfexpre @

Fead mail | Mew mail i

E jsmithi@conmpanyy  com
new Folder - subscribe shared Folders

-, INBOX
]

new subfolder - access rights

- Private
) rew subfolder - rename - mowve - delate -
access Fights

- Waork
u neve subfolder - rename - mowve - delete -
access Fights

iﬁl Conkacks

= mew subfolder - access rights

- Private Cont...
221 new subfalder - rename - move - delete -
access rights

4]

Figure 3.10 Folder Administration

Move
The move link can be clicked to move the folder within the folder tree.

Delete
Use this link to delete the folder.

Subscribe shared folders
This option is available only for root folders. Click on the link to open a dialog where
a shared folder can be subscribed. Sharing of folders is described in chapter 1.11.5.

Access rights
To share the folder with other users or to remove access rights, click on the access rights
link. Sharing and subscription of folders is described in chapter 1.11.5.

3.5 User settings

Kerio WebMail Mini for mobile devices allows change some user settings so that users can
customize their interface in accordance with their needs.

To change user preferences for the interface, click on Settings. The link can be found in the
Kerio WebMail Mini’s bottom toolbar (see figure 3.8).

Some of the Settings dialog’s items apply to all versions of Kerio WebMail, other apply only
to Kerio WebMail Mini for mobile devices. A short note describing the exclusion is attached
to settings applied to Kerio WebMail Mini (see the Number of displayed messages option at
figure 3.11).
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jf. |Internet Explorer

& T« X

Jﬂ bttp: frnal. company . comfexpres - | @

Fead mail | Mew mail i

| Save and close ” Close | =

General
Eligggireduf (this option affects only

messages:  PDA lavout)

Preferred |English
language:

Date Format:  [mmfddfyyyy +
Time format:  [&MPM -

[ Mew window For reading messages
] M 3

Back = Menu

- |

[4]

Figure 3.11 User settings

Individual setting options are focused in section 2.5.
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Data synchronization with mobile devices

Kerio MailServer supports the ActiveSync which is used to synchronize data between the com-
puter (server or workstation) and mobile devices.

ActiveSync is a protocol but it is also an application generally included in mobile devices
with Windows Mobile operating systems. It is also a desktop application installed to desktop
computers and used to synchronize data with mobile devices connected to the computer via
a so called “cradle”.

Kerio MailServer uses the ActiveSync protocol for direct synchronization of data saved on
the server with data stored in mobile devices. It supports synchronization of email folders,
calendar, contacts and, in case of some devices, also tasks.

4.1 Supported mobile devices

Note: Kerio MailServer supports several mobile devices. Table 4.1 provides an overview of
supported devices.

Kerio MailServer supports both Windows Mobile for Pocket PC and the edition for Smartphone
devices (mobile devices without touchscreens).

In addition to the devices shown in table 4.1, Apple iPhone 1.0, 2.0, 3G and 3.0 are also sup-
ported. Support for this device and required configuration are described in section 4.12.
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Device type Email | Calendar | Contacts | Tasks | Direct | Global | Kerio
Push | Address | Smart
Lookup | Wipe
WM 2002 YES YES YES YES
WM 2003 and WM 2003  |YES YES YES YES
SE
WM 5.0 YES YES YES YES YES
WM 5.0 AKU2 YES YES YES YES YES YES YES
WM 6.0 and 6.1 YES YES YES YES YES YES YES
Palm Treo 700w and 750v |YES YES YES YES YES YES YES
Palm Treo 650 YES YES YES® YES® YES
Palm Treo 680 and 700p |YES YES YES YES"  |YESP YES
Nokia Eseries® YES YES YES YES YES YES
Nokia N73 and N95¢ YES YES YES YES YES YES
Sony Ericsson M600 YES YES YES YES YES YES
and P990i*

Requires upgrade for VersaMail 3.5 and installation of the Exchange ActiveSync Update for Treo 650 smartphone.

For details, see http://software.palm.com/.
Requires installation of EAS SP 2 update (http://www.palm.com/us/support/downloads/treo/easupdate.html).

“ Nokia Eseries devices are supported if the external application Mail for Exchange 1.3.0 or higher is installed.

Both Nokia Nseries devices are supported if the external application Mail for Exchange 1.6.1 or higher is installed.

* Sony Ericsson M600 and P990i are supported if the external application Exchange ActiveSync 2.10 or higher is

installed.

Table 4.1 Supported features

4.2 SSL Certificates

HTTP protocol is used for direct communication between Kerio MailServer and mobile devices.
This protocol is not secured and the connection might be wiretapped. This might lead to
misuse of your fragile information such as username and password. For this reason, SSL
(Secure Socket Layer) encryption is often used for traffic to protect the communication from
wiretapping. The HTTP protocol secured by SSL encryption is called HTTPS.

SSL encryption is based on so called SSL certificates. Mailserver disposes of the certificate of
the server against which the certificate in your mobile device is suppose to authenticate. There
are two types of certificates:

e certificates signed by a trustworthy commercial certification authority,
o self-signed certificates.

If your certificate is signed by a commercial authority, there exists a great chance that the
device already includes the certificate and no installation will be required. However, if you
use the Kerio MailServer’s self-signed certificate or a certificate signed by an authority not
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4.2 SSL Certificates

supported by the device, it is necessary to download and install the certificate in your device.
The instructions for this procedure are provided below..

To encrypt your traffic by SSL, download and install the certificate before configuring the
ActiveSync.

The following guidelines suppose there is a working Internet connection set in your mobile
device:

1. In the browser, enter your Kerio MailServer’s URL to open the Kerio WebMail’s login page
(see section 1.2).

2. Click on Download SSL certificate.
3. Installation of the certificate should be offered by the device. Install it.
The suggested guidelines work on most of mobile devices. However, on some devices installa-

tion of the certificate is a bit more difficult:

Allowing installation of a root certificate in WM 2002

By default, Windows Mobile 2002 supports certificates of these authorities: VeriSign, Cy-
berTrust, Thawte and Entrust. To add a certificate issued by a certification authority which is
not supported by the device, follow these instructions:

1. Download the application from the AddRootCert link [409KB] and unpack it.
2. Copy the addrootcert.exe file to the device.

3. Copy the server’s certificate (with the . cer extension) to the device.

4. In the device, click on the addrootcert.exe file and run it.

5. Use the application to install the certificate.

6. Restart the device.

Allowing installation of a root certificate in WM 5.0 Smartphone Edition

The security policy of Smartphone devices with Windows Mobile 5.0 or Windows Mobile 5.0
AKU?Z2 forbids installation of certificates issued by other than trusted certification authorities.

To allow installation of certificates issued by authorities not supported by the particular device
(an internal certificate or the Kerio MailServer’s self-signed certificate), it is necessary to install
a mobile device registry editor on the mobile device and use this editor to allow installation
of untrustworthy certificates. One of the options is for example application regeditSTG.zip
(24.01 KB).
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In this editor, follow these instructions:

1.

Find and download regeditSTG. z1ip (available for free) and unpack it.
Move the editor to the mobile phone (e.g. by using the MS ActiveSync desktop application).

—— Warning
It is necessary that the file is saved in the phone, not on the memory card.

On the telephone, click on the file and run it.
Run regeditSTG. exe and find HKLM\Security\Policies\Policies.

Change the following registry items:

e (00001001 overwrite the 2 with 1
¢ 00001005 overwrite the 16 with 40
e (00001017 overwrite the 128 with 144

Now you can download the certificate from the server and install it.

—— Warning
So called “hard reset” removes the registry changes (it is necessary to repeat the settings
if needed).

SSL encryption in Sony Ericsson devices

If the Kerio MailServer’s self-signed certificate is installed, the device does not require confir-
mation for each synchronization with the server:

[Security Information 7]

The certificate could not be
verified.

Select ’Certificate details’ to get
more information about the
certificate.

Do you want to accept the
certificate and proceed?

[ Yes] [ No ] [ Details ]

Therefore, it is recommended to install a certificate signed by a trustworthy certification au-
thority.
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4.3 Windows Mobile 2002

4.3 Windows Mobile 2002
Windows Mobile 2002 with Kerio MailServer provide the following options and features:

e enables synchronization of the following folder types
e email
e calendar
e contacts

Windows Mobile 2002 supports protocol ActiveSync 1.0.

Windows Mobile 2002 require SSL-secured traffic. This requires a valid SSL-certificate being
installed. The following methods can be used to get such certificates:

e Kerio MailServer must use commercial certificates of an authority supported by the
device (VeriSign, CyberTrust, Thawte and Entrust). In such a case no connection prob-
lems should occur.

e Kerio MailServer uses a certificate authorized by an internal certification authority. In
such a case, it is necessary to install a root certificate on the device.

To get information on how to install such certificates, contact your network admin-
istrator. Guidelines for installation of the certificate on Windows Mobile 2002 are
available in section 4.2.

4.3.1 ActiveSync configuration in Windows Mobile 2002

It is not necessary to install the ActiveSync application since it is included in the Windows
Mobile operating system (it can be found under Start — ActiveSync).

Before the starting to configurate, it is necessary to check if connection of the device to net-
work is set correctly (required for connection to the mailserver). This can be tested for example
by using Internet Explorer to connect to Kerio WebMail (see chapter 1.2).

If the connection does not fail, you can start to set ActiveSync:
1. Open the Start menu and run ActiveSync (see figure 4.1).

2. In the ActiveSync application, click on Tools and select Options from the menu (see fig-
ure 4.2).
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@ Sync 9 Stop

Synchronize with Exchange Server
Errors: 27.9.2006 932

Synchronize with PC
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Connect via IR...

Tools E|A

Figure 4.2 ActiveSync, the Tools menu

3. This opens the configuration dialog divided to several tabs.
To set direct connection between the device and Kerio MailServer, open the Server tab (see
figure 4.3).

4. The Server tab (shown at figure 4.3) also includes settings of folder synchronization. The
table includes all folders that can be synchronized by the application. Simply check those
folders which should be synchronized.
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To synchronize a particular
type of information, select its
checkho,

Calendar
Cortacts
[#] 7 Inbox

Settings...
Server Mame:

|mail.cumpany.cum

P | Server | Schedule |

|
|«

Figure 4.3 ActiveSync — basic server configuration

The Settings button also included in the dialog is active only upon clicking on the Calendar
and Inbox folder and it opens a dialog where synchronization parameters for calendar and
email can be set. The Contacts folder does not contain any other parameters.

Calendar
Selection of the Calendar folder and a consequent clicking on Settings opens a dialog
with synchronization settings (see figure 4.4). The dialog includes a menu where it
can be set how old data will be synchronized.
New events will be synchronized without exception. However, to shorten the time
needed for synchronization, it si possible to set the maximum age of events to be
synchronized (it is not necessary to synchronize old data where the information is of
lower relevance).
By default, the synchronization applies to the last two weeks of the calendar. This
implies that the oldest updates are for the up-to-two-weeks olds events. If you need
to synchronized also older data, change the settings. However, bear in mind that at
least the first synchronization may take longer.

Calendar

Synchronize only the past

of appointrents and all future
appointrnents

Figure 4.4 ActiveSync — calendar synchronization settings
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Inbox
Selection of the Inbox folder and a consequent clicking on Settings opens a dialog with
email synchronization settings (see figure 4.5). The dialog includes several options
to customize synchronization:

Inbiox

When downloading messages, retrieve:

Arnount of messages to
To save space, copy at most:

Include file attachments
Orly if smaller thar: 4

Figure 4.5 ActiveSync — email synchronization settings

o  Amount of messages to — this option allows to set how old messages will be
synchronized. By default, messages up to three days old are included in the
synchronization.

e To save space, copy at most — only messages of the size up to the value set
here will be synchronized.

e Include file attachments — if this option is enabled, attachments are also
included in synchronization.

e Only if smaller than — the value entered in this option sets the maximum size
of email attachments to be synchronized. Larger attachments are excluded
from synchronization.

The settings described above help decrease time needed for synchronization as well as
the load of the synchronization on network connection.

5. On the Server tab, use the Server name entry to specify Internet name of the server where
your email account is created (at figure 4.3, address mail.company.com is used).

6. On the Server tab (see figure 4.3), click on Advanced. This opens the Advanced Connection
Options dialog box (shown at figure 4.6) with the Connection tab including the following
information to be entered:

User name
Use this entry to specify the user name used for authentication to Kerio MailServer.

Password
Use this entry to specify the password used for authentication to Kerio MailServer.

Domain
Use this textfield to enter the email domain name (usually it is the part of your email
address after the @ symbol).
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Advanced Connection Options

Lser name: |j5mith |

Password: |******** |

Darmain: |.:.:.mpany.|:|:|m |

Save passward

Zonnection | Fules |

123(1[2[3[4[5]6[7[8][9]0]-[=[«
Tabja[wle[r[t|y[ulifo[p|[]]
CaPla[s|d[flg[h[j[k[I]:["]
shift[ z [x [c[v[b[n[m]|,[.[/] &
ctfai] " [\ ] [L]t]e]>

Figure 4.6 ActiveSync — login data settings

Save password
If you do not wish to be asked for the login data by each startup of the synchroniza-
tion, enable this option. If you want to use the feature of automatic synchronization,
this option is required to be enabled.

Another section of the dialog is the Rules tab (see figure 4.7). The tab includes settings of
what should be done if the synchronization collides.

Collisions might occur when some folders to be synchronized have been changed both on
the server and on the device since the last synchronization. According to the parameters
set here, ActiveSync will either beat the change performed on the server with the one
applied on the device or the other way round. By default, the changes on the server
overwrite the changes on the device. It is recommended to keep these settings.

Return to the Server tab (see figure 4.3) and open the Schedule tab. On this tab it is possible
to define automatic synchronization (see figure 4.8):
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Advanced Server Options

If there is a conflict (an itern has changed
on the device and the server):

() 2lways replace the item on my device
() &lways replace the item on the server

Zonnection | Fules |

E|A

Figure 4.7 ActiveSync — collision of the synchronization

Select when you want
% ArctiveSync to synchronize

When connected to my PC,
synchronize with the server every:

|5 i v|

When not connected to my PC,
synchronize with the server every:

30 min -|

When synchronizing remotely with
rmy PC, disconnect when complete

PC | Server Schedule|

E|A

Figure 4.8 ActiveSync — automatic synchronization settings

When connected ...
Synchronization settings applying to periods when the device can connect to the

server via a desktop computer.

When not connected ...
Synchronization settings applying to periods when the device cannot connect to the

server via a desktop computer.
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When synchronizing remotely ...
This option allows setting of closing of connection upon completion of synchroniza-
tion.

8. Save the settings by the Ok button. To test whether the settings allow proper functionality,
use the Sync button in the ActiveSync main window. This button can be used for manual
synchronization whenever needed.

4.4 Windows Mobile 2003 and 2003 Second Edition

Windows Mobile 2003 and Windows Mobile 2003 SE in cooperation with Kerio MailServer pro-
vide the following features:

e Windows Mobile 2003 supports protocol ActiveSync 2.0 and lower (Second Edition
supports also ActiveSync 2.1).
e Windows Mobile 2003 allows synchronization of the following types of folders:
e email
e calendar
e contacts
o Wipe — implementation of the ActiveSync protocol allows the Kerio MailServer admin-
istrator remote removal of all synchronized folders from the device.

The following features are not supported by Kerio MailServer for this system version:

e SMS-based Always Up-To-Date (AUTD)

4.4.1 ActiveSync settings in Pocket PC Edition

It is not necessary to install the ActiveSync application since it is included in the Windows
Mobile operating system (it can be found under Start — ActiveSync).

Before the starting to configurate, it is necessary to check if connection of the device to net-
work is set correctly (required for connection to the mailserver). This can be tested for example
by using Internet Explorer to connect to Kerio WebMail (see chapter 1.2).

If the connection does not fail, you can start to set ActiveSync:
1. Open the Start menu and run ActiveSync (see figure 4.9).

2. In the ActiveSync application, click on Tools and select Options from the menu (see fig-
ure 4.10).
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. |start T & V418

&, Today w19, 2006
+y ActiveSync inforrnation
i@ Calendar

BB Contacts

s Internet Explorer

i& Messaging

New

Figure 4.9 The Start menu

Mot Connected @

@ Sync 9 Stop

Connect via IR...
Connect via DMA,...

E|A

Figure 4.10 The ActiveSync application, the Tools menu

3. This opens the configuration dialog divided to several tabs.

To set direct connection between the device and Kerio MailServer, open the Server tab (see
figure 4.11).

4. On the Server tab, use the Sync with this server entry to specify Internet name of the server
where your email account is created (at figure 4.11, address mail.company.com is used).

5. Click on Options and set the following parameters on the Connection tab:
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Activeﬁync T o 7||| < 1:22 @

Server Synchronization

Sync with this server:

|mail.cumpany.cum | | Dptions... |

This server uses an 5501 connection
Sync these items:

Calendar Settings...
Cortacts
[#] 7 Inbox

P | Server | Maobile Schedule |

E|A

Figure 4.11 ActiveSync — basic server configuration

Activeﬁync T o 7||| < 1:24 @

Server Logon Credentials

User narne: |j5mith |
Passward: |********** |
Domain: |cu:umpany.u:u:um |

Save password
(required For automatic sync)

Zonnection | Rules |

E|A

Figure 4.12 ActiveSync — user login data settings

User name
Use this entry to specify the user name used for authentication to Kerio MailServer.
Password

Use this entry to specify the password used for authentication to Kerio MailServer.
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Domain
Use this textfield to enter the email domain name (usually it is the part of your email

address after the @ symbol).

Save password
If you do not wish to be asked for the login data by each startup of the synchroniza-
tion, enable this option. If you want to use the feature of automatic synchronization,
this option is required to be enabled.

Another section of the dialog is the Rules tab. The following parameters are covered:

Activeﬁync T o 7||| o< 1:25 @

Server Sync Rules

When connected ko my PC, server sync;

When server sync conflicks ocour:

|Replace the itern on my device v|
Logging:
|N|:|r'|e v|

Zonnection | Fules |

E|A

Figure 4.13 ActiveSync — synchronization rules settings

When connected to my PC, server sync
These settings apply to the period when the device is connected to the workstation

via the ActiveSync desktop application.

When server sync conflicts occur

The menu allows to set measures to be taken in case that a collision occurs during
the synchronization (see figure 4.33).

Collisions might occur when some folders to be synchronized have been changed
both on the server and on the device since the last synchronization. According to the
parameters set here, ActiveSync will either beat the change performed on the server
with the one applied on the device or the other way round. By default, the changes
on the server overwrite the changes on the device. It is recommended to keep these
settings.
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Logging
The option allows to set logging of the synchronization traffic. Logging is disabled
by default since it is helpful only if a problem occurs.

Once the Connection and Rules tabs are set, return to the Server tab.

The This server uses an SSL connection option allows encryption of any traffic between the
server and the device. It is highly recommended to keep the option enabled to protect
your connections from debugging and misuse.

To allow the encryption, it is required that an SSL certificate is installed on the device.
If your company uses certificates authorized by a commercial certification authority, it is
possible that your device already includes support for SSL encryption. If the company uses
a certificate generated by Kerio MailServer or another internal certificate, it is necessary to
install another certificate on the device; otherwise, the synchronization would not work.
Guidelines for installation of the certificate on devices are available in section 4.2.

The Server tab (shown at figure 4.11) also includes settings of folder synchronization. The
Sync these items section shows list of folders which can be synchronized by the applica-
tion. Simply check those folders which should be synchronized.

The Settings button also included in the dialog is active only upon clicking on the Calendar
or Inbox folder and it opens a dialog where synchronization parameters for calendar and
email can be set. The Contacts folder does not contain any other parameters.

Calendar Server Sync Options
Selection of the Calendar folder and a consequent clicking on Settings opens a dialog
with synchronization settings (see figure 4.14). The dialog includes a menu where it
can be set how old data will be synchronized.
All upcoming events are included in the synchronization. However, to shorten the
time needed for synchronization, it si possible to set the maximum age of events to
be synchronized (it is not necessary to synchronize old data where the information
will not be needed any longer).
By default, data up to two weeks old is synchronized. If you need to synchronized
also older data, change the settings. In such a case, bear in mind that at least the first
synchronization may take longer.

Activeﬁync T o 7||| < 1:26 @

Calendar Server Sync Options

Synchronize only the past
1 Month

&l
2 Weeks

2 Months
& Months

Figure 4.14 ActiveSync — calendar synchronization settings
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Inbox Server Sync Options
Selection of the Inbox folder and a consequent clicking on Settings opens a dialog
with synchronization settings (see figure 4.15). The dialog includes several options
to customize synchronization:

Activeﬁync T o 7||| < 1:27 @

Inbox Server Sync Options

When downloading messages, retrieve:

Amount of messages to copy:
To save space, copy ak mosk: _

Inchude file attachments

Only if smaller than: K

Figure 4.15 ActiveSync — email synchronization settings

o  Amount of messages to copy — this option allows to set how old messages
will be synchronized. By default, messages up to three days old are included
in the synchronization.

e To save space, copy at most — only messages of the size up to the value set
here will be synchronized.

o Include file attachments — if this option is enabled, attachments are also
included in synchronization.

e Only if smaller than — the value entered in this option sets the maximum size
of email attachments to be synchronized. Larger attachments are excluded
from synchronization.

The settings described above help decrease time needed for synchronization as well as
the load of the synchronization on network connection.

8. Return to the Server Synchronization dialog (see figure 4.11) and open the Mobile Schedule
tab. This opens the Mobile Sync Schedule dialog where synchronization’s behavior can be
defined (see figure 4.16):

Peak times
Sets the synchronization interval for peak time (the time when you need as fresh
information as possible, usually this time includes the working hours).

Off-peak times
Sets the synchronization interval for off-peak time (usually at night).

Roaming
These settings apply to roaming. To decrease the roaming costs to the minimum,
keep the default settings and use manual synchronization. In other words, synchro-
nization will be started only when the Sync button is clicked.

162



4.4 Windows Mobile 2003 and 2003 Second Edition

Activeﬁync T o 7||| o< 1:29 @

Mobile Sync Schedule

Synchronize during

Peal times: |E'-.-'er'g.-' S minutes - |

Off-peak times:  [Every 60 minutes |

Roarning: [Manually -|

Sync oukgoing ikems as they are sent

PC | Server | Mobile Schedule

E|A

Figure 4.16 ActiveSync — automatic synchronization settings

Sync outgoing items as they are sent
This option allows immediate synchronization with the server whenever a new mes-

sage is sent or a new event or contact created.
Click on Peak Times to open a dialog (see figure 4.17), where intervals for peak time

can be set.
Activeﬁync T o 7||| < 1:30 @

Peak Times

Select the days and times when yvou receive
the most e-mail (For example, during working
hiours)

Peak days; M T T F

Start Time; 02:00 AmM E
End Time: 0400 PM 1]

Peak hours are based on current device time.,

Figure 4.17 ActiveSync — synchronization peak times

9. Save the settings by the Ok button. To test whether the settings allow proper functionality,
use the Sync button in the ActiveSync main window. This button can be used for manual

synchronization whenever needed.

4.4.2 ActiveSync settings in Smartphone Edition

It is not necessary to install the ActiveSync application since it is included in the Windows
Mobile operating system (it can be found under Start — ActiveSync).
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Before the starting to configurate, it is necessary to check if connection of the device to net-
work is set correctly (required for connection to the mailserver). This can be tested for example
by using Internet Explorer to connect to Kerio WebMail (see chapter 1.2).

If the connection does not fail, you can start to set ActiveSync:

1. Open the Start menu and run ActiveSync (see figure 4.18).

1 ) Messaging |

2 [E|Contacts
3 [Elcalendar
4 £ Internet Explorer
6 &)call History
7 23 MSN Messenger
8 [ Settings
9 More...

Home | Menu

Figure 4.18 The Start menu

2. In the ActiveSync application, click on Menu and select Options from the menu (see fig-
ure 4.19).

ActiveSync Yl
Mot Connected

2 Connect via IR...

3 Connect via DMA...
Sync | Menu

Figure 4.19 ActiveSync — Menu — Options
3. In the Sync dialog just opened, select the Server Settings option (see figure 4.20).

4. In theServer Settings dialog box, select the Connection option (see figure 4.21).
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1 Mobile Schedule |

2 PC Settings

3 Server Settings

Done |

Figure 4.20 ActiveSync — the Sync menu

Server Settings Yl
1 Inbox

2 Calendar

3 Contacts

4 Connection

5 Conflicts

Done |

Figure 4.21 ActiveSync — the Server Settings menu

5. In the Connection dialog box (see figure 4.22), set the following parameters:

Connection abc )
User name:

jsmith

Password:

|**********

Domain:
COmparny.com
Save password
Server Name:
Done | Menu

Figure 4.22 ActiveSync — the Connection dialog box
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User name
Use the entry to specify the user name used for authentication to Kerio MailServer.

Password
Use the entry to specify the password used for authentication to Kerio MailServer.

Domain
Use the textfield to enter the email domain name (usually it is the part of your email
address after the @ symbol).

Save password
If you do not wish to be asked for the login data by each startup of the synchroniza-
tion, enable this option. If you want to use the feature of automatic synchronization,
this option is required to be enabled.

Server name
Enter the Internet name of the server where your email account is stored.

This server uses an SSL connection
The This server uses an SSL connection option allows encryption of any traffic between
the server and the device. It is highly recommended to keep the option enabled to
protect your connections from debugging and misuse.
To allow the encryption, it is required that an SSL certificate is installed on the device.
If your company uses certificates authorized by a commercial certification authority,
it is possible that your device already includes support for SSL encryption.
If the company uses a certificate generated by Kerio MailServer or another internal
certificate, it is necessary to install another certificate on the device. For guidelines
for this procedure, see section 4.2.

6. Once login data and server name are set, click on Menu and select the Rules option. This
opens the Connection Rules dialog box (see figure 4.23) providing the following options:

Connection Rules abc T

Select how frequently to
sync to your server when
connected to a PC.

Sync:

[Every 5 minutes ]

Logging:
None i

Done | Cancel

Figure 4.23 ActiveSync — the Conflicts dialog box

166



4.4 Windows Mobile 2003 and 2003 Second Edition

Sync
These settings apply to time when the device is connected to a desktop computer.
Logging
The option allows to set logging of the synchronization traffic. Logging is disabled
by default since it is helpful only if a problem occurs.

Use the Done button to save settings and return to the Server Settings dialog (see fig-
ure 4.21) and select Conflicts (see figure 4.24).

Conflicts ahc?ﬂ
When conflicts occur:
[Replace item on device « »|

A conflict occurs when an
item has changed on the
device and on the server.

Done | Cancel

Figure 4.24 ActiveSync — the Conflicts dialog box

The When Conflicts occur menu provides options of measures to be taken when synchro-
nization collisions occur.

Collisions might occur when some folders to be synchronized have been changed both on
the server and on the device since the last synchronization. According to the parameters
set here, ActiveSync will either beat the change performed on the server with the one
applied on the device or the other way round. By default, the changes on the server
overwrite the changes on the device. It is recommended to keep these settings.

Click on Inbox to open a dialog where email synchronization can be set (see figure 4.25).
The dialog includes several options to customize synchronization:

e Include past — this option allows to set how old messages will be synchronized.
By default, messages up to three days old are included in the synchronization.

e Limit e-mail size to — only messages of size up to the value set will be synchro-
nized.

The settings described above help decrease time needed for synchronization as well as

the load of the synchronization on network connection.

Click on Calendar to open a dialog where synchronization of events can be set (see fig-
ure 4.26). The dialog includes a menu where it can be set how old data will be synchro-
nized.
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10.

11.

Inbox Server Sync abc T
Sync Inbox with a server.

Include past:

3 Days i

Limit e-mail size to:

|5K L
Done Cancel

Figure 4.25 ActiveSync — the Inbox Server Sync dialog box

New events will be synchronized without exception. However, to shorten the time needed
for synchronization, it si possible to set the maximum age of events to be synchronized
(it is not necessary to synchronize old data where the information will not be needed any
longer).

By default, data up to two weeks old is synchronized. If you need to synchronized also
older data, change the settings. In such a case, bear in mind that at least the first synchro-
nization may take longer.

Calendar Server sync 4|
Sync Calendar with a

|

server.

Include past:

2 Weeks i
Done Cancel

Figure 4.26 ActiveSync — Calendar Server Sync

Click on Contacts to open a dialog where synchronization of contacts can be enabled (see
figure 4.27).

Return to the Sync dialog (see figure 4.20) and select Mobile Schedule. This opens a dialog
where synchronization’s behavior can be defined (see figure 4.28):
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12.

Contacts Server Ssync  —LY)|
Sync Contacts with a

SEMVET.

Done | Cancel

Figure 4.27 ActiveSync — Contacts Server Sync

Mobile Schedule abc )

Select the schedule for
syncing wirelessly.

Peak time sync:

[Every 10 minutes ]

|

Off-peak time sync:
Every 60 minutes

Roaming sync:
Manually

Figure 4.28 ActiveSync — Mobile Schedule

Peak time sync
Sets the synchronization interval for peak time (the time when you need as fresh
information as possible, usually this time includes the working hours).

Off-peak time sync
Sets the synchronization interval for off-peak time (usually at night).

Roaming sync
These settings apply to roaming. To decrease the roaming costs to the minimum,
keep the default settings and use manual synchronization. In other words, synchro-
nization will be started only when the Sync button is clicked.

Sync outgoing items as they are sent
This option allows immediate synchronization with the server whenever a new mes-
sage is sent or a new event or contact created.

Click on the Menu button and select Peak Times to open a dialog where intervals for peak
time can be set.
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13. Save the settings by the Done button. You can use the Sync button to test if the settings
are correct. This button can be used for manual synchronization whenever needed.

4.5 Windows Mobile 5.0
In cooperation with Kerio MailServer, Windows Mobile 5.0 provides many additional features:

e Windows Mobile 5.0 supports the following folder types:
e email
e calendar
e contacts
o tasks
e Wipe — implementation of the ActiveSync protocol allows the Kerio MailServer ad-
ministrator remote removal of all synchronized folders and user login data from the
device.

The following options are not supported by Kerio MailServer:
e SMS-based Always Up-To-Date (AUTD)

Setting of ActiveSync on Windows Mobile 5.0 is identical with settings on Windows Mobile 5.0
AKU2. Instructions on ActiveSync setting can be found in sections 4.6.1 and 4.6.2.

4.6 Windows Mobile 5.0 AKU2
In cooperation with Kerio MailServer, Windows Mobile 5.0 AKU2 provides these features:

¢ Windows Mobile 5.0 AKU2 supports the following folder types:
e email
e calendar
e contacts
o tasks

e DirectPush Technology — this technology allows mobile devices to keep open HT'TP(S)
connection with the server. Whenever a new item is received or any change is per-
formed in any folder, changes are synchronized immediately.

e Kerio MailServer supports Global Address Lookup — this feature allows to look up
email addresses in all contact folders available to the particular user (including public
folders).

e Wipe — so called “wipe” allows Kerio MailServer administrators reset remote devices.
This reset clears all user data out of the device. Only default files and settings will be
kept on the mobile device.

The following features of Windows Mobile 5.0 AKU2 are not supported by Kerio MailServer:

o Setting of security policy from the server (Enforce Security Policy)
e SMS-based Always Up-To-Date (AUTD)
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4.6.1 ActiveSync settings in Pocket PC Edition

It is not necessary to install the ActiveSync application since it is included in the Windows
Mobile operating system (it can be found under Start — Programs).

Before the starting to configurate, it is necessary to check if connection of the device to net-
work is set correctly (required for connection to the mailserver). This can be tested for example
by using Internet Explorer to connect to Kerio WebMail (for details, see chapter 1.2).

If the connection does not fail, you can start to set the ActiveSync application:

1. In Start — Programs, use the ActiveSyncicon (see figure 4.29) to run the application.

©

ActiveSync

Figure 4.29 ActiveSync icon

2. When setting the ActiveSync device for the first time, an informative tips are displayed to
guide you through. Click on the set up your device to sync with it link.

If you already know how to set ActiveSync, open same dialog from Menu — Add Server
Source (see figure 4.30). This method can be also used whenever you need to change the
configuration.

j-'.’ | ActivesSync

To sync with a desktop computer, instal
ActiveSync on your computer and then
connect this device,

If your company supports syncing directly
with its Exchange Server you can set up

your device to Sir'u: with it,

Learn miore ab

SEFVET,

Add Server Source...

Connections...
Connect via IR
Connect via Bluetooth

Connect via DMA,...

Menu

Figure 4.30 ActiveSync menu
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Note: In case that the ActiveSync application has already synchronized data with another
mailserver, remove the settings by clicking on the Delete button in Menu — Options (see
figure 4.30).

3. Tis opens the first page of the configuration wizard (see figure 4.3 1) used for specification
of the Kerio MailServer’s Internet name.

;".'l ActiveSync

Edit Server Settings

Server address:

|mail.cumpany.cum |

Mote: This is the same as wvour Qutlook Web
Access server address,

This server requires an encrypted (3500
canneckion

Cancel

Figure 4.31 ActiveSync — specification of a mailserver and setting secure traffic

The This server requires an encrypted (SSL) connection option allows encryption of any
traffic between the server and the device. It is highly recommended to keep the option
enabled to protect your connections from debugging and misuse.

To allow the encryption, it is required that an SSL certificate is installed on the device.
If your company uses certificates authorized by a commercial certification authority, it is
possible that your device already includes support for SSL encryption. If the company uses
a certificate generated by Kerio MailServer or another internal certificate, it is necessary to
install another certificate on the device. For guidelines for this procedure, see section 4.2.

Once the server name is set and SSL encryption enabled, click on Next to open the following
page of the configuration wizard.
4. On the second page, set your login data (see figure 4.32):

User name
Use this entry to specify the user name used for authentication to Kerio MailServer.

Password
Use this entry to specify the password used for authentication to Kerio MailServer.
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_f.. ActiveSync ':i:' A

3" LB

Edit Server Settings 0
User name: |j5l‘|‘|ith |
Password: |********* |
Domain: |cu:umpany.u:u:um |
required For automatic sync)
| Advanced... |
Back = Mext

Figure 4.32 ActiveSync — user login data definition

Domain

Use this textfield to enter the email domain name (usually it is the part of your email
address after the @ symbol).

Save password
If you do not wish to be asked for the login data by each startup of the synchroniza-
tion, enable this option. If you want to use the feature of automatic synchronization,
this option is required to be enabled.

Advanced " 0

If there is a conflict:

Event logging:

MHone -

Back = Mext

Figure 4.33 ActiveSync — the Advanced dialog box
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Note: Besides login data items, the Advanced button is included in this dialog. It can be
used to set optional parameters. The dialog allows to set measures to be taken in case
that a collision occurs during the synchronization (see figure 4.33).

Collisions might occur when some folders to be synchronized have been changed both on
the server and on the device since the last synchronization. According to the parameters
set here, ActiveSync will either beat the change performed on the server with the one
applied on the device or the other way round. By default, the server beats the device. It is
recommended to keep these settings.

Once the settings are done, click on Next.
5. The following dialog provides a list of all folder types which can be synchronized (see

figure 4.34). Check only those folders that will be synchronized and leave unchecked or
uncheck the others.

,ir.. | ActiveSync

Edit Server Settings

Zhoose the data vou want to synchronize:

[W][EZ] Contacts
™aliER) Calendar
=) E-mail
Tasks

Finish

Figure 4.34 ActiveSync — folder synchronization settings

The Settings button also included in the dialog is active only upon clicking on the Calendar
or E-mail folder and it opens a dialog where synchronization parameters for calendar
and email folders can be set. The Contacts and Tasks folders do not contain any other
parameters.

Calendar Sync Options
Selection of the Calendar folder and a consequent clicking on Settings opens a dialog
with synchronization settings (see figure 4.35). The dialog includes a menu where it
can be set how old data will be synchronized.
New events will be synchronized without exception. However, to shorten the time
needed for synchronization, it si possible to set the maximum age of events to be
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synchronized (it is not necessary to synchronize old data where the information will
not be needed any longer).

By default, data up to two weeks old is synchronized. If you need to synchronized
also older data, change the settings. In such a case, bear in mind that at least the first
synchronization may take longer.

j-'..’ ActivesSync

Calendar Sync Options e

Synchronize only the past
1 Month

&l
2 Weeks

2 Months
& Months

Figure 4.35 ActiveSync — calendar synchronization settings

E-mail Sync Options
Selection of the E-mail folder and a consequent clicking on Settings opens a dialog
with synchronization settings (see figure 4.36). The dialog includes several options
to customize synchronization:

j-'..’ | ActivesSync

E-mail Sy¥nc Options e

When synchronizing messages:

Include the presvious;
Limit: e-mail size ko 0.5 kKB -

Inchude file attachments

Cnly if smaller than: KB

Figure 4.36 ActiveSync — email synchronization settings

e Include the previous — this option allows to set how old messages will be
synchronized. By default, messages up to three days old are included in the
synchronization.

e Limit e-mail size to — only messages of size up to the value set will be syn-
chronized.

e Include file attachments — if this option is enabled, attachments are also
included in synchronization.

e Only if smaller than — the value entered in this option sets the maximum size
of email attachments to be synchronized. Larger attachments are excluded
from synchronization.
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The settings described above help decrease time needed for synchronization as well as
the load of the synchronization on network connection.

6. Once the settings are done, save the configuration by clicking on Finish. Now, the first
synchronization between the device and Kerio MailServer will be started.

During the synchronization, a dialog appears requiring confirmation of appliance of the
security policy (see figure 4.37). Use the OK button for confirmation, otherwise the syn-
chronization will not be completed correctly.

Exchange Server

rnail, cornpany..corm must
enforce security policies on
your device to continue

synchronizing, Do you
want to continue?

Ok Cancel

Figure 4.37 Wipe confirmation

Other ActiveSync settings are focused in your device’s user’s guide.

4.6.2 ActiveSync settings in Smartphone Edition

It is not necessary to install the ActiveSync application since it is included in the Windows
Mobile operating system (it can be found under Start — ActiveSync).

Before the starting to configurate, it is necessary to check if connection of the device to net-
work is set correctly (required for connection to the mailserver). This can be tested for example
by using Internet Explorer to connect to Kerio WebMail (for details, see chapter 1.2).

If the connection does not fail, you can start to set the ActiveSync application:

1. In Start — Programs, use the ActiveSyncicon (see figure 4.38) to run the application.

©

ActiveSync

Figure 4.38 ActiveSync icon

2. Click on Menu and select Add Server Source (see figure 4.39).

Note: In case that the ActiveSync application has already synchronized data with another
mailserver, remove the settings by right-clicking on the Menu — Delete (see figure 4.39).

3. This opens the synchronization’s configuration wizard.
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To syn
Activeg
Conneq

If your

elgze) 4 Add Server Source
can

5 Connections

& Connect via IR

T Connect via Bluetooth
& Connect via DMA...

| snc SR

Figure 4.39 ActiveSync menu

Edit Server Settings abe T
Server address:

|mai|.mmpany.mm |

Mote: This is your Outlook
Web Access server address,

[v] This server requires an
encrypted (55L) connection

Cancel | Next

Figure 4.40 ActiveSync — specification of a mailserver and setting secure traffic

On the first page of the wizard, use the Server address entry to specify the server’s Internet
name (see figure 4.40).

The This server requires an encrypted (SSL) connection option allows encryption of any
traffic between the server and the device. It is highly recommended to keep the option
enabled to protect your connections from debugging and misuse.

To allow the encryption, it is required that an SSL certificate is installed on the device.
If your company uses certificates authorized by a commercial certification authority, it is
possible that your device already includes support for SSL encryption. If the company uses
a certificate generated by Kerio MailServer or a certificate signed by an internal authority,
itis necessary to install another certificate on the device. For guidelines for this procedure,
see section 4.2.

Once the server name is set and SSL encryption enabled, click on Next to open the following
page of the configuration wizard.

On the second page, set your login data (see figure 4.41):
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User name:
Jsmith

Password:
FEREERFERELE

Domain:
||:|:|mpanj,.f.|:|:|m |

Save password

Back |  Next

Figure 4.41 ActiveSync — user login data definition

User name
Use this entry to specify the user name used for authentication to Kerio MailServer.

Password
Use this entry to specify the password used for authentication to Kerio MailServer.

Domain
Use this textfield to enter the email domain name (usually it is the part of your email
address after the @ symbol).

Save password
If you do not wish to be asked for the login data by each startup of the synchroniza-
tion, enable this option. This option is required to be enabled especially if you want
to use the feature of automatic synchronization.

5. The following dialog provides a list of all folder types which can be synchronized (see
figure 4.42). Check only those folders that will be synchronized and leave unchecked or
uncheck the others.

Options Lkl
Choose the data you want to
synchronize:

Calendar
E-mail
[w] Tasks

Finish | Menu

Figure 4.42 ActiveSync — folder synchronization settings
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Synchronization of email and calendar allows additional settings. Select Calendar or E-
mail and click on Menu. In the menu just opened, select Settings (see figure 4.43). This
opens a dialog providing options in accordance with type of item to be synchronized:

Choose the data you want to
synchronize:

Contacts

E-mail
[w] Tasks

2 Advanced

3 Back

e T

Figure 4.43 Folder synchronization settings — Menu

Calendar Sync Options
The Calendar Sync Options dialog (see figure 4.35) includes a menu where is can be
set how old data will be synchronized.

Calendar Sync Option
Synchronize only the past
2 Weeks v

of appointments and all future
appointments

Figure 4.44 Folder synchronization settings — calendar

New events will be synchronized without exception. However, to shorten the time
needed for synchronization, it si possible to set the maximum age of events to be
synchronized (it is not necessary to synchronize old data where the information will
not be needed any longer).

By default, data up to two weeks old is synchronized. If you need to synchronized
also older data, change the settings. In such a case, bear in mind that at least the first
synchronization may take longer.

E-mail Sync
The E-mail Sync dialog (see figure 4.36) includes two parameters to be customized:

Include the previous:

3 days v
Limit e-mail size to:

0.5 KB i

Figure 4.45 Folder synchronization settings — email
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e Include the previous — this option allows to set how old messages will be
synchronized. By default, messages up to three days old are included in the
synchronization.

e Limit e-mail size to — only messages of size up to the value set will be syn-
chronized.

The settings described above help decrease time needed for synchronization as well as
the load of the synchronization on network connection.

6. Before closing the wizard, click on the Menu button (see figure 4.43) and select the Ad-
vanced option. It allows setting of optional parameters. The dialog allows to set measures
to be taken in case that a collision occurs during the synchronization (see figure 4.46).

Advanced :
If there is a conflict:
[Replace item on device < » |

Event logging:
None i

Figure 4.46 ActiveSync — the Advanced dialog box

Collisions might occur when some folders to be synchronized have been changed both on
the server and on the device since the last synchronization. According to the parameters
set here, ActiveSync will either beat the change performed on the server with the one
applied on the device or the other way round. By default, the server beats the device. It is
recommended to keep these settings.

Once the settings are done, click on Next and consequently on the Finish button to save
settings.
7. Once the settings are done, save the configuration by clicking on Finish. Now, the first

synchronization between the device and Kerio MailServer will be started.

During the synchronization, a dialog appears requiring confirmation of appliance of the
security policy (see figure 4.47). Use the OK button for confirmation, otherwise the syn-
chronization will not be completed correctly.

Other ActiveSync settings are focused in your device’s user’s guide.
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Alert

Bxchange Server
mail.conpany.commust
enforce security policies on
your devige to continue
synchronizing. Do you want
to continue?

Figure 4.47 Wipe confirmation

4.7 Windows Mobile 6.0

In cooperation with Kerio MailServer, Windows Mobile 6.0 provides the following features:

e Windows Mobile 6.0 supports the following folder types:
e email
e calendar
e contacts
e tasks

e DirectPush Technology — this technology allows mobile devices to keep open HTTP(S)
connection with the server. Whenever a new item is received or any change is per-
formed in any folder, changes are synchronized immediately.

e Kerio MailServer supports Global Address Lookup — this feature allows to look up
email addresses in all contact folders available to the particular user (including public
folders).

e Wipe — so called “wipe” allows Kerio MailServer administrators reset remote devices.
This reset clears all user data out of the device. Only default files and settings will be
kept on the mobile device.

If you perform synchronization via ActiveSync 12, your device will also support:

¢ HTML emails,
¢ message flags,
o the “Out of office” feature (see section 1.12.2).

The following features of Windows Mobile 6.0 are not supported by Kerio MailServer:

e Setting of security policy from the server (Enforce Security Policy)
¢ SMS-based Always Up-To-Date (AUTD)

Setting of ActiveSync on Windows Mobile 6.0 is identical with settings on Windows Mobile 5.0
AKU?2. Instructions on ActiveSync setting can be found in sections 4.6.1 and 4.6.2.
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4.8 Palm Treo

Standardly, Palm Treo includes the VersaMail email client which supports the ActiveSync pro-
tocol.

In cooperation with Kerio MailServer, special configuration of an VersaMail account provides
the following options and features:

e Folder synchronization:
e Inbox in VersaMail — in addition to Inbox, Outbox (to allow message sending)
and Sent Items are also synchronized. The Sent Items folder is synchronized in
a single direction (the to-server direction) and the desktop client consequently
includes also messages sent from Palm Treo. The folder is not synchronized
in the other direction since Palm Treo cannot read the folder.
e (Calendar — events of the Calendar application (included in Palm Treo) are

synchronized.
¢ Contacts — synchronization of contacts is supported only on Palm Treo 680
and 700p.

e DirectPush Technology® — this technology allows mobile devices to keep open HT'TP(S)
connection with the server. Whenever a new item is received or any change is per-
formed in any folder, changes are synchronized immediately.

e Kerio MailServer supports Global Address Lookup® — this feature allows to look up
email addresses in all contact folders available to the particular user (including public
folders).

e Wipe — Kerio MailServer administrator can remove all synchronized folders remotely.
This feature may be helpful in case that the device is stolen or lost.

Note: To include also notes, tasks and contacts in the synchronization, it is necessary to
install the Palm Desktop on the desktop computer and use it for the synchronization. More
information is provided in the Palm Treo user’s guide.

4.8.1 Versa Mail settings

It is not necessary to install the VersaMail application since it is included in the Palm OS (it
can be found under Applications — VersaMail).

Before the starting to configurate, it is necessary to check if connection of the device to net-
work is set correctly (required for connection to the mailserver). This can be tested for example
by using a web browser to connect to Kerio WebMail (for details, see chapter 1.2).

If the connection does not fail, you can start to set the VersaMail application:

1. In Palm Treo, click on Applications. The device’s screen provides list of applications in-
cluded in Palm Treo. Select VersaMail (see figure 4.48) and open it.

* Palm Treo 650 requires upgrade of VersaMail to version 3.5 and installation of Exchange ActiveSync Update for Treo
650 smartphone (http://software.palm.com/). Palm Treo 680 and 700p require installation of EAS SP 2 update
(http://www.palm.com/us/support/downloads/treo/easupdate.html).
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o

Figure 4.48 The VersaMail mail client

Once the application is started, click on Menu. A menu is displayed in the message header.
In this menu, select the Accounts — Account Setup option (see figure 4.49).

[ Message Options X330 L05d)

fake
Account Setup /W

Figure 4.49 VersaMail — Accounts

The account setup wizard is opened (see figure 4.50) where it is possible to change settings
of the current account or to create a new one. Select the second option and click on New.

To setup an account, tap New,
or select an account to edit.

[ OK ] (Mew..) (Edit..) (Delete)

Figure 4.50 Entourage Setup Assistant

At the first page of the wizard, specify Account Name (at figure 4.51 the account is called
keriomail). In the Mail Service menu, select the Exchange ActiveSync option. This setting
item is obligatory. If the correct account type is not set, synchronization of email and
calendar would not work.

At the next page of the wizard, specify username and password which will be used for au-
thentication in Kerio MailServer (see figure 4.52). Enter the same username and password
as you use in your desktop email client.
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Account Setup

Choose an account name {e.g.
"My Mail") and select settings.

Account Name: keriomail

Mail Service:| ¥ Exchange Acti.. |

Cancel

Figure 4.51 Account settings — connection settings

Enter the username and password
assigned to this account:

Username:

hssigned-

(Cancel ) (Previous ) [ Next )

Figure 4.52 Account Setup — definition of username and password

6. At the following page (see figure 4.53), enter your email address and Internet name of the
Kerio MailServer which will be used for the synchronization of email and calendar. To get
this information, contact your network administrator.

Review your settings and edit
if necessary.

Email Address:
Jsmith@company.com
Mail Server:

mail_ company.com

(Cancel ) (Previous ) [ Next )

Figure 4.53 Account Setup — email address and Kerio MailServer’s Internet address definition
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7. The last setup window (see figure 4.54) includes the Test Settings button which can be
used to test if the connection of Palm Treo to Kerio MailServer works correctly.

Basic setup for your mail
account is completed.

- To exit, select Done.

- For additional settings,
select Advanced.

- To try your connection,
select Test settings.

(Previous ) [ Done ) (Advanced )

Figure 4.54 Testing basic settings

If the connection is established successfully, it is not necessary to perform any other
settings. Close the wizard by using the Done button. This option closes the wizard and
saves the settings.

If the connection fails, check the settings and/or contact your network administrator.

In specific cases, it is necessary to continue in the account setting. These additional set-
tings include situations where SSI. encryption should be disabled, a non-standard port
should be set for the connection or/and authentication should be set on the proxy server:

e Enabling/disabling SSL encryption and setting another port for the connection:
In the last step of the wizard (see figure 4.54), click on Advanced. This opens an-
other dialog (shown at figure 4.55) where the following settings may be performed:

Advanced (1)

Incoming Server Settings:

Port Number‘.

[# Use Secure Connection {SSL).

(Cancel ) (Previous ) [ Next )

Figure 4.55 Advanced settings — SSL encryption
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Use Secure Connection (SSL)
By default, SSL encryption is enabled for any traffic between Kerio MailServer
and Palm Treo (on default port 443). It is recommended not to change these
settings unless necessary. It is above all not recommended to disable SSI.
Unsecured connections can be tapped by unauthorized persons.
To allow the encryption, it is required that an SSL certificate is installed on
the device. If your company uses certificates authorized by a commercial
certification authority, it is possible that your device already includes sup-
port for SSL encryption. If the company uses a certificate generated by Kerio
MailServer or another internal certificate, it is necessary to install another
certificate on the device. For guidelines for this installation, see section 4.2.
Changing port number
Under certain circumstances, parameters of your mailserver may be config-
ured in a way that non-standard ports are used. If the HTTP service used for
the synchronization is running on a non-standard port, ask you network ad-
ministrator to give you this information and specify the correct port number
in the Port Number entry.
e Setting authentication against the proxy server:
In the last step of the wizard (see figure 4.54), click on Advanced. The next step
of the wizard just opened covers the issue of SSL encryption (see above). Click on
Next. This opens a dialog covering the issue of authentication against the proxy
server (see figure 4.56) where it is possible to enable Proxy authentication and
specify username and password for the authentication.

Advanced (i ]

Proxy Server:

Port Number: 443
& Proxy authentication
Username:

jsmith

Password:
i -Assigned-i

(Cancel ) (Previous ) ( Done )

Figure 4.56 Advanced settings — settings

of authentication at the proxy server

8. Click Done to close the dialog An alert is displayed informing that all existing events of
the calendar will be overwritten by events saved on the server (this helps avoid duplicate
data).

Detailed information referring to setting of synchronization and accounts in VersaMail can be
found in the VersaMail 3.0 user guide which is also available at http://www.palm.com/.
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4.9 Nokia Eseries

Nokia Eseries allows folder synchronization by the ActiveSync protocol if the Nokia’s Email For
Exchange application is installed on the device. Installation and configuration of the applica-
tion are addressed in section 4.9.1

Email For Exchange with Kerio MailServer provide the following options and features:

e Nokia Eseries supports the ActiveSync protocol, version 2.5.

e Nokia Eseries supports synchronization of the following folder types:
e Inbox — other email folders are not synchronized.
e Calendar — the default private calendar.
e Contacts — the default private contact folder.

e DirectPush Technology — this technology allows mobile devices to keep open HTTP(S)
connection with the server. Whenever a new item is received or any change is per-
formed in any folder, changes are synchronized immediately.

e Kerio MailServer supports Global Address Lookup — this feature allows to look up
email addresses in all contact folders available to the particular user (including public
folders).

e This version allows installation of the root certificate on the device — this implies that
it is also possible to use the Kerio MailServer’s self-signed certificate for encryption.

Email For Exchange does not support the following features:

e Itis not possible to synchronize public and shared folders.

e It is not possible to accept/reject an invitation. Invitations can be viewed in Inbox but
it cannot be manipulated — it does not offer the Accept and Reject buttons and it is
not displayed in the calendar.

4.9.1 Email For Exchange settings

The Mail for Exchange application is not standardly included in the mobile device set. There-
fore, it is necessary to install it. Import and installation of the application is described in the
application’s guide which is available at the Nokia website.

Note: This chapter describes settings for devices Nokia E60 and Email For Exchange 1.3.0. Tt
can, therefore, slightly differ on other versions.

1. After installation of Mail for Exchange, locate the application (see the icon at figure 4.57)

and open it.
- .
l’l ] r
‘Mail for Exc...

Figure 4.57 Icon of Mail For Exchange 1.3.0
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2. In the application, select the Sync mode option (see figure 4.58).

Y Mail for Exchange f‘

x' ®
r 8
menl” Mail for Exchange

Current status
Disconnected (handset offline]

Last sync
13/09/2006 11:20 am View log

Figure 4.58 Mail For Exchange welcome page

3. In the menu just opened, select the Edit profile option (see figure 4.59)

% ’-'\Hail for Exchange ﬁ
U Mail for Exchange i}

Open
Synchronise

E E-i.i.-'l_.' rofile
Delete profile
Full resync
View log

Lancei
Figure 4.59 Options — Edit profile
4. In the Profile menu, select Connection (see figure 4.60).

5. This opens a dialog for connection to the server. The first section to be set is the Connec-
tion tab (see figure 4.61). The following parameters are to be set here:

188



4.9 Nokia Eseries

"% Mail for Exchange ﬁ

X' ® -
*‘;l-:-rf Profile 0

Credentials

Sync content
sync schedule
Calendar
Contacts

Secure connection
v
Access point

Ilnectinn[ﬂ 1)

Figure 4.61 The Connection dialog

Exchange server
Enter the server’s internet name or [P address.

Secure connection
The Secure connection option allows encryption of any traffic between the server and
the device. It is highly recommended to keep the option enabled to protect your
connections from debugging and misuse.
To allow the encryption, it is required that an SSL certificate is installed on the device.
If your company uses certificates authorized by a commercial certification authority,
it is possible that your device already includes support for SSL encryption. If the
company uses a certificate generated by Kerio MailServer or another internal certifi-
cate, it is necessary to install another certificate on the device. Guidelines for this
installation are provided in section 4.2.
Now, save settings of the tab.
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6. In the Profiles menu, select Credentials. Enter login information used for connection to
your mailbox (see figure 4.62):

™. Mail for Exchange &
- - g s

8 -
'h/ 14 Credentials 0

X

Username

B jsmith

Password

Options

Figure 4.62 The Credentials dialog

Username
Use the Username textfield to enter username used for connection to the mailbox in
Kerio MailServer.

Password
Use the Password textfield to enter password used for connection to the mailbox in
Kerio MailServer.

Domain
Use the Domain textfield to enter the name of the email domain (if you are not sure
about this part, contact your administrator).

Save the settings.

7. In the Profiles menu, select Sync content. On this tab, set folders to be synchronized
(see figure 4.63). The tab also allows selection of preferred store for possible collisions.
Collisions might occur when some folders to be synchronized have been changed both
on the server and on the device since the last synchronization. In accordance with the
settings, either the changes performed on the server will beat and overwrite the changes
in performed on the device (the Server wins option) or the other way round (the Phone wins
option) within the ActiveSync. By default, the server beats the device. It is recommended
to keep these settings.

8. In the Profiles menu, select Sync schedule. On this tab it is possible to schedule automatic
synchronization (see figure 4.64):
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P Mail for Exchange

x’ »
;
L 4 Sync content

synchronise calendal
Synchronise contacts
B v

synchronise email

% Mail for Exchange
-

Sync schedule » 0

Pedk syYnc schedule
- Always on

Off-peak sync schedule

menriﬂ minutes

Peak start time

Figure 4.64 The Sync Schedule dialog

Peak sync schedule
Sets the synchronization interval for peak time (the time when you need as fresh
information as possible, usually this time includes the working hours).

Off-peak sync schedule
Sets the synchronization interval for off-peak time (usually at night).

Peak start time
Setting of the peak time start.

Peak end time
Setting of the peak time end.

Peak days
Setting of peak days (all working days are set by default).
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9.

10.

11.

Return to the Profiles menu and select the Calendar option. On this tab it is possible to
set parameters of automatic synchronization (see figure 4.65):

™% Mail for Exchange
X ®» ™~ s
-

u 14 Calendar i

Sync calendar back

B 2 weeks

Options
Figure 4.65 The Calendar dialog

Sync calendar back
All upcoming events are included in the synchronization. However, to shorten the
time needed for synchronization, it si possible to set the maximum age of events to
be synchronized (it is not necessary to synchronize old data where the information
will not be needed any longer).
By default, data up to two weeks old is synchronized. If you need to synchronized

also older data, change the settings. In such a case, bear in mind that at least the first
synchronization may take longer.

Initial sync
Before the first synchronization of the server with the device, it is necessary to re-
move one of the stores to avoid collisions. The Initial sync option specifies whether
data on the server (Keep items on phone) or on the device (Delete items on phone) will
be removed during the first synchronization.

In the Profiles menu, select the Contacts option. This tab allows setting of solution for
possible initial collision (see figure 4.66). Before the first synchronization of the server
with the device, it is necessary to remove one of the stores to avoid collisions. The Initial
sync option specifies whether data on the server (Keep items on phone) or on the device
(Delete items on phone) will be removed during the first synchronization.

In the Profiles menu, select the Email option. On this tab, it is possible to set parameters
of synchronization of email folders (see figure 4.67):
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=

y Mail for Exchange ‘5

-
(ontacts r0

-'te items on phone

Figure 4.66 The Contacts dialog

oy Mail for Exchange ﬁ

x’ @
Nl 4 Email il

“maill aadress
‘nwak@ﬁrma.cz

Show new mail pop-up

Use signature
No

Figure 4.67 The Email dialog
Email address
The option requires entering of the email address.

Show new mail pop-up
Enables/disables new mail notifications.

Use signature
Allows adding of a footer to email messages.

Signhature
Footer definition.

When sending mail
Setting of time when email is sent (immediately or during the upcoming synchroniza-
tion).
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Sync messages back

All unread messages are included in the synchronization. However, to shorten the
time needed for synchronization, it si possible to set the maximum age of messages
to be synchronized (it is not necessary to synchronize old data where the information
will not be needed any longer).

By default, synchronization is set to messages up to three days old. If you need to
synchronized also older data, change the settings. In such a case, bear in mind that
at least the first synchronization may take longer.

4.10 Nokia N73 and N95

Nokia N73 and N95 allows folder synchronization by the ActiveSync protocol if the Nokia’s
Email For Exchange 1.6.1 or higher is installed on the device.

Email For Exchange with Kerio MailServer provide the following options and features:

Nokia N73 and N95 supports the ActiveSync protocol, version 2.5.
Nokia N73 and N95 supports synchronization of the following folder types:

e Inbox — other email folders are not synchronized.

e Calendar — the default private calendar.

¢ Contacts — the default private contact folder.
DirectPush Technology — this technology allows mobile devices to keep open
connection with the server. Whenever a new item is received or any change is per-
formed in any folder, changes are synchronized immediately.
Kerio MailServer supports Global Address Lookup — this feature allows to look up
email addresses in all contact folders available to the particular user (including public
folders).
This version allows installation of the root certificate on the device — this implies that
it is also possible to use the Kerio MailServer’s self-signed certificate for encryption.

Email For Exchange does not support the following features:

4.11

It is not possible to synchronize public and shared folders.

It is not possible to accept/reject an invitation. Invitations can be viewed in Inbox but
it cannot be manipulated — it does not offer the Accept and Reject buttons and it is
not displayed in the calendar.

RoadSync

Kerio MailServer supports the RoadSync 2.0 application developed by DataViz. RoadSync en-
ables synchronization between Kerio MailServer and mobile devices.

RoadSync supports synchronization of the following folder types:

Email,
Calendar,
Contacts,
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The RoadSync application can be installed on the following mobile devices:

e Symbian UIQ,

e Symbian S80,

e Symbian S60 3rd Edition,

e Palm OS (synchronization is available for email only),

e Java MIDP 2.0 (synchronization is available for email only),

For details on RoadSync and supported devices, see the DataViz website at
http://www.dataviz.com/.

4.12 Apple iPhone

4.12.1 Apple iPhone 1.0

Kerio MailServer provides support for Apple iPhone 1.0 mobile devices. This support allows to
receive and send email and synchronize calendars and contacts:

e Email can be send and received via standard email protocols or synchronized with
desktop applications (Apple Mail and Outlook Express) via Apple iTunes.

e (Contacts and calendar can be synchronized with desktop applications via Apple
iTunes. Calendar and contacts can be synchronized with applications Apple iCal, Apple
Address Book and Microsoft Outlook (XP, 2003 and 2007).

e Safari supports both full version of Kerio WebMail and Kerio WebMail Mini.

To enable Apple iPhone support in Kerio MailServer, installation of iTunes 7.3 or higher on
user stations is required. iTunes is used for synchronization of desktop clients with Apple
iPhone.

Synchronization between desktop applications and Apple iPhone requires the following oper-
ating systems:

¢ Windows XP Service Pack 2 and later
e Mac OS X 10.4.10 and later.

Kerio WebMail in Safari

Safari inbuilt in Apple iPhone supports connection to the Kerio WebMail interface. It is pos-
sible to connect either to the full version or to the Mini version of Kerio WebMail. For smooth
use, it is recommended to follow these instructions:

Kerio WebMail — full version
Full version of Kerio WebMail is recommended, especially when connection to the Internet
is performed via Wi-Fi. The full version allows working with notes, calendar and tasks.
These items are not available in Kerio WebMail Mini.
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—— Warning

In full version of Kerio WebMail, it is possible to create or remove contacts, events, tasks
and notes, but existing items cannot be edited.

Kerio WebMail Mini
Kerio WebMail Mini is recommended especially when connecting to the Internet via EDGE.
It provides faster connection to the mailbox and simplified environment where neither
zoom or scrolling is needed. On the other hand, Kerio WebMail Mini allows to work only
with email folders, contacts and folders (folder management).

Email

On Apple iPhone, email accounts can be set either manually or it is possible to use the auto-
matic configuration:

Automatic configuration
If you read mail in Apple Mail on Mac OS X or in Outlook Express on Windows, email
messages will be automatically and without any settings synchronized over Apple iTunes.

Manual configuration
Apple iPhone also allows standard email account settings as know for example from
MS Outlook or Apple Mail. This implies that when the account is set up, email will not
be synchronized with the email client and Apple iPhone will connect directly with the
mailserver (over Wi-Fi or EDGE). To set the account, follow these instructions:

1.

2.
3.
4

Go to the Settings menu and select Mail.

Select Add Account.

In the next dialog, click on Other.

The account settings dialog includes three account types — , POP and EX-
CHANGE. Any of them can be used for connection to Kerio MailServer. However,
it is recommended to choose (default) or EXCHANGE. POP accounts work like
this: the protocol downloads all email in Apple iPhone and the email in no longer
available on the server. Therefore, if we connect to the account by another email
client (e.g. by MS Entourage), the messages already downloaded in Apple iPhone will
not be there.

Once an account type is selected, specify your full name, email address and account
description (the description is useful especially when you will use more accounts on
the same device).

Set configuration for incoming email:

e Host Name — internet name or of Kerio MailServer (example:
mail.company.com or 212.45.62.2). If you do not know your server’s
name, contact your administrator.

¢ User Name — username which you use for connection to the server (example:
dbeckham).

e Password — user password used for authentication at the server.
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7. Set configuration for outgoing email:

e Host Name — internet name or [P address of Kerio MailServer (example:
mail.company.com or 212.45.62.2). If you do not know your server’s
name, contact your administrator.

e User Name — user name used for connection to the server (this item is op-
tional, your network administrator will inform you whether it is necessary to
specify it or not).

e Password — user password used for authentication at the server (this item is
optional, your network administrator will inform you whether it is necessary
to specify it or not).

8. Click Save to save your account settings.
Now it is necessary to set correct folder mapping:

1. Reopen account settings and select Advanced (scroll down to the end of the account).
2. Change mapping for these items: Drafts Mailbox — Drafts, Sent Mailbox — Sent Items
and Deleted Mailbox — Deleted Items.

Events and Contacts

Direct synchronization of Apple iPhone with Kerio MailServer is not supported. Calendars and
contacts can be synchronized only over the desktop application Apple iTunes version 7.3 and
higher:
Events

Events can be synchronized with the following applications:

e Apple iCal — all calendars can be synchronized.
e MS Outlook — only the default calendar’s events can be synchronized.
e Windows Calendar — iTunes do not support this synchronization.

Contacts
Contacts can be synchronized with the following applications:

e Apple Address Book — all items of contacts can be synchronized.

e MS Outlook — all significant items are synchronized; only one contact folder is
synchronized; synchronization of distribution lists is not supported.

e Windows Contacts — all contact items are synchronized; distribution lists are
synchronized as so called group.

4.12.2 Apple iPhone 2.0
This section addresses both Apple iPhone 3G and Apple iPhone 1.0 with the OS X 2.0 firmware.

In additions to all options available also for OS X 1.0, Apple iPhone with OS X 2.0 supports the
ActiveSync protocol for direct data synchronization. This implies that now Kerio MailServer
in cooperation with Apple iPhone 2.0 provides the following options:

e Apple iPhone allows synchronization of:
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e email,
e calendar,
e contacts.

e Apple iPhone fully supports so called “Device Wipe”, the device clean-up feature. In
short, the device can be cleared (deletion of all data and settings) remotely in case that
it gets lost or stolen.

—— Warning
If you happen to lose your Apple iPhone or it gets stolen, contact your network admin-
istrator immediately to get the device wiped remotely.

e DirectPush Technology — this technology allows mobile devices to keep open HTTP(S)
connection with the server. Whenever a new item is received or any change is per-
formed in any folder, changes are synchronized immediately.

e Global Address Lookup — this feature allows look-up of email addressed in contact
folders.

Account settings

To configure ActiveSync (Exchange), follow these guidelines:

1.

In Apple iPhone, go to Settings — Mail, Contacts, Calendars.
Select Add Account.
Select the Microsoft Exchange account type.

Enter the following account data:

Email
Enter the primary email address consisting of username and domain (e.g.
jflyhigh@company.com, where jflyhigh is a username and company.com is an email
domain).

Server
Enter DNS name of Kerio MailServer.

Username
Enter username for login to your Kerio MailServer mailbox.

Password
Enter password for your mailbox.

Description
This is an optional entry. The description is helpful especially if you intend to use
multiple accounts.
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Use SSL

This option allows encryption of any traffic between the server and the device. It is
highly recommended to keep the option enabled to protect your connections from
debugging and misuse.

To enable traffic encryption, it is necessary that an SSL certificate is installed in Kerio
MailServer. To get the certificate, go to the Kerio WebMail login page in Safari (see
section 1.2) and click on Download SSL certificate.

5. In the dialog opened, select which folder types will be synchronized. Uncheck only items
you would really not use.

6. Once the settings are saved, the Mail days to sync item appears — open it and set how old
items will be involved in synchronization. This measure helps avoid that the synchroniza-
tion takes too long and that too much needless data is downloaded.

At the end, set how often the synchronization will be performed. This can be done in Settings
— Fetch New Data. On the Advanced tab, you can also find setting of synchronization type for
your Exchange account.

4.12.3 Apple iPhone 3.0

In Apple iPhone 3.0, all features for Apple iPhone OS 1.0 and 2.0 are available (see sec-

tions

and ).

Newly, the following features have been introduced for Apple iPhone:

CalDAYV protocol (allows calendar synchronization),

standard iCalendar (allows to download shared and public calendars for reading),
LDAP protocol (allows to access contacts via LDAP).

support for ActiveSync 12.1 (allows direct search in emails stored in Kerio MailServer
via Exchange account).

—— Warning
Once the upgrade is completed successfully, it is necessary to remove and reconfigure
the Exchange account, otherwise the device will keep attempting to connect to Kerio
MailServer via ActiveSync 2.5

In addition to features described above, the system introduces other improvements, such as:

the Copy&Paste method both for text and graphic items during email composition,
while composing an email message, it is possible to switch the client to the horizontal
position,

notifications of new email delivered to other folders than the Inbox,

creating and sending invitations from ActiveSync account (including showing of avail-
ability of individual users),

notes synchronization with desktop applications Apple Mail and MS Outlook via Apple
iTunes.
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For details on individual enhancements and their implementation options, refer to the
website. In the following sections, you will find settings applying to the very communication
with Kerio MailServer-

Configuration of CalDAV account

To configure CalDAV account, follow these guidelines:
1. In Apple iPhone, go to Settings — Mail, Contacts, Calendars.
2. Select Add Account — Other — Add CalDAV Account.

3. Enter the following account data:

Server
Enter DNS name of Kerio MailServer.

User
Enter username for login to your Kerio MailServer mailbox.

Password
Enter password for your mailbox.

Description
This is an optional entry. The description is helpful especially if you intend to use
multiple accounts.

4. Click on Next to open the Unable to Verify Certificate dialog. If you continue, the con-
nection either fails due to the server’s security policy or it is established successfully but
the traffic is not protected from tapping. Therefore, it is strongly unrecommended to use
unecrypted traffic. To switch to secured connection, click on Cancel and go to Advanced
Settings:

Use SSL
This option allows encryption of any traffic between the server and the device. It is
highly recommended to keep the option enabled to protect your connections from
debugging and misuse.
To enable traffic encryption, it is necessary that an SSL certificate is installed in Kerio
MailServer. To get the certificate, go to the Kerio WebMail login page in Safari (see
section 1.2) and click on Download SSL certificate.

Port
Default ports for communication must be changed as follows:
For HTTPS: 8443 — 443 (to enable the Use SSL option, use port 443)
For HTTP: 8008 — 80
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—— Note
The settings apply if standard ports for HTTP protocol are set on the server. If
connection to the server with these settings fails, contact your network administrator
an check that non-standard ports are not used for Kerio MailServer traffic.

Account URL

In the existing URL, change the port number so that it matches the number specified
for Port.

To view new calendars, go to the Calendar application by clicking on Calendars. In the list,
simply click on the calendar you want to open.

Subscription to calendars

To subscribe calendar in the iCalendar format, follow these steps:

1.

In Apple iPhone, go to Settings — Mail, Contacts, Calendars.
Select Add Account — Other — Add Subscribed Calendar.

Enter the following account data:

Server

Insert URL in this pattern: servername/ical

If the account authentication fails, check the following items:

Server

Enter URL in a format compatible with calendar subscription. Basic URL follows this
pattern: servername/ical The basic URL can be used to subscribe to the main cal-
endar of your account. To subscribe to other calendars, use the following (derived)
URL patterns:

servername/ical/users/domain/user@domain — URL modi-
fied for the purpose of subscription to a shared calendar (e.g.
mail.company.com/ical/users/company.com/wsmith@company.com).
servername/ical/users/domain/room@domain — URL modi-
fied for the purpose of subscription to a resource calendar (e.g.
mail.company.com/ical/users/company.com/interrogationroom@company.com).Jj

Description

This is an optional entry. The description is helpful especially if you intend to use
multiple calendars.

Enter username for login to your Kerio MailServer mailbox.
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Password
Enter password for your mailbox.

Use SSL
This option allows encryption of any traffic between the server and the device. It is
highly recommended to keep the option enabled to protect your connections from
debugging and misuse.
To enable traffic encryption, it is necessary that an SSL certificate is installed in Kerio
MailServer. To get the certificate, go to the Kerio WebMail login page in Safari (see
section 1.2) and click on Download SSL certificate.

Remove alarms
It is recommended to enable this option, otherwise to se neda prelozit a Vendulka to
zmeni.

To view new calendars, go to the Calendar application by clicking on Calendars. In the list,
simply click on the calendar you want to open.

—— Warning
Download of large shared or public calendars via slow connection (GPRS, EDGE) can result in
temporary unavailability of the calendar to other users.

LDAP client configuration

To configure LDAP account, follow these guidelines:
1. In Apple iPhone, go to Settings — Mail, Contacts, Calendars.
2. Select Add Account — Other — Add LDAP Account.

3. Enter the following account data:

Server
Enter DNS name of Kerio MailServer.

User
Enter username for login to your Kerio MailServer mailbox.

Password
Enter password for your mailbox.

Description
This is an optional entry. The description is helpful especially if you intend to use
multiple calendars.
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—— Warning
Nékteré typy SSL certifikatii nemohou byt aplikaci nacteny, proto pouzivejte k pripojeni pouze
nezabezpecenou verzi LDAP protokolu.

LDAP search is available in the Contacts application. Simply click on Groups to go to contact
lists and select an item to view.

Meeting scheduling and availability settings in Exchange account

To create an invitation (for details on invitations and their use, refer to section ), follow
these instructions:

1. On Apple iPhone, run the Calendar application.
2. Create a calendar event.

3. Enter standard information, such as name and location of the event as well as its start and
end times.

4. Click on Invitees.
5. Enter or select contact of persons to invite and click on Done.
6. Click on Availability.

7. Select free/busy mode of the appointment to be showed in your free/busy calendar.
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Kerio Outlook Connector (Offline Edition)

Kerio Outlook Connector (Offline Edition) is a special extension for MS Outlook allowing coop-
eration between Kerio MailServer and MS Outlook. This cooperation provides the following
options:

Email, events, notes, contacts and tasks are stored in Kerio MailServer. Therefore, they
are available via the Internet from anywhere. You can connect either by MS Outlook,
by Kerio WebMail or via another email client.

MS Outlook can be switched to offline mode. This implies that you can manage your
email items also from home or on your business trips. This means that your email
can be managed even there where the Internet connection is too slow or there is no
connection at all. After reconnection to the Internet (switching to online mode), Kerio
Outlook Connector (Offline Edition) synchronizes all changes with the mailserver and
sends mail from Outbox. The description indicates that this feature will be used mainly
by notebook users. For email management anywhere, simply open the MS Outlook and
start working.

Kerio Outlook Connector (Offline Edition) supports folder management. In MS Outlook,
it is possible to create hierarchized folder trees of any depth. Folder sharing, viewing
of shared folders and other features are also supported.

In calendars, meeting scheduling and, in task folders, assigning of tasks to other per-
sons are supported.

Kerio Outlook Connector allows setting of rules for incoming email. These rules are
stored at the server, so they are applied globally — i.e. mail will be sorted in the same
way in Kerio WebMail and other email clients.

Along with Kerio MailServer, Kerio Outlook Connector provides a proprietary antispam
strategy.

Kerio Outlook Connector allows searching in message bodies.

Kerio Outlook Connector provides support for message grouping.

Note: The chapter describes settings in MS Outlook 2007. It can, therefore, slightly differ on
older versions of MS Outlook.

5.1 Installation

Kerio Outlook Connector can be installed at the following operating systems:

Windows XP
Windows Vista with the latest Service Pack installed
Windows 7
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Installation of the Kerio Outlook Connector can be run with the following versions of MS Out-
look:

e Outlook XP with the most recent update of Service Pack.
e Outlook 2003 with the most recent update of Service Pack.
e Outlook 2007 with the most recent update of Service Pack.

Kerio Outlook Connector (Offline Edition) requires Internet Explorer 6.0 or higher.
To get the Kerio Outlook Connector installation package, follow these guidelines:

1. In your browser, enter your mailserver’s URL address following the pattern
http://server_name/ (e.g.http://mail.company.com/).

2. If the address is correct, the Kerio WebMail login page is opened. Click on the Integration
with Windows link displayed at the bottom of the login dialog.

3. This opens the Integration with Windows page. Simply click on Download Kerio Outlook
Connector.

Installation wizard is used for the Kerio Outlook Connector (Offline Edition) installation. Once
the installation is completed, it is necessary to set a profile and an email account explicitly
(see section ).

—— Warning
e MS Outlook must be installed on the computer prior to the Kerio Outlook Connector
(Offline Edition) installation, otherwise the application will not function properly.
e When the upgrade or downgrade of MS Outlook is performed, it is necessary to run
Kerio Outlook Connector’s repair installation.

5.1.1 Installation on computers where Kerio Outlook Connector has been installed

In the majority of cases, upgrade from Kerio Outlook Connector to Kerio Outlook Connector
(Offline Edition) is smooth. At the beginning of the installation, a convertor is started which
converts all Kerio profiles of the particular user to profiles for Kerio Outlook Connector (Offline
Edition). If the station is connected to the Internet, Kerio Outlook Connector (Offline Edition)
local database is created automatically and updated..

Special cases:

One workstation is shared by multiple users
If a workstation is used by multiple users, install the program once and then run the
convertor (Start — Programs — Kerio — Outlook Profile Conversion Utility) for each user.

Kerio Outlook Connector is installed without connection to Kerio MailServer
In such cases profiles are converted, but they must be finished upon connecting to the
server:
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1. In the profiles dialog (Start — Settings — Control Panel — Mail — View Profiles), select
the Kerio profile and click on Properties.
In the wizard, click on User Accounts.

3. On the following page, double-click on the Kerio account and confirm settings by the
OK button. Conversion to Kerio Outlook Connector (Offline Edition) profile is then
finished automatically.

This procedure must be taken for each profile with Kerio account.

5.1.2 Profile and Email account settings

The user profile keeps custom settings of MS Outlook. In MS Outlook, any number of user
profiles can be created. Using of multiple user profiles is essential especially in the following
situations: either the computer is accessed by multiple users and each of them needs his/her
own email address and personal settings or a user can access multiple mailboxes and wants
to use different personal settings for each of them. In other cases, one profile for one or more
email accounts is sufficient.

—— Warning
Only one Kerio Outlook Connector (Offline edition) account is allowed in each profile.

Automatic configuration
For automatic configuration of profiles, there is a special tool called ProfileCreator. To get and

start it, follow these guidelines:

1. In your browser, enter your mailserver’s URL address following the pattern
http://server_name/ (e.g.http://mail.company.com/).

2. If the address is correct, the Kerio WebMail login page is opened. Click on the Integration
with Windows link displayed at the bottom of the login dialog.

3. In the Integration with Windows page just opened, click on Click here to auto-configure
Kerio Outlook Connector.

4. Depending on your browser and its settings, the tool gets downloaded and launched au-
tomatically or it only gets downloaded and you can run it by double-clicking on the tool’s
icon.

5. The script now runs MS Outlook, creates a new profile and preconfigures your Kerio ac-
count. For security reasons, enter only your user mailbox password.

6. Click on Retrieve Info to check whether the password is correct and whether the login data
can be used for connection to the server.
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Manual configuration

Settings for a new profile can be configured in the Start — Settings — Control Panel — Mail
menu:

1. In the Email Settings dialog, select the Show Profiles button.
2. Click on the Add button to create a new profile and enter its name. Any name can be used.

3. This opens the email account wizard, where a new account can be created. In the dialog,
simply enable the Manually configure server settings or additional server types option.

4. 1In the Choose e-mail service dialog, select the Other option and enable Kerio MailServer
(KOC Offline Edition) (see figure 5.1). Click on Next.

n!',- Add New E-mail Account

Choose E-mail Service

" Internet E-mail

Connect to your POP, IMAP, or HTTF server to send and receive e-mail messages.
" Microsoft Exchange

Connect to Microsoft Exchange for access to your e-mail, calendar, contacts, faxes and voice mail.
{* Other

Connect to a server type shown below,

Fax Mail Transport
Hkeria Mailserver (KOC Offine Edition)
Cutlook Mobile Service (Text Messaging)

< Back I Mext = I Cancel

Figure 5.1 New account settings — e-mail service selection

5. On the Accounts tab set basic parameters for connection to the mailserver (see figure 5.2):

Server Name
DNS name or IP address of the mailserver (for help, contact your network adminis-
trator).

Secure Password Authentication
The option enables use of SPA authentication (based on NTLM authentication). When
checked, users are not required to set usernames and passwords — authentication
against domain will be used instead.
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Kerio Outlook Connector - Configuration |

Account |Ser'u'er Details I Other Mailboxes I

SErver name: I mail.company.com

— Authentication
™ Secure Password Authentication

¥ Manual Authentication

Account name: I jsmith

Password: I Iy

—User Information

|ser name; IJ:::hn Smith

E-mail address: I jsmith @company . com

Retrieve Info |

QK I Zancel |

Figure 5.2 New account settings

To make the SPA authentication work, both the computer as well as the user account
have to be parts of the domain used for authentication.

Username
Username used for logging to the MailServer. If the user does not belong to the pri-
mary domain, a full user name including domain is required (jwayne@company . com).

Password
Enter your username.

Save password
This option saves the password. It is therefore not necessary to authenticate with
login information upon each startup of MS Outlook.

Press the Retrieve Info button to test if correct user data has been specified and if the
connection to Kerio MailServer works properly. If the test is finished successfully, a corre-
sponding User Name and Email Address are automatically filled in.

6. By default, any traffic between Kerio MailServer and MS Outlook is secured by SSL. If
there are no problems encountered regarding encrypted traffic, it is recommended to keep
settings unchanged.
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—— Warning
SSLsecured traffic requires installation of an SSL certificate issued by a trustworthy certi-
fication authority.

5.1.3 Automatic updates

Updates of Kerio Outlook Connector are performed automatically. In addition to this, update
check for new versions of Kerio MailServer and Kerio Outlook Connector is performed upon
each startup of MS Outlook. If a new version is available or the versions are different on the
server and the client, a recommendation for update of Kerio Outlook Connector appears. Once
this dialog is confirmed, update is performed, followed by an automatic restart of MS Outlook.
The whole update including restart should take up to two minutes, depending on connection
data-flow speed.

5.2 The Online/Offline mode

Kerio Outlook Connector (Offline Edition) supports both modes, online and offline. Online
mode is the standard MS Outlookmode which requires connection to the Internet. Offline
mode allows running of MS Outlook and working there without connection to the Internet.
This requires all email, events, tasks, etc. being stored in the local message store on the
client station. Upon connection to the Internet, it is possible to synchronized changes with the
corresponding account in Kerio MailServer.

The offline mode is helpful especially for users with notebooks who make frequent business
trips and need their email accounts even when they are not currently connected to the Internet.
Upon switching to online mode, all new messages, events and tasks are synchronized with the
server’s store automatically.

Kerio Outlook Connector (Offline Edition) informs of switching between online and offline
modes and about current synchronization progress and status by a special icon in the systray’s
notification area (see figure 5.3). The icon informs about the following situations:

Kerio Outlook Connector

[« o~ @ K& &y 11:32

Figure 5.3 Synchronization status

e Synchronization in progress — arrows are displayed at the icon.
e MS Outlook is running in the offline mode — grey down-arrow is displayed at the icon.
e MS Outlook lost connection to the server — red cross is displayed over the icon.

If the synchronization is not running and MS Outlook is running in the online mode, the icon
is hidden.
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5.2.1 Offline mode settings

By default, the online mode is set in MS Outlook. To switch to the offline mode, click on Work
offline in the File menu available on the main toolbar.

If you closeMS Outlook in the offline mode, it will be opened in offline mode next time it is
started. If you want to change this, disable the offline mode manually in the File menu.

5.2.2 Synchronization
Upon startup of MS Outlook, the currently opened folder is primarily synchronized.
Any folder saved in Kerio MailServer can be synchronized in any of these two modes:

o Full synchronization of the folder.

e Synchronization of header and message body in plain text — this option concerns
synchronization of smaller data volume. However, it is necessary to decide whether
you will not miss possible attachments in your email. When connected online again,
the attachments are included in corresponding messages anyway.

In default mode, synchronization of Kerio MailServer and the Kerio Outlook Connector works
as follows:

e Inbox — whole messages are synchronized.

e Other email folders — only message headers and body in plain text are synchronized.
e Events — whole events are synchronized.

e (Contacts — whole contacts are synchronized.

e Tasks — whole tasks are synchronized.

e Notes — whole notes are synchronized.

Default synchronization mode can be changed (adjusted) in properties of individual folders:
1. Right-click the selected folder and choose Properties from the pop-up menu.

2. In the Properties window switch to the Folder Synchronization tab (see figure 5.4).

inbocProperies QK|

General I Home Page | Autoarchive I
Folder Sharing Folder Synchronization

Choose synchronization type for this folder.,

¥ Enable synchronization of the folder
™ synchronize headers only

¥ synchronize whole messages

¥ Apply these settings to all subfolders now

Figure 5.4 Folder synchronization settings
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—— Warning
If you do not wish to synchronize the folder, disable the Enable synchronization of the folder
option. However, any items already included in the folder will be kept synchronized.

Conflicts

Conlflicts are situations where a message, event or another item is changed separately both on
the server and in Kerio Outlook Connector in the interval between synchronizations (synchro-
nization is started in defined periods). In such cases, the server is not capable of recognizing
which change is the wanted (later) one.

If a conflict occurs during the synchronization, the item saved on the server beats the other
one. The winning item is saved in the corresponding folder. The beaten item is saved in
a special folder called Conflicts. This folder is available only in MS Outlook. This implies that
it is not available in Kerio WebMail or another email client.

Both items can be easily compared to select the correct one. If the server have primarily
selected the wrong version (the older one), it is possible to move it from the Conflicts folder to
the correct directory manually and simply remove the other version.

Each conflict is announced by a special message sent to MS QOutlook. Its subject is Message in
conflict!. Conflict information includes name of the message, event, contact or another item in
conflict and its location in mailbox (folder). Local version of the item is moved to the Conflicts
folder. If this version is up-to-date, exchange it with the version in the particular folder.

5.3 Contacts

This section provides information on which actions besides creating, editing and removing of
contacts ara available with Kerio Outlook Connector.

5.3.1 Searching in address books via the MAPI interface

MS Outlook extended by the Kerio Outlook Connector enables searching through the MS Outlook
Address Book via the MAPI interface.

Outlook Address Book is a special directory allowing search email addresses where addresses
are filled in automatically. Addresses are filled in automatically for example when an address
is being specified during a new mail composition. Simply enter initial characters of the first
or second name string to the To:, Cc: or Bcc: entries to make the client search for matching
items and fill the address in automatically. If multiple email addresses matching the string are
found, a menu is opened where you can select from the options.

To avoid misunderstandings, the following terms must be explained:

e QOutlook Address Book — a special folder where MS Outlook looks up email addresses
(e.g. when addresses are filled in automatically or where email addresses are searched
by first or second names).
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Unlike a contact folder, the address book does not include additional information
to first and second names and the corresponding email address. Address books are
simple lists of possible recipients of email, meetings and delegated tasks.

e Contacts — the folder including user contacts. These folders can be private, public
or it is possible to subscribe a shared folder. Each contact item includes first name,
second name and additional info such as address, phone numbers, email addresses,
dates of birth, etc. Address books do not include this information.

In MS Outlook, any contact folder can be added as a directory to Outlook Address Books. All
contact items included in the subscribed contact folders will then be searched through when
the function of automatic completion of email addresses is applied.

Once a contact folder is added, full names and an email addresses of all contacts included
in the particular folder are added to the address book. Other information associated with
contacts are not transferred to address books. It is not possible to search in contacts (address
book) for example by date of birth or department.

—— Warning
The search criteria is first and second names in contacts (the Full name item). It is not possible
to search by usernames or email addresses.

Connection of a folder as a directory does not influence the contact folder. The data is not
changed or moved. Each contact folder can be used as before — it is possible to add, remove
and contacts, etc. The only effect is that whenever a new contact is added, its first name and
surname and email address will be added also to the address book.

By default, searches are performed in the Outlook Address Book directory. Administration
of Outlook Address Book is available through the Address Books tab under Tools — Account
Settings (see figure 5.5).

It is possible to add to the MS Outlook Address Book any folders with contacts where lookup
should be performed.

The following settings must be done for addition of a contact folder as a directory:
1. Right-click on the contact folder.
2. In the context menu, select Properties...

3. This opens a dialog where the contact folder properties can be edited. Open the Outlook
Address Book tab (see figure 5.6).
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Account Settings E |

Directories and Address Books
You can choose a directory or address book below to chanage or remove it,

E-mail I Data Files I RS5 Feeds I SharePaint Lists I Internet Calendars I Published Calendars Address Books |

[CEH Mew... % Change...

' Remove

Mame

Outlook Address Book

To designate a Contacts folder as an Qutlook Address Book,
go to the Properties dialog box for the Contacts folder. On
the Outlook Address Book tab, select the "Show this folder
as an e-mail Address Book™ check box,

Cutlook Address Books:

Microsoft Office Outlook Address Book | x| I:

fContacts: Mailbox of John Smith

Contacts: Public Folders

Femove Address Book |

—Show names by
% First Last (John Smith) ™ File As (Smith, John)

Close |

Figure 5.5 Address Book

Contacts Properties ﬂ E |

Activities I Folder Sharing I Folder Synchronization
General I Home Page Outlook Address Book

&E_:J Contacts

¥ Show this folder as an e-mail Address Book
Mame of the address boak:

IF‘uI:uIiu: contacts

Figure 5.6 Show this folder as an e-mail Address Book

5.3.2 Searching contacts via the LDAP directory service
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4. Enable the Show this folder as an e-mail Address Book option and click OK to save settings.

MS Outlook allows searching in contacts via the LDAP service. The LDAP directory service
allows searching of user information (email addresses, above all), as well as automatic filling
of addresses in email headers.
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Kerio MailServer includes a proprietary built-in LDAP database which can also be used for this
purpose. It is also possible to use any other LDAP database on other servers if available.

It is necessary to set properly the address book where contacts will be searched to allow
MS Outlook use the LDAP service to access contacts stored in Kerio MailServer.

Creating an LDAP directory

LDAP directories can be added in the Tools — Account Settings menu:

1. In the Account Settings window, go to the Address Books tab and click on New (see fig-

ure 5.7).
Account Settings | x| |
Directories and Address Books

You can choose a directory or address book below to change or remove it.

E-mail I Data Files I RS5 Feeds I SharePoint Lists I Internet Calendars | Published Calendars  Address Books |

[CEY New..._ |5 Change... 3 Remove

W

Mame I Type |
Outlook Address Boaok MAPT

Close |

Figure 5.7 Address Books

2. This opens a wizard which provides two directory types. Select the Internet Directory
Service (LDAP) option and click on Next.

3. The next dialog allows specification of basic data which can be used for connection to
a corresponding LDAP database (see figure 5.8):

Server information
DNS name (e.g. mail.company.com) or IP address (e.g.192.168.1.10) of the host
that Kerio MailServer is running on.

Logon information
This data is used by users to log into the LDAP server (equal to the name and pass-
word for user login to mailboxes). The LDAP server in Kerio MailServer does not
support anonymous logins — the user login is always required.
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Add New E-mail Account | x| |

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service,

server Information

Type the name of the directory server your Internet service provider or system administrator
has given you.

server Name: mail. company. com

Logon Information

[¥ This server requires me to log on

User Mame: Ijsmiﬂ‘l

Password: |=======“ More Settings ... |

[~ Reguire Secure Password Authentication (SPA)

< Back I Mext = I Zancel

Figure 5.8 Address Book wizard — setting of directory service

4. Click on More Settings (see figure 5.8) to open more options for the directory service set-
tings. The dialog consists of two tabs:

Connection
The SSL encryption and port number for traffic can be set on the Connection tab.
Default values are predefined, so it is recommended not to edit this dialog unless
necessary.
If the LDAP service is running on a server’s non-standard port (network administra-
tors are aware of this information), it is necessary to change the port number.
Port number should be also changed where SSL. encryption is to be used. Port 636 is
used as default for the secured version of LDAP service (see figure 5.9).

Search for:
On the Search for tab, set Search base.
If you want to access all private and subscribed shared and public folders, leave the
entry blank or enter

fn=ContactRoot

Specify appropriate branch of the LDAP database in more details to limit access only
to certain folders. To better understand various alternatives, read the following ex-
amples:
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Microsoft LDAP Directory [ X] |

Connection | Search |

—Display Mame

The display name as it appears in the Address Book

Imail.u:u:umpany.u:u:um

—Connection Details

Port: IG 36

Ise Secure Sockets
W
Layer v

(] 4 I Zancel |

Apply

Figure 5.9 Microsoft LDAP Directory — Connection

Microsoft LDAP Directory | x|

Connection  Search |

~Server Settings
Search timeout in seconds;

Spedify the maximum number of entries you
want to return after a successful search:

o
[100

—Search Base

™ Use Default

' Custom: Ifn=pu|:u|it,fn=Cu:untau:tRu:u:ut

~ Browsing
[~ Enable Browsing {requires server support)

(] 4 I Zancel

Apply

Figure 5.10 Microsoft LDAP Directory — Search for

cn=wsmith@company.com, fn=ContactRoot

— it will be searched only through contact files of the user

john@company . com

fn=personal, fn=ContactRoot — it will be searched only through contact
files of users that are logged into the LDAP server. This option is identical
with the previous one, however, it is not necessary to specify username (or
email address) of the user. This feature can be used for example for configu-

ration of more clients, etc.
fn=pubTic, fn=ContactRoot
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it will be searched only through public contact files
e fn=Contacts, cn=wsmith@company.com,fn=ContactRoot
— it will be searched only through the Contacts folder of the user
e fn=PubTicContacts, fn=public,fn=ContactRoot
— it will be searched through the public PubTicContacts folder only
When all necessary settings are done, click on OK to save the parameters and then on
Next to open the final dialog of the wizard and use the Finish button to save settings.

5.3.3 Public contacts

In addition to contacts created by yourselves and stored in your personal folder, there is
also a contact list available in public folders. To read more about public folders, go to chap-
ter . Most of users can only read these folders, without permission to edit them or create
new ones. However, if you are a contact administrator, please pay attention to the information
provided below.

Methods of how contacts are kept on the server differ. Whereas folders with personal contacts
are not synchronized and users themselves are their administrators, the folder with public
contacts is synchronized with data from user accounts which have been created either on the
server or in a directory service. For that reason, it is not recommended to change full name,
email address of contacts and the Global Address List category in the public folder of the Kerio
WebMail interface. All these changes would be removed during next synchronization. If you
need to edit a contact, please contact your network administrator. It would have to be edited
in the user account (either in Kerio MailServer or in the particular directory service).

5.3.4 Contacts forwarding

For contact forwarding, it is recommended to use visit cards (Actions — Send as Business
Card). When a contact is opened in a client application that supports this vCard format (Kerio
WebMail, Mozilla Mail, MS Outlook, etc.), the received contact can be added to the contacts
folder.

And the other way round, If MS Outlook receives a message with a contact in visit card for-
mat (the extension of the attached file is .vcf), the recipient can simply click the link in the
message and the standard form for creating new messages is opened.
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[~ Contacts - Microsoft Cutlook

File Edit Miew Go Tools | Actions | Help
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UD Categorize 3

Figure 5.11 Forward as vCard

5.3.5 Distribution lists

Distribution lists are groups of email addresses used for sending of collective email. Simply
use a special dialog in MS Outlook to complete desired email addresses and save them under
a common name. Any time when sending an email message to such a group, simply enter the
name of the corresponding distribution list in the To entry instead of filling in all addresses
involved.

Distribution lists are helpful if email is often sent to a group of addressees. For example to
a group of friend with whom you meet for a sport or a group of your subordinates.

Kerio MailServer supports storage of distribution lists on the server. Thanks to this fact,
distribution lists created in MS Outlook can be available also in Kerio WebMail, and vice versa.

Distribution lists can be created in contact folders. For details on distribution lists and their
management, refer to any MS Outlook user guide.

5.4 Calendars

This section describes which actions, besides creating, changing and removing of events, allow
connection between MS Outlook and Kerio Outlook Connector (Offline Edition). There is no
doubt that the main advantage is the option of meeting scheduling and management of web
calendars (only in Outlook 2007).

5.4.1 Appointments

Meeting is a special type of calendar event allowing adding and management of other attendees
(for details, refer to chapter 1.8.6).

1. Open anew event dialog to enter subject and site where the event (meeting) will take place.
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For successful authentication to Free/Busy, specify the Subject item in the Appointment
tab.

2. Click on Scheduling.

3. and enter individual participants of the meeting (see figure 5.12). When attendees are
added, free time of individual attendees is displayed in contrast with level of their busy-
ness shown by blue color (MS Outlook does not support viewing of user busyness level).
The users with no data on the free/busy server (users with no account, users that do not
use the calendar) are marked with grey. Colors are explained in the key at the bottom of
the window.

—— Warning
It is necessary to specify each user by their usernames and domains (username@domain).
Aliases cannot be used to display Free/Busy information.

g

B f ; 5 deeti ith M ins - Meeti -
I._m% H D A F Meeting with Mr, Hopkins - Meeting

Meeting Insert Format Text @)

o

= EScheduling Q Time Zones ¥ 4

|| Appointment @ & m sy _|*¥Recurrence (5 ABC E’E#

Cancel Attendees| % 15 minutes - |m i 5pelling | Meeting
Invitation I‘—'-l:\b - - om Categorize = ) - Motes
Actions Show Options 5 || Proofing || OneMote
=1 Send | Q |r00% =] Wednesday, April 22, 2009
16:00 5:00 2:00 10:00 11:00 12:00 13:00 14:
B ANl Attendees |
£ John Smith_<jsmith@compan:
& jwayne @company.com B
& dpeterson@company. com [ [
4 m 3
Add Others 'l Ouptions 'l Start time: | Wed 4/22/2009 =| [a30 |
<< | autoricknets> | gngtime: | Wed 4/22/2009 7| [e:00 il

| Busy [ Tentative W Outof Office [~ Mo Information [ outside of working hours

Figure 5.12 Usage of the Free/Busy calendar

4. The slide window in the schedule shows the time of the suggested meeting marked by
a blue and a red vertical lines where the time range should start and end.
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New appointment

Meetings are created in a similar way as events.

Free/Busy server’s security

Traffic between the Free/Busy server and MS Outlook can be secured by encryption. This
requires encryption to be enabled in the account settings and the Kerio MailServer’s SSL
certificate to be installed. For this purpose, you can use either a certificate issued by a trust-
worthy certification authority or a so-called self-signed certificate which can be generated in
Kerio MailServer (for details on certificates as well as their creation and authorization, refer to

).

Enabling SSL traffic in account settings
In account settings (under Tools — Account Settings) on the E-mail tab, click on the Kerio
MailServer (KOC Offline Edition) account and in the account settings on the Server Details
enable Use secured connection (SSL).

Installation of the certificate in Internet Explorer

1. Run Internet Explorer and specify the corresponding to login to the Kerio
WebMail interface. -secured protocol must be used for the connection to
the server. This implies that the URL should start with https:// (example:
https://mail.company.com/).

2. The Security Alert dialog will be opened (see figure ). In this dialog, click on View
certificate.

Security Alert | x| |

0 Information you exchange with this site cannat be viewed ar
? changed by others. Howewver, there iz a problem with the zite'z
5 zecunty certificate.

& The zecurity certificate wagz izzued by a company pou have
not chogen to trust. View the certificate to determineg whether
you want bo bzt the certifying authority.

o The zecurity certificate date iz valid.

The name on the secunity certificate i invalid or does not
match the name of the site

Do wou want to proceed?

ez | Mo I Yiew Certificate

Figure 5.13 Security Alert
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3. In the dialog with certificate details displayed, click on the Install certificate button.
4. A certificate installation wizard is opened. There is nothing to be set in the wizard.
Simply confirm all settings and close the wizard to install the certificate.

5.4.2 Resources

Kerio MailServer now provides an electronic management of resources shared by employees
of your company. Resources are rooms and devices available in the company, such as OHPs,
whiteboards, cars, etc. Resource management allows to:

e book aresource for a particular time,

e view current resources and their reservations in the Free/Busy calendar (for details on
Free/Busy calendars and information on appointments, see section 6.9) when planning
reservations,

¢ subscribe resource calendars by using standard sharing/delegation,

e set the resource manager who can decide on priorities in case of any collisions in
reservations.

Resources can be booked by using the existing calendar system. Resource reservation is based
on creating of en event. The feature works similarly as appointment scheduling. The main
difference is that the Attendees tab must include the resource selected from the contact list
(it can naturally also include contacts of attendees). In the Free/Busy calendar you can see
whether the resource is available for the scheduled time or not.

Note: To make a resource available for booking, it is necessary to create it in Kerio MailServer
first. If you need to create a new resource, contact your network administrator.

Resource scheduling

Note: The settings described are provided for MS Outlook 2007. If you use another version,
settings may differ slightly.

To book a resource, follow these instructions:
1. Open a new event and specify its subject.
2. Click on the Scheduling button in the new event’s toolbar (see figure ).

3. Add the resources email address to the list of attendees (e.g. carl@company.com). If
you do not know the address of the resource, you can find it in the public contact folder
called Resources (click on Add Others — Add from Address Book under Resources — Public
Folders).

4. 1If the Free/Busy calendar is working, information about the source is shown in the right
section of the dialog. It is therefore easy to check right away, whether the source is free
or already booked by another user for the suggested time (see figure ).
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Figure 5.14 Resource reservation

You may have noticed that there are also other attendees in the list shown in figure 5.14.
Resources can be reserved either for usual appointment or for meetings (see section 1.8.6).

Resource calendar

Each resource created in the system has its own calendar where all reservations are displayed.

Calendars of individual resources can be subscribed through the standard sharing process
(subscription of shared folders is focused in chapter 5.10.1).

Most user can access resource calendars in the read-only mode. Resource calendars can be

edited only by the resource manager. The role of resource managers and their rights are
addressed in the following section.

Reservation management

In certain situations, it is necessary that a resource is booked even if it has already been
reserved or that there is no other way than to make the reservation by a phone call. For such
purposes, there exists a user with special rights who is a manager of the company resources.
Resource managers can access resource calendars with administration rights. This implies

that they can edit, remove or move reservations in the particular resource calendar. They can
also create new reservations.
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If you are a resource manager, first it is necessary to subscribe calendars of all resources that
you would manage:

1. Go to Tools — Account Settings.
2. Click on the Kerio account and press Change.
3. Go to the Other Mailboxes tab and click on Add.

4. 1In the Attach Mailbox dialog, enter source name including the domain (see figure 5.15).

Kerio Outlook Connector - Configuration | x| |

Account | Server Detais  Other Maiboxes | Repair |

To view folders shared to you by other users, attach their
mailboxes by adding the usernames to the list,

Attached mailboxes:

<projector @company . com =

Attach Mailbox | x| |

E-mail address or user name:

I boardroom @company . com

QK I Cancel

Add... Remove |

0K Storno

Figure 5.15 Configuration dialog of the Kerio account — Other Mailboxes

5. If you are a manager of multiple resources, subscribe all calendars as described in steps 1
to 4.

Once subscribed, calendars of individual resources are shown in the folder tree. Each resource
calendar now shows all reservations of the particular item done by any users. The resource
manager can edit reservation time, add new reservations or remove them if demanded.

5.4.3 Web Calendars
Web calendars of MS Outlook 2007 are focused in chapter 7.

223



Chapter 5 Kerio Outlook Connector (Offline Edition)

5.5 Tasks

Kerio Outlook Connector (Offline Edition) supports storing of task folders in the Kerio
MailServer’s store. This means that tasks can be accessed also via Kerio WebMail or another
client application supporting task management over the Internet.

5.5.1 How to create tasks

Kerio Outlook Connector (Offline Edition) allows assigning of tasks to other persons. This
tool is helpful for example to team leaders and managers who can delegate tasks to their
subordinates who can later redelegate parts of the task to other persons.

One of the advantages of delegating of tasks to other persons is that the person who assigns
the task is informed about the task’s progress. Once the person to whom the task was as-
signed accepts the task, we keep being informed on the task’s progress as well as of the task’s
completion at the end of the process. One task can be always assigned to one person only.

To assign a task, follow these instructions:
1. Create a new task.

2. On the Task tab in the toolbar, click on Assign Task (see figure 5.16).

D"ﬂ L‘E“ = Meeting - Task
— Task Insert Format Text

@ A e O 2 BYa v
Sa\re& Delete Task |Details replyta

Asslgn Send Status  Mark :‘ Recurrence Skip Categorize Follow Private | Spelling
Close Task% Report Complete | bop Forward Occurrence - Up ~ -

Actions Show Manage Task COptions Proofing

Figure 5.16 Assigning of a task

3. This opens the To entry. Enter the email address of the person to whom you want to
assign the task.

4. Click on Send to assign the task.

The task is now sent to the addressee’s mailbox where it can be either accepted or refused by
the mailbox user. If the task is accepted. it is moved to the Tasks folder automatically. Upon
each update of the task’s status, an email message with information on changes is sent to the
person who created the task.

5.6 Notes

Kerio MailServer supports note folders. This implies that note folders are stores on the server
and you can access them also via Kerio WebMail.

These folders work the same as the other supported folder types:
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¢ note folders are stored on the server in the folder tree,

e public note folders can be created,

¢ note folders can be shared with other users and it is also possible to set access rights
for other users.

To learn what note folders are used for as well as how to handle them, refer to MS Outlook
user guides.

5.7 Rules for incoming messages

Kerio Outlook Connector (Offline edition) allows setting of rules for incoming email. These
rules sort new email automatically in accordance with our criteria (settings). How does it
work? If rules for incoming mail are not defined, all new email is delivered to the Inbox
folder where we can read it and sort items to folders manually. Rules for incoming email
simplify this complicated procedure. The rules defined for incoming email sort incoming
items automatically by using set criteria. Automatic sorting saves our energy and time. If you
are too busy, you can simply read only the high-priority items, while leaving other email (e.g.
mailing list responses) for later.

Rules for incoming email can be set under Tools — Options, on the Kerio MailServer tab (see
figure 5.17). On this tab, click on Filtering Rules. This opens the Filtering Rules dialog where
new rules can be created or existing ones can be changed (for details, refer to section 5.7.1).

oprons g |

Preferences I Mail Setup I Mail Fnrmatl Spelling I Other  Kerio MailServer |

Cut of Office
E‘l [™ Send automated reply that I'm out of office
i

Customize Reply... |

Junk E-mail (Spam)

A ¥ Confirm marking of an e-mail as junk e-mail

¥ Move suspected junk e-mail to the Junk E-mail folder

Trusted Senders... |

Filtering Rules
\wh The rules will be applied to all messages delivered to the server,
=

Filtering Rules. .. |

Other Preferences
--% ¥ Show warning if the Kerio Outlook Connector is not set as the default

store

Customize Sender... |

(] 4 I Zancel apply |

Figure 5.17 Options — Kerio MailServer
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—— Warning
After installation of the Kerio Outlook Connector, it will not be possible to use the standard
MS Outlook’s dialog for administration of rules for incoming mail and alerts Rules and alerts
(under Tools — Rules and alerts).

5.7.1 Creating or changing a rule

New rules can be created under Tools — Options, on the Kerio MailServer tab (see figure 5.17).
Click on Filtering Rules. This opens the dialog where rules can be managed (see figure 5.18).

Filtering Rules | x|

4+, The rules wil be applied to all messages delivered to the server
\@ﬁ in the order in which the rules are shown,

O out Of Office

[adif,
Copy

Eemove

1

Edit Script. ..

[Mave U [ave Lo

Rule description {dick on an underlined value to edit it):

Apply this rule when the message arrives.
Where message has been marked as junk e-mail.
[Move it to Junk E-mail.

and Stop processing more rules.

QK I Cancel

Figure 5.18 The Filtering Rules dialog

The following buttons and functions are available:

e New — creates a new rule (see below).

o Modify — edits selected rule (see below).

e (Copy — copies an existing rule. This rule must be renamed. This function can be
useful when you intend to create a new rule that differs from the existing rule only in
details.

e Remove — removes the selected rule.

e Edit Script — edits the rule source using the Sieve code (encoding used for sorting rules
descriptions). We recommend you not to use this function unless you are experienced
in the Sieve code.
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In the dialog, rules are tested from the top downwards. That means that it is necessary to be
careful where the rule is placed to avoid the situation where one message would be copied to
multiple folders. You can use the Up and Down buttons to move rules within the list.

The Rules tab may include two predefined rules which cannot be edited as described below.
These rules are the Spam and Out of office rules.

The Spam rule moves any messages recognized by the server as spam to the Spam folder. If
this rule is existing, it was created by the Kerio MailServer administrator while creating the
user account. To set this rule, go to the Tools — Options menu on the Kerio MailServer tab. To
learn more on this rule and related spam topics, refer to chapter 5.7.3.

The Out of office rule provides automatic answers to email messages where the recipients are
absent to do it by themselves. To set this rule manually, go to the Tools — Options menu on
the Kerio MailServer tab. The rule is focused in section 5.7.2.

Use the New button to open the Rule Editor dialog which includes the following sections:

Rule Editor 7 x| |

Select your Conditions and Actions first, then zpecify the values in the Dezcription,

1. Select the Conditions for your rule:;

[ where the recipient [To or Ce] line contains address
YWwhere the From line containg address
[ where the Ta line contains address

LI |

[ where the Cc line contains address ;I
2. Select the Actions for your ule;

[ Reject message [return to sender)] ;I

[ Keep in INBO _

Dizcard the meszage

[ Send notification ;I

3. Rule Deszcription [click on an underlined value to edit it);

Apply thiz rule after the meszage arives.
where the From line containg 'span.cz’
Digcard the meszsage

4. Mame of the ule:

Digcard the meszage from server spam.cz

(] I Cancel

Figure 5.19 Rule Editor

1. Select the conditions for your rule — conditions that must be kept so as the email admin-
istration meets this rule. One or more conditions from this list can be selected:

Where the recipient (To or Cc) line contains address
The To or the Cc (Copy To) entry includes defined string (email address). This means
that the address will be sorted by recipient’s address.
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Usage example: This is helpful when aliases are used to forward email to your ad-
dress. For example, orders are sent in this way to sales@company.com. All messages
with this address can be delivered for example to a folder labeled as Orders.

Where the From line contains address
The From entry includes defined string (email address).
Usage example: This option is useful if you want to save or forward messages from
a particular sender (or more senders) to a single location.

Where the To line contains address
The To entry includes defined string (email address).
Usage example: See Where the recipient (To or Cc) line contains address.

Where the Cc line contains address
The Cc (Copy To) entry includes defined string (email address).
Usage example: See Where the recipient (To or Cc) line contains address.

Where the Sender line contains address
The Sender entry includes the string. This entry is often contained in messages sent
automatically (mailing lists, etc.) where it stands for the From entry.

Where the Subject contains specific words
The Subject entry contains defined string(s).
Usage example: This option is useful for example for mailing list email where mes-
sages contain the mailing list’s name.
Note: Kerio MailServer’s spam filter can be set so that the Subject entry will include
results of antispam tests (the value is represented by asterisks). Using this feature
spam may be filtered easily. Simply insert the number of asterisks that will specify
the rule. Messages that match this rule will accept this specification.

Where the message has an attachment
At least one attachment must be appended to the message.
Usage example: It is useful when combined with the Where the message size is
more/less than size rule if a quota is applied to the mailbox and all messages larger
than the set limit should be sent to another mailbox where you have enough space.

Where the message size is more/less than size
The message size exceeds the specified value. To specify the size you can select from
the following units: bytes (B), kilobytes (KB) and megabytes (MB).
Usage example: It is useful if a quota is applied to the mailbox and larger messages
should be sent to another mailbox where you have enough space.

Where the message was detected as a spam
Spam are undesirable messages sent to users. You can use the Kerio MailServer anti-
spam filter to protect your users from such messages. This filter uses special header
items which include message evaluation and information about applied antispam
testing.

228



5.7 Rules for incoming messages

For all messages
This rule is valid for all incoming messages.

Select the Actions for your rule — select an action that will be taken for messages matching
with condition in section 1

Move the message to a specified folder
Move the message to the selected folder (you can choose a folder from a list).

Forward the message to an address
Forward to a specified address. In this case no other actions are performed.

Reject message (return to sender)
The message will not be stored in a local mailbox and the user will never be informed
about it.

Keep in Inbox
This action must be combined with another (i.e. with Move, Forward, Reject, etc.). It
cannot be combined with the Discard the message action.

Discard the message
The message will not be stored in any local folder. This action cannot be combined
with the Keep in INBOX action.

Send notification
Sends (i.e. a short text message) to a specified address, typically to a cel-
lular phone. It is necessary to define even cellular phones by email addresses, for
example john.bluemonday@t-mobile.com.
The following macros can be used in the message text:

e $from$ — the notification will show the message sender or the address con-
tained in the From field.

e $from-name$ — the notification will show the name of the message sender.

e $subject$ — the notification will show the message subject.

e $text$ — the notification will show the message text. Only the first 128
characters will be displayed. To reduce the number of displayed characters,
edit the macro as follows: $text[50]$ (the number in brackets represents
the maximum number of characters displayed in the notification).

Send autoreply
The automatic reply with a specified text. The automatic reply will be sent to each
sender’s address only once a week (so that the automatic reply does not create a loop
in case there is an automatic reply set at the other end).

Stop processing more rules
If the message complies with this rule, no more rules will be processed. Using this
function a user can create more complex rule systems for individual condition types.
Rules are tested rule by rule from the top downwards.
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Note: Notifications and autoreplies are protected against looping. This means that the
system does not send a notification in reply to received notification or automatic replies.
The detection of notification or automatic replies is performed using special items in the
message header. Only notifications and automatic replies generated by Kerio MailServer
are detected.

3. Rule description — description of the rule function (it is generated automatically accord-
ing to the rule definition). Highlighted entries are interactive — click them to set other
parameters.

i 5elect People | x|

Type one name at a time and click Add, or zelect people from the

Addrezz Book.

ZPaM.C2 Add
Feople:

YWwhere the From line containg Addrezz Book, .

Femove

il

Optiohz...

[ | Cancel

—

Figure 5.20 Select People

Click on the Options button to open the Rule Condition Options dialog — see above.
is
The entry must exactly match with the specification.

is not
The entry must not match with the specification.

contains
The entry must contain the (sub)string.

does not contain
The entry must not contain the specified (sub)string.

matches
The entry must match the expression (the expression can contain the ? and * wild-
cards that can represent one or more characters).

does not match
The entry must not match the expression.
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Rule Condition Options | x| |

Y'ou can further customize thiz condition by zetting the options below.

b atch twpe: | containg j

1=

iz hiok

containg

does not contain

The 'zontaing’ match g

matches
doeg not match

Cancel

Figure 5.21 Rule Condition Options

Note: If more than one condition is defined, an appropriate logical operator must be used
(and — both conditions must be met, or — at least one of the conditions must be met).

Example: You intend to create a rule that would drop all messages incoming from the
spam.com domain which often sends undesirable messages (spam).

1. Select the Where the line From contains condition in the first dialog section.
2. Select the Discard the message option in the second section.
3. Select the contains option in the third section and specify the domain name (spam. com).

4. Enter a name for the rule (i.e. Drop all messages from the spam.com domain).

5.7.2 The Out Of Office rule

The Out of office rule allows sending of automated responses to all incoming messages. This
rule is helpful when you go out of office for longer time (illness or vacations). This rule helps
inform business partners and colleagues that their requests will be solved later, after you
return to your office.

A special rule for automatic replies can be set on the Kerio MailServer tab in Tools — Options.
This rule can be used when a user is not available in the office for a certain time. Simply enable
the Send automated reply that I'm out of office option and add a comment that will be sent in
the reply to delivered email.

—— Warning
Before enabling the Out of office rule, it is recommended to enable also the Spam rule to
make sure that automatic replies are not sent to spammers. If the Spam rule is not enabled,
your address will be exposed to spammers who try to send their spam messages to randomly
generated addresses and later use those addresses from which they get an answer (so that
they are sure the address exists and start to send even larger volumes of spam messages to
it).
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Note: The I'm out of office rule beats the rules for incoming messages. If the filter includes
a rule which sends automatic replies, the action set in this rule will not be taken.

The I'm out of office rule consists of the following items:

e (Condition: The rule will apply to all incoming messages except email sent from mailing
lists. The automatic answer is not sent where answering to another automatic email
(this should prevent users from email loops).

e Action: The text entered will be sent to each sender’s address included in an incoming
message once a seven days.

If the rule is enabled (i.e. the I'm out of office option is on), a question whether the automatic
replies would be on or off is issued (see figure ) upon each startup of MS Outlook. In this
case it is supposed that once you run MS Outlook, you are not out of office any more and you
are now able to reply to your email. This feature also ensures that you do not forget to turn
the rule off once returned to the office.

Kerio Outlook Connector E2

¥ | ©uk of office message is now enabled.
1 Would wou like to disable it?
Yes Mo |

Figure 5.22 Possible cancellation of the Out of office rule

5.7.3 The Spam rule

The Spam rule can be created either by the network administrator within network configura-
tion or you can do it by yourself. As suggested by its name, the rule helps identify spam and
moves recognized spam messages to the Spam folder automatically.

To configure the Spam rule, go to Tools — Options, tab Kerio MailServer. This tab includes the
Spam section where it is possible to enable the Spam rule and set other details concerning
spam (see figure ):

Confirm marking messages as spam
This option enables/disables alert window displayed upon clicking on the Spam button
which is available in the toolbar.

Move suspected junk e-mail to the Junk E-mail folder
If this option is enabled, all email considered as spam will be delivered to the junk E-mail
folder automatically.
Note: The Move spam to the Junk E-mail folder rule beats rules for incoming mail. If the
filter includes any rule which in any way handles messages marked as spam, the action
set in this rule is ignored.
This option also enables adding email addresses to the list of trustworthy users (see
below).
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oprons g |

Preferences I Mail Setup I Mail Fnrmatl Spelling I Other  Kerio MailServer |

Cut of Office
E‘l [™ Send automated reply that I'm out of office
i

Customize Reply... |

Junk E-mail (Spam)
A ¥ Confirm marking of an e-mail as junk e-mail

¥ Move suspected junk e-mail to the Junk E-mail folder

Trusted Senders... |

Filtering Rules
\wh The rules will be applied to all messages delivered to the server,
=

Filtering Rules. .. |

Other Preferences
--% ¥ Show warning if the Kerio Outlook Connector is not set as the default
= store

Customize Sender... |

(] 4 I Zancel apply |

Figure 5.23 The Junk E-mail tab

Trusted Senders

To avoid cases when email from our business partners and friends is marked as spam (by
automatic tests) and moved to the Junk E-mail folder, it is possible to add their addresses
to a special whitelist which will not be tested against spam (automatic tests are focused in
chapter 5.8).

Addresses can be added under Tools — Options, on the Kerio MailServer tab (see figure 5.23).
On this tab, click on Trusted Senders. This opens a dialog (see figure 5.24) where addresses
can be defined:

Add trusted E-mail address (name@domain)
This address must be specified in the username@domain format.

Trust senders included in the Contacts folder
This option allows that messages from users belonging to the default contact folder are
not tested against spam.
This option supposes that email addresses in one’s contact list are trustworthy. If this
option is enabled, it is not necessary to include addresses saved in the default Contact
folder in the whitelist.
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Trusted Senders | x|

;  Messages from the trusted senders will not be treated as junk
w e-mail.

¥ Trust senders induded in the Contacts folder

Add trusted E-mail address (name @domain):

I news@example.com Address Book...

hopkins @example. com

Jwayne@company . com

) Remowve
merrick@othercompany. com =

il

QK I Cancel

—

Figure 5.24 Trusted Senders

5.8 Spam filter

Kerio MailServer contains the SpamAssassin antispam filter. SpamAssassin is based on content
analysis (spam messages usually contain specific attributes that can be searched for and eval-
uated by the filter). Each message is assigned a numeric score; if this value exceeds the limit
set in Kerio MailServer, the message is marked as spam.

The spam filter may let some spam messages through from time to time by mistake (their
score is low) and mark some regular messages as spam (their score is too high). For the
reasons above, the antispam filter allows modification to the database used for recognition
of spam messages. This method, however, requires user input. Users have to reassign the
incorrectly evaluated messages to correct types (spam / non-spam) so that the filter learns to
recognize them in the future.

Kerio Outlook Connector uses the Spam and Not spam buttons located in the toolbar to mark
the messages correctly. Highlight the incorrectly marked message and click one of the buttons.
The filter receives information regarding update of the database. This decreases chance for
incorrect deliveries.

You can add the Spam and Not spam buttons to the toolbar in Tools — Customize menu or
remove them. The Toolbars tab includes the Kerio Outlook Connector option. Simply select or
unselect it by clicking to enable/disable the bar with the buttons.

The Spam button displays a warning message by default. To treat the message as spam and
discard it, a confirmation is required. To enable/disable warning alerts, go to the Tools —
Options menu on the Kerio MailServer tab.
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—— Warning
If the Spam/Not Spam buttons are not available after installation or startup of MS Outlook, it
is necessary to remove Kerio Outlook Connector from all forbidden items of MS Outlook (see
chapter 6.13.1).

5.9 Grouping and searching of messages

Kerio Outlook Connector (Offline Edition) supports grouping of messages by categories and
searching in message bodies.

5.9.1 Message grouping

Grouping of messages helps make work with email more transparent and comfortable as well
as search for one or multiple messages by defined criteria. Messages can be grouped by
columns (items) in message lists (From, Subject, Received, etc.).

Grouping by columns can be set as follows:

1. Right-click on the message list header and in the context opp-up menu select the Group
By This Field option (see figure 5.25).

I3 Inbox |S-‘:a|‘-:|'| Inbox 2 v| ¥
3 [ 8 From Cuhiact Daraivad Size | Categories L |

i JohnWayne Arrange By ¥ 171355 849B

[~  Diane Peterso ‘E.l, Sort Ascending 7 13:54 750 B

| DianePeterso £ | sort Descending I713:53  259B

b= John Wayne 7 13:51 259 B

= v = grnuﬁyThis Field

j Group By Box

Eemove This Column

Field Chooser

i

Best Fit

Format Columns...

Customize Current View...

Figure 5.25 Message grouping — settings

2. A new bar appears above the list’s header. Use the Drag & Drop method to drag any
column on it. The column disappears from the message list and messages are sorted by
it (see figure 5.26). If you need an advanced filter, simply add another column as search
criteria and add it to the first one. Columns will be ordered hierarchically.
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L3 Inbox | search Inbox Rar
FY
¢ % [ 8 subject Received Size Categories ¥ |

=] From: Diane Peterson (2 items)

i=3  Order Mon 4/20/2009 3:25 PM 259 B

= From: John Wayne (2 items)
=i Fwe Offer Wed 4/15/2009 3:35 PM 349 B
(= Vacation Wed 4,/15/2009 3:18 PM 259 B

Figure 5.26 Grouping by the From column

Grouping can be also removed. Right-click on the column by which the email was sorted (the
From column in this case) and select Don’t Group By This Field (see figure 5.27).

(3 Inbox |search Inbox P~|¥
From [
Arrange By 3
VR s 4] sort Ascending Size Categories L |
=l From: Dia il Sort Descending
i~ 5. Don't@roup By This Field [ 13:54 259 B
A = Gmup% Box (B T -1 S
=] From: JoH Remove This Column
= A ﬁ Field Chooser F13:55 549B
= Best it 713:51 259 B
Format Columns...
Customize Current View...

Figure 5.27 Grouping removal

5.9.2 Looking up messages

Messages can be searched by sender, subject or by a string included in message body. To
search for a particular message, enter a string (a word or a part of a word) to the Search at the
right-top corner of the message list window (see figure 5.28).
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L9 Inbox Offer FRAR

Drag a column header here to group by that column.

3% [0 subject Received Size | Categories From L |
—~]  Pwe Offer Mon 4/20/2009 3:25 PM 849 B John Wayne
—1  Crder Mon 4/20/2009 3:35 PM 259 B Diane Peterson
—]  Invoice Wed 4/15/2009 3:35 PM 259 B Diane Peterson
~]  Vacation Wed 4/15/2009 3:15 PM 259 B John Wayne

Figure 5.28 Looking up messages

5.10 Folder Administration

Folders in MS Outlook with Kerio Outlook Connector (Offline Edition) are sorted in standard
folder tree. This structure can include multiple roots (folders of the highest level). One root
includes all personal folders, another includes public folders (for details on public folders,
refer to section 5.10.2), other root folders can be added if any shared folders are subscribed.
Details on shared folders are focused in section 5.10.1.

5.10.1 Folder Sharing

Folder sharing allows to make a folder with its contents available to another user. The only
condition is that the user must have an account on the same mailserver. Any folder of the
email account can be shared. Folder type is not important. This implies that it is possible to
share email folders, calendars, task folders, notes, etc.

Folder sharing can be used for a wide range of purposes. Let us suggest a few examples. For
example, you have an email folder where email orders are saved. This folder can be shared
with your colleagues so that they can process the orders even when you are out of your office.
You can also share the folder with your boss to make them see the current status of the orders.
It is also possible to make a folder with jokes and share it with friends, etc.

Sharing settings

To share a folder, follow these instructions:

1. Right-click a folder and choose Properties from the pop-up menu.
2. In the properties dialog, select the Folder Sharing tab.

3. Click on Add.

4. This opens a menu where you can select with whom you will share the folder (see fig-
ure 5.29):
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orders properties " IEi|

General | Home Page I Autoarchive
Folder Sharing | Folder Synchronization

To share a folder, add at least one user or group to the list. If you
want the folder not to be shared, remove all users and groups.

|sers/Groups | Arccess |
jsmith@romnany. com Cwner

Folder Sharing - Add | x| |

Allow access to folder for:

ILIser j

Group
Authenticated user from domain
Authenticated user

Ewveryone

Add... Remoye | I j

(] 4 I Zancel | apply |

Figure 5.29 Folder Sharing

e User — a particular user. Enter username (in case that the user belongs to the same
domain as the sharer) or username with domain in the username@domain pattern
(e.g. jgraham@company . com) if the user does not belong to the same domain.

e Group — a particular group. Use the entry to specify name with the domain in-
cluded in format group@domain (e.g. sales@company.com).

o Authenticated user from domain — specify the Domain entry with the particular
domain name.

e Authenticated user — special type of access rights. The folder can be subscribed
by all users who have an account in Kerio MailServer.

e Everyone — special type of access rights, also known as anonymous access. The
folder can be subscribed by all users including those who have no account in
Kerio MailServer. This type of access rights is useful especially for publishing of
calendars in the iCalendar format.

Now it is necessary to set level for access rights. This can be done through the menu avail-
able at the right-bottom corner of the dialog. We can select from the following options:

o Administrator — user with these rights can add or remove items in the folder
and/or they can also remove the folder. They are also allowed to share the folder
with other users. User with admin rights is not allowed only to remove access
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rights for the user who created the group.
e Editor — the user can edit items in the folder (add and remove items, etc.).
e Reader — the user is allowed only to read the folder’s items. No editing is allowed.

The sharing can be also removed. To do this, simply check the corresponding line in the
list and click on Remove.

Login

Subscription of a folder adds the corresponding shared folder to the subscriber’s mailbox
(their folder tree). Subscription can be done as follows:

1. In MS Outlook, go to Tools — Account Settings.

2. Double-click on Kerio MailServer (KOC Offline Edition) and in the account settings, select
the Other tab.

Kerio Outlook Connector - Configuration | x| |

.A::countl Server Details  Other Mailboxes |

—Mailboxes

Connect to the following mailboxes:

John Wayne <jwayne@company.com = Add... | ‘
Attach Mailbox | x|

E-mail address or user name: I dpeterson@company.com

Figure 5.30 Other mailboxes

3. (lick on Add and in the Attach Mailbox dialog enter the user’s username with domain in
format user_name@domain (e.g. jwayne@company.com).

The subscribed folder is displayed in a separate root folder (the highest level folder). If you
add users of the same user, they are added as subfolders under this root. This implies that if
you subscribe folders of 5 different users, their folders will be saved in 5 different roots. Each
root is labeled with the name of the user who shared the folder(s) with us.

5.10.2 Public folders

Public folders are special type of folders which are shared for reading to all users of the
particular domain or of the particular mailserver (it depends on server settings). Public folders
help especially share information across the company. For example, company’s events are
set in the public calendar so that everybody can see when the events happen and view their
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details, while the person who is responsible for setting of such events can see who is available
for the corresponding event. Another advantage of this feature might be for example sharing
of public contacts across the company.

5.11 Sender details settings

In Kerio Outlook Connector configuration, it is possible to set sender’s parameters. This in-
cludes setting of display name, outgoing address and reply address. These settings can be
defined in Tools — Options on the Kerio MailServer tab, upon clicking on Customize sender.
This opens the dialog where the sender’s details can be set (see figure 5.31):

Customize Sender | x| |

—User Information

Mame: John Smith

E-mail address: jsmith@company. com

—Custom Settings

Mame: I Technical support
E-mail address: I techsupport@company. com
Reply-To address: I jsmith@company. com

QK I Cancel

Figure 5.31 Account settings — sender information settings

Name
The name that appears in sent email messages.

Email Address
The email address from which the messages are sent.

Address for replies
Address to which replies will be sent (the Reply-To: item). In the figure, the
jsmith@company.com reply address is used. This address will be inserted in the To
field as the reply address. Then, the reply will be sent to jsmith@company.com.
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Kerio Outlook Connector

Kerio Outlook Connector is an extension to MS Outlook. It allows scheduling and sharing
different types of data. Thanks to this module, MS Outlook is able to work with groupware data
(contacts, calendar, tasks, notices) stored in Kerio MailServer. The main benefit of the shared
data store is that the data is available via the Internet anywhere necessary. To access the data,
you’ll need just an Internet connection and a web browser (the Kerio WebMail interface) or
MS Outlook with Kerio Outlook Connector or MS Entourage.

Kerio Outlook Connector also includes Help which can be triggered from the MS Outlook’s
toolbar (Help — Kerio Outlook Connector Help).

TIPS:

e If you need to work with your email also in offline mode, it is recommended to use
Kerio Outlook Connector (Offline Edition), a special version of Kerio Outlook Connector
described thoroughly in chapter

e Kerio Outlook Connector provides support for digital signatures. The function and
settings for digital signatures are described in standard MS Outlook help.

Note: All settings relate to MS Windows XP and MS Outlook 2003. If you use a different version
of MS Outlook 2000 or MS Outlook 2007, the settings may differ (see chapter ).

6.1 Software requirements

Installation of the Kerio Outlook Connector can be run under Windows 2000 Professional (Ser-
vice Pack 4), XP (Service Pack 1 or Service Pack 2) and Windows Vista (Home, Business, Enter-
prise or Ultimate editions), MS Internet Explorer 6.0 and higher.

Kerio Outlook Connector supports the following email clients:

e MS Outlook 2000 + Service Pack 3 (if the service pack version is not installed, Kerio
Outlook Connector installation cannot be started)

e MS Outlook XP + Service Pack 3 (the version of MS Outlook XP must have this format:
10.0.6515.xyz)

e MS Outlook 2000 + Service Pack 3 (if the service pack is not installed, Kerio Outlook
Connector installation cannot be started)

e MS Outlook 2007 + Service Pack 1
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6.2 Installation

Installation of the Kerio Outlook Connector for Kerio MailServer is performed by the installa-
tion wizard. Once the Kerio Outlook Connector installation is completed, it is necessary to set
a profile and an email account manually.

—— Warning
1. MS Outlook must be installed on the computer prior to the Kerio Outlook Connector instal-

lation, otherwise the application will not function properly.

2. When the upgrade or downgrade of MS Outlook is performed, Kerio Outlook Connector
must be reinstalled manually.

6.2.1 Creating a new profile and Kerio account settings

The user profile is a file where personal information in MS Outlook is stored. Profiles are
applied especially under the following conditions. either the computer is accessed by multiple
users and each of them needs his/her own email address and personal settings or a user
can access multiple mailboxes and wants to use different personal settings for each of them.
Settings for a new profile can be configured in the Start — Settings — Control Panel — Mail
menu:

1. In the just opened Mail Setup — Outlook dialog, click on Show Profiles (see figure 6.1).

Mail Setup - Kerio | x| |

E-mail Accounts

@ Setup e-mail accounts and directaries,

Data Files
&% Zhange settings for the files Qutlook uses

| E-mail Accounts. .. I

to store e-mail messages and documents,
Data Files. .. |

Profiles

Setup multiple profiles of e-mail accounts
and data files, Typically, you only need
ane. Show Profiles. . |

Close |

Figure 6.1 Profile setup
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2. The Mail dialog is opened (see figure 6.2) where profiles and user accounts may be admin-
istered.

|

General |

@ The Following profiles are set up on this computer:

[~

add. .. Femove Properties | Copy... |

Wehen starking Microsoft Outlook, use this profile:
™ Prompt For a profile ta be used
¥ Always use this profile

IOutIu:u:uk j
(] I Cancel Apply | Help |

Figure 6.2 Creation of a profile

3. (lick on Add. A dialog box is opened with a blank entry for specification of the new
profile’s name. You can enter any profile name you wish. Then, confirm settings by
clicking on OK.

4. The new profile is empty (i.e. no email account is created in it). Therefore, the wizard
where a new account can be created is started automatically once a new profile is created.

Email accounts or an address book can be added or changed in the first dialog of the
wizard. Once you create an account, select — Add a new email account.

5. In dialog two, select the Additional server types option (see figure 6.3) and click on Next.
6. The next step allows selection of a server type. Select Kerio MailServer.

7. In the next step, a window with three tabs allowing configuration of the Kerio Outlook
Connector is opened (see figure 6.4):

243



Chapter 6 Kerio Outlook Connector

emalfcconis g |

Server Type
You can choose the type of server your new e-mail acount will work with, ;

" Microsoft Exchange Server
Connect ko an Exchange server to read e-mail, access public Folders, and
share documents,

 pop3
Connect ko 3 POP3 e-mail server ko download
wour e-mail.

 IMAP
Connect ko an IMAP e-mail server to download e-mail and synchronize
mailbox Folders.

" HTTP
Connect ko an HTTP e-mail server such as Hokmail bo download e-mail and
synchronize mailbox Folders,

i+ additional Server Types
Connect to another workgroup or 3rd-party mail server,

¢ Back I Meut » I Cancel

Figure 6.3 Account settings — server type selection

Kerio Outlook Connector E E |

Account | Advanced I Sender I

—Account [nfarmation

Server Mame:; Imail.u:u:umpan_l,l.cnm

[ Secure Password Authentication

Account Name: Iiwayne@cumpany.cnm

Ixxxxxxxxxxxxx

Fazzword:

Check Connection |

|Jzer Information

|Jzer Mame: IJ ohi W ayne

E-mail Address: Iiwayne@u:u:umpany.u:u:um

(] I Cancel Apply

Figure 6.4 Account settings — connection settings

Server Name
DNS name or [P address of the mailserver.
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Secure Password Authentication

This option allows using the NTLM authentication. When checked, users are not
required to set usernames and passwords — the authentication will be used instead.
In order for the NTLM authentication to be functional, both the computer as well as
the user account have to be parts of the domain used for authentication.

—— Warning
NTLM (SPA) can be used only if Kerio MailServer is installed on Windows operating
systems.

Username
Username used for logging to the MailServer. If the user does not belong to the
primary domain, a complete email address is required (jwayne@company . com).

Password
User password.

Press the Check connection button to test if correct user data has been specified and if
the connection to Kerio MailServer works properly. If the test is finished successfully,
a corresponding User Name and Email Address are automatically filled in.

Kerio Outlook Connector E E |

Account Advanced | Senderl

— Server [nformation

IM&P and SMTP | 993 | 25
HTTP part: I an
Timeout [z): 180

¥ Secured Connection [S5L]

Drefault Y alues |

— Connection Mame

Connection Marme: IEDmpan_l,l

(] I Cancel Apply

Figure 6.5 Account settings — ports

Use the Advanced Settings tab to change some of the communication settings.

IMAP and SMTP port
Ports used for communication with the server by IMAP and SMTP protocols. The port
numbers must be the same as the port numbers set in Kerio MailServer.
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HTTP port
The HTTP(S) protocol uses the Free/Busy calendar and applications for automatic
updates of Kerio Outlook Connector. Port number must be identical with the port
number for the HTTP(S) service used by Kerio MailServer.
If you want to use SSI-secured HTTP protocol, it is necessary to install a trustwor-
thy certificate on the client station (details on its installation are provided in chap-
ter 6.9.1).

Timeout
Time spent by the application waiting for a response from Kerio MailServer.

Secured Connection (SSL)
This option enables the SSL-encrypted communication using IMAP, SMTP and HTTP.
—— Warning
The settings of this option apply generally to all protocols. It is not possible to enable
encryption for separate ones.

The Default Values button changes all settings to their default values.

Connection name
Kerio Outlook Connector Store is used by default. This name can be changed.

Name and its visibility, email address and a Reply-To address can be set in the Name tab.

Kerio Outlook Connector E E |

.-i'-.cccuuntl ddvanced  Sender |

|Jzer Information

M armne: ISaIes

E-mail Address: Isales@cumpany.cum

Reply-To Address; Iiwayne@u:u:umpany. com

Figure 6.6 Account settings — sender information settings

Name
The name that appears in sent email messages.

Email Address
The email address from which the messages are sent.

Address for replies
Address to which replies will be sent (the Reply-To: item).
Note: If 2000 is used, changes performed on the Sender tab will take effect after
a restart of the application.
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8. Click OK to confirm and save the settings and to close the wizard. The profile created can
be found in the list provided on the Mail page. Now, two options of profile modes are
available (see figure 6.2):

o Always use this profile — this option sets the new profile as default. Then, the
profile including the new account is opened automatically upon each startup of
MS Outlook.

e Prompt for a profile to be used — if this option is used, a menu is opened providing
a list of all profiles (see figure 6.7). Upon each startup of MS Outlook, one of these
profiles can be selected.

Choose Profile | x| |

Profile Mame:

(] 4 I Zancel | Help | Dpkions :=-:=-|

Opkions
’7|_ Set as default profile

Figure 6.7 Choose Profile

—— Warning
Each MS Outlook profile may be used only by one account connected via Kerio
Outlook Connector. Functionality of POP3 and IMAP accounts located in the same
profile is not affected by the Kerio Outlook Connector Store.

Note: If you use MS Outlook 2000, make sure that you add Kerio MailServer
a Outlook Address Book items during configuration. In higher versions of MS
Outlook, Outlook Address Book is added automatically.

6.2.2 Data file settings

In order for Kerio Outlook Connector to work properly, it is necessary to set the Kerio file as
the default data file. If the file has not been selected automatically before, it can be specified
in theTools — Email Accounts— View or Change Existing Email Accounts menu. The Email
Accounts window contains the Deliver new email to the following location option, where Kerio
can be selected.

Kerio Outlook Connector can also check whether the Kerio is selected as a default message
store. By default, the check is enabled and if the Kerio is not selected as a default store when
MS Outlook is started, a warning is displayed.

This option can be enabled/disabled in the Tools — Options — Preferences menu (see fig-
ure 6.9).
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E-mail Accounts | x| |

E-mail Accounts
You can select an account and change its setkings or remove it.

Qutlook processes e-mail For these accounts in the Following order:

Deliver new e-mail to the Following location:

| Type | Change...
MAPT {Default)

Remove

it

Set as Default
[Mave U

[ave Lo

Kerio

j Mew Qutlook Data File, . |

]|

< Back Finish

Zancel

Figure 6.8 Data file settings

Preferences I Pail Setup I Pail Format I Spelling | Security I
Other I | spam I #| out of office #| Preferences

I Check if kKetio Sutlook Connector is a default message store

Figure 6.9 The store checking option

6.3 Upgrade of the Kerio Outlook Connector

Upgrades of Kerio Outlook Connector are performed automatically. If a new version of Kerio
Outlook Connector is available, the module is updated immediately upon the startup of MS Out-

look.

—— Warning

When the update is completed, MS Outlook is restarted automatically.

The update process and the restart takes up to two minutes.

The automatic update includes check of versions of Kerio MailServer and the Kerio Outlook
Connector. If versions of the server and the client do not match, the user is informed that a dif-
ferent version of Kerio MailServer is installed on the server and that the client should be up-
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dated (see figure 6.10). Upon confirmation by the YES button, the version is upgraded/updated
immediately (or downgraded).

Kerio Outlook Connector B
"j Kerio Cutlook Conneckor must be updated before wou can continue working with Microsoft Qutlook,
L

If vou choose "es', the update will be installed automatically,
IF wou don't wish to perform the update now, choose 'Ma'. The next time wou will kry ko open Qutlook, you will be prompted again to install it

WWould wou like toinstall the update now?

Figure 6.10 Version collision notification

Note: If the server and client differ only in their build numbers (numbers in the notification are
the same), the client will work even if the update is rejected. If, however, version numbers are
different (for example 6.4.0 versus 6.4.1), Kerio Outlook Connector cannot be started unless
updated.

6.4 Changing of user password

Network administrator can change user passwords to email account on the particular server.
In such a case, it is necessary to change the particular password also inMS Outlook.

The password can be changed directly in the account settings (click Tools — Email accounts —
View / change the email accounts).

The password can be also changed in the Login dialog that is displayed in case the Outlook
application fails to log in with the existing login and password (see figure 6.11).

Login - Kerio Outlook Connector | x| |

Pleaze enter pour uger name and pazsword for
following server.

Server. [192.165.44.162
zer Mame: Iismith@cumpany.cum
Easswnrd: Ixxxxxxxxxxxxxxxxx

(] I Cancel

Figure 6.11 Login dialog
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The dialog contains the following items:

Server
DNS name or [P address of the computer that the user is logging to.

Username
Username including domain.

Password
A textbox for the new password.

The change once committed is also applied to the account settings.

Note: The settings described relate to cases where password is changed by the network ad-
ministrator. Users can change their passwords in Kerio WebMail (detailed information on how
to change password can be found in chapter 1.12.3).

6.5 Shared and public folders

6.5.1 Sharing and mapping of folders

Kerio MailServer enables creating of shared folders and their mapping. A shared folder is any
folder of any user who has decided to share it with other users (or groups of users) and grant
specific rights to them. In this case, mapping is subscription of shared folders by users with
appropriate rights.

Here is an example for better understanding of the issue:

There are two invoice clerks in a company. Both accept orders by email, so they use special
email folders for these orders. If any of them goes for vacations or has to stay at home for
any reasons, the other one needs to access her order folders.

The clerks both need rights to access the work folders of each other. This can be enabled by
sharing of the folders. They simply select folders to share and set access rights for the other
user (the other clerk).

If the user rights are set correctly, we can start the mapping. Mapping is always performed by
the user with whom the particular folder was shared. The user simply opens a corresponding
dialog in MS Outlook where she specifies her name. The shared folder then appears in the
user’s folder tree.

It only depends on the access rights assigned to the folder. Mapped folders can be available:

o for reading only,
o for reading and writing,
o for administration purposes.
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Folder Sharing

In MS Outlook with the Kerio Outlook Connector, folders can be shared in Properties dialog
window of the particular folder. To open the Properties window, right-click on a corresponding
folder. This opens the context menu, where the Properties option is included. In the dialog,
use the Sharing and Security tab to set sharing preferences.

The Sharing and Security tab allows users to share a particular folder with other users and set
their user rights.

Invoices Properties E |

General | Home Pags | Autoarchive ¢ Sharing and Security |

To zhare a folder, add zome user to the group or wzer names list.
[f wou want the folder not to be shared, remove all groupsuser.
Group ar uger names Rights

ﬁ anyane Reader

ﬁ dpeterzon(@cpmpary.com Editor

ﬁ jemithiBcompaty. com Dwrer
IHeader j Add... Bemove |

(] 4 | Zancel | apply |

Figure 6.12 Folder Sharing
The Add button opens a window where a user or a group of users for sharing can be added.
To select a user from the address book, click the Address Book button.
Click Remove to remove an individual user or a group of users and disable sharing.
Permissions for a specific user can be set in the menu under the user list:

e Admin — users with this level of rights can share a specific folder with other users.
and remove items in the group or the group itself. This user is not allowed only to
remove access rights for the user who created the group.

e Editor — the user can edit items in the folder (add and remove items, etc.).

e Reader — the user is allowed only to read the folder’s items. No editing is allowed.

When setting the access rights, the special anyone or authuser user accounts can be used. This
way, the access rights can be granted to all (or logged) users.

Shared folder mapping

Folder mapping is used for connecting the shared folders of other users. Use the Options
dialog of the root folder to map the selected folder (right-click the Kerio root folder and select
Properties for Kerio).
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ek Add ko Favarite Folders
+ = Perg Process all Marked Headers
Process Marked Headers
Open Outlook Data File. ..
|f|" Properties For "Kerin"...

Figure 6.13 Context menu of the root folder

Use the Folder mapping tab to connect shared folders of a selected user. In the Mapping name
textbox, the email address of the folder’s owner is specified as ~owner@company.com. If one
or more folders are shared by the owner, these folders will be displayed in the Folder menu.
To confirm the connection, click the Add button next to the list of folders. If the folder was
connected properly, it appears in the list of mapped folders in lower part of the window. From

here, the folders can be removed using the Remove button.

Outlook Today - [KERIO] Properties

il Rules

General

zer Name Idpetersnn

I 2| spam I | out of office I
Haome Page #| Folder Mapping

Folder Name | INBO3<Aw/ork =l Add
|Jzer Mame | Folder Mame |
dpeterzon IMB D= ok,
jWayne IMBO=/)okes
jWayne Contacts

Remove |

(] 4 I Zancel | apply |

Figure 6.14 Folder mapping
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Public folders are mapped to all users automatically.

6.5.2 Public folders

Public folders are special folders shared by all users belonging to the particular email domain
or even all users with an account in the Kerio MailServer. By default, the folders are in read
only mode. If desirable, administrator of public folders can assign higher access rights.

Public folders are useful especially for sharing of contacts or information in the company’s
public calendar.

6.6 Rules for incoming messages

Rules for sorting and filtering mail at the server can be defined using Kerio Outlook Connector
(the same rules that can be defined in the Kerio WebMail interface ).

—— Warning
After installation of the Kerio Outlook Connector, it will not be possible to use the standard
MS Outlook’s dialog for administration of rules for incoming mail and alerts Rules and alerts
(under Tools — Rules and alerts).

Use the special dialog in the root folder options to create rules for incoming messages (right-
click the Kerio root’s — Kerio Properties folder).

Root folder options include several tabs. Open the Rules (see figure ). The tab includes
rules defined. You can enable or disable rules using appropriate matching fields. Mark any
rule to view detailed information about this rule in the Rule description window.

Rules are tested from the top downwards. You can use the Up and Down buttons to move
rules within the list.

The following buttons and functions are available:

e New — creates a new rule (see below).

e Modify — edits selected rule (see below).

e (Copy — copies an existing rule. This rule must be renamed. This function can be
useful when you intend to create a new rule that differs only in a few parameters from
the selected rule.

e Remove — removes the selected rule.

e Edit — edits the rule source using the Sieve code (encoding used for sorting rules
descriptions). We recommend you not to use this function unless you are experienced
in the Sieve code.

The Rules tab may include two predefined rules which cannot be edited as described below.
These rules are the Spam and Out of office rules.

The Spam rule moves any messages recognized by the server as spam to the Spam folder. If
this rule is existing, it was created by the Kerio MailServer administrator while creating the
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Outlook Today - [KERIO] Properties | x| |
General | Home Page I il Folder Mapping
2| rules | | spam I | out of office
~ Mail Bulez

These rules will be applied to mezsages delivered to the server.

Digcard the meszsage from server m...
Dizcard the zpam _
Fonward these meszages to infol@c. . Hodify...

Copy

Bemave

I

Edit Script...

Move Up b ove Do |

Rule Dezcription [chick on an underlined walue to edit it);

Apply this rule after the message arrives.
"WWhere message has been detected as spam.
Discard the message.

(] 4 Zancel apply

Figure 6.15 Rules for incoming messages
user account. To set this rule, go to the Tools — Options — Spam menu. To learn more on this
rule and related spam topics, refer to chapter 6.7.1.

The Out of office rule provides automatic answers to email messages where the recipients are
absent to do it by themselves. This rule can be set in Tools — Options — Out of office. For
details on this topic, see chapter 6.6.2.

6.6.1 Creating or changing a rule

Use the New or the Modify button to open the Rule Editor dialog which includes the following
sections:

1. Select the conditions for your rule — conditions that must be kept so as the email admin-

istration meets this rule. One or more conditions from this list can be selected:

Where the recipient (To or Cc) line contains address
The To or the Cc (Copy To) entry includes defined string.
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Rule Editor 7 x| |

Select your Conditions and Actions first, then zpecify the values in the Dezcription,

1. Select the Conditions for your rule:;

[ where the recipient [To or Ce] line contains address
YWhere the Fram line containg address

[ "here the Tao line containg address

[J "here the Cc line containg address

LI |

L

2. Select the Actions for your ule;

[ Reject message [return to sender)]
[ Keepin INBO:

Dizcard the meszage

[ Send natification

E RN

3. Rule Deszcription [click on an underlined value to edit it);

Apply thiz rule after the meszage arives.
where the From line containg 'span.cz’
Digcard the meszsage

4. Mame of the ule:

Digcard the meszage from server spam.cz

(] I Cancel

Figure 6.16 Rule Editor

Where the From line contains address
The From entry contains the string.

Where the To line contains address
The To entry contains the string.

Where the Cc line contains address
The Cc (Copy To) entry contains the string.

Where the Sender line contains address
The Sender entry includes the string. This entry is often contained in messages sent
automatically (mailing lists, etc.) where it stands for the From entry.

Where the Subject contains specific words
The Subject entry contains defined string(s).
Kerio MailServer spam filter can be set so that the Subject entry will include results of
antispam tests (the value is represented by asterisks). Using this feature spam may
be filtered easily. Simply insert the number of asterisks that will specify the rule.
Messages that match this rule will accept this specification.

Where the message has an attachment
At least one attachment must be appended to the message.
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Where the message size is more/less than size
The message size exceeds the specified value. To specify the size you can select from
the following units: bytes (B), kilobytes (KB) and megabytes (MB).

Where the message was detected as a spam
Spam are undesirable messages sent to users. You can use the Kerio MailServer anti-
spam filter to protect your users from such messages. This filter uses special header
items which include message evaluation and information about applied antispam
testing.

For all messages
This rule is valid for all incoming messages.

2. Select the Actions for your rule — select an action that will be taken for messages matching
with condition in section 1

Move the message to a specified folder

Move the message to the selected folder (you can choose a folder from a list).
You can also specify shared or public folders in one of the following forms:
~user/shared_folder or #public/public_folder if the appropriate user has write rights
for this folder.
—— Warning
If a folder is renamed that a rule is created for, name of the folder in the rule is not
changed. Therefore, it is necessary to do this manually.

Forward the message to an address
Forward to a specified address. In this case no other actions are performed.

Reject message (return to sender)
The message will not be stored in a local mailbox and the user will never be informed
about it.

Keep in Inbox
This action must be combined with another (i.e. with Move, Forward, Reject, etc.). It
cannot be combined with the Discard the message action.

Discard the message
The message will not be stored in any local folder. This action cannot be combined
with the Keep in INBOX action.

Send notification
Sends notification (i.e. a short text message) to a specified address, typically to a cel-
lular phone. It is necessary to define even cellular phones by email addresses, for
example john.bluemonday@t-mobile.com.
The following macros can be used in the message text:

e $from$ — the notification will show the message sender or the address con-
tained in the From field.
e $from-name$ — the notification will show the name of the message sender.
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e $subject$ — the notification will show the message subject.

e $text$ — the notification will show the message text. Only the first 128
characters will be displayed. To reduce the number of displayed characters,
edit the macro as follows: $text[50]$ (the number in brackets represents
the maximum number of characters displayed in the notification).

Send autoreply
The automatic reply with a specified text. The automatic reply will be sent to each
sender’s address only once a week (so that the automatic reply does not create a loop
in case there is an automatic reply set at the other end).

Stop processing more rules
If the message complies with this rule, no more rules will be processed. Using this
function a user can create more complex rule systems for individual condition types.
Rules are tested rule by rule from the top downwards.

Note: Notifications and autoreplies are protected against looping. This means that the
system does not send a notification in reply to received notification or automatic replies.
The detection of notification or automatic replies is performed using special items in the
message header. Only notifications and automatic replies generated by Kerio MailServer
are detected.

Rule description — description of the rule function (it is generated automatically accord-
ing to the rule definition). Highlighted entries are interactive — click them to set other
parameters.

i 5elect People | x|

Type one name at a time and click Add, or zelect people from the

Addrezz Book.

ZPaM.C2 Add
Feople:

YWwhere the From line containg Addrezz Book, .

Femove

Optiohz...

il

[ | Cancel

—

Figure 6.17 Select People
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Click on the Options button to open the Rule Condition Options dialog — see above.
is
The entry must exactly match with the specification.

is not
The entry must not match with the specification.

contains
The entry must contain the (sub)string.

does not contain
The entry must not contain the specified (sub)string.

matches
The entry must match the expression (the expression can contain the ? and * wild-
cards that can represent one or more characters).

does not match
The entry must not match the expression.

Rule Condition Options | x| |

Y'ou can further customize thiz condition by zetting the options below.

b atch twpe: | containg j
] - iz
The 'zontaing’ match g s ot .
containg

does not contain
matches
does hot match

Cancel

Figure 6.18 Rule Condition Options

Note: If more than one condition is defined, an appropriate logical operator must be used
(and — both conditions must be met, or — at least one of the conditions must be met).

Example: You intend to create a rule that would drop all messages incoming from the
spam.com domain which often sends undesirable messages (spam).

1. Select the Where the line From contains condition in the first dialog section.

o

Select the Discard the message option in the second section.

w

Select the contains option in the third section and specify the domain name (spam. com).

4. Enter a name for the rule (i.e. Drop all messages from the spam.com domain).
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6.6.2 Out of office

A special rule for automatic replies can be set on the Out Of Office tab in Tools — Options. This
rule can be used when a user is not available in the office for a certain time. Enable the rule
and specify the message that will be used as an automatic reply.

—— Warning
Before enabling the Out of office rule, it is recommended to enable also the Spam rule to
make sure that automatic replies are not sent to spammers. If the Spam rule is not enabled,
your address will be exposed to spammers who try to send their spam messages to randomly
generated addresses and later use those addresses from which they get an answer (so that
they are sure the address exists and start to send even larger volumes of spam messages to
it).

Preferences I Mail Setup | Mail Format | spelling I Security
Other I | spam | out of office | | Preferences

W I'mout of office

IUse the Following text For automatic replies:

Hello, ;I

I'm enjoving my vacance at the moment.
My affairs will be managed by my colleague, John Smithers,
Please contact him through my absence,
His phone number is + 1 (403) 111-1234

(] 4 I Zancel | apply |

Figure 6.19 The Out of office tab

Note: The I'm out of office rule beats the rules for incoming messages (see chapter 6.6.1). If
the filter includes a rule which sends automatic replies, the action set in this rule will not be
taken.

The I'm out of office rule consists of the following items:

e (Condition: The rule will apply to all incoming messages except email sent from mailing
lists. The automatic answer is not sent where answering to another automatic email
(this should prevent users from email loops).

o Action: The text entered will be sent to each sender’s address included in an incoming
message once a seven days.

If the rule is enabled (i.e. the I'm out of office option is on), a question whether the automatic
replies would be on or off is issued (see figure 6.20) upon each startup of MS Outlook. In this
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case it is supposed that once you run MS Outlook, you are not out of office any more and you
are now able to reply to your email. This feature also ensures that you do not forget to turn
the rule off once returned to the office.

Kerio Outlook Connector E2

P | Outof office message is now enabled,
1 Would wou like to disable it?
Yes Mo |

Figure 6.20 Possible cancellation of the Out of office rule

6.7 Spam filter

Kerio MailServer contains the SpamAssassin antispam filter. SpamAssassin is based on content
analysis (spam messages usually contain specific attributes that can be searched for and eval-
uated by the filter). Each message is assigned a numeric score; if this value exceeds the limit
set in Kerio MailServer, the message is marked as spam.

The spam filter may let some spam messages through from time to time by mistake (their
score is low) and mark some regular messages as spam (their score is too high). For the
reasons above, the antispam filter allows modification to the database used for recognition
of spam messages. This method, however, requires user input. Users have to reassign the
incorrectly evaluated messages to correct types (spam / non-spam) so that the filter learns to
recognize them in the future.

Kerio Outlook Connector uses the Spam and Not spam buttons located in the toolbar to mark
the messages correctly. Highlight the incorrectly marked message and click one of the buttons.
The filter receives information regarding update of the database. This decreases chance for
incorrect deliveries.

You can add the Spam and Not spam buttons to the toolbar in Tools — Customize menu or
remove them. The Toolbars tab includes the Kerio Outlook Connector option. Simply select or
unselect it by clicking to enable/disable the bar with the buttons.

The Spam button displays a warning message by default. To treat the message as spam and
discard it, a confirmation is required. Use the Tools — Options menu on the Spam tab (see
figure 6.21) to enable/disable displaying of the warning message.

—— Warning
If the Spam/Not Spam buttons are not available after installation or startup of MS Outlook, it
is necessary to remove Kerio Outlook Connector from all forbidden items of MS Outlook (see
chapter 6.13.1).
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6.7.1 The Spam tab

The Spam tab provides several tools to fight spam:

Preferences | Mail Sekup I Mail Format I Spelling I Security
Other il Spam | il 2t of office I il Preferences

Iw Confirm marking mail message as spam

W Mowe spam o the Junk E-mail Folder

Don't treat messages as spam, iF the sender is on Following list:

jsmithersi@othercompanyy  com

I Also trust senders From my Contacts Folder

add e-mail address (name@domain;

I briowacki@secondoompany, com

add Remoye Address Bu:u:ukl

(] 4 | Zancel apply

Figure 6.21 The Junk E-mail tab

Confirm marking mail message as spam
This option enables/disables alert window displayed upon clicking on the Spam button
which is available in the toolbar.

Move spam to the Junk E-mail folder
If this option is enabled, all email considered as spam will be delivered to the junk E-mail

folder automatically.

Note: The Move spam to the Junk E-mail folder rule beats rules for incoming mail (see
chapter 6.6). If the filter includes any rule which in any way handles messages marked as
spam, the action set in this rule is ignored.

This option also enables adding email addresses to the list of trustworthy users (see

below).
Also trust senders from ...
So called Spam whitelist In this list, senders that will automatically be considered as non-

spammers can be added/removed.
A new email address can be added in the Add e-mail address entry. This address must be

specified in the username@domain format.

261



Chapter 6 Kerio Outlook Connector

Also trust senders from my Contacts folder
If this option is enabled, messages marked as spam which were sent from addresses
included in the default contact folder are not moved to the Spam folder automatically.
This option supposes that email addresses in one’s contact list are trustworthy. If this
option is enabled, it is not necessary to include addresses saved in the default Contact
folder in the whitelist.

6.8 Address books and contacts

6.8.1 Searching in address books via the MAPI interface

MS Outlook extended by the Kerio Outlook Connector enables searching through the MS Out-
look Address Book via the MAPI interface. Outlook Address Book is a special folder allowing
search email addresses where addresses are filled in automatically. Addresses are filled in
automatically for example when an address is being specified during a new mail composition.
Simply enter initial characters of the first or second name string to the To:, Cc: or Bcc: entries
to make the client search for matching items and fill the address in automatically. If multiple
email addresses matching the string are found, a menu is opened where you can select from
the options.

To avoid misunderstandings, the following terms must be explained:

e QOutlook Address Book — a special folder where MS Outlook looks up email addresses
(e.g. when addresses are filled in automatically or where email addresses are searched
by first or second names).

Unlike a contact folder, the address book does not include additional information
to first and second names and the corresponding email address. Address books are
simple lists of possible recipients of email, meetings and delegated tasks.

e (Contacts — the folder including user contacts. These folders can be private, public
or it is possible to subscribe a shared folder. Each contact item includes first name,
second name and additional info such as address, phone numbers, email addresses,
dates of birth, etc. Address books do not include this information.

In MS Outlook, any contact folder can be added as a directory to Outlook Address Books. All
contact items included in the subscribed contact folders will then be searched through when
the function of automatic completion of email addresses is applied.

Once a contact folder is added, full names and an email addresses of all contacts included
in the particular folder are added to the address book. Other information associated with
contacts are not transferred to address books. It is not possible to search in contacts for
example by date of birth or department.
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—— Warning
The search criteria is first and second names in contacts (the Full name item). It is not possible
to search by usernames or email addresses.

Connection of a folder as a directory does not influence the contact folder. The data is not
changed or moved. Each contact folder can be used as before — it is possible to add, remove
and contacts, etc. The only effect is that whenever a new contact is added, its first name and
surname and email address will be added also to the address book.

By default, searches are performed in the Outlook Address Book directory. The Outlook Address
Books administration can be found in the Tools — E-mail accounts — View or change existing
directories or address books menu (see figure 6.22).

E-mail Accounts | x| |

Directories and Address Books
You can choose a directory or address book below to change or remove ik,

Mame | Type | Change... |

Qutlook Address Book MaPT

Microsoft Office Outlook Address Book | x| | Add... |

To designate a Contacts Folder as an Qutlook Address Book, Remove |
qo ko the Properties dialog box For the Contacts Folder, On

the Outlook Address Book tab, select the "Show this Folder
as an e-mail Address Book!" check box,

Qutlook Address Books:

SOk
Contacks: Company

Femove Address Book |

% First Last (John Smith) £~ File &s (Smith, Jobn)

Finish Zancel

Figure 6.22 Directory management

"Shuw names by

It is possible to add to the MS Outlook Address Book any folders with contacts where lookup
should be performed.

The following settings must be done for addition of a contact folder as a directory:
1. Right-click on the contact folder.
2. In the context menu, select Properties...

3. This opens a dialog where the contact folder properties can be edited. Open the Outlook
Address Book tab (see figure 6.23).
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Contacts Properties E |

General I Home Page
Cutlook Address Book | Activities I *#| sharing and Security

g = Conkacks

[ Show this Folder as an e-mail Address Book

Mame of the address book:

ICDntacts

(] 4 I Zancel Al

Figure 6.23 Show this folder as an e-mail Address Book

4. Enable the Show this folder as an e-mail Address Book option.

5. Click OK to confirm settings.

6.8.2 Searching contacts via the LDAP directory service

MS Outlook allows searching in contacts via the LDAP service. The LDAP directory service
allows searching of user information (email addresses, above all), as well as automatic filling
of addresses in email headers.

Kerio MailServer includes a proprietary built-in LDAP database which can also be used for this
purpose. It is also possible to use any other LDAP database on other servers if available.

It is necessary to set properly the address book where contacts will be searched to allow
MS Outlook use the LDAP service to access contacts stored in Kerio MailServer.

Creating an LDAP directory

LDAP directories can be added in the Tools — Email accounts menu:

1. This opens the wizard where email accounts and address books can be created (see fig-
ure 6.24). Select the Add a new address book option.
Click on Next.

2. The next dialog provides two directory types. Select the Internet Directory Service (LDAP)
option.
Click on Next.

3. The third dialog allows specification of basic data which can be used for connection to
a corresponding LDAP database (see figure 6.25):
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E-mail Accounts Ed

This wizard will allow you to change the e-mail
accounts and directories that Dutlook uses.

E-mail

™ Add a new e-mail account
™ Wiew or change existing e-mail accounts

Directory

% add a new direckary or address book

™ Wiew or change existing direckories or address books

L e

= Back I Mext = I Close

Figure 6.24 A new account/directory dialog box — add a new directory
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E-mail Accounts | x| |

Directory Service (LDAP) Settings
You can enter the required settings ko access information in a direckory service,

Server Information

Type the name of the directory server vour Inkernet service provider or swstem administrator
has given wou,

Jetver Mame: rnail, companyy , com

Logon Information

W This server requires me to log an

User MName: Ijsmith@cumpany.mm

Password: I***********

[ Log on using Secure Password Authentication (5PA)

More Setkings ... |
< Back I Mext = I Zancel |

Figure 6.25 A new account/directory dialog box — setting of directory service

Server information
DNS name (e.g. mail.company.com) or IP address (e.g.192.168.1.10) of the host
that Kerio MailServer is running on.

Logon information
This data is used by users to log into the LDAP server (equal to the name and pass-
word for user login to mailboxes). The LDAP server in Kerio MailServer does not
support anonymous logins — the user login is always required.

4. Click on More Settings (see figure 6.25) to open more options for the directory service
settings. The dialog consists of two tabs:

Connection
The SSL encryption and port number for traffic can be set on the Connection tab.
Default values are predefined, so it is recommended not to edit this dialog unless
necessary.
If the LDAP service is running on a server’s non-standard port (network administra-
tors are aware of this information), it is necessary to change the port number.
Port number should be also changed where SSL encryption is to be used. Port 636 is
used as default for the secured version of LDAP service (see figure 6.26).
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Microsoft LDAP Directory Ed |

Conneckion | Search I

— Display Mame
The display name as it appears in the Address Book,

Imail.u:u:umpany.u:u:um

—Connection Details

Port: |389
IUse Secure Sockets

W
Layer v

(] 4 I Zancel | apply

Figure 6.26 Microsoft LDAP Directory — Connection

Search for:
On the Search for tab, set Search base.

Microsoft LDAP Directory Ed |

Conneckion  3earch |

~Server Setkings

Seatch timeout in seconds; IE":'

Specify the maximum number of entries wou
A 100
wish to return after a successful search;

—Search Options

Search base;

rn=CDntacts,cn=jsmith@cumpany.mm,Fn=Cu:untau:tRu:u:ut

Example:
cn=users, dc=exchange, dc=microsoft, dc=com

(] 4 I Zancel apply

Figure 6.27 Microsoft LDAP Directory — Search for
If you want to access all private and subscribed shared and public folders, leave the
entry blank or enter

fn=ContactRoot

Specify appropriate branch of the LDAP database in more details to limit access only
to certain folders. To better understand various alternatives, read the following ex-
amples:

e ch=wsmith@company.com,fn=ContactRoot
— it will be searched only through contact files of the user
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john@company . com
e fn=personal,fn=ContactRoot — it will be searched only through contact
files of users that are logged into the LDAP server. This option is identical
with the previous one, however, it is not necessary to specify username (or
email address) of the user. This feature can be used for example for configu-
ration of more clients, etc.
e fn=public,fn=ContactRoot
it will be searched only through public contact files
e fn=Contacts,cn=wsmith@company.com,fn=ContactRoot
— it will be searched only through the Contacts folder of the user
e fn=PubTicContacts, fn=public,fn=ContactRoot
— it will be searched through the public PubTicContacts folder only
When all necessary settings are done, click on OK to save the parameters and then
on Next to open the final dialog of the wizard.

5. Save the settings by the Finish button.

Note: The settings shown here applies to MS Outlook 2003. Corresponding settings for indi-
vidual versions can be found in the Tools — Accounts menu.

6.8.3 Contacts forwarding

It is recommended to forward the contacts in the vCard format (Actions — Forward as vCard).
When a contact is opened in a client application that supports vCard format (Kerio WebMail,
Mozilla Mail, etc.), the received contact can be added to the contacts folder.

And the other way round, If MS Outlook receives a message with a contact in vCard format,
the recipient can simply click the link in the message and the standard form for creating new
messages is opened.
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Contacts - Microsoft Dutlook

File Edit Miew Go Tools | Actions | Help

Stew + | = -,j )( v 5 @] Mew Contact Chel+r

“ —_— * — H Mew Contack From Same Cormpany

Mew Distribution List  Chrl+Shift+L

Mew Message to Conkack

Mew Letter to Contact

BT B £ B

Mew Meeting Request to Contack

Mew Appointment with Contack

[l

Mew Task For Contact

Mew Journal Entry For Contact

Link. *
Zall Contack *

Zall Using MetMeeting

..1

Follow Up... Ckel+Shifk+G

Forward as wCard

& Forward Chrl+F

Figure 6.28 Forward as vCard

6.8.4 Distribution lists

Kerio MailServer supports storage of distribution lists on the server. Thanks to this fact,
distribution lists created in MS Outlook can be available also in Kerio WebMail, and vice versa.

Distribution lists are groups of email addresses used for sending of collective email. Simply
use a special dialog in MS Outlook to complete desired email addresses and save them under
a common name. Any time when sending an email message to such a group, simply enter the
name of the corresponding distribution list in the To entry instead of filling in all addresses
involved.

Distribution lists are helpful if email is often sent to a group of addressees. For example,
it can be a group of people with whom you often communicate in your work (it is a certain
alternative to mailing lists or to group addresses).

To learn more on how to create and use distribution lists, refer to any reference guide ad-
dressing MS Outlook issues.

6.9 Appointments

In MS Outlook, a special tool can be used for scheduling of meetings (details on what meetings
are and how they are used, see section 1.8.6). This tool is called Free/Busy server. MS Outlook
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extended by Kerio Outlook Connector allows using of the Kerio MailServer’s built-in Free/Busy
server.

The Free/Busy server helps the meeting initiator schedule their events for times when invited
attendees are free (the meeting does not collide with any other event in their calendars). It
is, therefore, easier to find a time range where all attendees required to participate in the
meetings are free. This feature help us avoid many phone calls and emails that we would
otherwise make or send.

Free/Busy server exploits information on user’s free time from the calendar of the particular
user. However, the meeting initiator can only see when the attendee is free or busy. It is not
possible to view particular details on the user’s activities.

Free/Busy information is displayed in the event’s edit window on the Scheduling tab in the
section addressing meetings. Free/Busy is enabled automatically when attendees are entered
in the list. To the right from the list, you can find Free/Busy information (see figure ).

The Free/Busy feature also provides information on how much busy the user is. Degree of
user’s busyness is suggested by the color. The color key is shown at the bottom of the window.

—— Warning
Free/Busy information is displayed only for attendees with an account in the Kerio MailServer
(usually, this function is used to set meetings with colleagues). Such an information is not
displayed for external users.

The Free/Busy calendar displays all meetings and events included in the default calendar folder
and its subfolders. If you want that some events (e.g. items of a private calendar) are not
shown in the Free/Busy calendar, create a new calendar folder out of the branch of the default
calendar and its subfolders.

6.9.1 Creating a meeting using the Free/Busy server

Meetings are created in a similar way as events:
1. Open anew event dialog to enter subject and site where the event (meeting) will take place.
2. Switch to the Scheduling tab

3. and enter individual participants of the meeting (see figure ). Once participants are
added, their free/busy calendar items relevant for the particular time set for the meeting
is displayed. Level of user busyness is shown by the blue color (unfortunately, MS Outlook
does not support viewing of busyness level). The users with no data on the free/busy
server (users with no account, users that do not use the calendar) are marked with grey.
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—— Warning
It is necessary to specify each user by their usernames and domains (username@domain).

Aliases cannot be used to display Free/Busy information.

[l Meeting M= E3

File Edit ‘“iew Insert Format Tools  Actions  Help

(=1%end | =& [} &, | ©vRecurrence... T3 Cancel Invitation | ¥ X iy -Q)H

Appointrment I Scheduling I

Foom: |100% (Day Yiew) | Wednesday, April 22, 2009
10:00 11:00 1z2:00 135:00 14:00 15:00 16:00 §:00 900 10:00
All Attendees |

0 |Sales <jsmith@comparry. cor ] ;I
 |iwayne@company .com
[ 1]

doeterson@company.cor | |
mclick here ko add a name

[l | b

Kl L1 LIj
agdothers v | _omens v | Meeting start time: [Wed 4/22/2009 x| [0 i
<< | auopickmext >z | peeting end times |wed 4/22/2009 R NEEE hd|

M Busy %2 Tentative B Cutof OFfice [ Mo Information

Figure 6.29 Usage of the Free/Busy calendar

The slide window in the schedule shows the time of the suggested meeting marked by
a green and a red vertical lines where the time range starts and ends. The window can be
moved, extended or narrowed by the mouse pointer.

—— Warning
For successful authentication to Free/Busy server, specify the Subject item in the Appoint-
ment tab.

Free/Busy server’s security

Traffic between the Free/Busy server and MS Outlook can be secured by SSL encryption. This
requires SSL encryption to be enabled in the account settings and the Kerio MailServer’s SSL
certificate to be installed. For this purpose, you can use either a certificate issued by a trust-
worthy certification authority or a so-called self-signed certificate which can be generated in
Kerio MailServer (for details on certificates as well as their creation and authorization, refer to
Kerio MailServer 6, Administrator’s Guide).

Enabling SSL traffic in account settings

In email account settings (under Tools — E-mail Accounts — View or change existing e-mail
accounts) on the Advanced tab, enable the Secured connection (SSL) option.
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—— Warning

This setting applies to any traffic performed between the account and Kerio MailServer.
All traffic is encrypted if the Secured connection (SSL) option is enabled.

Installation of the certificate in Internet Explorer

1.

3.
4.

Run Internet Explorer and specify the corresponding to login to the Kerio
WebMail interface. -secured protocol must be used for the connection to
the server. This implies that the URL should start with https:// (example:
https://mail.company.com/).

The Security Alert dialog will be opened (see figure ). In this dialog, click on View
certificate.

Security Alert | x| |

0 Information you exchange with this site cannat be viewed ar
?. changed by others. Howewver, there iz a problem with the zite'z
5 zecunty certificate.

& The zecurity certificate wagz izzued by a company pou have
not chogen to trust. View the certificate to determineg whether
you want bo bzt the certifying authority.

o The zecurity certificate date iz valid.

The name on the secunity certificate i invalid or does not
match the name of the site

Do wou want to proceed?

ez | Mo I Yiew Certificate

Figure 6.30 Security Alert
In the dialog with certificate details displayed, click on the Install certificate button.
A certificate installation wizard is opened. There is nothing to be set in the wizard.
Simply confirm all settings and close the wizard to install the certificate.

6.10 Resources

Kerio MailServer now provides an electronic management of resources shared by employees
of your company. Resources are rooms and devices available in the company, such as OHPs,
whiteboards, cars, etc. Resource management allows to:

book a resource for a particular time,

view current resources and their reservations in the Free/Busy calendar (for details on
Free/Busy calendars and information on appointments, see section 6.9) when planning
reservations,

subscribe resource calendars by using standard sharing/delegation,

set the resource manager who can decide on priorities in case of any collisions in
reservations.
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Resources can be booked by using the existing calendar system. Resource reservation is based
on creating of en event. The feature works similarly as appointment scheduling. The main
difference is that the Attendees tab must include the resource selected from the contact list
(it can naturally also include contacts of attendees). In the Free/Busy calendar you can see
whether the resource is available for the scheduled time or not.

Note: To make a resource available for booking, it is necessary to create it in Kerio MailServer
first. If you need to create a new resource, contact your network administrator.

Resource scheduling

Note: The settings described are provided for MS Outlook 2007. If you use another version,
settings may differ slightly.

To book a resource, follow these instructions:
1. Open a new event and specify its subject.
2. Click on the Scheduling button in the new event’s toolbar (see figure 6.31).

3. Add the resources email address to the list of attendees (e.g. carl@company.com). If
you do not know the address of the resource, you can find it in the public contact folder
called Resources (click on Add Others — Add from Address Book under Resources — Public
Folders).

Note: If the folder is missing in the list, it is necessary to add it for search. You can do
it quite simply by following these guidelines: In MS Outlook, go to section Contacts, right-
click on Resources and select Properties. On the Outlook Address Book tab, check the Show
this folder as an e-mail Address Book option (see figure 6.23).

4. If the Free/Busy calendar is working, information about the source is shown in the right
section of the dialog. It is therefore easy to check right away, whether the source is free
or already booked by another user for the suggested time (see figure 6.31).

You may have noticed that there are also other attendees in the list shown in figure 6.31.
Resources can be reserved either for usual appointment or for meetings (see section 1.8.6).
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X I__-g’ Scheduling ﬁ‘/ @ Time Zones ? ==
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Actions Show Attendees Options & || Proofing || Onelote
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5:00 9:00 10000 11:00 12:00 13:00 14:00 15:00 1
B, | | Al Attendees | N 00—
£ John Smith <jsmith@compan:
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agdothers - | options - | Starttime:  [Wed4/22/2009  =| [10:30 ~|
< | AutoPick Next > | Endtime:  |Wed 4/22/2009 x| [12:00 =

| Busy [ Tentative W Out of Office [ No Information [ Outside of working hours

Figure 6.31 Resource reservation

Resource calendar

Each resource created in the system has its own calendar where all reservations are displayed.
Calendars of individual resources can be subscribed through the standard sharing process
(subscription of shared folders is focused in chapter 6.5.1).

Most user can access resource calendars in the read-only mode. Resource calendars can be

edited only by the resource manager. The role of resource managers and their rights are
addressed in the following section.

Reservation management

In certain situations, it is necessary that a resource is booked even if it has already been
reserved or that there is no other way than to make the reservation by a phone call. For such
purposes, there exists a user with special rights who is a manager of the company resources.
Resource managers can access resource calendars with administration rights. This implies

that they can edit, remove or move reservations in the particular resource calendar. They can
also create new reservations.
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If you are a resource manager, first it is necessary to subscribe calendars of all resources that
you would manage:

1. Right-click on the Kerio Outlook Connector Store root folder and select the Properties for
Kerio Outlook Connector Store option from the context menu.

2. In the dialog just opened, go to the Folder Mapping tab.

3. In the User Name field, enter name of the resource. If the resource is not created in the
primary domain, insert its full name including the domain (e.g. carl@company.com) and
click on Add (see figure 6.32). This adds the resource to the list of subscribed folders.

Outlook Toeday - [Kerio Outlook Connector Store] Prope-.. |l [E3 |

il Rules | il Spam I il Ot of office I
General I Home Page 2| Folder Mapping

User Name IﬂiF'ChEll't

Folder Name ICaIendar j Add |

|ser Name | Folder Name |
boardroom @compary .com Calendar
projector@company.com Calendar

Hemowe |
ok | somo | Poust |

Figure 6.32 Context pop-up menu of the root folder

4. 1If you are a manager of multiple resources, subscribe all calendars as described in steps 1
to 4.

Once subscribed, calendars of individual resources are shown in the folder tree. Each resource
calendar now shows all reservations of the particular item done by any users. The resource
manager can edit reservation time, add new reservations or remove them if demanded.

6.11 Private items

Private events, contacts and tasks are useful especially for sharing of folders. If a user shares
a calendar or a contact folder for another user(s), items set as private can be opened and edited
only by the folder’s owner.
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Private contacts and tasks in subscribed folders are not displayed. In case of private events,
only time for which the event is set is displayed. The Private event string is displayed as
subject. Such events cannot be opened or edited.

Private items can be created as follows:

1. Open a dialog box where a new event, contact or task can be created.

2. Insert relevant information.

3. On the first tab, enable Private.

4. Save changes by clicking Save and Close.

Note: In the Free/Busy calendar, private events are displayed in the same way as others.

Up to Kerio MailServer 6.1.2, events were not classified as public or private. Since 6.1.3, this
information is distinguished. By default, all events created in Kerio MailServer 6.1.2 and lower
are set as public in 6.1.3 and higher. To make a public event a private one, simply open the
event and change the classification by hand.

Private events are different from private contacts and tasks:

Private events

To enable their display in the calendar, they must be downloaded from the server to
the particular email client. This behavior might slightly endanger security.

Private events are treated as private only if the client where the private event folder
is viewed supports this feature. In other client applications, it is possible to view and
edit any events without any restrictions by users with appropriate access rights. This
also implies that private events are not well secured.

Private contacts and tasks

Private contacts and tasks are kept in a folder on the server. This implies that if a user
shares a folder with another user, private contacts and tasks are not available to this
user. The client application can download only such contacts and tasks which are not
marked as private.

6.12 Notes

Kerio MailServer supports note folders. This implies that note folders are stores on the server
and you can access them also via Kerio WebMail.

These folders work the same as the other supported folder types:

note folders are stored on the server in the folder tree,

public note folders can be created,

note folders can be shared with other users and it is also possible to set access rights
for other users.
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To learn what note folders are used for as well as how to handle them, refer to MS Outlook
user guides.

6.13 Troubleshooting

6.13.1 Spam/Not Spam buttons displaying problems

Sometimes it may happen that the Spam/Not Spam buttons may be missing on the toolbar
when the Kerio Outlook Connector or MS Outlook is started. In such a case, it is necessary to
allow Kerio Outlook Connector in forbidden items of MS Outlook.

The dialog for forbidden items can be found under Help — About Microsoft Office Outlook.
Click Disabled items to open the dialog and simply uncheck Kerio Outlook Connector.

6.13.2 Installation and configuration of MS Outlook 2000

The installation of Kerio Outlook Connector in Outlook 2000 is different from the installation
in previous versions:

1. Outlook 2000 must have Service Pack 3 installed; if the Service Pack is missing, the instal-
lation of Kerio Outlook Connector will fail.

Outlook 2000 must be installed in the Corporate or Workgroup mode. If the installation of
Outlook 2000 is performed in the Internet only mode, change the mode in Tools — Options
— Email services — Reconfigure email support (the installation disc of Outlook 2000 might
be required).

2. Another difference applies to the new profile creation. For more information about profiles
and their creation in Outlook, see chapter 6.2.1.

After a successful installation of Kerio Outlook Connector, create a new profile. This can
be done in the following ways:

e Creating of multiple profiles by a migration (performed by the system administra-
tor).
e C(Creating a profile by hand.

If a migration tool is used for profile creation, click Tools — Services and add the Outlook
Address Book item to the profile. If the Outlook Address Book will not be added to the
profile, contacts folders will not work properly.

If a profile is created by hand, it is possible to follow the method described in chapter 6.2.1.
The only difference is that it is necessary to add the Kerio MailServer and Outlook Address
Book services during creation. Both services can be added to the profile later in Tools —
Services menu.
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6.13.3 Messages signed in MS Outlook

If your messages are digitally signed, check the Send clear text signed message when sending
signed messages option under Tools — Options on the Security tab (see figure 6.33). This option
provides that also Kerio WebMail users may read the message.

S -]

Other I il Spanm I il 2t of office I il Preferences |
Preferences I Mail Setup I Mail Farmat I Spelling Security

Encrypted e-mail
‘9 [ Encrypt contents and attachments for outgoing messages
L?-ui [ Add digital signature ko outgoing messages
v Send clear text signed message when sending signed messages
[ Request S{MIME receipt for all 5{MIME signed messages

mefault Sekting: I j Settings...l

Security Zones

| Security zones allow wou bo customize whether scripts and ackive
conkent can be rum in HTML messages.,

Zonei & Restricted sites | Zone Settings... |

Download Pictures

Zhange Automatic Download Setkings. .. |

Digital IDs {Certificates)

Digital IDs or Certificates are documents that allow wou ko prove vour
identity in electronic kransackions.

Import/Export. .. | et a Digikal ID. ., |

(] 4 I Zancel | Al |

Figure 6.33 Settings of verification of signed messages

Note: The settings shown here applies to MS Outlook 2003. For MS Outlook (2000/XP), the
settings may differ slightly.

6.13.4 Error in settings of contact folders used as address books

During the startup process of MS Outlook extended with the Kerio Outlook Connector, a warn-
ing can be displayed that informs of an error detected in settings of contact folders which are
used as address books (see figure 6.34).

This error can be fixed by removing all address books in MS Outlook:

1. In the Tools menu, select E-mail Accounts to open a wizard where new accounts and ad-
dress books can be created. In the wizard, select View or change existing directories or
address books.
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Kerio Outlook Connector | x| |

Error happens in settings of Contact Folders used as addressbooks,

If wou want ko correct this problem, remove all addressbooks From Qutlook Address Book in E-mail accounts and restart
Cuklook,

ou can add correct Folders into Qutlook Address Book again in Contact Folders' properties,

These actions will in no way endanger wour contacts,

Figure 6.34 Error in settings of contact folders used as address books
2. Remove all listed address books and close the wizard.
3. Restart MS Outlook.

Removing address books does not delete contact folders. All contacts are kept intact. Once
all address books are removed from MS Outlook and the application is restarted, it is possible
and recommended to add the address books again (for details, see chapter ).

6.13.5 Problems with displaying of Free/Busy information

Failures of connection of MS Outlook to the Kerio MailServer’s built-in Free/Busy server may be
caused by the following issues:

Free/Busy server and SSL encryption

If traffic over SSL is enabled in an MS Outlook account settings, the Free/Busy server requires
installation of a valid certificate. This certificate can be installed in Internet Explorer.
Detailed instructions are provided in section

Collisions with configuration of the URL server

If the meeting scheduling with the Free/Busy server does not work properly (i.e. the Scheduling
tab does not work correctly) while the connection to Kerio MailServer via MAPI is alright, the
problem might be solved by changing the address for connection to the Free/Busy server.

After installation of the Kerio Outlook Connector and account configuration, the correct
address is set automatically (it is not necessary to change it).

Problems might arise when the user changes the address for any reason. If the address is not
set correctly, it is not possible to connect to the Free/Busy server.

If any problems with connection to the Free/Busy server arise, check the following settings:

1. InTools — Options, open the Preferences tab (see figure ) and in the Calendar section
click on Calendar options.
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S -]

Other | il Spanm I il 2t of office I il Preferences
Preferences | MalSetup | MailFormat | Speling | Security
E-rrail

.

; Zhange the appearance of messages and the way they are handled,
Junk E-mail... | E-mail Options. .. |

Zalendar

Zustomize the appearance of the Calendar,

v Default reminder: 15 minutes j | Zalendar Options. .. I

Figure 6.35 Preferences

2. In the Calendar options dialog, click on the Free/Busy options button at the bottom of the
window (see figure 6.306).

Advanced options

[ Enable alternate calendar: IEninsh j IGregDrian j DEkions. .. |

™ | when sending mesting requests over the Internet, use iCalendar format

Free/Busy Options. ., | Resource Scheduling. .. | Time Zone. .. |

(] 4 I Zancel |

Figure 6.36 Calendar Options

3. This opens the Free/Busy options dialog. Check the Search location settings. This en-
try must include the URL address at which the Free/Busy server is located (the Kerio
MailServer’s address in this specific case). The URL address must follow this pattern:

http://ip_address_of_the_server:port/freebusy/%SERVER%/%NAME%

An example of correct URL address is shown at figure 6.37.

280



6.13 Troubleshooting

Free/Busy Options | x| |

Opkions

Freefbusy information is used by people sending meeting requests, to determine when
wou are available For meetings,

Publish |2 monthis) of Calendar freefbusy information on the server
IUpdate free/busy information on the server every |15 minukes

Internet Free/Busy

[~ Publish ak my location:

Search location: Ihttp:,l',l'mail.u:u:umpany.u:u:um:SEI,I'Freel:uusy,|'°.-“oSER'-.-'ER°.-“o,I'°foN.ﬁ.ME°fo

(] 4 I Zancel

Figure 6.37 Free/Busy options
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Web calendars in MS Outlook 2007

MS Outlook 2007 allows sharing of calendars via the Internet. Calendars are available through
subscription and publishing:

e Calendar subscription — calendar subscription downloads the particular calendar
from a web server to a local store.
e Calendar publishing — calendar publishing is uploading of a calendar to a web store.

—— Warning
Sharing of web calendars is not identical with synchronization. In MS Outlook, subscribed
calendars are available only in the read-only mode. Published calendars are available on the
server for reading only (this implies that it is not edit published calendars when accessed by
Kerio WebMail, for example).

Using and publishing of calendars may be helpful especially for the following purposes:

e To view a calendar of a user who has not an account in Kerio MailServer.

e To share a calendar with users who have not an account in Kerio MailServer.

e To make calendars stored in the Kerio MailServer mailbox available in case that the
Kerio Outlook Connector is not used.

e To publish calendars saved in MS Outlook in case that the Kerio Outlook Connector is
not used .

7.1 Subscription to calendars

In MS Outlook, it is possible to subscribe any calendar stored on the WebDAV server in the iCal
format. This implies that it is possible to subscribe to calendars stored in Kerio MailServer
and/or iCal calendars stored on any other WebDAYV server supporting the iCalendar format.

To enable subscription of a calendar in MS Outlook, the calendar needs corresponding access
rights.

If the calendar is located in Kerio MailServer, it depends whether it is your calendar or a cal-
endar of another user. It is necessary that the calendar’s owner shares the calendar (at least
by enabling read rights).

Calendars can be subscribed in MS Outlook in two ways, either by using a special tab in MS Out-
look or by a web browser. Options differ depending on the method chosen and they are focused
in separate sections:
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Subscription of calendars in MS Outlook

In MS Outlook 2007, you can subscribe your own calendar as well as any other calendars. To
subscribe your own calendar, follow these guidelines:

1. Log in the Kerio WebMail interface.
2. Go to Settings — Integration with Windows.

3. On the Integration with Windows page, in section Microsoft Outlook, click on the Subscribe
to my calendar link.

4. This opens the Launch Application dialog. Select the Microsoft Office Outlook option and
confirm the selection by clicking on OK (see figure 7.1).

Launch Application | )

This link needs to be opened with an application.
Send to:

Microsoft Office Qutlook

Choose an Application

[] Remember my choice for webcals links.

Ok J ’ Cancel

Figure 7.1 The Launch Application dialog

5. This opens a dialog where you confirm that you want to subscribe to the calendar. Simply
confirm it.

6. This opens the Subscription Options dialog (see figure 7.3). Click OK. The Attachments and
Update Limit options are not supported by Kerio MailServer.

To subscribe any calendar located on your mailserver (Kerio MailServer), it is necessary that
rights for anonymous access are set for the calendar (i.e. no username or password is required
for download of the calendar). To subscribe such a calendar, follow these guidelines:

1. In the Tools menu, select Accounts Settings

2. to open the Account Settings dialog and go to the Internet Calendars tab.
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3.

Click on New and use the New Internet Calendar Subscription dialog to enter URL address
of the calendar’s location. The address must follow this pattern:

Account Settings E |

Internet Calendars
‘ou can add or remove an Internet Calendar, You can select a calendar and change its settings.,

E-rnail | Data Files I RS5 Feeds I sharePaink Lists ~ Internet Calendars IPuinshed Calendars | Address Books |

<y Mew... f5F Change.. X Remave

Internet Calendar I Size I Last Lpdated an I
= Mew Internet Calendar Subscription E3

Enter the location of the Internet Calendar you wank to add to Outlook:

Ihttp:,l',l'mail .compant.comficalfcompany, comyjsmithfCalendar

Example: webcal: fiwaag, example, comfcalendars/Calendar ics

Add Cancel

Subscribed Internet Calendars are checked once during each download inkerval, This prevents vour lisk From possibly
being suspended by the publisher of an Internet Calendar.

Close |

Figure 7.2 Subscription to a calendar — specification of URL address of the calendar’s location

http://server_name/ical[path]
For better understanding of the URL specification, view the following examples:

To subscribe the default calendar folder which belongs to your mailbox in Kerio
MailServer, enter the URL in the following format:

http://server_name/ical
for example:
http://mail.company.com/ical

It is also possible to subscribe another user’s calendar, if the user shares it for you. For
the login URL, use the following pattern:

http://server_name/ical/domain/user/calendar_name

for example
http://mail.company.com/ical/company.com/jsmith/Personal
To subscribe the default calendar, use the following URL format:

http://server_name/ical/public
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It is also possible to subscribe another user’s calendar(s), if shared. The following URL
format must be used:

http://server_name/ical/public/calendar_name

If MS Outlook uses the specified address to connect to the server where the calendar is
saved, another dialog is opened where additional information for the calendar can be
added:

Subscription Options | x| |

"E IJse the choices below to configure options For this Inkernet Calendar.

General

Folder Mame: ICalendar

Internet Calendar:  John Smith's calendar

Location: hitkp: ffmail. comparny, com/ficalfcompansy, com)jsmith) Calendar
Description: (Zalendar is subscribed From mail, company. com
Attachments

[ Download attachments For items in this Internet Calendar

Update Limit

[ Update this subscription with the publisher's recommendation. Send/Receive groups do
not update more Frequently than the recommended limit ko prevent vour subscription
from possibly being cancelled by the content provider,

Current provider limit: Mot published,

(] 4 I Zancel

Figure 7.3 Subscription to a calendar — additional settings

Folder name
Name of the calendar for reference in MS Outlook.

Web calendar
Name of a calendar stored on the server.

Location
URL address where the calendar is saved.

Description
Any description of the calendar.

Attachments
Files attached to events are not supported in Kerio MailServer.
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Update limit
Not supported in Kerio MailServer.

Subscription of calendars via web browser

Subscription of a calendar via a web browser is useful especially in the following cases:

e The calendar is not available in the store for anonymous access, username and pass-
word are required for authentication.

e The calendar’s owner sends us URL address of the calendar. Then, clicking on the
address subscribes the calendar.

To subscribe a web calendar, follow these instructions:

1.

Start your web browser.

Enter a corresponding URL address to specify the calendar’s location. The address must
follow this pattern:

webcal://server_name/ical[path]

For better understanding of the URL specification, view the following examples:

To subscribe the default calendar folder which belongs to your mailbox in Kerio
MailServer, enter the URL in the following format:

webcal://server_name/ical
for example:
webcal://mail.company.com/ical

It is also possible to subscribe another user’s calendar, if the user shares it for you. For
the login URL, use the following pattern:

webcal://server_name/ical/domain/user/calendar_name

for example
webcal://mail.company.com/ical/company.com/jsmith/Personal
To subscribe the default calendar, use the following URL format:
webcal://server_name/ical/public

It is also possible to subscribe another user’s calendar(s), if shared. The following URL
format must be used:

webcal://server_name/ical/public/calendar_name

This opens the External Protocol Request window notifying that MS Outlook must be used
for subscription of a calendar. Confirm the dialog by clicking on the Launch application
button (see figure 7.4).
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External Protocol Request | x| |

an external application must be launched to handle webcal: links, Requested link;

webcal;ffmail, company . comjicalfcompany . comyjsmithfCalendar
Application: Microsoft Office Cutlook,

If wou were not expecting this request it may be an attempt o exploit a weakness in that other
program. Cancel this request unless wou are sure it is not malicious,

[ Remember my choice For all links of this type,

Launch application | Zancel I

Figure 7.4 Subscription of a web calendar

Note: If MS Outlook is not running, it will be started automatically upon clicking on Launch
application.

4. 1In the Microsoft Office Outlook window just opened, click on Advanced (see figure 7.5).

Microsoft Office Dutlook E E |

' Add this Internet Calendar to Outlook and subscribe to
ai updates?

webcal;ffmail, company . comjicalfcompany . comyjsmithfCalendar

To configure this Calendar, click Advanced,

Advanced. .. | Yes | Mo I

Figure 7.5 Subscription of a web calendar

5. An authentication dialog is opened (see figure 7.6), requiring username and password.

=
1 1. 1 |I ?:q,l

Enter your user name and password to download:
webcal;ffmail, company . comjicalfcompany . comyjsmithfCalendar

Lser name: I €3 jsmith j

Password: I T TIIIIIT)

[~ Remember my password

(] 4 I Zancel

Figure 7.6 User authentication
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6. The Subscription Options dialog box is opened allowing specification of the following in-
formation:

Subscription Options | x| |

"'E IUse the choices below ko configure options For this Internet Calendar,

General

Folder Mame: IJ:::hn Smith's calendar

Internet Calendar:  Jan Mowak's calendar

Location: webcal;ffmail, company . comjicalfcompany . comyjsmithfCalendar
Descripion: John's calendar
Attachments

[ Download attachments For items in this Internet Calendar

Update Limit

[ Update this subscription with the publisher's recommendation. Send/Receive groups do
not update more Frequently than the recommended limit ko prevent vour subscription
from possibly being cancelled by the content provider,

Current provider limit: Mot published,

(] 4 I Zancel

Figure 7.7 Subscription of a web calendar

Folder name
Name of the calendar for reference in MS Outlook.

Web calendar
Name of a calendar stored on the server.

Location
URL address where the calendar is saved.

Description
Any description of the calendar.

Attachments
Files attached to events are not supported in Kerio MailServer.

Update limit
Not supported in Kerio MailServer.

288



7.2 Calendar publishing

Removal of subscribed calendars

Subscription is removed automatically by deletion of the calendar:
1. Click on the calendar with the right mouse button.

2. In context menu, select Delete ‘calendar name’.

7.2 Calendar publishing
Calendars can be published to the following stores:

e to a personal account in Kerio MailServer,

e to an account of another Kerio MailServer user (username and password are required
unless the user creates a new calendar folder and shares it),

e to any WebDAYV server in the Internet — the publication folder need rights for anony-
mous access.

Calendars can be published to Kerio MailServer as follows:

1. Right-click on the calendar and select the Publish to Internet — Publish to WebDAV Server
option from the pop-up menu (see figure 7.8).

2. This opens a dialog where publishing parameters for the calendar can be defined (see
figure 7.9):
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2] All Calendar Items

My Calendars

[ 5 calenda

= i
o

Other Caler E bl

vl ﬁ«ﬂale Open in New Window I
Save As. 1

How to 5

YView in Overlay Mode

Search Cg .,
i Move “Calendar”...

Senda (3
Publish M

Copy "Calendar”...

Add Mew

Bename "Calendar’...
Mew Folder...
Move Up in List

<
T
[
Eﬂ Delete "Calendar
dle
Ca
i
¥

Move Down in List

Mark All as Read

N Send via E-mail...
1~ Mail :
Publish to Internet 3

%ﬂﬁ Properties

h]ﬁ@r-l

Publish to Cffice Online...

Publish to WebDAY Server...
Share Published Calendar...
Change Sharing Permissions...

Remove from Server

Figure 7.8 Calendar publishing
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Publish Calendar to Custom Server 7 x| |
:’:ﬁ Publishing: Calendar? Calendar
Lacation: Ihttp:,l',l'mail.cu:umpany.cu:um,l'ical,l’cu:umpany.u:u:um,l'jsmith,l'CaIendar

Example: htkp: vy, adatum, comjcalendars)

Tirne Span: i Previous |3|:| Days TI through resxt IEuEI Days 'I

* whole calendar

Dretail: s | Full details

Inchudes the availability and Full details of
calendar items {calendar attachments will not be | ™
published)

Axailability only

Time will be shown as "Free,
"Tentative," or "Out of Office”

By, "

Advanced. .. |

Limited details

Includes the availability and subjects of calendar
ikems only

Full details

Inchudes the awvailability and Full details of
calendar items {calendar attachments will not be
published)

ol

Figure 7.9 Publishing a calendar — publishing parameters
Publishing
Name used for the publishing.

Location
First, enter URL path to the store where the calendar will be published. For the URL
specification, use the following pattern:

http://server_name/ical[path]

For better understanding, view the following examples:
To publish a calendar in the root folder (of a particular mailbox), enter URL in the
following format:

http://server_name/ical

To publish a calendar as a subfolder of the calendar folder (of your mailbox), enter
URL in the following format:

http://server_name/ical/calendar

To publish a calendar to the mailbox of another Kerio MailServer user, enter URL in
the following format:

http://server_name/ical/domain/user_name/folder_name

It is also possible to publish a public calendar. The following URL format must be

291



Chapter 7 Web calendars in MS Outlook 2007

used:.
http://server_name/ical/public/folder_name
Time range
Time span taken by the published calendar.
Details

This item includes a menu which allows to limit visibility of calendar items.

3. (lick on Next. This opens the Published Calendar Settings dialog where additional publish-

ing parameters can be set (see figure ):
Published Calendar Settings 7 x| |
Upload Method:

™ automatic Uploads: Upload updates periodically
{* Single Upload: Updates will not be uploaded

Private Ikems:
[ Include details of items marked private

|Update Frequency:

[ Update this calendar with the server's recommended frequency,
Send/Receive groups do nok update more Frequently than the
recommended frequency. This helps to prevent wour ability ko publish a
calendar From possibly being canceled by the server.

(] 4 Zancel

Figure 7.10 Publishing a calendar — publishing parameters

Upload Method
This item allows setting of updates of the published calendar. It is possible to publish
calendar only once and not to change it any more or to schedule up its updates.
Automatic updates are set by default.

Private items
This option allows including of private calendar items. By default, most private
events are not published along with the calendar. If this option is enabled, private
events are not hidden and they are displayed with all their details. Private items and
their usage are addressed in section

Update Frequency
Not supported in Kerio MailServer.

4. Upon a successful publication of a calendar, a dialog is displayed informing users that an
email message can be sent to users for whom the calendar has been published.
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Unpublishing of a calendar

Calendars can be unpublished as follows:
1. Click on the calendar with the right mouse button.

2. In the pop-up menu, select the Publish to Internet — Remove from Server option.
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Support for Windows Calendar

Windows Calendar is a Microsoft Corporation’s application used for calendar management on
Windows Vista and Windows 7. This application enables to view events of multiple calendars
in a single schedule and thus quickly identify conflicts in the time schedule. Calendars may be
either stored on the disk or it is possible to subscribe for calendars stored at the web server.
It is also possible to publish calendars on the web server.

Kerio MailServer supports publishing of calendars in user email accounts on the server and
subscription of calendars stored in the mailbox from the Windows Calendar. In addition to
subscription to their own calendars, users can also subscribe to calendars shared by other
users.

—— Warning

1. In Windows Calendar, subscribed calendars are available only in the read-only mode. Pub-
lished calendars are available on the server for reading only (this implies that it is not edit
published calendars when accessed by Kerio WebMail, for example).

2. The Windows Calendar application does not allow connection to more than one user ac-
count located on a single server at a time.

3. Kerio MailServer does not support tasks created and saved in Windows Calendar.

Note: If calendars published as subfolders of the default calendar called Calendar, all events
will also be displayed in the Free/Busy calendar.

8.1 Subscription to calendars

It is possible to subscribe any calendar stored on the WebDAV server in the iCal format. This
implies that it is possible to subscribe to calendars stored in Kerio MailServer and/or iCal
calendars stored on any other WebDAV server supporting the iCalendar format.

To enable subscription of a calendar in MS Outlook, the calendar needs corresponding access
rights.

If the calendar is located in Kerio MailServer, it depends whether it is your calendar or a cal-
endar of another user. It is necessary that the calendar’s owner shares the calendar (at least
by enabling read rights).

Calendars can be subscribed through the Share — Subscribe menu:

1. To subscribe a calendar in Kerio MailServer, a valid URL is required (see figure 8.1). The
address must follow this pattern:
http://server_name/ical[path]
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Note: The URL of your Kerio MailServer’s calendar is available in the Kerio WebMail’s sec-
tion Settings — Integration with Windows. In the Google Calendar, Windows Calendar
section you will find your calendar’s URL.

EX3

& | Subscribe to a Calendar

Subscribe to a Calendar

Zalendar to subscribe ko

https:ffmail, company . comjicalfcompany . comyjsmithfCalendar

For example: http:/fservername/calendar.ics

For locations of other calendars, wisit the Windows Calendar website,

Mext || Cancel

Figure 8.1 Subscription to calendars
For better understanding of the URL specification, view the following examples:
e To subscribe the default calendar folder which belongs to your mailbox in Kerio
MailServer, enter the URL in the following format:
http://server_name/ical
for example:
http://mail.company.com/ical
e It is also possible to subscribe another user’s calendar, if the user shares it for
you. For the login URL, use the following pattern:
http://server_name/ical/domain/user_name/calendar
for example
http://mail.company.com/ical/company.com/jsmith/PersonalCalendar
e To subscribe the default calendar, use the following format:
http://server_name/ical/public
e Itis also possible to subscribe another user’s calendar(s), if shared. The following
URL format must be used:
http://server_name/ical/public/calendar_name
Secured, -encrypted version of the protocol can also be used for subscription to
a calendar. Some servers may even require encrypted connection. In such cases, use the
https:// string instead of http://.
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—— Warning
If encryption is used, it is necessary that a valid SSL certificate is installed on the host.

2. Once a valid address is entered, click on Next.

3. This opens a window for specification of login username and password for connection to
a Kerio MailServer account. When logged in successfully, the next page of the wizard is
opened where other parameters of the subscribed calendar can be set (see figure 8.2):

E3
2| Subscribe to a Calendar

Calendar subscription settings

Zalendar name:

Zalendar

Update interval;

Ewvery 15 minutes -

Include reminders

Include tasks

Finish || Cancel

Figure 8.2 Subscription to calendars

Calendar name
Name of the calendar for reference in Windows Calendar. Name of the corresponding
calendar folder as saved in Kerio MailServer is automatically filled in the entry. This
name can be edited.

Update interval
The Update interval menu allows setting of regular refresh of the calendar.

Include reminders
The option allows including of reminders in the calendar subscription. However,
subscription of reminders is not recommended. The calendar is in read-only mode
and reminders cannot be closed.

Include tasks
Not supported in Kerio MailServer.

—— Warning
In Windows Calendar, subscribed calendars ara available only for reading and it is therefore
not possible to edit, add or remove individual events.
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8.2 Calendar publishing

Calendars can be published to the following stores:

to a personal account in Kerio MailServer,

to an account of another Kerio MailServer user (username and password are required
unless the user creates a new calendar folder and shares it),

to any WebDAV server in the Internet

In their stores on the server, published calendars are available for reading only and it is there-
fore not possible to edit events or add new ones.

Calendars can be published through the Share — Published menu. This opens a dialog (see
figure 8.3), where URL address can be specified and other publishing parameters can be set:

E3
2| Publish Calendar
Enter publishing information
Publish a calendar to the Internet, a network location, or bo wour computer, You can invike Friends
and Family who use compatible calendars ko view it
Calendar name: Home
Location to publish calendar: b timail, comparty . com/icaljcomparny . comyismith Browse. ..
For example: http:ffservernamefwebday
Where can I publish this calendar?
| Aukomatically publish changes made to this calendar
Calendar details to include: Mokes
o | Reminders
Tasks
Microsoft Windows Yista Privacy Policy
Publish | | Cancel

Figure 8.3 Calendar publishing

Calendar name
Name of the current calendar name is automatically filled in. It is possible to enter name
of any calendar included in Windows Calendar.
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Location to publish calendar
location where the calendar will be published must be specified in one of the follow-
ing ways:

e To publish a calendar in the root folder (of a particular mailbox), enter URL in the
following format:

https://server_name/ical
for example:
https://mail.company.com/ical

e To publish a calendar in the calendar folder (of a particular mailbox), enter URL
in the following format:

https://server_name/ical/calendar

Automatically publish changes made to this calendar
This option enables/disables automatic update of the published calendar. If this option
is enabled, each change performed in Windows Calendar is automatically applied also in
the calendar saved on the server.

Calendar details to include
Several options are offered:

e Notes — enables synchronization of notes attached to events.

e Reminders — includes reminders in the synchronization process. However, pub-
lishing of reminders is not recommended. Calendars on the web are available only
for reading and it will be therefore not possible to close subscribed reminders.

e Tasks — not supported in Kerio MailServer.

Clicking on the Publish button opens a window for connection to the email account by user
password. It is recommended to specify username including the domain even if the user’s
account is located in the primary domain (see figure 8.4). After successful verification of the
user information, the calendar is published in the Kerio MailServer’s store.
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Connect to mail, compansy. com @
1=
2

R

Zonnecting ko vaverakova, kerio, local

IUser name: €3 ismith -

Password: TTIIIIILL

Remember my password

[ (8] 4 ] [ Cancel

Figure 8.4 Connection to the email account

Unpublishing of a calendar

Calendars can be unpublished as follows:

1.
2.

Click on the calendar with the right mouse button.
In the pop-up menu, click on Stop Publishing.

8.3 Sharing of calendars

Calendars published in Kerio MailServer can be shared with other users to make it possible for
them to subscribe it in their Windows Calendar or to view it in Kerio WebMail (if they have an
account in the same Kerio MailServer).

To share a calendar, follow these instructions:

1.
2.

—— Warning

Log in the Kerio WebMail interface.

Create a special calendar folder (e.g. Shared_Calendar). Creating of new folders in Kerio
WebMail is addressed in chapter 1.11.5.

Share the folder with corresponding users.

Publish a Windows Calendar calendar to the folder just created. The URL for publishing
will be as follows:

http://server_name/ical/Shared_Calendar

It is always necessary to share the entire folder in which the calendar is published. If only
the calendar itself is published, the sharing will be removed upon next update (publishing of
anew version). This is caused by the fact that calendars are recorded on the servers in the way
that the original version of the calendar is removed first (including possible sharing) and then
a new version is saved to the server.
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MS Entourage is an MS Office for Mac email client supported by Kerio MailServer. This support
uses the interface for MS Exchange in MS Entourage and it includes:

e support for groupware data such as mail, calendars, contacts and public folders,

e Free/Busy server for meetings management,

e connection of various LDAP databases for contact look-up

¢ learning of the Bayesian filter by moving folders to Junk E-mail or INBOX (for detailed
information, see chapter ),

e Out-of-office automated replies.

Cooperation of Kerio MailServer with MS Entourage is supported directly. This means that no
extension is required to be installed at client stations. It is only necessary to set correctly the
basic parameters for an Exchange account.

Kerio MailServer supports the following versions of the mail client:

e MS Entourage 2004 and MS Office 2004 for Mac SP2 — 11.3.3 for Mac OS X
e MS Entourage 2008 + MS Office 2008 for Mac SP1 — 12.1 for Mac OS X

MS Entourage must be installed on one of the following versions of Mac OS X:

e Mac OS X 10.3.9 Panther

e Mac OS X 10.4 Tiger

e Mac OS X 10.5 Leopard

e Mac OS X 10.6 Snow Leopard

—— Warning

Each user profile in MS Entourage can be used for an only Exchange account. Any other account
will be dysfunctional. Functionality of and accounts is not affected by the account
settings.

Differences between MS Entourage 2004 and MS Entourage 2008 are shown in table
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Basic account settings

Character MS Entourage 2004 | MS Entourage 2008

Searching contacts via LDAP YES YES

Free/Busy support YES YES

Delegating folders YES YES

Support for public folders with contacts and YES YES

calendars

Support for calendar and contact folders in YES YES

a single account

Support for Out-of-office NO YES

Table 9.1 Supported features

9.1 Basic account settings

MS Entourage can be configured either by an automatic script or manually:

MS Entourage automatic configuration

Kerio Technologies have developed a tool for automatic configuration of Exchange accounts in
MS Entourage. This implies that now you simply download and run this tool on your computer.
The only information required for the installation is as follows:

e username and password for the corresponding account,
¢ username and password for an account with administration rights for the workstation.

1. Run MS Entourage.

The tool can be downloaded from the special page Integration with Mac OS X. To open
this page, go to the Kerio WebMail interface’s Settings— Integration with Mac OS X (see

figure 9.1).

#53, Settings~

L Mail filters

5 Out of office

= Subscribe shared folders
iz== Change password

Integration with Mac

Figure 9.1 Kerio WebMail — Settings
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Note: For detailed instructions on authentication to Kerio WebMail, refer to chapter 1.2.

3. On the Integration with Mac OS X page just opened, click on the Auto-configure Entourage
link.

4. The tool gets downloaded to your workstation and gets launched automatically (see fig-
ure 9.2). Click on Continue.

Welcome to the Entourage Config Tool Installer

Welcome to the wizard that will guide you through the
© Introduction configuration of Microsoft Entourage with Kerio MailServer.

@ Destination Select The installer will request the local computer administrators

- | [ username and password.
nstallation Type . . . . .
Microsoft Entourage will be configured with Kerio MailServer

@ Installation account containing private folders, public folders and
directory settings from your Kerio MailServer account.

® Summary

Figure 9.2 Launching iCal Config Tool

5. In the next page, select location where the tool will be saved and where it will be launched
from.
Unless motivated by specific reasons, do not change the default settings and click on
Install.

6. Now enter username and password of an administration account for your computer (see
figure 9.3).

7. An MS Entourage dialog is opened where you are supposed to authenticate with your
mailbox password. Enter the password and confirm the dialog.

8. Your MS Entourage is now completely configured and you can start using it immediately.

Continue
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Installer requires that you type your
password.

Name: Administrator

Password: [--u- ]

® ( Cancel ) f—elha

Figure 9.3 Entering administration username and password

—— Warning
If the script has already been used and MS Entourage 2008 reports that the traffic would
not be secure because it is not possible to communicate via SSL, please restart MS En-
tourage. Upon the restart, the application should work correctly in the secure mode.

MS Entourage manual configuration

Whenever a new profile is created or right upon a successful installation of the application, the
Entourage Setup Assistant is started automatically. It is recommended not to use this wizard
to create a KMS (Exchange) account.

Note: Settings for MS Entourage can slightly differ for versions 2004 and 2008. The following
description matches the MS Entourage 2008 configuration.

Follow these instructions to set the account:

1. In the Tools menu, select Accounts. This opens the account management dialog (see fig-
ure 9.4). In this dialog, click on New. In the new account wizard just opened, click on
Configure Account Manually and in the menu select the Exchange account type.

ednO0n Accounts —

4[ Mail = Mews Directory Service ]7

Figure 9.4 Accounts
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2. This opens an Exchange account settings dialog (see figure 9.5). On the Account Settings
tab, set the following parameters:

%

{ Account Settings | Options  Advanced  Delegate  Mail Security 1

Account name: | kms account

Personal information

Mame: | lohn 3mith

E-mail address: | ismithicompany.com

Authentication

8 Use my account information

Account ID: | ismith

Domain: | Company.com

Password: ERREEARE RN

EE&V& password in my Mac 05 keychain

O Use Kerberos authentication

Kerberos ID: | Mone

Server information

Exchange server: l mail.company.com I

D This DAV service requires a secure connection (S5L)

[ Override default DAV port: 80

Learn about connecting to an Exchange account

(Cancel) ( 0K )

Figure 9.5 Account Settings
Account name

The name of the email account.
Name
Any name (the first name and last name of the user is recommended) that will be
displayed in the message header.
E-mail address
The email address of the user.
Account ID

Username used for login to Kerio MailServer. The username is specified as user
without the at sign and domain.
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Domain
Name of the email domain where the user has an account.

Password
The password used for accessing your account in Kerio MailServer.

Exchange server

name or of the machine where Kerio MailServer is running.

The traffic between Kerio MailServer and MS Entourage is usually maintained through
the interface ( protocol) at 80. If in Kerio MailServer is
running on a non-standard port, it is necessary to enable the Override default DAV
port option and change the port.
The traffic can also be secured by . To encrypt the traffic, use the This DAV service
requires a secure connection (SSL) option. When it is checked, the port in Override
default DAV port is changed to port 443 (the default port for HTTPS). If another port
number is specified, it is necessary to check also the Override default DAV port and
change the port number to 443. Otherwise, connection to Kerio MailServer fails. It
is also necessary to change the port if HTTP(S) protocol in Kerio MailServer commu-
nicates at a non-standard port. In such a case, it is necessary to specify the port
number used by Kerio MailServer for HTTPS traffic.

In the Advanced tab, set connection to a Free/Busy and to an server (see figure )
Public folder server
In the entry, it is possible to enter a address to the Free/Busy server. The

Free/Busy server is a public calendar that displays the free/busy data for all users
that have an account in Kerio MailServer, and work with the calendar in MS Entourage,
in MS Outlook or in the Kerio WebMail interface. For detailed information on usage of
this feature, refer to chapter

This DAV service requires a secure connection (SSL)
It is also possible to connect to the Free/Busy built in Kerio MailServer via secured

. If the service in Kerio MailServer is running on a standard , simply
enable this option. The port in Override default DAV port is changed to 443 (see
figure ).

Override default DAV port
If Kerio MailServer communicates at a non-standard port, check this option and over-
write the port.

LDAP server
Enter name of of the LDAP server (typically the address of your Kerio
MailServer) — see figure
Note: MS Entourage supports only the default private Contacts folder. It does not
support for displaying of shared (unless delegation is set) and public contact folders
nor it supports private contact subfolders created in Kerio WebMail (unless they are
shared and connected by delegation). However you can add addresses from these
other Contact folders through an LDAP search when creating a new email (see chap-
ter 9.2).
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Edit Account

[ Account Settings  Options | Advanced | Delegate  Mail Security ]

Public Folder Settings

Public folders server: | mail.company.com/public

This server is also wsed for free/busy information.

':' This DAV service requires a secure connection (S5L)

[ Override default DAV port: 80

Directory Settings

LDAF server: | mail.company.com

EThis server requires me to log on

':' This LDAP server requires a secure connection (55L)

E{}\rerride default LDAP port: | 389

Maximum number of results to return: | 1000

[4]
W

Search base:

(" Cancel “1 ( OK

Figure 9.6 Advanced

This server requires me to log on

This option must be used if you want to use the LDAP database in Kerio MailServer
since the LDAP server in Kerio MailServer does not allow anonymous connections.

This server requires a secure connection (SSL)

Communication with the LDAP server in Kerio MailServer can be secured by SSL. If
this encryption is used, it is also necessary to change the port in Override default

LDAP port (standard port for LDAPS is 636).
Override default LDAP port

By default, MS Entourage uses a non-standard port where the MS Exchange email
client is run. Whenever a user connects to Kerio MailServer, they must change the
port to the port on which the Kerio MailServer’s LDAP service is running.

It is therefore necessary to check this option and enter the correct port number and
every time. The standard port number for the non-secured LDAP is 389 and the
standard port number for SSL-secured LDAP is 636. If the LDAP service in Kerio
MailServer is running on a non-standard port, specify the port used by the LDAP(S)

service in Kerio MailServer.
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9.2 Connection to the LDAP server

MS Entourage enables connection to any number of LDAP databases for contact look-ups. New
LDAP can be added on the Directory Service tab in Tools — Accounts:

Edit Account

{ Account Settings | Options }

Account name: | KMS account

Server information

LDAP server: | Mmail.company.com

EThis server requires me to log on
Account |D; | Ismith

Password: =eesees

EE:WE password in my Mac 05 keychain

Click here for advanced options

[ Assist Me | L Cancel ) (—e«—)

Figure 9.7 LDAP settings

Account name
Name of the account, used for reference only.

LDAP server
DNS name or LIP address of the computer where LDAP server is running (e.g.
mail.company.com or 192.168.1.10).

This server requires me to log on
This option must be used if you want to use the LDAP database in Kerio MailServer since
the LDAP server in Kerio MailServer does not allow anonymous connections.

e Account ID — user name. When connecting to the Kerio MailServer’s LDAP data-
base, it plays a role whether the user is created in the primary domain. If the
user is created in a domain which is not primary, the username must include
the domain for the specification. This implies that the Account ID pattern will
be as follows: user@domain (jwayne@company.com). If the user is created in the
primary domain, simply use the user (jwayne) pattern for the specification.

e Password — user password

Search base
Specify a location of contacts in the LDAP database (see above). If the entry is not speci-
fied, all subscribed contact folders will be searched through.
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Edit Account

! Account Settings | Dpt'runs}

Server options

Maximum number of results to return: | 100 o
Search timeout: 60  seconds
1
Short v ~ Long
Search base: | fn=Contacts
[ Use simple search filter
[ Assist Me | ( Cancel ) ( OK )

Figure 9.8 LDAP settings

If you want to access all private and subscribed shared and public folders, leave the entry
blank or enter

fn=ContactRoot

More precise specification of searched section of the LDAP database enables to access
only some types of contacts. To better understand various alternatives, read the following
examples:

cn=wsmith@company.com, fn=ContactRoot

(the look-up will be performed only in folders of the jsmith@company.com user)
fn=personal, fn=ContactRoot (only folders of the user currently connected to
the LDAP server will be searched through. This option is identical with the pre-
vious one, however, it is not necessary to specify username (or email address)
of the user. This option may be helpful for example when configuring multiple
clients, etc.)

fn=pub1ic, fn=ContactRoot

(only public contact folders will be searched through)

fn=Contacts, cn=wsmith@company.com,fn=ContactRoot

(only the Contacts folder of the jsmith@company.com user will be searched
through)

fn=PubTicContacts, fn=public,fn=ContactRoot

(only the public PubT1icContacts folder will be searched through)
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9.3 Scheduling of meetings

As well as in Kerio WebMail (see section ) and MS Outlook (section 6.9), in MS Entourage it
is also possible to schedule meetings using the Free/Busy server built in Kerio MailServer.

Free/Busy server is a special tool allowing us to see when other participants of a meeting are
busy or free for the meeting. To see whether the participant is free or not, go to the edit
dialog’s Scheduling tab (see figure 9.9).

Free/Busy server exploits information on user’s free time from the calendar of the particular
user. However, the meeting initiator can only see when the attendee is free or busy. It is not
possible to view particular details on the user’s activities.

The Free/Busy feature also provides information on how much busy the user is. Degree of
user’s busyness is suggested by the color. The color key is shown at the bottom of the Sched-
uling tab.

This implies that this type of calendar is perfect for planning of meetings and sessions. The
user who adds a new meeting can view when the people involved are free or busy. It is there-
fore not necessary to ask individual users when they are free. However, the following condi-
tions must be met to enable this function:

¢ all users must have an account in Kerio MailServer,
o the users involved must manage their events by a calendar in MS Entourage, in MS Out-
look (with the Kerio Outlook Connector) or in Kerio WebMail.

The Free/Busy calendar displays all meetings and events included in the default calendar folder
and its subfolders. If you want that some events (e.g. items of a private calendar) are not
shown in the Free/Busy calendar, create a new calendar folder out of the branch of the default
calendar and its subfolders.

Using the Free/Busy calendar for meetings

If address for connection to the Free/Busy server is enabled for an account in its con-
figuration (see chapter ), users can easily choose the best time for their meetings. The
Scheduling tab provides a list of all members of a particular meeting (with the Invite option)
and time they are free or busy. The busyness of individual users is shown by different tints of
blue. The Free/Busy server marks users for whom no information is available with grey (users
who do not have an account on the same server, etc.).

—— Warning
It is necessary to specify each user by their usernames and domains (username@domain).
Aliases cannot be used to display Free/Busy information.

The purple box represents the meeting suggested. The window can be moved, extended or
narrowed by the mouse pointer.
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(& YO Meeting
L [ ; [Y [/ v [o5 — g = -
i, E @5“& \“" . @ '@ @ _Q.'/ﬂ . 'fé,. . ECategurles T |=|Projects ~
nvite: | @& dpeterson@company.com @ jsmithi@xompany.com
Subject: Meeting
Location:
Start: Mon, Jul 12, 2004 LOOPM . [ All-day event
End: Mon, Jul 12, 2004 3:00PM : Duration: 2 hours ’
[ Appointment Scheduling ]
] Show all day Monday, July 12, 2004

gﬂﬂ luoo llﬂﬂ 12PM lﬂﬂ zﬂﬂ gﬂﬂ 4{:!'[!

All Attendees

John Wayne

dpeterson@company.com

jsmith@company.com

iai Tl

I B
|:| Tentative |:| Busy . Qut of Office |:| Mo information

Attachments: none

Figure 9.9 Usage of the Free/Busy calendar

—— Warning

For successful authentication to Free/Busy server, specify the Subject item in the Appointment
tab.

9.4 Resources

Kerio MailServer now provides an electronic management of resources shared by employees
of your company. Resources are rooms and devices available in the company, such as OHPs,
whiteboards, cars, etc. Resource management allows to:

e book aresource for a particular time,

e view current resources and their reservations in the Free/Busy calendar (for details on
Free/Busy calendars and information on appointments, see section 9.3) when planning
reservations,

e subscribe resource calendars by using standard sharing/delegation,

e set the resource manager who can decide on priorities in case of any collisions in
reservations.

Resources can be booked by using the existing calendar system. Resource reservation is based
on creating of en event. The feature works similarly as appointment scheduling. The main
difference is that the Attendees tab must include the resource selected from the contact list
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(it can naturally also include contacts of attendees). In the Free/Busy calendar you can see
whether the resource is available for the scheduled time or not.

Note: To make a resource available for booking, it is necessary to create it in Kerio MailServer
first. If you need to create a new resource, contact your network administrator.

Resource scheduling

Note: The settings described are for Entourage 2008. If you use another version, settings may
differ slightly.

To book a resource, follow these instructions:

1. Open a new event, enter its subject and time for which the resource should be reserved.
2. Add the resource(s) email address to Invite entry (e.g. carl@company.com).
3. In the event, go to the Scheduling tab.

&0 [ Resource scheduling — Calendar —

Invite: [ @ John Wayne @ Diane Peterson @ boardroom @ flipchart J

Subject: | Resource scheduling |

Location:
Start: [Fri, Oct 3, 2008 |EE| [ rooem || O] All-day event
End: |Fri, Oct 3, 2008 2:00PM | Duration: |1 hours 1]

[Appuimment l—Sd'reduhrrg—],
October 3, 2008
gﬂﬂ 1000 1100 1200 1300 140‘0 15‘0‘0 lﬁﬂﬂ

[ show all day

All Attendees
jsmith@company.com
John Wayne
Diane Peterson m
boardroom
flipchart

vioalrl

= <1
I:‘ Tentative I:‘ Busy . Out of Office I:‘ Mo information
Figure 9.10 Resource reservation
4. If the Free/Busy calendar is working, existing reservations can be viewed in it. It is there-
fore easy to check right away, whether the source is free or already booked by another
user for the suggested time (see figure 9.10).

You may have noticed that there are also other attendees in the list shown in figure 9.10.
Resources can be reserved either for usual appointment or for meetings (see section 9.3).
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Resource calendars

Each resource created in the system has its own calendar where all reservations are displayed.
Calendars of individual resources can be subscribed through the standard delegation process
(delegation of folders is focused in chapter 9.6).

Most user can access resource calendars in the read-only mode. Resource calendars can be
edited only by the resource manager. The role of resource managers and their rights are
addressed in the following section.

Reservation management

In certain situations, it is necessary that a resource is booked even if it has already been
reserved or that there is no other way than to make the reservation by a phone call. For such
purposes, there exists a user with special rights who is a manager of the company resources.
Resource managers can access resource calendars with administration rights. This implies
that they can edit, remove or move reservations in the particular resource calendar. They can
also create new reservations.

If you are a resource manager, first it is necessary to subscribe calendars of all resources that
you would manage:

1. Go to Tools — Accounts.
2. Open the Kerio account and go to the Delegation tab (see figure 9.11).

%

[Accoum Settings  Options  Advanced | Delegate @ Mail Security }

My Delegates

The following delegates can send items on your behalf. To grant permission to

others
to the ¢

Permis
— boardraom Find
; E-Mail | Job title |
boardroom_elara@company.com boardroom_elara@company.com
. boardroom@company.com boardroom@company.com
Users | ai
As a di

(Gnee) (o0

owner

A

flipchart@company.com <flipchart@company.com:>

boardroom@company.com <boardroom@company.com:

[: Advanced... :] [: Add... ) [: Remove )

l: Cancel :1 E—ﬁl(—}

Figure 9.11 Context pop-up menu of the root folder
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3. In the Users I am a delegate for section, click on Add and in the Select User dialog, add
a resource name and when the resource is found, confirm selection by clicking on OK.

4. If you manage multiple resources, subscribe to all their calendars as described above and
shown at figure

Once subscribed, calendars of individual resources are shown in the folder tree. Each resource
calendar now shows all reservations of the particular item done by any users. The resource
manager can edit reservation time, add new reservations or remove them if demanded.

9.5 Spam

Spam messages are mostly represented by advertisements. Spam are usually sent in bulk and
the recipient addresses are obtained by illegal means (e.g. by tapping the network communi-
cation). In their wilder modifications, spams may also distribute and seed dangerous viruses.

Kerio MailServer contains a sophisticated antispam filter. The filter is designed so that it
can recognize specific attributes of spam from the message contents (spam messages usually
contain specific keywords that can be recognized and counted by the filter). Each message is
assigned a numeric score; if this value exceeds the limit set in Kerio MailServer, the message
is marked as spam.

The spam filter may let some spam messages through from time to time by mistake (their
score is low) and mark some regular messages as spam (their score is too high). For the
reasons above, the antispam filter allows modification to the database used for recognition
of spam messages. This method, however, requires user input. Users have to reassign the
incorrectly evaluated messages to correct types (spam / non-spam) so that the filter learns to
recognize them in the future.

Messages which were marked incorrectly can be re-evaluated by moving them in corresponding
folders. To be specific, to mark a message as spam, move it to the junk E-mail folder. To mark
a message as not spam, move it to Inbox.

Note: In MS Entourage, messages marked as spam are also marked by specific visual signs.
For example, the line representing the message has a different colour (grey). However, these
methods of spam-marking are not applied to messages moved manually. Such messages are
distinguished as spam or not spam correctly by the server, but they are not changed visually.
This implies that messages marked as spam are still displayed as spam and also displaying of
messages marked as non-spam is not changed by moving them in the junk E-mail folder.

9.6 Delegation and subscription of folders

Delegation of folders allows to share personal folders with co-workers. When can this feature
be helpful? Imagine, for example, a situation where you cooperate with your teammate to
handle purchase orders in your company. While your colleague is on vacation, you cannot
handle orders delivered in her mailbox. However, if she has delegated the folder with purchase
orders to you by leaving for vacation, you can easily access and handle the orders by yourself
while she is out of office.

313



Chapter 9 MS Entourage support

The following folder types can be delegated:

e email

e calendars

e contacts

e email, calendar and contact public folders

Practically, the user who delegates a folder simply assigns appropriate access rights to another
user. The user whom the folder rights have been assigned simply subscribes the folder in their
email client (MS Entourage). The following sections describe the delegation process.

Delegating folders in any email client

This chapter focuses on situation where you use MS Entourage and your collaborator wants
to delegate you a folder for instance from MS Outlook, the Kerio WebMail interface or another
email client which does not support delegation but it supports sharing (more information
on sharing can be found in chapter 1.11.5). The way of sharing folders to users who want
subscribe them in MS Entourage is very specific. Therefore, read the following guidelines
thoroughly:

1. In the email client, create a new folder of the highest level possible. You can name it for
example Delegation.
2. Copy all folders to be shared with anyone into this folder (see figure 9.12).

Folders

B jsmithi@company.com
= [ INBOR
o Calendar
ﬂ:| Conkacks
# [ Deleted Items
[ Drafts
=l jz Folder For delegation
jd Jokes
=l e wWork
[ Invoices
e ders

4 Junk E-mail
[ Cukbo
] Sent Ikems
il Tasks

[ Public Folders

Figure 9.12 Tree structure in Kerio WebMail — an

example of a correctly created structure of delegated folders
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3. Assign access rights for individual folders to appropriate users.

When delegating folders, rights cannot be granted to folders of lower levels of the tree. It is
necessary that the folders are shared up to the highest level (the highest folder must be saved
right under the root folder). If folders which are save in a non-shared folder, the user to which
the folders are delegated cannot see and access these folders in MS Entourage.

For security reasons, it is not recommended to delegate for example the INBOX folder. It is
recommended to delegate a new folder created from the root folder instead. All folders to
be delegated must be moved to the new folder. Now, it is secure to grant access rights (see
figure

Folder delegation in MS Entourage

In MS Entourage, it is not possible to use the standard delegation tool since it supports only
Microsoft Exchange Server, not Kerio MailServer. Nevertheless, it is possible to delegate folders
with help of folder sharing available in MS Entourage.

In MS Entourage, it is possible to share any folder which includes at least one item (an email
message, an event or a contact). To delegate folders by using this method, follow these guide-
lines:

1. Use the mouse pointer to select a folder to be shared with another user.
2. Open the folder’s context menu (hold the Ctrl key and click on the folder) and select
Sharing.
3. This opens a dialog where a user can be added and access rights for the folder can be
assigned (see figure ).
To allocate rights, use the Permission level menu. The menu includes multiple options,
however, only three can be used for configuration of rights in Kerio MailServer.
e Owner = administration rights
e Editor = editing is allowed
e Reviewer = for reading only
It is recommended not to use the other options.
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Folder Properties: Delegated

! General Storage | Permissions |

Mame Level
Default Mone
dpeterson@company.com Reviewer
jwaynedcompany.com Mone

Ii Remove :,I I,i Add User... :,I

Permissicn Level: Reviewer )
2 Create ltems 2 Folder Owner
E Read ltems 2 Folder Contact
2 Create Subfolders E Folder Visible
Edit Items: Delete Items:
@ Mone @ Mone
- -
s Own s Own
- -
Al Al

I\ Cancel JI { OK )

Figure 9.13 Sharing folders

Folder subscription
The following conditions must be met for subscription of delegated folders:

e Both users (delegator and subscriber) must use account in a single Kerio MailServer
and they must belong to the same domain.
This rule does not apply to cases where users subscribe a public folder which is shared
by all domains. This may involve users of any Kerio MailServer domain.

e The delegator must set appropriate access rights for the folder in MS Entourage (by
standard sharing methods), in Kerio WebMail or in MS Outlook.

e The subscriber’s KMS (Exchange) account in MS Entourage must be set as primary.

Once the conditions above are met, subscribe delegated folders by following these guidelines:

1. Go to Tools — Accounts.
2. Inthe account edit dialog, on the Delegate tab (see figure 9.14), enter delegator’s username
including the domain (e.g. gbush@company . com).

If the delegation is set correctly, the folders added appear in the folder tree in the main MS En-
tourage (see figure 9.15) window and it can be used in accordance with the rights assigned.
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Edit Account

iﬁ.ccnunt Settings = Options Advanced |—Bel-egm—| Security 1-—

My Delegates

The following delegates can send items on your behalf. To grant permission to
others to access your folders without also giving them on-behalf privileges, go
to the Properties dialog for each folder and change the options in the
Permissions tab.

(Advanced...)- Set Permissions... | ( Add... ) | Remowve |

Users | am a delegate for

As a delegate, you may access and manage Address Book contacts, Calendar
events, and Mail messages for the following users. To do so, add the account
owner to the following list:

jwayne@company.com <jwayne@company.com:=

( Advanced... )( Add... )- Remove |

( Cancel ) _

Figure 9.14 Connecting delegated folders

> @ Folders on My Computer
¥ [ jsmith
INBOX (3)
Drafts
Sent Items
Deleted Items
Junk E-rnail
L3 Public Folders
b E John Wayne
b Fﬁ Sharing folders for my delegates
Iiﬁ Involces
& Microsoft News Server
b 00 Mall views

SEFLITLE

Figure 9.15 Delegated folders in the tree

Note: If contacts or calendars were delegated, these folders will be displayed separately. Del-
egated calendar folders will be displayed in the calendars section, while delegated contact
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folders will be displayed in the contacts section.

If subscription of delegated folders does not work, check whether the configuration of the
account meets all the conditions described above.

9.7 Out Of Office
MS Entourage 2008 supports sending of automatic replies when the user is out of office.

This automatic reply can be enabled when a user cannot reply messages him/herself (e.g.
when the user is ill or on vacation). It is usually helpful when the user is supposed to reply
immediately.

To set automatic reply, go to MS Entourage Tools — Out of Office. In the Out of office dialog,
switch to the Send Out of Office messages mode and enter a message which will be sent to
incoming messages. Thus, senders know immediately that the user cannot send them any
answering message at the moment.

Out of Office Assistant

Account: kms account

O Do not send Out of Office messages
e Send Out of Office messages

Reply to messages with:

Hello,

I am enjoying my wvacance at the moment. My affairs
will be managed by my colleague, John Smithers. Please
contact him through his email jsmithers@company.com

I_':Cancelt] E OK 3

Figure 9.16 Out of Office Assistant

Automatic reply will be applied to all incoming messages except email sent from mailing lists.
The automatic answer is not sent where answering to another automatic email (this should
prevent users from email loops).

9.8 Secure communication of Kerio MailServer with MS Entourage

The communication between Kerio MailServer and MS Entourage can be protected by the stan-
dard SSL encryption protocol. It is possible to secure communication via the WebDAYV interface
as well as requests and responses between MS Entourage and the LDAP server built in Kerio
MailServer. Settings differ for each version of MS Entourage. Here you can find description of
both alternatives:
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Settings in MS Entourage 2004 and 2008
Settings of WebDAVS in MS Entourage are as follows:

e On the Account Settings tab in Tools — Accounts, enable the DAV service requires secure
connection (SSL) option (see figure 9.17).
Note: Enabling the This DAV service requires a secure connection (SSL) option also
changes the standard port for HTTP service to the HTTPS port. Generally, it is there-
fore not necessary to change the port by hand.

o If the HTTPS service in Kerio MailServer is running on another port than ste standard
port 443, it is necessary to enable the Override default DAV port option and change
the port by hand.

Edit Account

4[—Acmm-ﬁenhgs—| Options Advanced Delegate Security

Account name:; | Kms-jsmith

Personal information

Mame: | lohn Smith

E-mail address:  ismith@company.com

Server information

Account ID;  Ismith

Domain:

Password:  ss*ssssss

EEa‘ue password in my Mac 05 keychain

Exchange server; | Mail.company.com

You can also enter Outlook Web Access server addresses,
such as http:/ /mail.example.com/exchange, into the
Exchange server field. For more information, contact your
Exchange server administrator.

EThis DAY service requires a secure connection (55L)

| Override default DAV port: 443

( Cancel ) ‘—“—;

Figure 9.17 Setting the secure WebDAV
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Connection to the Free/Busy server built in Kerio MailServer can also be SSL-secured. The
connection between a client and the Free/Busy server is handled via the WebDAV interface.
Therefore, the traffic can be secured by setting of the secure version of the DAV protocol.
To set this, go to the Advanced tab under Tools — Accounts and enable the This DAV service
requires a secure connection (SSL) option.

Note: Enabling the This DAV service requires a secure connection (SSL) option also changes the
standard port for HTTP service to the HTTPS port. Generally, it is therefore not necessary to
change the port by hand.

Edit Account

[ Account Settings = Options | Advanced | Delegate Security 1

Public Folder Settings

Public folders server: | mail.company.com/public
This server is also wsed for free/busy information.
@This DAY service requires a secure connection (55L)

| Override default DAV port: 443

Figure 9.18 Setting secure version of WebDAYV for connections to the Free/Busy server

Setting of LDAPS in MS Entourage is also very simple:

e On the Advanced tab in Tools — Accounts, enable the This LDAP server requires a
secure connection (SSL) option.

e It is also necessary to enable the Override default LDAP port option and overwrite the
port number to the port where the LDAPS in Kerio MailServer is running (standard
port for LDAPS is port 636).
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Edit Account

[ Account Settings = Options | Advanced | Delegate = Security }

Public Folder Settings

Public folders server: | mail.company.com/public

This server is also wsed for free/busy information.
2 This DAV service requires a secure connection (55L)

[ | Override default DAV port: 80

Directory Settings

LDAF server:  mail.company.com

EThis server requires me to log on

EThis LDAF server requires a secure connection (55L)

E{}verride default LDAP port: 636

Maximum number of results to return: 1000

i
hd
s

Search base:

( Cancel ) G0k

Figure 9.19 Setting the secure LDAP

Importing SSL certificate

This chapter describes the situation where Kerio MailServer uses a self-signed certificate and
a user tries to connect to it via SSL (DAVS and LDAPS in MS Entourage).

The security system of MacOS X does not trust certificates which are not signed by a trust-
worthy certification authority (so called self-signed certificates). Kerio MailServer uses the
self-signed certificate by default. To make Mac OS X systems accept the Kerio MailServer’s
self-signed certificate, do the following:

1. Run Safari and specify the corresponding URL to login to Kerio WebMail. SSI.-secured
protocol must be used for the connection to the server. This implies that the URL should
start with https:// (example: https://mail.company.com/).

2. Before the Kerio WebMail’s login page is opened, an alert is displayed informing that the
system is not able to authorize the server to which you are connecting since the certificate
is authorized by an unknown authority (see figure 9.20).
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Safari can't verify the identity of the website “localhost".

I . The certificate for this website was signed by an unknown certifying

l@ authority. You might be connecting to a website that is pretending to be
“localhost” which could put your confidential information at risk. Would you

like to connect to the website anyway?

® ( Show Certificate j ( Cancel j ECnntinue 3

Figure 9.20 Alert on an untrustworthy certificate
3. The alert dialog contains the Show certificate button. Click on it to show the certificate
(see figure 9.21).

y m Safari can't verify the identity of the website “localhost".

authority. You might be connecting to a website that is pretending to be
“localhost” which could put your confidential information at risk. Would you
like to connect to the website anyway?

\ g 1 The certificate for this website was signed by an unknown certifying

[] Always trust these certificates

¥ mail.company.com

. mail.company.com
(= ertifecete
e Self-signed root certificate
Expires: Thursday, August 7, 2008 1:12:43 PM GMT+02:00

-
€3 This root certificate is not trusted
p Trust
p Details
® I': Hide Certificate ] ( Cancel j ECnntinuea

4
Figure 9.21 Certificate Details

4. Use the mouse pointer to move the certificate’s icon to the desktop, as shown at fig-
ure 9.22.

Now the Mac OS X version plays role. For Mac OS X 10.3 Panther and Mac OS X 10.4, apply the
following procedure:

1. On the desktop, click on the certificate. In the Add Certificates dialog box (see figure 9.23),
select the X509Anchors store type in the Keychain menu. The X509Anchors store includes
saved certificates which can sign and thus make trustworthy other certificates. It also
stores all trustworthy certificates.”

7 Certificates work only if they are in the X509 format, encoded by Base64. If a certificate does not meet these
conditions, it is possible to convert it by a special application, Microsoft Cert Manager. This application can be
found under Applications — Microsoft Office — Office — Microsoft Cert Manager. However, in this case usage of the
application would be irrelevant. Kerio MailServer creates certificates in the X509 format, encoded by Base64.

322



9.8 Secure communication of Kerio MailServer with MS Entourage

OB A Failed to open page

Safari can't verify the identity of the website “localhost”.

m The certificate for this website was signed by an unknown certifying

\@ authority. You might be connecting to a website that is pretending to be

. “localhost” which could put your confidential information at risk. Would you
like to connect to the website anyway?

[[] Always trust these certificates

*% mail.company.com

= mail.company.com
(Certifoete
T Self-signed root certificate
Expires: Thursday, August 7, 2008 1:12:43 PM GMT+02:00
€ This root certificate is not trusted

o

p Trust
» Details

@ ( Hide Certificate ) I 1 [: Cancel ) ECnntinue 3

ertiffoente
[%‘-"

Figure 9.22 Moving the certificate to the desktop

P

Add Certificates

Do you want to add the certificate(s) from the file
“self-signed.crt” to a keychain?

Keychain: ' X509 Anchors |+J

(View{:enificams) C Cancel ) G—GK—-;

Figure 9.23 The Add Certificates dialog box
2. Administration password is required if you are not logged in as a root user or as an
administrator.
3. Along with the Add Certificates dialog, the Keychain Access store is opened. If not, it can
be found in Applications — Utilities — Keychain Access.
4. 1In the Keychain Access application, switch to the Certificates tab.
5. Check that the certificate has appeared in the certificate list.

For Mac OS X 10.5 Leopard, follow these instructions:

1. On the desktop, click on the certificate. In the Add Certificates window (see figure 9.24),
select the System option in the Keychain menu (all system users will be allowed to use the
certificate) or Login (only authenticated users will be allowed to use the certificate). Click
OK to confirm changes.

323



Chapter 9 MS Entourage support

ertiivat= | Do you want to add the certificate(s) from the file

G “mail.firma.cz.cer” to a keychain?
b

Mew root certificates should be added to the login
keychain for the current user, or to the System
keychain if they are to be shared by all users of this
machine.

Keychai
System

( View Certificates ) m

Figure 9.24 The Add Certificates dialog box
2. The Keychain Access application is started, asking for confirmation that you really want
to install the certificate. Confirm the dialog by entering username and password for an
account with administration rights.
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Developed by Apple Computer, Apple iCalis an application allowing management of calendars
on Mac OS X. The application enables to view events of multiple calendars in a single schedule
and thus quickly identify conflicts in the time schedule.

Kerio MailServer provides support for a wide range of features of the Apple iCal application.
Supported features are showed in table 10.1.

Calendar type Technology Description

Calendars located locally|CalDAV CalDAYV account enables to
synchronize Apple iCal calendars
with mailbox in Kerio MailServer.

Calendars located locally|Kerio Sync Connector for Mac|External utility enables to
synchronize Apple iCal calendars
with mailbox in Kerio MailServer.

Web Calendars iCalendar (iCal) Support for iCalendar allows to
locate a calendar in Kerio MailServer
or to subscribe a calendar on the
server for reading in Apple iCal.

Table 10.1 Support for Apple iCal

10.1 Kerio Sync Connector for Mac

Kerio Technologies has developed the Kerio Sync Connector for Mac application which allows
direct data synchronization with the mailbox in Kerio MailServer. Kerio Sync Connector for
Mac is recommended to be installed especially on computers with Mac OS X 10.4 Tiger. In Mac
OS X 10.5 Leopard, it’s replaced by support for CalDAV.

Kerio Sync Connector for Mac and its features are focused in chapter 12.

10.2 CalDAYV support

Since Mac OS X 10.5 Leopard, Apple iCal supports the CalDAV protocol. This protocol is
also supported by Kerio MailServer, making it possible to use the protocol for communication
between both applications.

Synchronization over CalDAYV features the following options:
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e synchronization of calendars,

e synchronization of To Do with the Tasks folder in the mailbox,

e scheduling of meetings,

e resource scheduling,

e delegating folders,

e providing information regarding availability of Kerio MailServer users,

e setting of private events in calendars (featured on Apple iCal 3.0.3 and higher).

If you use Mac OS X 10.5 Leopard and you have so far used the Kerio Sync Connector for
synchronization of calendars, it is recommended to disable synchronization of calendars and
set connection to CalDAV server, because this option provides also the option of meeting
planning and delegation of calendars to other users.

—— Warning
If you have installed and configured Kerio Sync Connector, synchronization of calendars over
Kerio Sync Connector is stopped automatically upon setting a CalDAV account. This does not
affect synchronization of contacts.

10.2.1 Automatic configuration

Kerio Technologies have developed a tool for automatic configuration of CalDAV accounts in
Apple iCal. This implies that now you simply download and run this tool on your computer.
The only information required for the installation is as follows:

e username and password for the corresponding account,
e username and password for an account with administration rights for the workstation.

Launching iCal Config Tool

1. The tool can be downloaded from the special page Integration with Mac OS X. To open
this page, go to the Kerio WebMail interface’s Settings— Integration with Mac OS X (see
figure 10.1).

3::‘_} Settings-

L, Mail filters

5 Out of office

{-+) Subscribe shared folders
i Change password
Integration with Mac

Figure 10.1 Kerio WebMail — Settings
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Note: For detailed instructions on authentication to Kerio WebMail, refer to chapter 1.2.

2. On the Integration with Mac OS X page just opened (see figure 10.2), click on the Auto-
configure iCal link.

Integration with Mac Windows | Linuwe

Connect Kerio MailServer to your Mac:

{1 Apple iCal

[E] Auto-configure iCal (lac 05 % 10.5)

[} Manually configure iCal (ac 05 % 10.5)
Use this as Account URL:

https:// jsmith.company.com/caldav

Download Kerio Sync Connector (Mac OS X 10.4.11 and later)
Two-way synchronization of your calendars and contacts between iCal and Kerio
MailServer.

Download my calendar file {.ics)
Manually import your current calendar into iCal (no synchronization).

Figure 10.2 Integration with Mac OS X
3. The tool gets downloaded to your workstation and gets launched automatically (see fig-
ure 10.3). Click on Continue.

Welcome to the iCal Config Tool Installer <& KERIO

Welcome to the wizard that will guide you through the
© Introduction configuration of iCal and Directory Services with Kerio

® Destination Select MailServer.

First, the installer will request the local computer
administrators username and password. Second, the installer
® Installation will demand your Kerio MailServer account information.

Apple iCal will be configured with CalDAV account containing
private and public calendars from your Kerio MailServer
account.

® Installation Type

@ Summary

I

Go Back (" Continue )

4
Figure 10.3 Launching iCal Config Tool
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4. In the next page, select location where the tool will be saved and where it will be launched
from.
Unless motivated by specific reasons, do not change the default settings and click on
Install.

5. Now enter username and password of an administration account for your computer (see
figure 10.4).

Installer requires that you type your
R password.

Name: Administrator

Password: seses

Details

[
&) I_':Cancelt] ( OK jl

o

Figure 10.4 Entering administration username and password
6. Then specify login username and password for connection to a Kerio MailServer account.
7. Once the wizard is completed, the CalDAV account in Apple iCal is ready for use.

10.2.2 Manual configuration

Unless motivated by special reasons for manual settings, perform the configuration by using
the iCal Config Tool described in section 10.2.1.

To set a CalDAV account in Apple iCal, follow these guidelines:

1. Run Apple iCal.

2. In the menu, select iCal — Preferences and go to the Accounts tab.

3. (lick on the + button to create a new account.

4. In the dialog opened, enter your username following the pattern username@domain (e.g.
gbush@company . com) and password. If the account belongs to the primary domain, login
by username without domain is sufficient. You can also define description of the account.

5. Click on Server Options and specify server name following either the pattern
http://server_name/caldav or https://server_name/caldav (see figure 10.6). It is
recommended to go for the https option which provides more secure connection between
the server and the client. To make HTTPS work, you must install a SSL certificate on your
computer (the guidelines are available in chapter 9.8).

The full URL is also available at the page Integration with Mac OS X. To open this page, go
to the Kerio WebMail interface’s Settings— Integration with Mac OS X (see figure 10.5). For
detailed instructions on authentication to Kerio WebMail, refer to chapter 1.2.
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é%} Settings

é%} Settings

L, Mail filters

% Out of office

(- Subscribe shared folders
iz== Change password

Integration with Mac

Figure 10.5 Kerio WebMail — Settings

Description: | kms account

Username: | jsmith{@company.com

Password: LR ]

¥ Server Options

Account URL: | https:f/mail.company.com/caldav

[ Use Kerberos w5 for authentication

I: Cancel j]f—ﬁ:dd—j

Figure 10.6 CalDAV account settings — Preferences
—— Warning

It is not recommended to enable the Use Kerberos v5 for authentication option, since Kerio

MailServer does not support this authentication method.

If the account is set correctly, Apple iCal and the mailbox get synchronized.

Now you can set intervals for automatic synchronization:

1.
2.

In iCal — Preferences, go to the Accounts tab.

On the Account Information tab, select an update interval from the Refresh calendars
menu. The interval should be selected with respect to speed of your internet connection

as well as on update frequency needed.
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Lz NN Accounts

| Accounts | —f Account Information | Server Settings  Delegation ]—

kms account
CalDAY Account

Description: | kms account

Username: jsmith@company.com

Password- - I
Manually

Every minute
¥ Every 5 minutes

Every 15 minutes
Every 30 minutes

Awvailability:
Availability is not supported on the server for this account.
[+[- ©)

Figure 10.7 CalDAV account settings — Preferences

10.2.3 Synchronization

Once a CalDAV account is set, the window with calendars contains also a new tab where all
calendars of the Kerio MailServer account created right in the root folder are shown (for details,
see section 1.11.1). Subfolders cannot be synchronized.

In Apple iCal, new calendars can be created either in personal calendars (but such calendars
will not be synchronized) or in the CalDAV account where every calendar is saved also on the
server. All such calendars will be available in the Kerio WebMail interface or in any other email
client supporting calendars.

The same rules are applied vice versa. If a new calendar is created in your email client and
located as a root folder’s subfolder, its copy is created also in Apple iCal and it will be syn-
chronized using the parameters set in the configuration.

Apart from, calendars, also To Do items created in synchronized calendars will be included in
the synchronization. All To Do items will be synchronized with the default Tasks folder.

Tasks in the Tasks folder created for example in Kerio WebMail will be synchronized into the
Calendar folder in Apple iCal.
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Public calendars

Public calendars must be subscribed by their delegation. Instructions to be followed can be
found in section 10.2.7.

10.2.4 Appointments

Meetings are special calendar events where email addresses of other participants can be in-
volved. Once a meeting is created, addresses can be added to which the message will be sent
— these special messages are called invitations. Invitations are special messages informing
users of topics, times and place of a meeting. Invitations include special accept/reject but-
tons. Information derived from the participant’s reaction is sent to the meeting initiator (chair
member). The initiator thus know whether the persons invited come or not. It is also possible
to send updates related to meetings when the initiator modifies the invitation.

New meeting
Meetings are created as events:

1. Double-click on a calendar and create an event.

2. Double-click on the event and click on Edit in the dialog just opened.

3. This opens an event’s edit window where advanced settings can be done.

4. Use the attendees option to specify email addresses of invited users (see figure 10.8).

Meeting

location

all-day
from
o
repeat
end

B:00 AM
Meeting —

Board room

calendar

alarm

alarm

attendees

url
note

Eoard room

-

017142008 08:00 AM
017142008 09:00 AM
Every week 2

Mever

B Calendar 3

Message with sound 2
cli Basso &

15 minutes before ;
Mone .

dpeterson@company....
Jwayne@company.com
ablacki@company.com

Available Meeting Times. ..

MNone
MNone

| send |

Figure 10.8 Meeting settings
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5. Once addresses are specified in the attendees textfield, the Available Meeting Times link
appears. Clicking the link opens the Availability window where free and busy times of
each attendee are shown on individual timelines so you can choose the best time for the
meeting. The timeline shows times for which the attendees already have scheduled any
events in their calendars saved on the server (for details, see figure 10.9).

L. NoNG] Availability for “Meeting”

MLINEEVA Work Hours | | Monday, January 14, 2008 J |_Mext Available Time |

Mame 9 AM 10 11 Noon 1 2 3 4 5 PM
ablack@company.com
dpeterson@company.com

jwayne@company.com

Done

Figure 10.9 Viewing Free/Busy information of the meeting attendees

6. Use the Send button to send the invitation.

Once the invitation is delivered, the attendees may either accept or reject the meeting. In the
meeting edit window the organizer can see the attendees’ decisions (see figure 10.10).

Meeting

location O Board room

from 0171472008 08:00 AM
to 0171472008 09:00 AM

Board room repeat Every week

end Mever

B:00 AM
Meeting —

alarm Message with sound
clil Basso
15 minutes before

attendees @ dpeterson@company.com
& jwayne@company.com
ablacki@company.com

| Edit || Done

Figure 10.10 Meeting acceptation/rejection

Meeting acceptation

If an invitation is delivered to Apple Mail, open an attachment with the .1ics extension and
save the invitation in Apple iCal. Unconfirmed invitation is displayed with dashed frame in
the calendar. Now double-click on the invitation and either accept it by the Accept button or
reject it by clicking on Decline (see figure 10.11).

Your response will be shown in the meeting’s attendees section (see figure 10.10).
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Bowling
2:00 PM

fgxvling from 01/15/2008 08:00 PM

to 01715/2008 10:00 PM
calendar [ Calendar 5

alarm Mone 3

attendees John Wayne (organizer)

Maybe | | Decline | | Accept

Figure 10.11 Meeting acceptation/rejection

10.2.5 Resources

Kerio MailServer now provides an electronic management of resources shared by employees
of your company. Resources are rooms and devices available in the company, such as OHPs,
whiteboards, cars, etc. Resource management allows to:

book a resource for a particular time,

view current resources and their reservations in the Free/Busy calendar (for details
on Free/Busy calendars and information on appointments, see section 10.2.4) when
planning reservations,

subscribe resource calendars by using standard sharing/delegation,

set the resource manager who can decide on priorities in case of any collisions in
reservations.

Resources can be booked by using the existing calendar system. Resource reservation is based
on creating of en event. The feature works similarly as appointment scheduling. The main
difference is that the Attendees tab must include the resource selected from the contact list
(it can naturally also include contacts of attendees). In the Free/Busy calendar you can see
whether the resource is available for the scheduled time or not.

Note: To make a resource available for booking, it is necessary to create it in Kerio MailServer
first. If you need to create a new resource, contact your network administrator.

Resource scheduling

To book a resource, follow these instructions:

1. Open a new event, enter its subject and time for which the resource should be reserved.
2. Add the resource(s) email address to attendees entry (e.g. carl@company.com).
3. (Click on the Available Meeting Times link.
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Resource Scheduling

location MNone

all-day O
from 10/03/2008 10:00 AM
S Renace i to 10/03/2008 11:00 AM
scheduling repeat None *

calendar B Calendar ;

alarm None 3

attendees | @ boardroom
@ Diane Peterson
& John Wayne
@ flipchart@company.com

Available Meeting Times. ..

[:NeNs] : Availability for “Resource Scheduling”
FAINeE Y Work Hours [ -{ | Friday, October 3, 2008 | l-] Mext Available Time

Mame 9 AM 10 11 Noon 1 2 3 4 5 FM

User jsmith@company.com (... : : | [ ] [ |
| boardroom | [ ] | ]

Diane Peterson ! [ ] | | [ ]

| |
flipchary@company.com | | [ ] |: ]
John Wayne I : | |
Done o

Figure 10.12 Resource reservation
4. If the Free/Busy calendar is working correctly, existing reservations of the involved re-
source(s) are showed. It is therefore easy to check right away, whether the source is free
or already booked by another user for the suggested time (see figure 10.12).

You may have noticed that there are also other attendees in the list shown in figure 10.12.
Resources can be reserved either for usual appointment or for meetings (see section 10.2.4).

Resource calendars

Each resource created in the system has its own calendar where all reservations are displayed.
Calendars of individual resources can be subscribed through the standard delegation process
(delegation of folders is focused in chapter 10.2.7).

Most user can access resource calendars in the read-only mode. Resource calendars can be
edited only by the resource manager. The role of resource managers and their rights are
addressed in the following section.

Reservation management

In certain situations, it is necessary that a resource is booked even if it has already been
reserved or that there is no other way than to make the reservation by a phone call. For such
purposes, there exists a user with special rights who is a manager of the company resources.
Resource managers can access resource calendars with administration rights. This implies
that they can edit, remove or move reservations in the particular resource calendar. They can
also create new reservations.

If you are a resource manager, first it is necessary to subscribe calendars of all resources that
you would manage:
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Open the account settings (the Accounts tab in iCal — Preferences).
Switch to the Delegation tab (see figure 10.13).

[ Account Information  Server settings | Delegation ]

Accounts | can access:

Show | Users Privilege
W  Board room Read anly
E Boardroom in the fourth floor Read only
W  Projector Read anly
[1  Public Folders Read only
m  Resource flipchart@company.com Read only
[ User jwayne@company.com Read only

Manage access to my account

Figure 10.13 Context pop-up menu of the root folder
In the list of delegated folders, check all resources that you will manage. Delegated calen-
dars then appear in Apple iCal immediately.

10.2.6 Availability

Availability in Apple iCal is a calendar feature which allows extended setting of Free/Busy
calendars (details on Free/Busy calendars are provided for example in section 9.3). These
advanced settings address working hours of employees. Simply said, availability makes it
possible for appointment setters to check in which hours you are available at work.

Availability settings

To set availability in Apple iCal, follow these simple guidelines:

Go to iCal — Preferences.
On the Account Information tab, you can find the Availability item (see figure 10.14) where
you can execute desirable settings.
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[ Account Information Server Settings Delegation |

Description: | jsmithi@company.com

Username: | jsmith@company.com

Password: | sessssssssss

Full Name: User jsmith@company.com

Refresh calendars: [ Every 15 minutes %!

Availability:

@ weekdays s00AM i) w0 6ooem 3]

D Custom Edit...

Figure 10.14 Checking availability in Apple iCal

10.2.7 Delegation of calendars
CalDAYV account in Apple iCal allows delegation of calendars located in Kerio MailServer.

Delegation makes it possible for other users to access your calendar or for you to access and
possibly also work with calendars of other users.

Subscription of delegated calendars
If someone delegates a calendar for you, you will need to subscribe it.

1. Open the account settings (the Accounts tab in iCal — Preferences).
Go to the Delegation tab (see figure 10.15).

3. If the calendar was delegated correctly, the list includes the delegator’s username. Now
simply check the Show field to view the delegated calendar in Apple iCal.

336



10.2 CalDAV support

eonn Accounts

Accounts —{ Account Information  Server Settings I—Bel-egnﬂun—}—

. kms account

& CalDAV Account

Accounts | can access:

Show |Users |Pri'u'ilege |
[]  Public Folders {company.com) Read only
[ User jwayne@company.com Read only

Manage access to my account

[+]-] @

Figure 10.15 Subscription of delegated calendars

Delegation settings

It is possible to delegate only the entire CalDAYV including all calendars it contains. To delegate
it, follow these instructions:

1.

2.
3.
4

Open the account settings (the Accounts tab in iCal — Preferences).

Go to the Delegation tab (see figure 10.16).

In the Manage access to my account section of the dialog, click on Edit.

In the list, enter username of the user to whom you want to delegate the calendar (see
figure 10.16). After having typed a few starting letters, names should be offered automat-
ically from the list.

Users can be assigned rights either for reading only or also for writing. Read rights are
assigned automatically upon addition of the particular user to the list. To assign user with
writing rights, check the Allow Write option.
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Manage Account Access Delegation }_

" Allow Write | Users |
= John Wayne {jwayne@company.com})

; ; - : :| Privilege |
Diane Peterson (dpeterson@company.com) |

Read only
Read only
Read only
Read only
Read only
Read only

e oo )
@

Manage access to my account

Figure 10.16 Delegation of calendars

Setting delegation in the Kerio WebMail interface

To delegate calendar to a user who wants to subscribe it in Apple iCal, you can use standard
sharing procedure for example in the Kerio WebMail interface. However, access rights for
sharing are not identical with delegation rights. Below you will find guidelines for such cases:

Calendars shared in Kerio WebMail allow the following access rights levels:

¢ Read rights — user can view the calendar.

e Write rights — user can view the calendar as well as edit it, the only action denied is
removal of the calendar.

e Full rights (administration) — user can view, edit and even remove the calendar.
Apple iCal distinguishes between the following access rights levels:

o for reading only,
o full rights (administration).

As suggested above, delegated calendars with write rights will be understood by Apple iCal as
calendars with full rights access. However, users with these rights is not allowed to remove
the calendar.

For these reasons it is recommended to set either read or full access rights to your calendars
in Kerio WebMail.
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—— Warning
Access rights apply to the entire account of the delegating user. If any user delegates more
than one calendar, the lowest access level is set for all these calendars. This implies that
if there is at least one calendar delegated with read rights, all delegated calendars will be
available for reading only.

10.2.8 Private events

Events are private when they are set as Private. This feature secures event details of calendars
delegated to another user from being viewed by this user. The users with whom the particular
event is shared cannot view its content, edit it or remove it. Such users will see only the item
labeled as Private event. The only information these users learn from the calendar is date and
time.

Note: In the Free/Busy calendar, the level of busyness and the time of private events are
available.

Private events can be created as follows:
1. Open the event edit box.
2. Insert relevant information.

3. Check Private (as shown in figure 1.49).

Golf
location MNone

all-day O
from 02/19/2009 01:00 PM
to 0271972009 05:00 PM
repeat MNone 5

private M
calendar [] Calendar 5

alarm Message ;
1 hours before 2
alarm Mone 5

url Mone
note MNone

Done

Figure 10.17 Event edit box
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4. Save changes by using the Done button.

—— Warning
Private events are treated as private only if the client where the private event calendar is
viewed supports this feature. In other client applications, it is possible to view and edit events
without any restrictions by users with appropriate access rights. This implies that information
included in private events are not well secured.

10.3 Support for the iCal standard

Kerio MailServer supports publishing of calendars in user email accounts on the server and
subscription of calendars stored in the mailbox from the Apple iCal. In addition to subscrip-
tion to their own calendars, users can also subscribe to calendars shared by other users. This
implies that if you share your calendar with your teammate, she can subscribe it and view it.
Subscribed calendars cannot be edited by the subscribers, only viewed.

As mentioned earlier in this document, in Apple iCal, subscribed calendars are available only
in the read-only mode. Published calendars are available on the server for reading only (this
implies that it is not edit published calendars when accessed by Kerio WebMail, for example).

If calendars are published as subfolders of the default Calendar folder (the main calendar), all
events will be also shown in the Free/Busy calendar (for details on Free/Busy calendars, see
section 9.3).

Subscription to calendars

It is possible to subscribe any calendar stored on the WebDAYV server in the iCal format. This
implies that it is possible to subscribe to calendars stored in Kerio MailServer and/or iCal cal-
endars stored on any other server supporting the WebDAYV protocol and the iCalendar format.

To subscribe your own Kerio MailServer’s calendar in Apple iCal, follow these guidelines:
1. Log in the Kerio WebMail interface.

—— Warning
It is necessary to connect via HI'TP (not HTTPS), otherwise, the link will not be displayed
correctly.

2. Go to Settings — Integration with Mac OS X.

3. On the Integration with Mac OS X page, in section Apple iCal, click on the Subscribe to my
calendar link.

4. This opens Apple iCal where you just confirm the calendar offered for download.

Calendars can be subscribed through the Calendar — Subscribe menu. This option opens
a dialog (see figure 10.18) where URL address can be specified and detailed authentication and
refreshing parameters can be set (the entire calendar is downloaded for each refresh).
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The address must follow this pattern:
http://server_name/ical[path]

To subscribe the default calendar folder which belongs to your mailbox in Kerio MailServer,
enter the in the following format:

http://server_name/ical

It is also possible to subscribe another user’s calendar, if the user shares it for you. For the
login URL, use the following pattern:

http://server_name/ical/user@domain
or
http://server_name/ical/domain/user_name

It is also possible to subscribe another user’s calendar, if shared. The following URL format
must be used:.

http://server_name/ical/public
or
http://server_name/ical/public/calendar

When a calendar is being subscribed, it is possible to edit name of the folder. If no name is
entered, the Calendar folder will be used automatically.

—— Warning
It is not possible to subscribe calendars via connection. Therefore, use only the non-
secured version for this purpose. This means that of calendars must NOT start

with https://.

Subscribe to:  http://mail.company.com/ical

(" Cancel JI (Subscribe)

L

Figure 10.18 URL calendar definition

When the URL is specified, the application attempts to connect to the server. If authentication
is required, the dialog where username and password can be specified is opened (i.e. typically
the username and password used for connection to your email account).

Once connected to Kerio MailServer, a dialog where other details can be specified is opened
(see figure ):
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Subscribing to “ical”

Title: John Smith's calendar

Ak

[] Refresh: ' every 15 minutes
™ Remove alarms
™ Remave To Do items

I\: Cancel ) f Ok }

Figure 10.19 Setting details

Title
Any name used for the calendar in Apple iCal.

Refresh
The calendar will be refreshed in the interval set. Unless the user has a fast Internet
connection, it is not recommended to set the interval too short (calendar is completely
reloaded upon each refresh).

Remove alarms
Alarms will be disabled for the calendar (pop-up reminders). It is recommended to enable
this option since the calendar is available for reading only and it is not possible to close or
manipulate with alarms. Only the calendar’s owner is allowed to manipulate with them.

Remove To Do items
The calendar will not include To Do items.

Calendar publishing
Calendars can be published to the following stores:

e to a personal account in Kerio MailServer,

e to an account of another Kerio MailServer user (username and password are required
unless the user creates a new calendar folder and shares it),

e toany WebDAYV server in the Internet.

When published, the calendars will be available at the server for reading only. This implies
that it is not possible to edit, add or remove events.

Calendars can be published through the Calendar — Publish menu. This opens a dialog (see
figure 10.20), where URL address can be specified and other publishing parameters can be set.
Itis also possible to set that the calendar is re-published upon each change (the entire calendar
is always published, not just changes).
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Publish calendar as: Work

Publish on: | a Private Server - ]

Base URL: http://mail.company.com/ical /Calendars

Login: jsmith Password: esssss
[ Publish changes automatically @ Publish alarms
@Publiﬁh titles and notes [ Publish To Do items

L Cancel ) (—Pu-l:rhs-hﬁ

Figure 10.20 The Publish Calendar dialog

Publish calendar as
By default, the entry includes the name used by this calendar in Apple iCal. The title can
be edited.

Publish on
In the menu, set the a Private Server option.

Base URL
URL address of the server where the calendar would be published. The URL address must
follow this pattern:

http://server_name/ical[path]

To publish a calendar in the root folder (of a particular mailbox), enter URL in the follow-
ing format:

http://server_name/ical

To publish a calendar in the calendar folder (of your mailbox), enter URL in the following
format:

http://server_name/ical/calendar

To publish a calendar to the mailbox of another Kerio MailServer user, enter URL in the
following format:

http://server_name/ical/user@domain/folder_name
It is also possible to publish a public calendar. The following URL format must be used..
http://server_name/ical/public/folder_name

Make sure that URL address does not include forbidden characters and symbols. This
involves spaces between words. The special %20 character must be used instead of spaces.
Here is an example:

http://mail.company.com/ical/private%20calendar
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The other forbidden characters and symbols can also be replaced by corresponding equiv-
alents. These equivalents are represented by hexadecimal ASCII codes of the particular
characters preceded by the % symbol.

Besides forbidden symbols, there are other characters that must be encoded. This in-
cludes any national diacritical characters, “?”, “:”, etc. It is also necessary to replace these
characters in URL by their hexadecimal alternatives.

Note: In Kerio MailServer, standard folders (Inbox, Junk E-mail, Sent, Calendar, Tasks) are
saved under their English names. Therefore, use the Calendar name to publish an iCal
calendar to a default folder:

http://mail.company.com/ical/Calendar
Login, Password
Name and password used for authentication at the server where the calendar will be

published. In this case, specify username and password for the corresponding Kerio
MailServer user account.

Publish changes automatically
This option enables/disables automatic update of the published calendar. The whole
calendar is published within each update.

Publish titles and notes
If it is desirable that events’ subjects and bodies are displayed on the server, enable this
option.

Publish alarms
Alarms will be published with the calendar.
It is recommended not to publish alarms since users who subscribe it can only read it
and are not allowed to close them.

Publish To Do items
This data will not be displayed in Kerio MailServer.

Sharing of calendars

Calendars published in Kerio MailServer can be shared with other users who can subscribe
them for their Apple iCal or view them in Kerio WebMail.

To share an iCal calendar, follow these instructions:
1. Log in the Kerio WebMail interface.

2. Create a special calendar folder (e.g. Shared_Calendar). Creating of new folders in Kerio
WebMail is addressed in chapter

3. Share the folder with corresponding users.

4. Publish an Apple iCal calendar to the folder just created. The URL for publishing will be
as follows:

http://server_name/ical/Shared_Calendar
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—— Warning
It is always necessary to share the entire folder in which the iCal calendar is published. If only
the calendar itself is published, the sharing will be removed upon next update (publishing of
a new version). This is caused by the fact that iCal calendars are recorded on the servers in
the way that the original version of the calendar is removed first (including possible sharing)
and then a new version is saved to the server.

345



Chapter 11
Apple Address Book Support

Kerio MailServer supports Apple Address Book, the standard directory of Mac OS X. This
support includes the option of searching for contacts in the Kerio MailServer’s LDAP data-
base and, since Mac OS X 10.3, also of bi-directional synchronization of contacts with Kerio
MailServer’s user accounts .

Kerio MailServer supports Apple Address Book for the following versions:

e Mac OS X 10.2 Jaguar — supports LDAP for automatic address check in Apple Mail.

e Mac OS X 10.3 Panther — supports LDAP and bidirectional synchronization via iSync.

e Mac OS X 10.4 Tiger — supports LDAP and mutual synchronization with Kerio Sync
Connector for Mac.

e Mac OS X 10.5 Leopard — supports LDAP and mutual synchronization with Kerio Sync
Connector for Mac.

Setting options are different for these versions — therefore, they will be focused in separate
sections:

11.1 Apple Address Book pro Mac OS X 10.2 Jaguar

In this version, Kerio MailServer supports search in the Kerio MailServer LDAP database. The
option of search in LDAP database allows automatic check for email addresses during message
composition in Apple Mail. All addresses included in the LDAP database (addresses of all Kerio
MailServer accounts) are checked.

Apple Address Book parameters can be set under Address Book — Preferences:
1. Switch to the LDAP tab

2. Specify the Server item with theDNS name or the IP address of the host where Kerio
MailServer is running and the LDAP port for the server.

SSL-secured LDAP can be used for the traffic. However, in such a case it is necessary to au-
thenticate by a trustworthy certificate (for details, refer to chapter 9.8). Apple Address Book
connects to Kerio MailServer by encrypted connection using the LDAP Start TLS extension. It
is necessary to follow these steps when setting the encrypted communication on the Address
Book — Preferences — LDAP tab:

1. enable the Use SSL option,

2. change the default port 636 to the port used in Kerio MailServer for the non-secured LDAP
service (typically port 389). In case that you want to use SSL-secured connection to the
server (Use SSL), a trustworthy certificate installed is required.
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—— Warning
In this version, searching is available only for public contact folders with anonymous read
access (the “anyone” user).

11.2 Apple Address Book pro Mac OS X 10.3 Panther and higher

11.2.1 LDAP searching settings

Search in LDAP database allows automatic check for email addresses during message com-
position in Apple Mail. All addresses included in the LDAP database (addresses of all Kerio
MailServer accounts) are checked.

Apple Address Book parameters can be set under Address Book — Preferences. This option
opens a dialog providing several tabs (refer to figure 11.2). Specification of the LDAP tab is
required (see figure 11.1).

Mame: Kerio MailServer
For example: My LOAFP Senvar

Server: | mail.company.com
For example: dap.mycompany.com

Search Base:
For example: ou=paople,o=company

Port: 389 [ Use S5L

Scope: | Subtree )

Authentication {optional)

User name: jsmith

Password: sssssss

I -

Auth Type: | Simple r]

Ii Cancel :,I (-—Save—-)

Figure 11.1 Apple Address Book settings
Name
Name of Kerio MailServer is required in this entry.

Server
IP address or
DNS name of the computer where the Kerio MailServer is running.
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Search Base
Specify a location of contacts in the LDAP database (see above). If the entry is not speci-
fied, all subscribed contact folders will be searched through.
If you want to access all private and subscribed shared and public folders, leave the entry
blank or enter

fn=ContactRoot

More precise specification of searched section of the LDAP database enables to access
only some types of contacts. To better understand various alternatives, read the following
examples:

e cn=wsmith@company.com, fn=ContactRoot
(the look-up will be performed only in folders of the jsmith@company.com user)

e fn=personal,fn=ContactRoot (only folders of the user currently connected to
the LDAP server will be searched through. This option is identical with the pre-
vious one, however, it is not necessary to specify username (or email address)
of the user. This option may be helpful for example when configuring multiple
clients, etc.)

e fn=public,fn=ContactRoot
(only public contact folders will be searched through)

e fn=Contacts,cn=wsmith@company.com,fn=ContactRoot
(only the Contacts folder of the jsmith@company.com user will be searched
through)

e fn=PubTicContacts, fn=public,fn=ContactRoot
(only the public PubT1icContacts folder will be searched through)

Port
of the LDAP service. The same port as in Kerio MailServer must be set.
If you want to use the encrypted connection to the server (Use SSL), it is necessary that
a trustworthy certificate is set (for details, see chapter 9.8).
Apple Address Book connects to Kerio MailServer by encrypted connection using the LDAP
extension. It is necessary to follow these steps when setting the encrypted
communication on the Address Book — Preferences — LDAP tab:

1. enable the Use SSL option,

2. change the default port 636 to the port used in Kerio MailServer for the non-secured
LDAP service (typically port 389). In case that you want to use SSL-secured connection
to the server (Use SSL), a trustworthy certificate installed is required.

Scope
This item defines which folders will be searched through. It is recommended to use the
Subtree option where the system searches through all contact folders and subfolders.

Authentication
Authentication to Kerio MailServer. Set the Simple option for the authentication type to
make it possible to specify username and password to the corresponding user account.
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11.2.2 Synchronization

Synchronization settings differ for Mac OS X 10.3 Panther and Mac OS X 10.4 Tiger-

Mac OS X 10.3 Panther

Synchronization of contacts can be set in Address Book — Preferences. To enable synchroniza-
tion, use the Synchronize with Exchange option on the General tab (see figure 11.2).

8ann General (=)

[a] 7= A

General Template Phone wCard LDAP

Display Order: %) First name Last name
() Last name First name

Sort By: | Last Name = !
Address Format: | United States f:!
Font Size: | Regular = !

Motify people when my card changes

Create a group to use this feature.

ESvnchrﬂnize with Exchange ( Configure... )
@

Figure 11.2 Enabling synchronization
Check the option Synchronize with Exchange to enable synchronization. Click Configure to
open an advanced settings dialog (see figure 11.3):

User Name, Password
Username and password for the corresponding account. If your mailbox is not created
in the primary domain, it is necessary to enter username including the domain (see ta-
bles 11.1 and 11.2), following this pattern:

user_domain@domain
For example:
dsutterland@company.com

Ask your network administrator whether your user account is saved in the primary do-
main or not.
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Outlook Web Access Server
Synchronization is performed via the WebDAV interface. Therefore, it is necessary to
specify this entry by the full path to the corresponding account in the following form:

http://mail.company.com/exchange/jsmith

Synchronize every hour
If this option is checked, synchronization is performed once an hour.

Exchange Synchronization

User Name: jsmith

Password: ssssscss

Outlook Web Access Server: http://mail.company.com/

v Synchronize every hour

@ ( Cancel ) €0k

Figure 11.3 Synchronization setup

Examples:
Items included: What to fill in: Example:
User Name username wsmith
Password user password KvB125Vg
Outlook Web Access Server|URL following this pattern: http://mail.company.com/
http://server_name/ exchange/jsmith
exchange/user_name
Table 11.1 Example of the dialog for a primary domain user
Items included: What to fill in: Example:
User Name username including the domain |eblue@company.com
Password user password AhdeeB56
Outlook Web Access Server|URL following this pattern: http://mail.company.com/
http://server_name/ exchange/hbrown
exchange/user_name

Table 11.2 Example of the dialog for a non-primary domain user
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The synchronization uses Apple iSync. This application enables synchronization on various
Mac OS X systems. In this application, synchronization can be started by hand any time (unless
the every hour synchronization mode is set in the Apple Address Book).

Follow these instructions:
1. Set Apple Address Book correctly (see above).
2. Run the Apple iSync application

3. A dialog box with the Exchange icon is displayed. The window also includes the Sync now
button.

4. Click Sync now to synchronize contacts.

Mac OS X 10.4 Tiger
For Mac OS X 10.4 Tiger, two methods of synchronization are possible:

e For the synchronization settings, the built-in support for connection to the Microsoft
Exchange server will be used and the synchronization is performed with the Apple
iSync application.

e Synchronization can be set by the Kerio Sync Connector, a special application designed
for data synchronization in Apple Address Book and Apple iCal. In detail, Kerio Sync
Connector is described in chapter 12.

—— Warning
It is not possible to set synchronization both in Apple Address Book and in the Kerio Sync
Connector. Only one synchronization method can be used at a time.

Synchronization inApple Address Book can be set as follows:
1. Run Address Book.

2. In Address Book — Preferences (see figure 11.4) on the General tab, check the Synchronize
with Exchange option (figure 11.5).

i GGG AL File  Edit View

About Address Book
Preferences... 3,
Services [ ]

Hide Address Book 3H
Hide Others CEH

< hyia

Quit Address Book #Q

Figure 11.4 Address Book — Preferences
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3. Click on Configure and enter username and password for connection to an account in
Kerio MailServer (see figure 11.6):

8ann GCeneral ()

al = 2= A @

General Template Phone wCard LDAP Sharing

Display Order: ) Eirst name Last name
() Last name First name

Sort By: | Last Name 5 ]
Address Format: | United States 5 ]
Font Size: | Large F+ ]

| Notify people when my card changes

No me card set. Locate it and choose the 'Make This My Card’ menu item.

| Synchronize my contacts with other computers using .Mac

i

| Mac... ]

W Synchronize with Exchange ( Configure. .. )

©)

Figure 11.5 Apple Address Book — General

User Name, Password
Specify login username and password for connection to a Kerio MailServer account. If
your mailbox is not created in the primary domain, it is necessary to enter username
including the domain (see tables 11.1 and 11.2), following this pattern:

user_domain@domain
For example:
dsutterland@company.com

Ask your network administrator whether your user account is created in the primary
domain or not.

Outlook Web Access Server
It is necessary to specify this entry by the full path to the corresponding account in
the following form:

http://server_name/exchange/user_name
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Exchange Synchronization

User Name: jsmith

Password: sesssss

Outlook Web Access Server:  http://mail.company.com/

@ Synchronize every hour

'«j/' ( Cancel jl ( oK )

L

Figure 11.6 Login data settings

for example:

http://mail.company.com/exchange/jsmith

Synchronize every hour

If this option is checked, synchronization of contacts is performed once an hour.

Once the connection to the server is set, it is necessary to configure Apple iSync, the synchro-
nization utility which allows synchronization of various types of applications and devices on
Mac OS X. This setting allows manual synchronization of contacts.

The settings can be done as follows:

1.

Run the Apple iSync application
In the iSync menu, click on Preferences.

In the iSync Preferences dialog box, check the Show status in menu bar option (see fig-
ure 11.7).

Now, it is possible to synchronize Apple Address Book whenever needed. A synchroniza-
tion icon appears in the right top corner of the screen. Click this icon and select Sync Now
in the menu (see figure 11.8).

353



Chapter 11 Apple Address Book Support

eoon iSync Preferences

General

W Enable syncing on this computer

Enables syncing between applications on this computer,
as well as other computers using .Mac.

[ show HotSync reminder when syncing Palm OS devices

EShuw status in menu bar

Protect your data on this computer

™ Show Data Change Alert when ' more than 5% |+J

of the data on this computer will be changed

Advanced

C Reset Sync History... )

Figure 11.7 iSync Preferences

Elh =4« pio2s @

Never synchronized .Mac
Sync Now

Open .Mac Sync Preferences...

Figure 11.8 Starting synchronization
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Kerio Sync Connector for Mac

Kerio Sync Connector is an application which allows bi-directional synchronization of local
events, contacts and To Do items (tasks) between Apple iCal and Apple Address Book with an
email account in Kerio MailServer.

The main benefit of Kerio Sync Connector is that the synchronization for both applications can
be set at a single point. Moreover, Apple iCal data is synchronized in both directions for the
selected calendar(s) which use the Kerio MailServer’s data store.

—— Warning
Kerio Sync Connector does not support synchronization of distribution lists.

If you use Mac OS X 10.5 Leopard, it is recommended to use rather synchronization via the
built-in CalDAV account in Apple iCal (for details, see section 10.2) than via Kerio Sync Con-
nector. This can be done by disabling calendar synchronization upon installation of the Kerio
Sync Connector and setting a CalDAV account in Apple iCal (for details, read section 10.2.2).
These settings will not affect synchronization of contacts in Apple Address Book.

Note:

e Local contacts are always synchronized along with the default private Contacts folder.

e Calendars and contacts saved in Kerio MailServer as subfolders will not be synchro-
nized.

e To Do items are synchronized against the Tasks folder. In Apple iCal, items of the
Tasks folder will be synchronized with the Calendar folder. If synchronization of the
Calendar folder is not allowed, tasks will not appear in the To Do items in Apple iCal.

12.1 Installation

Kerio Sync Connector can be installed on workstations with operating systems Apple Mac OS
X 10.4.11 and higher.

The installation is performed with the kerio-ksc-6.6.0-1069.mac.dmg installation package
which can be acquired as follows:

1. Go to the Kerio WebMail interface (see section 1.2).
2. Go to Settings — Integration with Mac OS X.
3. On the Integration with Mac OS X page, click on the Download Kerio Sync Connector link.

Once the package is downloaded, follow these instructions:
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1. Open the package by double-clicking.
This opens the Finder installation package as a disk and offers the Kerio MailServer In-
staller executable. Click on it to run the installer (see figure 12.1). A standard installation
wizard is started.

606 |_ Kerio Sync Connector 6.5.0 —

¥ DEVICES

]
E Macintosh HD
iDisk
|_| kerio Mailserver 6.5.0 = Kerio Sync Connector
. Kerie 5ync Connector 6.5.0 —; Installer
» SHARED
» PLACES

*SEARCH FOR

Figure 12.1 Kerio Sync Connector Installer
3. The first page includes the license agreement. Confirm it and click on Next to continue.
4. Select the Easy Install installation type and click on Next.

@ License |W install
@ Installation Type .

@ Installing
® Finish Up

)

&)

Figure 12.2 Installation settings
5. Now, the installation is started.
The last page informs about successful completion of the installation process. Close the
wizard by using the Quit button.

12.2 Synchronization settings

User interface of the Kerio Sync Connector can be run via System Preferences in section Other
(see figure 12.3).

[

Kerio Sync
Connector

Figure 12.3 Kerio Sync Connector

356



12.2 Synchronization settings

Click on the Kerio Sync Connector icon. This opens a simple configuration dialog with tabs
General and Advanced and with the Synchronize now button by which synchronization can be
started manually.

eocn Kerio Sync Connector
| «|» || showall | a 3

£

7= Kerio Sync Connector for Mac e \
! U:"l,a Version 6.5.0 build 4927 \_Jynchronize Now

[ General Advanced

User account: jsmith@company.com | Set Account... |

Starting with Leopard, iCal natively supports calendar synchronization (via CalDAV). While it is still
possible to use Kerio Sync Connector to sync calendars, CalDAY method is preferred. Click here for
instructions how to setup a CalDAV account.

47 ESvnchmnize calendars with iCal | Customize... |
Only selected Calendars will be synchronized
‘ ESvnchmnize contacts with Address Book [ Customize... |

Only selected Contacts will be synchronized

Mext synchronization: Tuesday, Jan 22, 2008 01:57 PM | Schedule... |

& Kerio Technologies Inc. All rights reserved.

Figure 12.4 Kerio Sync Connector — the General tab

General
The General tab allows the following settings:

User account
To enable connection of the Kerio Sync Connector to the particular account, server data
as well as login username and password for the account are needed to be saved. This can
be done by the dialog opened by clicking on the Set account button.
Enter username and password used for connection to the Kerio MailServer account and
DNS name or IP address of the server (see figure 12.5).
The dialog also provides an option of SSL encryption of traffic between the server and the
client. To enable SSL encryption, check Use Secure Socket Layer connection. If the HTTP(S)
service is running on a non-standard port, it is necessary to enable the Override default
port number option and change the traffic port.
Note: Once SSL-encryption is set, it is necessary to install the trustworthy Kerio MailServer
certificate.
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Please enter login information for your Kerio MailServer

account:

Username: jsmith@company.com
(e.g. username@domain.com)

Password: sssasss

Server: mail.company.com

(e.g. server.domain.com)

M Use Secure Socket Layer connection

[ Override default port number: 443

(Cancelj ( oK j

Figure 12.5 Kerio Sync Connector — synchronization account settings

Synchronize calendars with iCal
By checking this option, you will run synchonization of events in Apple iCal.
Click on the Customize button located on the right to the Synchronize calendars with iCal
option and set calendars to be included in synchronization (see figure 12.6):

Select calendars to be synchronized between Apple
iCal and Kerio MailServer:

Synchronize: | Only selected calendars |+l

Home
Work
M Calendar

(10

(Cancelj ( oK j

Figure 12.6 Kerio Sync Connector — selection of calendars

Synchronize
Use the menu to set whether all calendars or only selected ones will by synchronized.
In case of Only selected calendars option, select calendars to be synchronized. The
list includes all calendars created in Apple iCal and also calendars created in Kerio
MailServer as direct subfolders of the root folder (details on the root folder are avail-
able in section 1.11.1). This implies that it is not possible to synchronize subfolders
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nested deeper. To make it possible to synchronize a folder, move it to the appropri-
ate level, directly under the root folder.
Note: The default Kerio MailServer’s Calendar folder is synchronized automatically and
it is shown as Calendar in Apple iCal. Folders can be renamed in Apple iCal without the
risk of interruption of the synchronization. In Kerio MailServer, the name Calendar will
be kept for the folder.

Synchronize contacts with Address Book
By checking this option, you will run contact synchronization in the Apple Address Book.
Click on the Customize button located on the right to the Synchronize contacts with Ad-
dress Book option and set contacts to be included in the synchronization (see figure 12.7):
List of folders will include all contact folders located in Kerio MailServer as the first level
folders. Subfolders will not be synchronized.
In the Synchronize menu (see figure 12.7), define whether to synchronize all contact fold-
ers or only selected ones. In case of Only selected folders option, select contact folders
to be synchronized. Each contact created in Address Book will be synchronized with the
Contacts folder in Kerio MailServer. Therefore, it is recommended to always keep the
Contacts folder option checked.
—— Warning
Before starting of synchronization of Address Book, it is necessary to enable the Synchro-
nize with Exchange option in Address Book — Preferences — General (see figure 11.5).

Select contact folders to be synchronized between
Apple Address Book and Kerio MailServer:

Synchronize: | Only selected folders s i
E Contacts
-

Public Folders/Contacts

I'::Cancell'l I':: oK :'I

Figure 12.7 Kerio Sync Connector — contact folders selected for synchronization

Schedule
Use the Schedule button to set automatic synchronization (see figure 12.8). Enable auto-
matic synchronization by checking the Automatically synchronize changed items option.

359



Chapter 12 Kerio Sync Connector for Mac

3

Start synchronization: =
1 1 | 1 1 1

Smin  10min 30min 1lhr 1d  Manually

ESvnchmnize changed items automatically

Synchronize contacts and calendars immediately when changed in Apple iCal or Apple

Address Book
(Cancel) ( oK )

Figure 12.8 Kerio Sync Connector — enabling automatic synchronization

Advanced
The Advanced tab (see figure 12.9) allows setting of solutions for possible synchronization

collisions. The menu provides the following options to select from:

800 Kerio Sync Connector
4w Show All Q

= Kerio Sync Connector

Version 6.5.0 build 3997 (_Synchronize Now )

{ General | Advanced ]

Repair broken synchronization by using a clean copy from server or

local client

Report the synchronization problem to Kerio [ Send Report...

M Enable debug logging

Check for Kerio iSync Connector updates Check Now...

@ Kerio Technologies Inc. All rights reserved.

Figure 12.9 Kerio Sync Connector — Advanced

Enable debug logging
To enable logging, check this option. Synchronization information will be logged in the
Console.log log located in the Console application (Applications — Utilities — Console).
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Repair broken synchronization...
Synchronization fix allows to fix data damaged during synchronization. The application
creates a copy of all data and saves it to both the client’s and the server’s store. Synchro-
nized data on the server and the client will be identical.
—— Warning
If some calendars or contact folders are selected for the synchronization, the repair will
remove any folders not included in the process.

Upon clicking on the Repair button, you can select whether the data copy will be created
on the server or on the client. It is useful to select the location with fresher data (see
figure 12.10).
Select a synchronization source for a clean copy of data:
*) Get data from Kerio MailServer
() Get data from Mac (iCal, Address Book)

Calendars and contacts in the destination will be erased and
replaced by the clean copy from the selected source.

Do you want to start the repair synchronization?

Ii: Cancel :'IIi Start :'I

Figure 12.10 Kerio Sync Connector — recovery of synchronized data
If the Get data from Kerio MailServer option is selected, rename the calendar synchro-
nized at Kerio MailServer as Calendar (different name can be used in Apple iCal if re-
named) back to Calendar. Unsupported attributes such as calendar skin color can be also
used in the synchronized items.
—— Warning
Before the repair, it is recommended to back up current data.

Report the synchronization problem to Kerio
If the you do not manage to solve the problem by yourself, report it to Kerio Technologies
where it will be analyzed and solved.
—— Warning
Any information recorded in the log are used only to solve problems associated with
usage of this product. The data will not be misused.

12.3 The process of the synchronization

After setting of Kerio Sync Connector, the Sync Alert dialog is opened (see figure 12.11) which
is opened whenever more than 5 per cent of the store is to be synchronized. Click Allow for
confirmation. Sync Alert is displayed separately for Apple iCal and for Apple Address Book.
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KOO8 Sync Alert

G Syncing with Kerio iSync Connector will change more than
':—‘:\‘ 5% of your Calendars on this computer.

- ey

Information Add Modify Delete
_ Calendars 1 0 0
@ (Review Ehangesj ( Cancel Sync j ( Allow j

Figure 12.11 Kerio Sync Connector — recovery of synchronized data

Note: Sync Alert can be disabled in Apple iSync.

The first synchronization can take up to several minutes since a large volume of data is usually
synchronized.

Apple iCal

Once synchronization is set (see section 12.2), a cross copy of all items included in synchro-
nization is made between Kerio MailServer and Apple iCal.

The default private Kerio MailServer’s calendar is copied to Apple iCal as Calendar.

Special folders will be created fin Kerio MailServer during the first synchronization. Names of
the folders will match names of their twin calendars created in Apple iCal.

Apple Address Book

Once synchronization is set (see section 12.2) a cross copy of all contacts included in synchro-
nization is made between Kerio MailServer and Apple iCal.

Kerio Sync Connector synchronizes also the information of the group in Apple Address Book
that the contact belongs to. In Kerio MailServer, this information is kept as a category. This
means that in the Kerio WebMail interface or in email clients supporting categorization, con-
tacts belonging to groups display their group name as a category.

This works also the other way round. All categories used in Kerio WebMail’s or another client’s
contacts are shown as standalone contact groups in the Apple Address Book.
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Kerio MailServer supports some groupware features of IMAP and Exchange accounts in Apple
Mail 10.4 and higher. The support enables to display events, contacts and task folders in the
email client.

Cooperation of Kerio MailServer with Apple Mail is supported directly. This means that it
might happen that no additional application applies to client stations.

If you use Apple Address Book and set LDAP in it, automatic check for addresses will be avail-
able in Apple Mail (settings are described in section 11).

13.1 Apple Mail 10.4

13.1.1 Exchange account in Apple Mail

Support for Apple Mail in Exchange accounts results in displaying of all calendar folders in-
cluded in a particular user account in Kerio MailServer. Apple Mail does not support the cal-
endar view mode and therefore each event is displayed as one email message. Such messages
include an .1ics attachment with all data associated with the corresponding event.

Thus, each event can be simply imported to Apple iCal (for details, see chapter 10) where it
can be displayed easily.

Another benefit of the settings is that all types of public folders can be viewed in the account.
The following folder types are displayed:

e email
e contacts
e calendar
e tasks
e notes

Apple Mail displays all types of public folders since their download is always performed via
the IMAP protocol.

13.1.2 IMAP account in Apple Mail

Support for Apple Mail in IMAP accounts allows viewing of all mail folder types. This applies
also to all types of public folders. However, only folders created directly from the mailbox
root folder can be actually viewed.. Subfolders are not displayed. In IMAP accounts in Apple
Mail, the following items are displayed:
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e email
e contacts
e calendar
e tasks
e notes

However, this support is limited by features of the email client. Therefore, all events, contacts,
tasks and notes will be displayed only as email messages with an attachment where all data
associated with the corresponding event, contact or task will be included. Events and tasks
include attachments in the .1cs format, contacts include attachments in .vcf.

If you use Apple Mail as an email application, it is possible to simply import each event to
Apple iCal (for details, see chapter 10) where it can be viewed in a selected calendar.

Note: Although contacts are saved as .vcf attachments, it is not possible to import them to
the Apple Address Book.

13.1.3 Learning of the antispam filter

Kerio MailServer contains the SpamAssassin antispam filter. This filter is based on content
analysis (spam messages usually contain specific attributes that can be searched for and eval-
uated by the filter). Each message is assigned a numeric score; if this value exceeds the limit
set in Kerio MailServer, the message is marked as spam.

The spam filter may let some spam messages through from time to time by mistake (their
score is low) and mark some regular messages as spam (their score is too high). For the
reasons above, the antispam filter allows modification to the database used for recognition
of spam messages. This method, however, requires user input. Users have to reassign the
incorrectly evaluated messages to correct types (spam / non-spam) so that the filter learns to
recognize them in the future.

Messages which were marked incorrectly can be re-evaluated by moving them in corresponding
folders. To be specific, to mark a message as spam, move it to the junk E-mail folder. To mark
a message as legitimate (if it was marked as spam incorrectly by the system), move it to Inbox.

For more comfortable moving of spam to Junk E-mail, use the Junk button on the Apple Mail
toolbar. This option is helpful where spam was let into INBOX and was not marked as spam.
Simply select such messages and click on Jjunk. Once the button is clicked, the message se-
lected is moved to the junk E-mail folder and the filter learns to mark similar messages as
Spam.

—— Warning
Unfortunately, it is not possible to add a Not Junk button for cases where legitimate messages
are marked as spam. This happens because the message was marked as spam in Apple Mail
but it was not moved to Inbox and the spam filter would not be capable of learning the features
of the message.
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The Junk button settings
To make the junk button work correctly and move email to junk E-mail, perform the following

settings:

1. Select the Preferences item in the Mail menu.
2. This opens a dialog with Apple Mail settings. Click on the Junk Mail icon to open the junk
Mail tab (see figure 13.1).

800 Junk Mail

O« <20 wmH ik

M Enable junk mail filtering

When junk mail arrives:

(0) Mark as junk mail, but leave it in my Inbox
() Move it to the Junk mailbox
{® Perform custom actions (Click Advanced to configure)

The following types of messages are exempt from junk mail filtering:

M sender of message is in my Address Book
M sender of message is in my Previous Recipients
Eh“lessage is addressed using my full name

ETrustjunk mail headers set by my Internet Service Provider

[ Filter junk mail before applying my rules

( Reset... ) ( Advanced. .. ) ®

Figure 13.1 The Junk Mail tab
3. Make sure that the Perform custom actions (Click Advanced to configure) is set for the
When junk mail arrives item . If not, change the setting.
Click on Advanced
5. to open another configuration dialog and fill the Perform the following actions entry in as
described below (see figure 13.2):
e In the first menu, select Move Message.
¢ In the second one, select the Junk E-mail folder.
The process is shown at figure 13.2.
6. Click OK to confirm settings.

>
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Description:  Junk

If of the following conditions are met:

[ sender is not in my Address Book '%i

f Sender is not in my Previous Recipients l%]

[ Message is not addressed to my Full Name l%]

COOO®
®E®®

[ Message is Junk Mail '%i

Perform the following actions:

©

f: Move Message l%] to mailbox: [ [ Junk E-mail l%i
( cancel ) o)

Figure 13.2 The Junk Mail tab, Advanced settings

(1

13.2 Apple Mail 10.5

13.2.1 Exchange account

Support for Apple Mail in Exchange accounts results in displaying of all the following folder
types saved in Kerio MailServer.

e email,

e calendar,

e notes,

o tasks — these items are saved in a special folder created in To Do.

Note: In Apple Mail, only direct subfolders of the root folder can be viewed. Further subfolders
will not be shown.

As to public folders, the following types are displayed:

e email,
e calendar,
e notes,

Public folders are displayed only if subscribed (click on the arrow in the Public folders toolbar
and on the Subscription List tab check folders to display).

Apple Mail does not support the calendar view mode and therefore each event is displayed as
one email message. Such messages include an .1cs attachment with all data associated with
the corresponding event.

Thus, each event can be simply imported to Apple iCal (for details, see chapter 10) where it
can be displayed easily.
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13.2 Apple Mail 10.5

Note and To Do items created in Apple Mail can also be accessed via Kerio WebMail. They will
be stored in the Apple Mail To Do folder.

13.2.2 IMAP account

Support for Apple Mail in IMAP accounts allows viewing of all mail folder types. This applies
also to all types of public folders. However, only folders created directly from the mailbox
root folder can be actually viewed.. Subfolders are not displayed. In IMAP accounts in Apple
Mail, the following items are displayed:

e email

e contacts

e calendar

e tasks — these items are saved in a special folder created in To Do.
e notes

However, this support is limited by features of the email client. Therefore, all events, contacts,
tasks and notes will be displayed only as email messages with an attachment where all data
associated with the corresponding event, contact or task will be included. Events and tasks
include attachments in the .1ics format, contacts include attachments in .vcf.

If you use Apple Mail as an email application, it is possible to simply import each event to
Apple iCal (for details, see chapter 10) where it can be viewed in a selected calendar.

Note: Although contacts are saved as .vcf attachments, it is not possible to import them to
the Apple Address Book.

Note and To Do items created in Apple Mail can also be accessed via Kerio WebMail. They will
be stored in the Apple Mail To Do folder.

13.2.3 Learning of the antispam filter

This feature is addressed in section 13.1.3.

367



Appendix A
Legal Notices

Microsoft®, Windows®, Windows NT®, Windows Vista®, Internet Explorer®, Active Directory®,
Outlook®, ActiveSync®, Entourage® and Windows Mobile® are registered trademarks of Mi-
crosoft Corporation.

Apple®, iCal® Mac OS®, Safari™, Tiger™, Panther®, Open Directory logo™, Leopard® and Snow
Leopard® are registered trademarks or trademarks of Apple Computer, Inc.

Cybertrust® is registered trademark of Cybertrust Holdings, Inc. and/or their filials.
Thawte® is registered trademark of VeriSign, Inc.

Entrust® is registered trademark of Entrust, Inc.

Palm®, Treo™ and VersaMail® are registered trademarks or trademarks of Palm, Inc.
Mozilla® and Firefox® are registered trademarks of Mozilla Foundation.

NotifyLink® is registered trademark of Notify Technology Corporation.

BlackBerry® is registered trademark of Research In Motion Limited.

RoadSync™ is trademark of DataViz Inc.

Nokia® and Mail for Exchange® are registered trademarks of Nokia Corporation.
Symbian™ is trademark of Symbian Software Limited.

Sony Ericsson® is registered trademark of Sony Ericsson Mobile Communications AB.
SpamAssassin™ is trademark of Apache Software Foundation.

SpamHAUS® is registered trademark of The Spamhaus Project Ltd.
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Glossary of terms

CalDAV
CalDAYV is an extension of the WebDAYV interface for exchange of calendar data. It can
be used for synchronization of calendars between your client and server, scheduling of
meetings with assistance of the Free/Busy server and delegating of calendars to other
Kerio MailServer users.

DNS
DNS (Domain Name System) is a distributed database service used to convert domain
names into corresponding IP addresses.

Email address
An email address determines the sender and recipient of a message in electronic commu-
nication. It consists of a local part (before the @ character) and a domain part (after the @
character). A domain specifies where email will be delivered to (a company), a local part
specifies a particular recipient within this domain.

HTML
HTML (HyperText Markup Language) is a markup language used for development of web
pages published in the Internet.

HTTP(S)
HTTP (Hypertext Transfer Protocol) is a simple application protocol used during transfer
of files and images. HTTPS is an SSL-encrypted version of this protocol.

iCalendar
iCalendar (iCal) is a standard for exchange of calendar data. If this standard is supported
by an email or calendar client, calendars can be published on any server with the WebDAV
interface (e.g. in a Kerio MailServer’s mailbox). Apart from calendar publishing, it is also
possible to use the reversed method to subscribe calendars published on such servers in
your clients.

IMAP
Internet Message Access Protocol (IMAP) enables clients to manage messages stored on
a mail server without downloading them to a local computer. This architecture allows
the user to access his/her mail from multiple locations (messages downloaded to a local
computer would not be available from other locations).

IP address
A unique 32-bit number that identifies a computer in the Internet or intranet.
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JavaScript
JavaScript is a programming language used for creating web pages.

LDAP
LDAP (Lightweight Directory Access Protocol) is an Internet protocol used to access di-
rectory services. Information about user accounts and user rights, about hosts included
in the network, etc. are stored in the directories. Typically LDAP is used by email ap-
plications to search for email addresses and to delivery management (Microsoft Active
Directory).

Mailbox Account
A place where email is stored on a server. Clients can download emails from an account
(using POP3 protocol) or work with messages directly at the server (using IMAP or Web-
Mail).
The account is physically represented by a directory on a disk. The directory is created
in the Kerio MailServer directory (mail/domain/username). Other subdirectories repre-
senting individual folders are created in this directory.
Mailboxes are not created during the definition of users; the specific mailbox is created
upon the first login to the mailbox.

Notifications
Short message (notification) about a particular event — e.g. new email. It is usually sent
as a text message (SMS) to a cellular phone.

POP3
POP3 (Post Office Protocol version 3) is an Internet protocol that allows a client to down-
load mail from a server and store it on the local computer. It is suitable for clients who
don’t have a permanent connection to the Internet.

Port
16-bit number used by TCP and UDP for application (services) identification on a given
computer.

SMTP
SMTP (Simple Mail Transfer Protocol) is used for sending email between mail servers. The
SMTP envelope identifies the sender/recipient of an email.

Spam
Unwanted, usually advertisement email. Spam are usually sent in bulk and the recipient
addresses are obtained by illegal means.

SSL
A protocol used to secure and encrypt the TCP connection. Secure Socket Layer was orig-
inally designed by Netscape to secure transmission of web pages using HTTP protocol.
Today it is supported by almost all standard internet protocols — SMTP, POP3, IMAP,
LDAP, etc.
At the beginning of communication, an encryption key is requested and transferred using
asymmetrical encryption. This key is then used to encrypt (symmetrically) the data.
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A security protocol for the encrypted transfer of the data in the Internet (used in HTTPS).

TLS
Transport Layer Security is the successor to SSL (version 3.1), which is used for encryption
of data over networks. This version is approved by the IETF and it is accepted by all the
top IT companies (i.e. Microsoft Corporation).

URL
URL (Unique Resource Locator) is a subset of URI, which uniquely describes the location
of a specific file in a computer network.

WebDAV
Using WebDAV (Web Distributed Authoring and Versioning), users can group-edit and
organize files located on servers.

www
World Wide Web (the abbreviation WWW or web) is currently the most popular service
offered in the Internet. It allows transferring multimedia files (texts, sounds, images).
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