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Chapter 1
Quick Checklist

This chapter gives you a basic step-by-step guide to quickly set up Kerio MailServer so
that it can function as a mail server for your company immediately. All that you need
is basic knowledge of TCP/IP and of the principles of Internet mail protocols, and some
information from your ISP: the type of connection and the way email is delivered for
your domain.

If you are unsure about any element of Kerio MailServer, simply look up an appropriate
chapter in the manual. If you do not know how and/or where email is delivered for your
domain, please contact your ISP.

1.

Install Kerio MailServer and make the required settings using the configuration wiz-
ard (create the primary domain as well as username and password for the user
Admin). Log into the Kerio Administration Console program.

By default, Kerio MailServer is installed to the following directories:

e MacOSX

/usr/local/kerio/mailserver

e Linux

/opt/kerio/mailserver

e MS Windows

C:\Program Files\Kerio\MailServer

In Configuration/Services, set up the services you are planning to use. If you would
like to run a web server on the same machine, for example, stop the HTTP / Secure
HTTP service, change its port or reserve one IP address for the service’s default port.
For more details refer to chapter 7.1.

Create local domains (Configuration/Domains). The primary domain must be created
first (configuration guide). After you create other domains, you can set any of them
as primary. If you are not sure as to which domain should be primary, choose the
domain that contains the most users. Do not forget to fill in the DNS name of the
SMTP server. For more information see chapter 8.

10



10.

11.

12.

13.

14.

Create user accounts for individual domains (Domain Settings/Users). Account
names should correspond with the users’ primary email addresses. We do not rec-
ommend using special characters for name definitions. You can also import users
from external sources. See chapter 14 for more details.

If necessary, create groups (to create group addresses, for instance) (Domain Set-
tings/Groups) and assign users to them. For more information refer to chapter 15.

Define aliases for users and user groups if necessary (Domain Settings/Aliases). More
details can be found in chapter 16.3.

In Configuration/Internet Connection, set the type of Internet connection: Online for
leased line, cable modems and ADSLs and Offline for any kind of dial-up connection.
For more information go to chapter 9.

If the modem is installed on the same computer as Kerio MailServer, choose the
correct RAS line. Again, see chapter 9 for more information.

If the Internet connection type is Offline, set Scheduling (Configuration/Scheduling).
If the type is Online, only set scheduling if you would like to retrieve email from
remote POP3 accounts or receive email using ETRN command. More information
can be found in chapter 10.

If you would like to retrieve email from remote POP3 accounts or domain accounts,
create corresponding accounts in Configuration/POP3 Download. If email from these
accounts is to be sorted into local accounts, also define the sorting rules. Refer to
chapter 16.4.

If email for certain domains should be received from a secondary server using ETRN
command, define corresponding accounts in Configuration/ETRN Download. See
chapter 16.5 for details.

Set up antivirus control in Configuration/Antivirus. Choose a plug-in module for the
antivirus program that you have installed. Choose the action that should be per-
formed in case an infected attachment is found. You can also choose to filter certain
types of attachments (e.g. executables). Refer to chapter 18 for more information.

If Kerio MailServer is running behind a firewall, map an appropriate ports. See
chapter 24.3 for more information.

If the SMTP server is accessible from the Internet, set up Anti-spam protection (Con-
figuration/Spam Filter), to prevent misuse of the mail server for sending spam email.
You can also protect yourself from receiving such email from other servers. For
more information, see chapter 17.

11



Chapter 1 Quick Checklist

15. Set up email backup/archiving of mail folders and configuration files if necessary.
See chapter 19.2 for details.

16. Create a certificate for the mail server for secure communication, or ask a commer-
cial certification authority to do this. For more information, see chapter 11.

12



Chapter 2
Introduction

2.1

Kerio MailServer 6.1

Kerio MailServer 6.1 is designed as a “secure mail server accessible from anywhere”.
Here is a brief list of its main functions and features.

Relay server hostname

A full-featured SMTP server which enables to use multiple independent local do-
mains, to create virtual addresses (aliases), to receive email via ETRN, etc. Outgoing
email can be sent either directly to target domains (according to MX records in DNS)
or via a parent SMTP server (e.g. the ISP’s SMTP server).

POP3 Server

POP3 (Post Office Protocol version 3) is an Internet protocol that allows a POP3
client to download mail from a server. It is suitable for clients who don’t have
a permanent connection to the Internet.

Unlike Internet Message Access Protocol (IMAP), POP3 does not allow users to ma-
nipulate messages at the server. Mail is simply downloaded to the client where
messages are managed locally. POP3 provides access only to a user’s INBOX; it
does not support access to public folders.

IMAP server

IMAP4 (Internet Message Access Protocol version 4) is an Internet messaging pro-
tocol that enables a client to access email on a server rather than downloading it
to the user’s computer. This architecture allows the user to access his/her mail
from multiple locations (messages downloaded to a local computer would not be
available from other locations).

It is possible under certain conditions to access the email account using both IMAP
and POP3 protocols.

NNTP server

(Network News Transfer Protocol) is a protocol used to transfer news messages and
display public folders for users. A NNTP server stores archives of all newsgroup
posts.

13



Chapter 2 Introduction

Web Interface (Kerio WebMail)
The built-in HTTP server allows remote access to the user account. It allows reading
and writing of email messages, events and tasks, folder management and modifi-
cations of personal settings. No email client software needs to be installed and no
settings are needed. All the user needs is a web browser. For information about
Kerio WebMail, refer to separate user manual.

WAPmMmail
Allows access to email using a cellular telephone. For more information about
settings and using of Kerio WebMail, see the Kerio WebMail user manual.

Personal and Public Contact Lists
In Kerio MailServer 6.1 you can manage private and public contact lists (users’ data,
such as email addresses). Users can access their mail and contact lists via any
supported email client or Kerio WebMail interface. Kerio MailServer also supports
for Free/Busy server — a special type of public calendar where free/busy time of all
users can be viewed.

Personal and Shared Calendar, Tasks
In Kerio MailServer 6.0, users can store the private and public calendar and tasks
on the server. This information is managed using the Kerio WebMail interface and
the MS Outlook application with Kerio Outlook Connector (see chapter 31).

LDAP server
The secure LDAP service allows remote clients to search public and private contacts.
Most email client programs support this feature of LDAP.

Administration of user accounts, groups and aliases via web interface
Kerio MailServer version 6.1 and higher supports user administration via web inter-
face. This way, clients of ISPs can access user mailbox, groups and aliases settings
from within their domains.

Collecting mail from remote accounts
The mail server can automatically retrieve email from one or more accounts located
at external servers (e.g. domain account at the ISP) and deliver this mail to local
accounts or sort it according to defined rules.

Secure communication channels
All Kerio MailServer services offer standard non-secure connections and SSL-
encrypted secured connections. It is also possible to send messages via a secured
connection, provided that the destination server supports this feature.

Antivirus control
All incoming mail can be checked for viruses. Several actions can be taken if a virus
is detected: the infected attachment can be removed, the mail can be sent back
to the sender, a notification can be sent, the message can be sent to the system

14



2.1 Kerio MailServer 6.1

administrator, etc. Antivirus control is performed by an external antivirus pro-
gram (such as AVG, NOD32, etc.). In addition, certain types of attachments can
be filtered (by file extension — e.g. exe, com, vbs, etc. or by MIME type — e.g.
application/x-msdownload) regardless of whether or not they are infected by
a virus.

Anti-spam protection
The mail server can be protected from spam email misuse. Messages can be de-
tected and filtered by the SpamEliminator antispam filter, Bayesian filter, SMTP
spam-server databases, checking “e-mail policy” records and/or by your own spam
rules which can be set in the SpamEliminator section.

Archiving
Kerio MailServer can make backup copies of all email (or just sent email) either
locally or to a remote server.

User folders and configuration files backup
Kerio MailServer can create backups of user folders (the store directory) as well as
mailserver configuration files in predefined time intervals.

Filtering and notification
Each user can define a range of actions to be performed after a message is received
(moving a message to a specific folder, filtering, cellular phone notification, auto-
mated reply...). Actions can be applied to all messages or selectively by the sender’s
or recipient’s address, subject, etc.

Scheduler
The server administrator has absolute control over whether messages are to be sent
immediately or at given times or time intervals . This makes it possible to minimize
connection costs (with dial-up lines).

Mailing lists
Any number of mailing lists can be created within each local domain. List members
can be defined by the server administrator, approved by a moderator or they can
be added automatically through email. Each list can have one or more moderators
who control user participation, message deliveries, etc.
In Kerio MailServer, parameters for mailing list archiving can be set.

Active Directory and Open Directory support
Kerio MailServer provides full support for Microsoft Active Directory as well as Ap-
ple Open Directory. It is not necessary to import user accounts into the internal
database. To add or remove user account/group use the Active Directory or Open
Directory system tool.

15



Chapter 2 Introduction

Kerio Outlook Connector
Kerio Outlook Connector is an extension to MS Outlook that uses an open MAPI
interface. It is used for communication between Kerio MailServer and MS Outlook. It
enables storing of various folder types (such as email messages, contacts, calendars
and tasks) at the server. It is also possible to share and map folders, as well as set
up message sorting rules.

IMAP and POP3 account synchronization in MS Outlook
Kerio Synchronization Plug-in is an add-on to MS Outlook that provides basic group-
ware features using IMAP and POP3 accounts. Kerio Synchronization Plug-in is avail-
able also in offline mode, providing the possibility to connect to Kerio MailServer
and synchronize changed data.

Account migration from MS Exchange to Kerio MailServer
Kerio MailServer provides for easy migration of user accounts from MS Exchange
to Kerio MailServer.

MS Entourage Support
Kerio MailServer provides support for Microsoft Entourage email client. It allows
saving email folders, contact and calendars on the server. This support also enables
to work with the Kerio MailServer’s Free/Busy server .
For communication with MS Entourage, Kerio MailServer uses the WebDAV proto-
col. Therefore, the HTTP server must be running at the server.

Support for groupware features in Apple Mail 10.4
Since version 6.1.2, Kerio MailServer support some groupware features in Apple
Mail 10.4.

Apple iCal Support
Kerio MailServer version 6.1 and higher provides support for the Apple iCal appli-
cation. Users can subscribe and publish calendars in the Kerio MailServer.

Apple Address Book Support
The Apple Address Book application support allows users to search the LDAP
database used by Kerio MailServer. In Apple Address Book version Apple Mac OS X
10.3, users can also synchronize contacts.

BlackBerry support
Kerio MailServer enables wireless access to email by using the BlackBerry Internet
Service. For detailed information, refer to the knowledge base article at Kerio Tech-
nologies website (http://support.kerio.com/).

Active Sync support
Support for MS Active Sync enables to synchronize email, calendars and tasks in
MS Outlook and MS Windows on a PDA device. Synchronization will be performed

16
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between a desktop application and a mobile device (only if MS Active Sync is in-
stalled).

Warning: To ensure that the synchronization is performed also at the server’s side,

MS Outlook must be extended by the Kerio Outlook Connector or the Kerio Synchro-
nization Plug-in.
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Chapter 3
Installation

3.1 System requirements

The minimum hardware configuration recommended for Kerio MailServer:
e (CPU Intel Pentium II or compatible; 300 MHz

o 128 MB RAM

e 50 MB of disk space for installation

e Disk space for user mailboxes (depends on the number of users)

e For maximum protection of the installed product (particularly its configuration files),
it is recommended to use the NTFS file system.

Recommended hardware configuration of the computer where Kerio MailServer will be
running:

For 100 active users

e Processor: 1.5 GHz

e 512 MB RAM

e The size of disk space depends on the volume of data in user mailboxes
For 500 active users

e Processor: 2.5 GHz

* 1.5 GBRAM

e The disks are arranged in RAID 0+1 or RAID 5, the size of disk space depends again
on the volume of data in user mailboxes.

18



3.2 Conflicting software

Notes:

1. An active user is a user that uses the Kerio MailServer services multiple times a day
(e.g. mail services, calendar, tasks, etc.).

2. These recommendations apply only in case the computer is used only as a mailserver
(Kerio MailServer, antivirus, anti-spam).

3.2 Conflicting software

Kerio MailServer runs on the application layer and there are not any known low-level
conflicts with other software, operating system components or device drivers (except
the antivirus that is used to open files). If a received email message includes an infected
attachment, the mail server stores it into a temporary file on the disc. Antivirus might
damage the disc or the system. To prevent your computer from such failure, deny your
antivirus to the file (or the disc) where Kerio MailServer data is kept (refer to chapter 18).

A possible conflict is a port clash (if all services are running in Kerio MailServer, these
TCP ports are used: 25, 80, 110, 119, 143, 443, 465, 563, 993, and 995). It is therefore
not recommended that users run other mail, LDAP or web server software on the same
computer. If this is necessary, the system administrator must ascertain that there will be
no port clashes. For example, if Kerio MailServer is running on a computer together with
aweb server, we recommend changing the HTTP service port or disabling the service and
only enabling its secured version — Secure HTTP. Another alternative is to reserve one or
more IP addresses for ports at which Kerio MailServer services are listening. For detailed
information on services and port settings, see chapter 7.

If Kerio MailServer is run on a firewall or on a secured local network behind a firewall, the
firewall will affect the mail server’s behavior to a certain extent (e.g. accessibility of some
or all services). When configuring the firewall take into consideration which services
should be accessible from the Internet or the local network and enable communication
on appropriate ports (see above or chapters 7 and 24.3 for more detail).

3.3 Installation

It is recommended that older versions of Kerio MailServer 5 should upgrade to Kerio
MailServer 5.7.10 (http://download.kerio.com/archive) before upgrading to Kerio
MailServer 6.x.

Kerio MailServer can be installed on one of these operating systems:
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Microsoft Windows

The product can be installed under the following operating system versions:
¢ Windows 2000 (SP4)

o Windows XP

e Windows 2003

When the installation program is started, a wizard is run where basic parameters can be
set as well as some settings from WinRoute Pro 4.x can be imported. For details about
this wizard, refer to chapter 3.4.

Note: If you use WinRoute Pro 4.x and you want to import the settings, stop the WinRoute
Engine service before starting the Kerio MailServer installation (all the settings will be
saved to the system registry).

Warning: Don’t perform Kerio WinRoute uninstallation — all the settings would be lost!
By default, Kerio MailServer is installed to

C:\Program Files\Kerio\MailServer

This setting can be changed during the installation process if necessary.

The first step during the installation is a language selection. It is relevant only to the
installation program.

Choose Setup Language E |

... Select the language for thiz inztallation from
: the choices below.

| Engiish =l
] I Caticel |

Figure 3.1 Installation — language selection

The next step is a selection of an installation type. The following types are available:
e Typical — complete installation

e Minimal — minimal installation
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3.3 Installation

Installshield Wizard | x| |

Select Components

Chooge the components Setup will install ¢ KE RIO

Select the componentz you want to inztall, and clear the components you do not want bo
inizkall.

=l K.erio MailServer Lzt

-] MailServer Engine Monitor K.erio MailServer Engine
: -] Performance Maonitar
-] Administration Console

=] Help Files

-] English

Czech
Space Required on C: 0k
Space Available on C: 1448772 E.

|retallShield

¢ Back I Mest » Cancel

Figure 3.2 Installation — custom install

e Custom — selection of Kerio MailServer components which will be installed as well as
of a language of the Kerio MailServer’s help. If you enable both English and Czech, the
help will be displayed in the language version which is set in the Kerio Administration
Console. If the language in the Kerio Administration Console is changed, the language
in the help is switched automatically.

Note: If you upgrade the current installation, notice that all selected components will
be installed or updated whereas all non-selected components will not be installed or
uninstalled (if they are already installed). Therefore, all components which should be
preserved must be selected.

After this step, the installation continues (i.e. files are copied to a hard drive and all nec-
essary system settings are performed). Then the wizard for the basic server parameters
settings is run.

After installation process is completed successfully, the configuration wizard will be
started. Insert primary domain name and password for administration (see chapter 3.4).

Kerio MailServer Engine, which is the mail server’s core, running as a service, will be
started immediately after the installation is complete. This implies that a utility called
Kerio MailServer Monitor will also be run, by which you can view the Engine status, stop
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or start the mail server and perform other tasks. Kerio MailServer Monitor is displayed
as an icon in the SysTray.

Kerio MailServer is running

Figure 3.3 Kerio MailServer Monitor

Linux

Kerio MailServer supports the following version of the operating system:
e Red Hat 9.0

e Red Hat Enterprise Linux 3

o Fedora Core 1-4

e SuSE Linux since 9.0

Kerio MailServer is distributed in two RedHat Package Manager packages — the server
and the administration console.

The installation must be performed by a user with root rights. Kerio MailServer En-
gine is installed to /opt/kerio/mailserver and the Kerio Administration Console to
opt/kerio/admin.

New installation

Start installation using this command:

# rpm -i <installation_package_name>
Example:

# rpm -i kerio-mailserver-6.1.3-1inux.i386.rpm
In case of the recent versions of the distributions, problems with package depen-
dencies might occur. If you cannot install Kerio MailServer, download and install
the compat-1ibstdc++ package.
It is recommended to read carefully the LINUX-README file immediately upon the
installation. The file can be found in
/opt/kerio/mailserver/doc
When the installation is completed successfully, run the configuration wizard to set
the domain and the administrator’s account:

/opt/kerio/mailserver

./cfgwizard
Warning: The Kerio MailServer Engine must be stopped while the configuration
wizard is running.
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3.3 Installation

Starting and stopping the server
Once all settings are finished successfully in the configuration wizard, Kerio
MailServer is ready to be started.
Within the installation, the keriomailserver script is created in the /etc/init.d
directory which provides automatic startup of the daemon (i.e. MailServer Engine)
upon a reboot of the operating system. This script can also be used to start or stop
the daemon manually, using the following commands:
/etc/init.d/keriomailserver start
/etc/init.d/keriomailserver stop

Administration
The Kerio Administration Console can be run by the kerioadmin command. The
X-Window graphical interface is required.
Note: Kerio MailServer must be running on the root account.

Mac OS X

The product supports for the following operating systems:
e Mac OS X 10.3 Panther
e Mac OS X 10.4 Tiger

Kerio MailServer is distributed in the installation package
kerio-mailserver-6.1.3-mac.dmg

When it is started, the file is opened as a disk and the executable installation file is
offered.

Installation requires a valid username and password. Only authorized users (members
of the Admins group) are allowed to install applications under the system.

If you confirm the licensing policy you will be allowed to select an installation type.
The Easy Install type is already predefined. Within the Custom Install type you can select
individual components that you would like to install (Kerio Administration Console, Kerio
MailServer Engine and Administrator’s Guide are available). To uninstall the application,
choose the last option.

Select an installation type (the Easy Install option will install all available components)
and wait until the installation process is finished. Complete version of Kerio MailServer
will be installed (Kerio Administration Console, Kerio MailServer Engine and Administra-
tor’s Guide).

By default, Kerio MailServer is installed under /usr/local/kerio/mailserver.
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Authenticate

ot

Kerio MailServer Installer requires that you type

your password.

Mame: John Smith

Password: ssesssesses

[+] Details
@

( Cancel :1 m

Figure 3.4 User authentication

060 Kerio MailServer Installer
v Easy Install F
@ License Custom Install -

@ Installation Type
@ Installing
® Finish Up

Uninstall

+ Administrator's Guide

Disk space available: » 4GB

Approximate disk space needed: 81, 112K

( GoBack ) € Install )

Figure 3.5 Installation — custom install
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3.3 Installation

After installation process is completed successfully, the configuration wizard will be
started. Insert primary domain name and password for administration (see chapter 3.4).

Click OK to open the Kerio MailServer folder which includes the Administration
Console executable file, the administrator’s guide (Administrator’s Guide) in PDF,
Kerio MailServer Monitor (see chapter 5.1) and Configuration Wizard (refer to chap-
ter 3.4).

06 [~ Kerio MailServer -
[“‘ p][gg = D]]H'm"l Q- local disks
B/ jsnajdr-mac & n.
Fi Network g;‘ﬁ ? '?
—y )
L\ Macintosh HD Administration Console Administrator's Guide. pdf
__ Kerio Mailserver 6.1.0rc2 £
(il Desktop : j
AN jsnajdr
i Configuration Wizard Kerio MailServer Monitor

oM Applications
4 items, 99.75 GB available

\

Figure 3.6 Kerio MailServer folder

Kerio MailServer will be run automatically after the operating system is booted. How-
ever, in order to stop or restart the service, it is necessary to run Kerio MailServer Monitor
(located in the Kerio MailServer folder). Username which must belong to the Admins
group and password is required for stopping or running of the service. Once authenti-
cated, clicking Stop or Start is sufficient.

You can also stop, start or restart the MailServer through Terminal or a SSH client with
the following commands with root access:

Stopping the Kerio MailServer Engine
SystemStarter stop KerioMailServer

Starting the Kerio MailServer Engine
SystemStarter start KerioMailServer

Restarting the Kerio MailServer Engine
SystemStarter restart KerioMailServer

25



Chapter 3 Installation

3.4 Configuration Wizard

The installation program for Windows and MacOS X operating systems automatically
runs a wizard that helps to set the basic parameters for Kerio MailServer. This wizard
can be invoked anytime later by running cfgWizard.exe (Prior to running the wizard,
the Kerio MailServer service must be stopped). After running the wizard, existing con-
figuration files will be deleted.

The wizard can be also run on Linux. When a corresponding RPM package is installed,
user will be informed that the wizard is available. This information is also provided by
the daemon if it detects that the wizard has not been used yet. To run the wizard use
the following command:

/opt/kerio/mailserver
./cfgwizard

Warning: Kerio MailServer must be stopped while settings are changed in the configura-
tion wizard.

Note: The configuration wizard for all operating systems is available in English version
only.

Primary Domain

To create user accounts (or groups) in Kerio MailServer, at least one local domain must
be created. The first local domain created is the primary domain. Unlike in the other
local domains, users can login by their usernames (In the other domains, it is necessary
to use the full email address. For detailed information on domains, see chapter 8.

First, insert name of your primary domain. If you want Kerio MailServer to manage
multiple domains, select the one that will be used for administration account definition
as the primary domain (typically the domain of your company).
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3.4 Configuration Wizard

lﬂ-l(eriu Mailserver b - Configuration Wizard | x| |

— Create a Mail Domain

Enter the name aof a primary mail domain that will be
created now.

Dramair: Iu:u:umpan_l,l.u:u:um

[For example: example. com)

~ KERIO

¢ Back I Mest » I Cancel

Figure 3.7 Configuration Wizard — creation of the primary domain

Administrator Password Settings

Administrator password is a very important aspect of your server security. Blank pass-
word is not accepted. For security reasons passwords should consist at least of six
characters.

lﬂ-l(eriu Mailserver b - Configuration Wizard | x| |

— adminiztrative Account

Provide the uzermame, domain and pazswaord for a user
which will hawve full rights far the administration of the
tailServer. The pazsword cannot be blank and must be
at least zix characters long.

After the installation, the adminiztratar can launch the
K.erio Adminiztration conzole, login to the b ailS erer
uzing hisdher uzername [in a format ugername@damain]
and start configuring the bailServer.

|Jzemame: I.-'l'-.u:lmin

Fazzword:

Ixxxxxxxxxx

Ixxxxxxxxxx

Confirm pagsword;

~ KERIO

¢ Back I Mest » I Cancel

Figure 3.8 Configuration Wizard — user account creation
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Password and its confirmation must be entered in the dialog for account settings. The
administrator’s username (Admin is used as default) can be edited in the Username text
field.

Store Directory Selection

Kerio MailServer stores a relatively large amount of data (email messages, information
about user folders, records, etc.). The administrator can require to store data to another
disk (e.g. another disk partition, RAID etc.). The store directory can be changed anytime
later through the Kerio Administration Console (see chapter 16.6), then it is necessary
to move files located in this directory. Prior to this potentially very time-consuming
operation, the Kerio MailServer Engine must be stopped. Therefore, it is recommended
to select an appropriate folder during the installation — using the configuration wizard.

lﬂ-l(eriu Mailserver b - Configuration Wizard | x| |

— Mezzage Store Directon

K.erio MailServer will store all meszages in a selected
directory. The disk drive on which the directon will be
lozated zhould have enough zpace to hold mezsages.

The zpace required depends on many factors, like
number of uzers, expected mail traffic or whether
e-maill clientz are configured to keep meszsages on the
FEIVEL

Directony: [ileshKenoiMailServeristare Change... |

~ KERIO

¢ Back I Mest » I Cancel

Figure 3.9 Configuration Wizard — folder selection

The Change button opens the standard system dialog for folder selection.

The last step of the initial configuration

The last dialog provides information about writing of the primary domain in the config-
uration files:
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3.4 Configuration Wizard

lﬂ-l(eriu Mailserver b - Configuration Wizard | x| |

— Finizhed

Configuration written to file users. cfag.
Configuration written to file mailzerer. cfg.

tezzage store directory has been created.

¢ Back I Finizh I Cancel

Figure 3.10 Information about successful completion of the primary domain configuration

users.cfg
The users.cfg file is an XML file that includes information about user account,
groups and aliases.
Administration name and password was written in this file by the configuration
wizard.

mailserver.cfg
mailserver.cfg is an XML file containing any other parameters of Kerio
MailServer, such as configuration parameters of domains, back-ups, antispam filter,
antivirus, etc.
In this file, the local primary domain just created as well as the location of the
message store was written.

Importing Settings from WinRoute

If the configuration wizard detects a WinRoute Pro 4.x installation, then it asks the user if
he wants to perform an import of settings from this application. To import the settings,
make sure that the WinRoute Engine service is stopped (so the latest changes are saved
to the system registry). The following settings will be imported after the Next button is
clicked:

e user accounts (users)
e user groups (groups)
e aliases

¢ remote POP3 mailboxes
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e sorting rules
e [P address groups

The following dialog window shows the results of import (number of imported user
accounts, groups, aliases, etc.).

lﬂ-l(eriu Mailserver b - Configuration Wizard | x| |

— Finizhed

Configuration written to file users. cfag.
Configuration written to file mailzerer. cfg.

Imparted from YinR oute:;

A LIZErs:

2 qQroups

3 aliazes

1 POP3 mailboxes
] zorting rules

2 IF addrezs groups

~ KERIO

¢ Back I Finizh I Cancel

Figure 3.11 Configuration Wizard — import from WinRoute

Other Kerio MailServer parameters must be set manually.

Note: Local domains and their settings are not imported from WinRoute. Imported
accounts, groups and aliases don’t belong to any domain; they are automatically inserted
into the primary local domain.

Protection of the installed product

In order to ensure the maximum protection of the mailserver, it is necessary to disallow
unauthorized access to the application files (in particular to the configuration files).
If the NTFS file system is used, the system resets the access rights to the directory
where Kerio MailServer is installed (including all subdirectories — even if the path has
changed) upon each startup: the read and write access is allowed only for members of
the Administrators group and the local system account (SYSTEM); no one else is allowed
to access the system files.

Warning: If the FAT3?2 file system is used, it is not possible to protect Kerio MailServer
in the above way. Thus, we strongly recommend to install Kerio MailServer only on NTFS
discs.
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3.5 Upgrade and Uninstallation

Windows Operating Systems

To upgrade this product the Kerio Administration Console must first be closed. The other
components (Kerio MailServer Engine and Kerio MailServer Monitor) will be automatically
closed by Kerio MailServer installation program. The installation program will detect the
directory where the older version is installed and replace appropriate files with new ones
automatically. All settings and all stored messages will be available in the new version.
We recommend not changing the installation directory!

Stop the Kerio Administration Console before you start an uninstallation. Kerio
MailServer can be uninstalled by using Uninstall from the Start menu using the
Add/Remove Programs in the Control Panels.

Linux Operating System

Upgrade
To upgrade, use the following command:
# rpm -U <installation_package_name>
Example:
# rpm -U kerio-mailserver-6.1.3-1inux.i386.rpm

Uninstallation
To uninstall Kerio MailServer, use the following commands:
# rpm -e <package_name>
This means:
# rpm -e kerio-mailserver (for the standard version of Kerio MailServer)
# rpm -e kerio-mailserver-admin (for Kerio Administration Console)
Note: During the uninstallation process, only the files that have been included in
the former installation package and that have not been edited will be removed.
Configuration, messages in the mailboxes, etc. will be retained. Such files may be
deleted manually or kept for further installations.

Mac OS X

Upgrade
To upgrade this product the Kerio Administration Console must first be closed.
The other components (Kerio MailServer Engine and Kerio MailServer Monitor) will
be automatically closed by Kerio MailServer installation program. The installation
program will detect the directory where the older version is installed and replace
appropriate files with new ones automatically. All settings and all stored messages
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will be available in the new version. We recommend not changing the installation
directory!

Uninstallation
Stop the Kerio Administration Console before you start an uninstallation. You can
also use the installation program to uninstall this product.

32



Chapter 4
Product Registration and Licensing

Once purchased, Kerio MailServer must be registered. Registration may be performed in
the Kerio MailServer’s administration console (see chapter 4.2) or at Kerio Technologies
website (refer to chapter 4.1).

If Kerio MailServer is not registered, it behaves like a trial version. The trial version of
Kerio MailServer is not limited in functionality, it only expires after a certain period of
time. After 30 days from the installation, Kerio MailServer Engine is disabled.

This means that the trial version differs from the registered version only in time of
functionality. Under such conditions, each customer can test the product in the regu-
lar environment. It is not necessary to reinstall or reconfigure Kerio MailServer after
registration.

4.1 Product registration at the website

Web registration can be performed at the Kerio Technologies website
(http://www.kerio.com), in the Support — License registration menu. This reg-
istration method is useful especially when Kerio MailServer cannot access the
Internet.

Against the registration, you will receive a license key (the 1icense.key file including
the corresponding certificate) which must be imported to Kerio MailServer. For detailed
information on the import of the license key, refer to chapter 4.3.

Note: The trial version of Kerio MailServer cannot be registered via the website.

4.2 Registration with the administration console

In Kerio Administration Console, the product can be registered at the main page of Kerio
MailServer (see figure 4.7). Kerio MailServer main page is opened upon each startup of
the Kerio Administration Console. It can be also displayed by clicking on Kerio MailServer
in the sections list provided in the tree (see chapter 6.1).

Warning: If Kerio MailServer is protected by a firewall, it is necessary to allow outgoing
HTTPS traffic for Kerio MailServer at port 443. Unless HTTPS traffic is allowed, Kerio
MailServer cannot use the port to connect to the Kerio Technologies registration server.

When installed, the product can be registered as trial or as a full version:
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Why should | register the trial version?

The trial version is intended to introduce product’s features and configuration. Once you
register the trial version, you will be provided free Kerio Technologies technical support
during the entire trial period (up to 30 days).

Upon the installation, a dialog offering registration of the trial version is displayed (see
figure 4.1). The trial version can be registered at the product’s main page (see figure 4.7).
Just click the Trial link at the page to register the product using a registration wizard.

g&TriaI Registration | x|

Pleaze consider registering thiz trial werzion of Keno MailServer. Users of
reqiztered trial werzions are entitled to technical suppart during the trial
period. To register, click on the link “Trial reqistration at the main page.

¥ Inthe future, do not show this warning.

0K

Figure 4.1 Registration of the trial version

It is recommended to increase attention especially at step five where a special identifi-
cation code called Trial ID is generated. This ID is later required when contacting the
technical support. Once the product is registered successfully, the code is displayed at
the main page accompanied by additional license information.

Note: If you intend to reinstall Kerio MailServer or to move it to another working sta-
tion in the registered trial period, it is recommended to back-up the mailserver.cfg
configuration file first (besides another information, your trial ID is included in this file).

g&TriaI Registration | x|

Finizh - page 5 af &

“vour trial 1D s ITMEE?-'I'W'HHB

An e-mail meszage will arrive shortly at vour addresz. Click on the link
contained in the meszage o activate vour tial regiztration. After that,
the Trial ID entitles you to request technical suppart during wour trial
period.

¢ Back Finizh LCancel

Figure 4.2 Trial ID
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If the registration is completed successfully, a confirmation message will be sent to your
email address provided.

Registration of full version

To run the process of full version registration, click on the Register product link provided
at the main page of the administration console(see figure 4.7).

Step One — Base Product

In step one, enter the license number you acquired upon purchasing the product (License
number).

gﬂ-REgistratiun E

Baze Product - page 1 of &

Thiz reqgiztration wizard will generate your license. key file far the product. Thiz file
zpecifies who iz the owner of the licenze.

Pleaze enter the license number of vour baze product and store it well for future
uze. In caze vou decide to extend your product by adding more ugers ar an
additional zubzcription, thiz base number will be required.

To provide the highest secunity poszible, retyping of the text displayed on the
zecunty image iz required in a textfield below,

Licensze number; I'I 2345-ABCOE-12345
e T, P, G R

Retype the zecurity code from the above image:

Izvezl:uh

¢ Back Mest » LCancel

Figure 4.3 License number

License number
Enter your license number for the product.

Security code
Copy the security code provided in the picture. The code is a part of the protection
against license number generators.
The code is not case-sensitive.
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Click Next to make Kerio MailServer establish connection to the registration server and
check validity of the number entered. If the number is invalid, the registration cannot
be completed.

Step Two — Subscriptions

In this dialog you can specify add-ons and/or subscriptions numbers. If you have pur-
chased only the base license so far (usually when registrating the product for the first
time), skip this step.

Subscription and add-on licensing policies are described in detail at the Kerio Technolo-
gies webpage — http://www.kerio.com/subscription.html.

Subscriptions - page 2 of 4

Enter additional subscription numbers you want to regizter. Begistered subscriptions cannaot be
removed not changed.

Key Type Description | add... |

12345-4BCOE-12345 basze K.ero MailServer B ¢ 20 users Edi
Edit...

Bemove |

Mumber of uzers: 20
Subscription expirez; 31.5.2006

¢ Back Mest » LCancel

Figure 4.4 Subscriptions and add-ons numbers

You can add one or more license numbers acquired upon purchasing a subscription or
an add-on license. Numbers provided in the list can also be edited or removed. To
register all numbers specified, click Next.

Step Three — Details

At this page, registration information identifying the company (organization) to which
the product is registered is required.

The red entries marked with an asterisk are required, the other ones are optional.
Step Four — Summary

In the last dialog, the data specified in the wizard is summarized. Information of expi-
ration date is provided (the latest date when the product can be updated for free).
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4.2 Registration with the administration console

Detailz - page 3 of 4

Pleaze fill in the form below with the valid information. Bed colored items marked with asterizk are

mardatory,

Organization”™ IEDMF‘.-’-‘-.NY Countoy™ I [Inited States LI
State™ I Califorria LI E-mail*; Iismith@cumpany.cum

Person™  |John Smith Phone: [+ 1(408) 1111111

Street; Il‘l Mizzion College Bled. Suite 100 City™ ISanta Clara

| i IE.-'E-. 935054 Wieh: Ihttp:.-".-"www.u:u:umpany.u:u:um
Comment: COMPAMY registration 2005-06-23

¢ Back Mest » LCancel

Figure 4.5 Registration form

Kerio MailServer connects to the registration server, checks whether the data inserted is
correct and downloads automatically the license key (digital certificate).

Click Finish to close the wizard.
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Summary - page 4 of 4
Regiztration wizard haz collected all necceszany information and will now generate the
reqiztration. |f you have provided incorrect information ar if pour netwaork, setup
changes, you may rwn this wizard again to generate new one.
Product: K.erio kailServer
System: Windows <P
Mumber of users: 20
Subscription expires: 23.6.2008
License numbers: 12345-ABCDE-12345  baze  Keno MailServer
Organization: CORPAMNY
Country: [Inited States
State: Califarnia
E-mail: jemithiBcompaty. com
Perzon: John Smith
Phone: +1 (408111711111
Street: 20471 Mizzion College Blvd. Suite 100
City: Santa Clara
Weh: hittp: /A, compary. com
ZIP: A 95054
Comment: COMPAMNY registration 2005-06-23
4] | na
¢ Back | Finizh LCancel |

Figure 4.6 Registration data summary

4.3 License information and import of the license key

License information is provided at the main page of Kerio MailServer. Kerio MailServer
main page is opened upon each startup of the Kerio Administration Console. It can be
also displayed by clicking on Kerio MailServer in the sections list provided in the tree
(see chapter 6.1).

To run a full version of Kerio MailServer, so called license key is required. A license key
is a special file that must be imported to the product. Three methods can be applied
to obtain the key (depending on the type of the product’s registration and on the fact
whether the product was registered in time):

e The license key is imported automatically during the product’s registration in the
administration console (see chapter 4.2)
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™

KerioMes5sServer

Product: Kerio Mailserver 6.1.2
® tio Technologies

Wind

INTERMAL-4149

Figure 4.7 Viewing license information

Import via the context menu — click the right mouse button at the main page (see fig-
ure 4.7) to open the context menu and select the Install license option (see figure 4.8).
A standard file-opening dialog is displayed where the license key can be browsed and
imported. If the import is successful, information about the new license is provided
at the main page.

Register trial version. ..
Register product, ..

Install license, .

Copy license number to clipboard

Figure 4.8 The main page’s context menu

If the new license increases number of licensed users, the Kerio MailServer Engine
must be restarted upon the successful installation.

Adding the license key file in the license directory manually — it is possible to copy the
Ticense.key file manually to the Ticense subdirectory under the directory where
Kerio MailServer is installed.

If the file must be imported manually, it is necessary to stop the Kerio MailServer
Engine before the import process is started.
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Product
Product name (Kerio MailServer).

Copyright
Copyright of the product.

Homepage
Kerio Technologies homepage.

Operational system
Operating system on which the application is running.

License ID
License number of the product.

Subscription expiration date
The latest date when the product can be updated for free.

Product expiration date
The date when the product expires and stops functioning (only for trial versions
and special licenses).

Number of users
Number of licensed users. Number of locally created users is provided in brackets.
Users mapped from the directory service are not included in this number.

Users tracked since server start
Number of users connected since the last restart of Kerio MailServer. The number
includes all local users, all mailing lists (one mailing list for one license) as well
as all users mapped from the directory service connected to their Kerio MailServer
accounts.

Company
Name of the company (or a person) to which the product is registered.

If the New version available... link is displayed in the introductory window when the con-
sole is started, it means that Kerio Technologies released a new version of the product.
Click on the link to open a web page the new product version can be downloaded from.
New versions are saved in

Kerio/MailServer/store/tmp
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4.4 Licensing policy

Number of users is counted by email accounts and mailing lists created in the Kerio
MailServer or imported from the domain. Number of domains and aliases is not limited.

If users are mapped from the LDAP database of the directory service, all users having
been connected to Kerio MailServer since the last startup of the server are considered as
licenses. Users not having been connected to their Kerio MailServer mailboxes are not
included in the total number of users (licenses).

Subscription

Subscription and add-on licensing policies are described in detail at the Kerio Technolo-
gies webpage — http://www.kerio.com/subscription.html.
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Chapter 5
Kerio MailServer Components

Kerio MailServer consists of the following components:

Kerio MailServer Engine
is the core of the program that provides all services and functions. It runs as
a background application (as a service on Windows 2000 or XP, or as a daemon on
UNIX-like systems).

Kerio MailServer Monitor

allows viewing and modification of the Engine’s status (stopped/running) and set-
ting of start-up preferences (i.e. whether Engine and Monitor should be run auto-
matically at system start-up). It also provides easy access to the Administration
Console. Details can be found in chapter 5.1.

Note: Kerio MailServer Monitor is an application completely independent of the
Kerio MailServer Engine. The Engine can be running even if there is no icon in the
System Tray on Windows or in the Dock in Mac OS X.

Kerio Administration Console
is a universal program designed for local or remote administration of Kerio Tech-
nologies products. To connect to a certain application a module containing a spe-
cific interface for this application is needed. During Kerio MailServer installation
the Administration Console is installed together with the appropriate plugin. Kerio
Administration Console and its usage are described in detail in chapter 6.

Performance Monitor
This component allows for real time system performance monitoring of KMS com-
ponents. For more details, see chapter 23.9. This module is available under
MS Windows operating systems only.

5.1 Kerio MailServer Monitor

Kerio MailServer Monitoris a utility used to control and monitor the MailServer Engine
status. This component is available only under Windows and Mac OS.

42



5.1 Kerio MailServer Monitor

Windows Operating Systems

In Windows, Kerio MailServer Monitor is displayed as an icon in the System Notification
Area.

kerio MailServer is runningl

« O EEY 1309

Figure 5.1 Kerio MailServer Monitor

If the mailserver is stopped, a red mark appears over the icon. Starting or stopping the
service can take several seconds. During this time the icon is grey and inactive.

On Windows, left double-clicking on this icon runs the Kerio Administration Console
(described later). Right-clicking on this icon displays the following menu.

Startup Preferences ...
Kerio MailServer Adminiskration ...

Stop Kerio MailServer

Exik

Figure 5.2 Kerio MailServer Monitor — menu

Start-up Preferences
— options for running Kerio MailServer and Kerio MailServer Monitor automatically
at system start-up. Both options are enabled by default.

Kerio MailServer Administration
— this option runs the Kerio Administration Console program (this can also be
achieved by double-clicking the Kerio MailServer Monitor icon).

Start/Stop Kerio MailServer
— start or stop the MailServer Engine (Start or Stop is displayed according to the
Engine status).

Exit
— exits the Kerio MailServer Monitor. This option does not stop the MailServer
Engine. The user is informed about this fact by a warning window.

Mac OS X

Under Mac OS X, Kerio MailServer Monitor is displayed in a special window. Unlike the
version for Windows, this dialog only enables to run or stop Kerio MailServer Engine.
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080 Kerio MailServer Monitor

Kerio MailServer is running z

( Stop ) Stop Kerio MailServer ==

Tn

—
| i | Click the lock to prevent further changes.
L

Figure 5.3 Kerio MailServer Monitor
You can also stop, start or restart the Kerio MailServer Monitor through Terminal or
a SSH client with the following commands with root access:

Stopping the Kerio MailServer Engine
SystemStarter stop KerioMailServer

Starting the Kerio MailServer Engine
SystemStarter start KerioMailServer

Restarting the Kerio MailServer Engine
SystemStarter restart KerioMailServer

Linux

Installation packages for Linux do not include Kerio MailServer Monitor. Kerio MailServer
Engine can be started by the following command:

/etc/rc.d/init.d/keriomailserver [start | stop]
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Kerio MailServer Administration

Kerio Administration Console is a general purpose application for administration of Kerio
Technologies software products. It enables local (i.e. from the computer where Kerio
MailServer Engine is running), as well as remote administration (from any other com-
puter). The communication between Kerio Administration Console and Kerio MailServer
Engine is encrypted, which prevents it from being tapped and misused.

Note: Kerio MailServer administration does not depend on the platform. Server running
on Linux can be administered by Kerio Administration Console running on Windows and
vice versa.

The Kerio Administration Console is installed together with the Kerio MailServer appli-
cation (on Windows and Linux, Kerio Administration Console can be installed separately
— e.g. for remote administration of Kerio MailServer). Its use is described in detail in
a separate Kerio Administration Console — Help manual.

Further chapters of this manual describe the individual sections of the Kerio MailServer
administration window, which is opened upon a successful login to the Kerio MailServer
Engine.

6.1 Administration Window

After the user has been successfully logged in to the Kerio MailServer Engine by the Kerio
Administration Console, the main window of the Kerio MailServer administration plugin
is displayed (further called the “administration window”). This window is divided into
two parts:

e The left column contains the list of sections in the form of a tree view. The individ-
ual sections of the tree can be expanded and collapsed for easier navigation. Kerio
Administration Console remembers the current tree settings and uses them upon the
next login.

¢ In the right part of the window, the contents of the section selected in the left column
is displayed (or a list of sections in the selected group).
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d#localhost - Administration Console for Kerio MailServer

File Help
. Kerio MailServer - .
B- (23 Configuration L—H Services
- g% Domaing -
%) SMTF Server Service | Statusg Startup Tupe
- _ ABSMTP Runnitig Automatic
e @ Lontent Filter ABSecure SMTP Running Autormatic
e Backup ABPOP3 Runnitig Automatic
- 89 Internet Cornection ABSecure POP3  Running Akamatic
- @+ Scheduling ABIMAP Runnitig Autornatic
- o8 POP3 Download aBSecure IMAP - Running A tornatic

Figure 6.1 Kerio Administration Console

Administration Window — Main menu
The main menu provides the following options:
File
e Reconnect — using this option, the connection to the Kerio MailServer Engine

after a connection drop-out (e.g. after the Engine restart or network failure) can
be restored.

8 Connection Failed E
w 4

-

3 Server application iz not running.

Reconnect Cancel

Figure 6.2 Reconnections

e New connection — this feature is useful for administration of multiple server
applications (e.g. Kerio MailServer at multiple servers). The New connection
option opens the main Kerio Administration Console window, where the tab or
login dialog box can be used for logging to the desired server (for details, see
the Kerio Administration Console — Help manual).
New connection is identical to running the Kerio Administration Console from
the Start menu.

e Quit — this option terminates the session (users are logged out of the server
and the administration window is closed). The same effect can be obtained by
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clicking the little cross in the upper right corner of the window or pressing
Alt+F4.

Help menu
o Administrator’s guide — this option displays the administrator’s guide in HTML
Help format. For details about help files, see Kerio Administration Console —
Help manual.
e About — this option provides information about the version of the Kerio
MailServer and a link to the Kerio Technologies website.

Status bar

The status bar at the bottom of the administration window displays the following infor-
mation (from left to right):

| 'Eg Kerio MailServer | Configuration [ Services @ localhosk; 44337 | £ Admin |:"'} Ready v

Figure 6.3 Status bar

e The section of the administration window currently selected in the left column. This
information facilitates navigation in the administration window when any part of the
section tree is not visible (e.g. when a lower screen resolution is selected).

e Server name or IP address and server application port (Kerio MailServer uses port
44337).

e Name of the user logged in as administrator.

e Current state of the Kerio Administration Console: Ready (waiting for user’s re-
sponse), Loading (retrieving data from the server) or Saving (saving changes to the
server).

Detection of the Kerio MailServer Engine connection failure

Administration Console is able to detect the connection failure automatically. The failure
is usually detected upon an attempt to read/write the data from/to the server (i.e. when
the Apply button is pressed or when a user switches to a different section of Administra-
tion Console). In such case, a connection failure dialog box appears where the connection
can be restored.
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8 Connection Failed E
w 4

-

3 Server application iz not running.

Reconnect Cancel

Figure 6.4 Detection of the Kerio MailServer Engine connection failure

After you remove the cause of the connection failure, the connection can be restored.
If the reconnection attempt fails, only the error message is shown. You can then try to
reconnect using the File / Restore connection option from the main menu, or close the
window and restore the connection using the standard procedure.

6.2 View Settings

In most sections of the Kerio Administration Console, the view consists of a table where
each row contains one record and the columns contain single items of this record.

The Kerio MailServer administrator can customize the settings for displaying informa-
tion in individual sections. When you right-click each of the above sections, a popup
menu with Modify columns option is displayed. This option opens a dialog box where
the hidden and displayed columns can be selected by checking the appropriate options.

Axailable columng:

Service

Statuz 4+
Startup Tepe
Lirnit Access 3

Drefaul Show Al 0K, Cancel |

Figure 6.5 Selection of columns
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6.2 View Settings

Use the Move Up and Move Down buttons to move the selected column up and down in
a group. This way, the order of columns can be specified.

The order of the columns can be also set directly in the view: click the column name,
hold the mouse button and drag to the desired location.

Move the dividing line between the column headers to modify the width of the individual
columns.
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Services

In Configuration — Services the user can set which Kerio MailServer services will be run
and with which parameters. Use the Start and Stop buttons below the table to either run
or stop appropriate service. The following services are available:

J_.

Y| Services

Service | Statusg Startup Tupe Limit Access |~
ABSMTP Runnitig Automatic

ABSecure SMTP Running Akamatic

ABPOP3 Running Akamatic Local network,
ABSecure POP3 Running Akamatic

ABIMAP Runnitig Automatic

e Secure IMaP Stopped Akamatic LI

Start Stop Edit...

Figure 7.1 Services

SMTP
SMTP protocol server (Simple Mail Transfer Protocol), handling open (non-
encrypted) or SSL secured connections. SMTP server is used for sending outgoing
mail messages, for receiving incoming mail (if it is the primary or backup domain
mail server) and for messages delivered via mailing lists created in Kerio MailServer.
Secure SMTP is an SMTP server whose communication is encrypted by SSL.

POP3

POP3 protocol server (Post Office Protocol). This server allows users — clients to

retrieve messages from their accounts. It is also often referred to as the incoming
mail server.

Secure POP3 is a POP3 server whose communication is encrypted by SSL. The en-
cryption prevents the communication from being tapped.
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IMAP
IMAP protocol server (Internet Message Access Protocol). This server also allows
users to access their messages. These, however, stay in folders and can be accessed
from multiple locations at any given time.
Secure IMAP is an IMAP server whose communication is encrypted by SSL.

NNTP
NNTP protocol (News Network Transfer Protocol) — transfer protocol for news-
groups over the Internet. This service allows users to view an archive of postings
to a mailing list.
Secure NNTP is the NNTP server version whose communication is encrypted by SSL.

LDAP
Simple LDAP server that enables users to access centrally managed contacts. The
LDAP server provides read-only access to the information; you are not allowed to
create nor edit the existing ones.
Secure LDAP is an LDAP server whose communication is encrypted by SSL.

HTTP
The HTTP protocol is used for:
e accessing user mailboxes via Kerio WebMail,
e accessing the user administration via web interface (see chapter 27),
e accessing mail using cellular phones with WAPmail,
e accessing mail using Microsoft Entourage mail client (see chapter 33),
o accessing the Free/Busy server (for detailed information, refer to chapters 31.17
and 33.1).
e automatic upgrades of Kerio Outlook Connector.
e for synchronization via Kerio Synchronization Plug-in.
Secure HTTP is an encrypted version of this protocol (HTTPS — SSL or TLS en-
crypted).

7.1 Service Parameter Settings

The list of services contains the following entries:
e Service

e Status (Stopped / Started)

e Startup (Manual / Automatic)

e Listen IP addresses and ports from which access to service is allowed.
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The parameters of a selected service can be changed (using the Edit button). These
functions are also available from a context menu that is displayed upon right-clicking
a particular service.

Service Configuration

B Seryice | x|

Froperties I.-i'u:u:ess |

Mame: MMTP
Startup: I Akamatic LI
—Listen |P adresses and ports ]
IP addrezs | Pt |
162.44.168.192 119
10.0.253.10 119
Add... Edi.. Remove |
ak Cancel |

Figure 7.2 Service Parameters

Name
Type of service.

Startup
Service startup mode (automatic/manual). When automatic startup is selected, the
service is run immediately after Kerio MailServer is started. With manual startup,
the service is stopped and it has to be restarted manually by the administrator.

Listen IP Addresses and Ports

By default, Kerio MailServer listens at all default ports at all IP addresses of the its
host. The Ports dialog enables to assign particular IP address to the port where the
service is running.

Assignment of an IP address to a standard port of a service running in Kerio
MailServer may be helpful in the case that Kerio MailServer and another appli-
cation using the same services (e.g. another LDAP server, webserver or mail server)
are installed at the same host. In such a case, it is possible to reserve only one IP
address for each service of Kerio MailServer so that port collisions are avoided.
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7.1 Service Parameter Settings

This means that two different web servers may use port 80 at two different IP
addresses.

Note: Indeed, it is necessary to reserve an IP address for the same service in another
application, that is not used by Kerio MailServer.

Warning: Assignment of IP addresses to ports is not recommended if IP addresses
are reserved dynamically, e.g. using DHCP.

Click Add to bind the IP address to the port.

IF adress: | 10.0.253.10 =l

Fuart: 1149 Drefault |

(] Cancel

Figure 7.3 Ports
Most services use standard ports and it is not recommended to change them unless

necessary (e.g. in case of conflict with another application of the same type). Click
Default to restore the default settings.

Limiting access to service
Properties | Accezs |

v aillow access only from selected IP address group

I Local network, LI Edit... |

v aillow anonymous access

v Maz. number of concurnrent connections: |50 =

ak Cancel |

Figure 7.4 Limiting access to service

53



Chapter 7 Services

Allow access only from...
Allows access to a selected service to be limited to certain IP addresses only (de-
fined in the selected group). The IP address group can be defined in the Config-
uration/Definitions/IP Address Groups section or directly in this dialog window by
pressing the Edit button.
Detailed access policy for the SMTP service can be set in the Configura-
tion/Antispam section.

Allow anonymous access
This option relates only to the NNTP(S) service, therefore it is not contained in
other dialog windows of other services. This option allows unauthenticated access
to the NNTP server. This means that everyone can register to a mailing list with
anonymous access.

Max. number of concurrent connections

This option limits the number of concurrent connections to the selected service.
Too many concurrent connections may cause the server overload which can subse-
quently lead to its failure. This is also the main idea of the so-called DoS (Denial of
Service) attack where the attacker tries to overload the server by too many concur-
rent connections. Setting the limit for the number of connections therefore helps
to prevent the DoS (Denial of Service) attacks against your server.

Warning: When you plan to limit the number of connections, consider the number
of server users.

7.2 Important Notes

Non-secure and secure versions of the same service act as two separate services. This
means that there are two different ways of accessing the same server and the user (client)
can choose which one to use. For security and privacy protection reasons we strongly
recommend using a secure version of any communication means. However, this must be
supported by client software.

IMAP and HTTP access the same IMAP account in the same way. These two services
can both be used (one at a time) without any limitations or risk. POP3 and IMAP/HTTP
access the same physical account but POP3 can only retrieve messages stored in the
INBOX folder, as it cannot “see” other folders. All incoming messages are stored in the
INBOX folder. POP3 also downloads all messages from the server to the client machine.
This can lead to the following complications:

1. If auser logs into the account using POP3 first, all messages from the INBOX folder
will be downloaded to his/her machine. After logging in using IMAP, these messages
will no longer be at the server.
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7.2 Important Notes

If a user logs into the account using IMAP first (or uses HTTP) and moves messages
to a folder other than INBOX, these messages will not be downloaded later using
POP3.

If a user has set rules such that all messages are moved to different folders, no
messages will be accessible via POP3.

55



Chapter 8
Domains

Kerio MailServer can handle multiple independent email domains for which various pa-
rameters can be defined.

In Kerio MailServer, one domain is always set as primary (the one which was created
first). When other domains are added, any of the domains can be set as primary. Users
log into the primary domain with their usernames only, whereas they have to log into all
other domains using their full email addresses. This is again best shown on an example:

The domain ourcompany.com has been set as the primary domain. A user is de-
fined in both domains with the name user. The user will log into the domain
ourcompany.com with the name user, whereas for the second domain the user will
have to use user@anothercompany.com as a username.

Note: Users in the primary domain can also authenticate to the server using their com-
plete email address.

This implies that unless a serious reason to set a particular domain as primary occurs,
a domain which includes the highest number of users should be set as primary. That
will make it simpler for as many users as possible to specify their usernames when
connecting to the server.

User accounts are defines separately in each domain. Therefore, domains must be have
been defined before accounts are created.

8.1 Definition of Domains
Domains are defined in the Configuration — Domains section.

In the Internet hostname field, enter the Internet (DNS) name of the computer where
Kerio MailServer is installed (typically, this would be the name of the computer with
the appended primary domain name — this way the server name is automatically gener-
ated by the configuration wizard). Server names are used for server identification while
establishing SMTP traffic.

Upon initializing SMTP communication, the EHLO command is used for retrieving reverse
DNS record. The server that communicates with Kerio MailServer can perform checks of
the reverse DNS record.
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(2 Domains

Internet hostname: Imail.cu:umpan_l,l.u:om

Mame I Type | Aliazez Diezcription Info

&= company. com Local [primary]  product.com Primany company domain

&= athercomparw.com  Local Dramain of other compary

&= somewhere com Local Fonmard domain Fonmard to host: smitp.fr.company. com
Add... Edi... Remowve Adwvanced... Set az primary

Figure 8.1 Domains

Note: If Kerio MailServer is running behind NAT, enter the Internet hostname that can
be converted to the IP address of the sending server, i.e. the internet hostname of the
firewall.

Click Advanced to set location of public folders:

Unique for each domain — each domain contains its own public folders. This config-
uration does not allow any user for accessing a folder of another domain.

If there are more domains with user mailboxes created in Kerio MailServer, each of
these domains must have at least one public folder administrator specified in the
User accounts section (see chapter 14).

Global for all domains — users of all domains share the same public folders.

Use the Set as primary button to change domain type (the same may be performed
using the context menu). Any domain ordered as the first one is always primary [Local
(primary)]. Other domains can be set either as Local (primary) or as Local.

Note: Any new domain you add can be set as Local (primary), even when another domain
already has this status. By taking this step, however, the new domain becomes primary
and the former primary domain becomes local only.

Create a new domain by clicking on the Add button.

Deleting of domains

You can delete the domain using the Delete button. A domain cannot be deleted if:

user accounts or groups have been already defined within the domain. All accounts
must be deleted first (for details, see chapter 14.5).
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o the aliases are defined in it. First, delete all the aliases (for details, see chapter 16.3).

e it is the primary domain. However, you can create another domain and define it as
primary. Then, the former domain can be deleted.

8.2 General

Basic domain parameters — the General bookmark:

General I.ﬁ.liases |Fu:u:uters |Fu:urwaru:|ing |Direu:t|:|r3.-' Service |.ﬁ.dvanced |'-.-'-.-'e|:|MaiI Logo |

Damain: Iu:u:umpany.u:u:um

Descripkion: IF‘rimary company domain

—Message size limik

[+ Limit oukgoing message size ko: |20 |MB ;I Sek LInIimiteu:Il

—Deleted ikems recovery

v allow deleted items recovery

keep deleted items For IQIII 3: dayis) after deletion

—ser count limit

Mazximum number of users in the domain: ISIII Set Unlimited |

(] 4 Zancel

Figure 8.2 Domain settings — basic parameters

Domain
The name of the new domain
Note: No national or special characters are allowed for the name of the new domain
(see Allowed and prohibited characters in the domain name table).
Examples of correct names:
company . com; server.company . com; server-company . com;
server---company.com
Examples of incorrect names:
company. .com; company. . .com; .company . com; company.com.;
server_company.com
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Character Allowed Character Prohibited
a-z allowed / prohibited
0-9 allowed \ prohibited
A-7Z allowed .. prohibited
allowed when not at the . prohibited when at the
beginning and/or the end of the beginning and/or at the end of
string and when there are not the string
two dots next to each other
- allowed % prohibited
_ prohibited

Table 8.1 Allowed and prohibited characters in the domain name

Description
A notation about the domain created (for the administrator only).

Message size limit
The maximum size limit for all sent messages (via SMTP, WebDAYV, etc.). The limit
applies only to the domain specified.
It is recommended to activate this option for each domain that contains user mail-
boxes. This way, you can prevent the internet connection from being overloaded
with messages with large attachments (images, clips, music, etc.).
If the limit is set to 0, Kerio MailServer behaves the same way as if no limit was set.
The message size limit can be also set for individual users separately (see chap-
ter 14.2). The limit set for a particular user has higher priority than the limit set for
the domain.

Restoring deleted items
Using this option, the deleted items (messages, events, contacts, tasks) can be
moved back to the Deleted items folder. Users can also specify how long the items
should be preserved so that they can be restored when needed.
The settings depend on the number of user mailboxes in Kerio MailServer and free
disc space. However, the time must not exceed one year, i.e. 365 days. If the
specified number is too large, the domain settings cannot be saved.
It is recommended to enable this option for all domains that contain user mail-
boxes, so that the items deleted by mistake (messages, events, contacts or tasks)
can be easily restored.
To restore the items and move them back to Deleted items folder, select Configu-
ration — Domain settings — User accounts. For more information about restoring
items for selected users, see chapter 14.7.
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User count limit
This option is useful especially when administration of user accounts via web in-
terface is used (see chapter 27). Users with administration rights cannot break this
limit.

8.3 Aliases

Itis possible to define any number of virtual domains (aliases) for the each email domain.
Virtual domains are alternative names (aliases) for a particular domain. Names of the
virtual domains can be specified in the Aliases section. Email addresses within the virtual
domains are identical (delivery is performed to the identical mailboxes). If this option is
used, individual user accounts can belong to multiple domains.

Usage of domain aliases will be better understood through the following example:

A company uses two domains: company.us and company.com. The company.us domain
is was set as a mail domain in Kerio MailServer. Email addresses of the domain users
are user@company.us. If we create the company.com domain alias for the company.us
domain, it is also possible to use the user@company.com for identical users. It does not
matter, whether the user@company.us or the user@company.comis used. In both cases,
the mail is delivered to the same user.

Warning: Unless this is a local alias (virtual domain), corresponding MX DNS records
must be defined for each of such domains. A simple definition of the domain as an alias
of another domain does not make the alias exist in the Internet.

General | Aliases IF::u:uters | Fonmarding | Diirectomn Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

product. com

s add Alias | x|

Mew aliaz:

Remove

| 1=
o
=

Iu:utherpru:uduu:t.u:u:um

(] Cancel

(] Cancel

Figure 8.3 Domain settings — equivalent domains (aliases)
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Domain aliases can be used only for email delivery. It is not possible to use them for
user authentication at Kerio MailServer or to view the Free/Busy server. Domain aliases
cannot be used for administration purposes.

8.4 Footers

Use this tab to add a footer to each message sent from this domain (footer will be added
to each message where the address of the sender includes the domain).

General |.-’-'-.Iiases | Footers IFDrwarding | Diirectomn Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

v fppend the footer bo eveny message which includes a sender from this domain
Footer teut:

tel 222 222 222, faw, 222 222 223
infolBcompany. com
hittp: /A, compary. com

Figure 8.4 Domain settings — footers

Note: The HTML format cannot be used for the footer text. Only plain text is displayed
in the message footer.

8.5 Forwarding

Using the Forwarding tab parameters you can forward messages to another SMTP server
automatically. Forwarding can be used especially for:

e splitting the domain into more servers (for more information, see chapter 25.4),
e creating a backup mailserver (for more information, see chapter 25.5).

If the recipient was not found...
Messages will be forwarded to another SMTP server if a recipient is not found in the
domain. Messages are forwarded only if the recipient’s address is not an address of
any user, group or alias included in this domain. If there is no user, group or alias
defined in this domain, all messages will be forwarded (this function is equal to the
Forward feature in versions former to Kerio MailServer 5.5).
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General |.-’-'-.Iiases | Footers | Forwarding IDireu:tu:ur_l,l Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

[ If recipient was not faund in this domain, forsard the message to another host

Fonmard to: Ismtp.fr.u:u:umpan_l,l.u:u:um Fuart: |25 Drefault |

[~ The forward host iz offine, delivery iz iggered by scheduler

v Queue until tiggered by ETRM

|f the damain in recipient's address is one of thiz domain's aliazes:

f* fonward this message

£ don't farward such messages [prevent loops in distibuted domain scenarioz)

(] Cancel

Figure 8.5 Domain settings — forwarding

Forward to server
DNS name or IP address of SMTP server to which all email messages for this domain
will be forwarded.

Port
SMTP server port. The Default button sets the standard 25 port.

The forward host is Offline...
Under normal circumstances, Kerio MailServer sends email for the Forward domain
to the specified SMTP server immediately. If the server has a dial-up connection to
the Internet, then this may cause very often dialing and hanging up of the line (and
high costs for the connection). Enabling this option will allow email for the Forward
domains to be queued and delivered at scheduled times only (see chapter 10).

Queue until triggered by ETRN
Kerio MailServer keeps all messages addressed to this domain up to the moment
when the ETRN command with this domain included as a parameter (for details, see
chapter 16.1) is received before sending them to the defined SMTP server. This way
Kerio MailServer can be used as a secondary server for a domain whose primary
SMTP server is not permanently connected to the Internet.

If the domain...
Here you can define whether messages that contain one of domain’s aliases in the
recipient’s address will be forwarded or not. The Don’t forward such messages
option disables loops in case that the particular recipient cannot be found at any
server operating with this domain.
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8.6 Setting of Directory Services

Kerio MailServer can also work with accounts or groups that are managed through an
LDAP database (currently, Microsoft Active Directory and Apple OpenDirectory database
— a database for Apple Macintosh — are supported). Using LDAP, user accounts can be
managed from one location. This reduces possible errors and simplifies administration.

Example: A company uses a Windows 2000 domain with Active Directory as well as Kerio
MailServer. A new employee was introduced to the company. This is what has been done
until now:

1. A new account has been created in Active Directory.

2. The user has been imported to Kerio MailServer (or an account using the same name
has been created and this name was verified by the Kerberos system).

If LDAP database is used, only the step 1 would be followed.

Note: Kerio MailServer allows internally managed user accounts (stored in LDAP
database) to be added within the same email domain as Active Directory users. This
can be helpful when creating an administrator account that will be available even when
the directory server cannot be accessed.

In the Directory service tab, LDAP parameters can be defined.

Active Directory

To enable Kerio MailServer to cooperate fully with Active Directory (i.e. to enable the
database to store all data about user accounts — see chapter 14.2), install Kerio Active
Directory Extensions on the Active Directory server. For details see the chapter 28.

Map user accounts and groups...
Use this option to enable/disable cooperation with the LDAP database (if this option
is inactive, only local accounts can be created in the domain).
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General |.-’-'-.Iiases | Footers | Forwarding | Directomn Service I.-’-'-.dvanu:ed |Wel:uMaiI Logo |

—Damain

v Map uzer accounts and groups from a directony service to this domain

Directon service Wpe: I Active Directony LI

—Diamain Controller

Hoztname: Imail'l .COMpany. com
|Jzemame: Iuser@cumpany.cum
Password: I

¥ Secure connection [LOAPS] Test connection... |

—Diamain controller failover

Hoztname: ImaiIE.CDmpan_l,l.cum

—active Directory Domain Mame

v ctive Directary domain name iz different from this mail domain name

Active Directory domain name:  |compaty. com

(] Cancel

Figure 8.6 Domain settings — Active Directory

Type
Type of LDAP database that will be used by this domain (Active Directory).

Hostname
DNS name or IP address of the server where the LDAP database is running
For communication, the LDAP service uses port 389 as default (port 636 is used
as default for the secured version). If a non-standard port is used for commu-
nication of Kerio MailServer with the LDAP database, it is necessary to add it to
the DNS name or the IP address of the server (e.g. maill.company.com:12345 or
212.100.12.5:12345).
Note: If the secured version of LDAP service is used for connection, it is necessary
to enter also the DNS name to enable the SSL certificate’s verification.
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Username
Name of the user that has read rights for the LDAP database in the following form:
XXxxx@company . com.

Password
Password of the user that have read rights for the LDAP database.

Secured connection (LDAPS)

Within the communication of the LDAP database with Kerio MailServer, sensitive

data may be transmitted (such as user passwords). For this reason, it is recom-

mended to secure such traffic by using SSL. Two conditions must be met to make
the traffic function:

e To enable LDAPS in Active Directory, it is necessary to run a certification au-
thority on the domain controller that is considered as trustworthy by Kerio
MailServer.

e The LDAPS service in Kerio MailServer must be running (section Configuration
— Services).

Warning: SSL encryption is demanding in respect of connection speed and proces-

sor operation. Especially when too many connections are established between the

LDAP database and Kerio MailServer or a great amount of users are included in the

LDAP database, the traffic might be slow. If the SSL encryption overloads the server,

it is recommended to use the non-secured version of LDAP.

Domain controller failover
DNS name or IP address of the backup server with the same LDAP database.
Note: If the secured version of LDAP service is used for connection, it is necessary
to enter also the DNS name to enable the SSL certificate’s verification.

Active Directory Domain Name
If the domain name differs from the name defined in Active Directory, match this
option and insert a corresponding name into the Active Directory Domain Name
text field.

Click the Test connection button to check the defined parameters. The test is performed
on the server name and address (if it is possible to establish a connection with the
server), username and password (if authentication can be performed) and if Kerio Active
Directory Extensions are installed on the server with Active directory (see chapter 28).

Note: Cooperation with the LDAP database that has been described above has nothing to
do with the built-in LDAP server. The built-in LDAP server is used to access contact lists
from mail clients (for details refer to the chapter 20). If Kerio MailServer is installed on
the same computer as the Active Directory, it is necessary to avoid collisions by changing
a port number for the LDAP service (Configuration — Services).
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Apple Open Directory

To enable Kerio MailServer to cooperate fully with Open Directory (i.e. to enable the
database to store all data about user accounts — see chapter 14.2), install the Kerio
Open Directory Extensions on the Open Directory Master and all replica servers. For
details see the chapter 29.

General |.ﬁ.liases |Fu:u:uters |Fu:urwaru:|ing |Direu:t|:|r3.-' Service I.ﬁ.dvanced |'-.-'-.-'e|:|MaiI Logo |

—Domain

¥ Map user accounts and groups From a direckary service ko this domain

Direckary service bype: I Apple Open Direckory LI

—Directory server (domain contraller)

Hosktname: Imaill LCOMPanty ., com
|sernanme: Iuiu:I=r|:u:|t,cn=users,dc=mail1,dc=cumpany,dc=mm
Password: I*********

¥ Secure connection (LCWPS) Test connection, ..

—aecondary (backup) directory server

Hosktname: Imailz.cumpany.mm

—LDAP Search Suffix

Search suffix: I|:||:=maiI1,dc=u:u:um|:uany,u:|u:=u:u:um

(] 4 Zancel

Figure 8.7 Domain settings — Apple Open Directory

Map user accounts and groups...
Use this option to enable/disable cooperation with the LDAP database (if this option
is inactive, only local accounts can be created in the domain).

Type
Type of LDAP database that will be used by this domain (Apple Open Directory).
Hostname
DNS name or IP address of the server where the LDAP database is running
For communication, the LDAP service uses port 389 as default (port 636 is used
as default for the secured version). If a non-standard port is used for commu-
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nication of Kerio MailServer with the LDAP database, it is necessary to add it to
the DNS name or the IP address of the server (e.g. maill.company.com:12345 or
212.100.12.5:12345).

Note: If the secured version of LDAP service is used for connection, it is necessary
to enter also the DNS name to enable the SSL certificate’s verification.

Username
Name of the user that have read rights for the LDAP database, either of the root
user or of the Open Directory administrator (admin for Mac OS X 10.3 ordiradmin
for Mac OS X 10.4). In case that the administrator’s username is used, it is nec-
essary to make sure the user is an OpenDirectory Administrator, not just a local
administrator on the OpenDirectory computer.
To connect to the Apple OpenDirectory database insert an appropriate username in
the following form:
uid=xxx, cn=xxx,dc=xxx
e uid — username that you use to connect to the system.
¢ cn — name of the users container (typically the users file).
e dc — names of the domain and of all its subdomains (i.e. mail.company.com —

dc=maill,dc=company,dc=com)

Password
Password of the user that have read rights for the LDAP database.

Secured connection (LDAPS)

Within the communication of the LDAP database with Kerio MailServer, sensitive
data may be transmitted (such as user passwords). It is possible to secure the
communication by using an SSL tunnel.

Warning: SSL encryption is demanding in respect of connection speed and proces-
sor operation. Especially when too many connection are established between the
LDAP database and Kerio MailServer or when too many users are included in the
LDAP database, the communication might get slow. If the SSL encryption overloads
the server, it is recommended to use the non-secured version of LDAP.

Domain controller failover
DNS name or IP address of the backup server with the same LDAP database.
Note: If the secured version of LDAP service is used for connection, it is necessary
to enter also the DNS name to enable the SSL certificate’s verification.

LDAP search suffix
If the Apple OpenDirectory option is selected in the Directory service type entry,
insert a suffix in the following form: dc=subdomain, dc=domain.
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Click the Test connection button to check the defined parameters. The test is performed
on the server name and address (if it is possible to establish a connection with the server)
as well as the username and password (if authentication can be performed).

Note: Cooperation with the LDAP database that has been described above has nothing
to do with the built-in LDAP server. The built-in LDAP server is used to access contact
lists from mail clients (for details refer to the chapter 20). However, if the MailServer is
installed on an OpenDirectory server the LDAP listening port in the MailServer’s Config-
uration — Services must be changed to an alternate port to avoid a port conflict.

8.7 Advanced

In the Advanced tab you can set parameters for user authentication in the created do-
main:

General |.ﬁ.liases |Fu:u:uters |Fu:urwaru:|ing |Direu:t|:|r3.-' Service |.ﬁ.dvanced I'-.-'-.-'el:uMaiI Logo |

—kerberos 5

For users in this domain authenticated through Kerberos S (Active Directory or Apple Open
Directory), use this Kerberos realm (Active Directory domain or Apple Cpen Directory) name:

CoMPay.COM

—windows MT domain

For users in this domain authenticated through Window MT domain, use this MT domain name:

company

[v Bind this domain ko specific IP address:  |192,1658.2.2

0 If a user connects ko the server via inkerface with this IP address, this domain name is
appended ko the username by default,

(] 4 Zancel

Figure 8.8 Domain settings — parameters for users authentication

Linux PAM
In the Kerio Administration Console, this option is available only in installations for
Linux.
PAM (Pluggable Authentication Modules) are authentication modules that are able
to authenticate the user from a specific domain (e.g. company.com) against the
Linux server on which Kerio MailServer is running. Use this option to specify the
name of the PAM service (configuration file) used for authentication of users in this
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domain. The Kerio MailServer installation package includes a configuration file for
the keriomail PAM service (it can be found under /etc/pam.d/keriomail). It is
strongly recommended to use the file. Details about PAM service configuration can
be found in the documentation to your Linux distribution.

Kerberos 5
Kerberos is a protocol used for authorization and authentication. It secures net-
work traffic. Kerio MailServer uses it to authenticate users against the Kerberos
server (e.g. in Active Directory)
In the appropriate item of the dialog box, specify the Kerberos system domain,
where the users will be authenticated. The name of the domain must be in capital
letters.
Note: If user accounts are saved in Microsoft Active Directory or Apple OpenDirec-
tory, the Active Directory domain name or Open Directory realm name must be
entered. If you use the LDAP database tab for Active Directory definition, this entry
will be specified automatically.
Authentication settings for the individual platforms are described in chapter 30.

Windows NT domain
The NT domain in which all users will be authenticated. The computer which Kerio
MailServer is running on must be a part of this domain.
Example:
For the company.com domain, the NT domain is COMPANY.

Bind this domain to specific IP address
Here you can enter IP address of the Kerio MailServer host’s interface. Then, when-
ever a client uses this interface to connect to Kerio MailServer, they can log in using
only their usernames without domain specification.
Example: Kerio MailServer host uses two interfaces. 192.168.1.10 is deployed to
the network of the company called Company and 192.168.2.10 is deployed to the
network of AnotherCompany. A new user account called smith is added to the
anothercompany.com domain (this domain is not primary).
The anothercompany.com is bound to the IP address 192.168.2.10. Users of
this domain will not need to specify their domain name while connecting to Kerio
MailServer.
Note: On the other hand, primary domain users have to specify their complete email
addresses to connect to this interface.
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Note: When creating a user account you can choose how the given user will be authen-
ticated (see chapter 14.2). Different users can be authenticated using different methods
in a single email domain.

8.8 Webmail Logo

Each domain in Kerio MailServer can have its own Kerio WebMail logo (for detailed in-
formation about the logo settings, see chapter 12.2).

General |.-’-'-.Iiases | Footers | Forwarding | Directomy Service |.-i'-.|:|van|:eu:| | Wbk aill Logo |

v Usze custom logo for this domain in % ebmai

~ KERIO WebMail Sl |

Recommended logo zize iz 200x40 pixels.

(] Cancel

Figure 8.9 Domain settings — Kerio WebMail logo
The recommended parameters of the logo:
e Format: GIF
o Size: 200x40 pixels

Click Select to browse to the logo file.
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Internet Connection

To set the Internet connection type go to Configuration — Internet Connection.

9.1 Internet Connection

Kerio MailServer can either be installed on a computer that has a permanent connection
to the Internet (leased line, wireless connection, cable modem, xDSL, etc.) or on a com-
puter with a dial-up connection (analog or ISDN modem). Using the built-in scheduler
you can set when the mailserver will automatically dial out a connection and perform
a mail exchange.

&-_';I Internet Connection

Internet Connection I Sending High Priority Mezzages |

—Internet Connection

" Online - server iz permanently connected to the [nkemet
f+  Offline - Intermet communication is tiggered by scheduler

v Usze BAS to connect ko [ntemet

Select FisS line: | Cornection to ISP =l
" Usze BAS uzer and password specified in system

% Specify user and password:

RaS uzer: Iu:u:umpan_l,l

BAS DaSSWDrd' Ixxxxxxxxxxxxx

Figure 9.1 Internet Connection tab
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Online
Kerio MailServer is permanently connected to the Internet. Outgoing mail is sent
immediately.

Offline
The server is not permanently connected to the Internet. Outgoing mail is stored in
a queue and is sent in time intervals set in the Scheduler.
Warning: Offline connection is available only in MS Windows. This option is not
supported in Linux and Mac OS systems. That is the reason why the dialog is not
available for these operating systems.
Check the Use RAS to connect to Internet option if you intend to dial the line within
these time intervals. Dial-up entries created in Windows are offered in the Select
RAS line menu. Kerio MailServer can use the username and the password which
have been assigned to the appropriate dial-up connection by a user (the Use user
and password specified in system option) or you can enter the username and pass-
word directly into this dialog (the Specify user and password option).
Warning: The dial-up connection must be created for all users within the system
(this can be defined within definition of an appropriate connection).

Notes:

1. The Offline option can also be used when Use RAS to Connect to Internet is not
checked. Kerio MailServer can run on a computer within a local network connected
to the Internet by a dial-up line. In the Online mode frequent and uncontrollable
requests for dial-out will be made. In the Offline mode Kerio MailServer will re-
quest a dial-out only in the time intervals set in the scheduler, which helps optimize
connection costs.

2. Kerio MailServer uses the system telephone connection phone list (rasphone. pbk).
No other phone list can be used.

3. The Online option does not switch off the scheduler. Although outgoing mail is sent
immediately, the mailserver can retrieve messages from remote POP3 accounts in
regular intervals. For details, see chapter 16.4.

4. Details about setting the scheduler can be found in chapter 10.
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9.2 Sending High Priority Messages

If the server is not permanently connected to the Internet (it operates in the offline
mode), you can set server to send messages immediately.

&-_'_ Internet Connection

|nternet Connectian | Sending High Priority Meszages

—High Priority Meszages
[v Send messages in outgoing quewe when server receives a news mail with
£ ary priority
{* high priarity

[v illow bo establish dial-up connection i necessany

Figure 9.2 Sending High Priority Messages tab

Send messages in outgoing queue...
Use this option to send outgoing messages immediately. You can also define if all
messages (messages with any priority) or only messages with high priority will be
sent.

Allow to establish Dial-up connection...
Use this option to allow to establish dial-up connection automatically if the server
receives an outgoing message that is to be sent.
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Scheduling

Kerio MailServer contains a built-in scheduler that can perform three types of actions:

Retrieve mail from remote POP3 mailboxes
— always if at least one POP3 account is defined

Send the ETRN command to defined servers
Use this option if at least one ETRN server is defined.

Send mail from the mail queue
— Use this option if the Kerio MailServer host is not permanently connected to
the Internet . In all above cases, Kerio Mail Server can dial out a connection (if
the settings indicate that the computer where Kerio MailServer is installed is not
permanently connected to the Internet — see chapter 9).

10.1 Setting Up the Scheduler

The scheduler is set in the Configuration — Scheduling section.

©-+| Scheduling

Time | Action[z] Description

O &% 0000 Send mail, Download POP3 Send and receive mail at midnight

(@ Every 10 minutes [Valid only at Send mail, Download POP3 Send and receive mail esery 10 minutes at working time
Add.. Edt. | Femove |

Figure 10.1 Scheduling

Use the Add, Edit and Remove buttons to add, edit or remove an item in the list of
scheduled tasks. When adding a new item or editing an existing one a dialog window
with the following parameters will be displayed:

Time condition — when the task is to be performed:

Every or At
Once in an interval (Every) or at a certain time (At). For example Every 10 Minutes
or At 12:00 every day.
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i Scheduled Action EE3

Drezcription ISend and receive mail every 10 minutes at working time

— Time condition

IEver_l,l LI I'IEI IMinutes LI
v Walid only at time I'W'u:urking tirne: VI Edit... |

— Action

v Send mail in outgaing quele
W Download meszages from POP3 mailboxes

[T Inwoke mail transfer by sending ETRM command to configured SMTP servers

— Action optiohal parameters

v Allow to establish Diallp connection if needed

(] Cancel

Figure 10.2 Scheduled Action

Valid only at time

Scheduled action is valid only in a selected time interval. All defined time intervals
are displayed in the window; you can edit an interval (by clicking on Edit) or create
a new one. See chapter 13.2 for details.

Action — what task is to be performed:

Send mail in outgoing queue
Send all mail in the queue (if you selected Online in the Configuration — Internet
Connection section all mail is sent immediately and this option has no effect).

Download messages from POP3 mailboxes
Retrieve mail from remote POP3 mailboxes (only valid if at least one remote mailbox
is defined in the Configuration — POP3 Download section). The same scheduling
applies to all POP3 mailboxes.

Invoke mail transfer by sending ETRN...
Receive email using the ETRN command (only valid if there is at least one SMTP
server defined in the Configuration — ETRN Download section). The same schedul-
ing applies to all SMTP servers.
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Optional parameters:

Allow to establish Dial-up connection...
Dials out a connection if the line is currently down. If this option is not ticked, the
task will only be performed when the line is dialed out.

10.2 Optimal Scheduling

Optimal scheduling settings depend on the way the incoming mail is received and on the
Internet connection type available to Kerio MailServer.

o If the computer with Kerio MailServer is permanently connected to the Internet (On-
line) and all incoming email is received using the SMTP protocol (MX records for all
local domains point to the computer where Kerio MailServer is installed and there is
no remote POP3 account or ETRN server) there is no need to set up any scheduling.

e If a permanent connection to the Internet is available and at least one POP3 account
is defined or mail reception is conducted using the ETRN command, scheduling must
be set.

In this case intervals between individual actions can be quite short (e.g. 5 minutes)
as the number of connections does not influence the cost and there is no need to
consider the time needed for dialing.

e If Kerio MailServer is connected to the Internet via a dial-up line, it is not perma-
nently accessible from the Internet and mail reception is conducted using the ETRN
command or from remote POP3 mailboxes. In this case it is necessary to set up
scheduling to enable Kerio MailServer to dial out, send mail from the queue and re-
ceive email when needed.

In all of the above examples where scheduling is recommended, all options in the Action
field can be selected (Send mail in outgoing queue and Invoke mail transfer by sending
ETRN command to configured SMTP servers). If the mail queue is empty or no POP3
account is defined, Kerio MailServer will automatically move on to the next task.
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SSL certificate

The principle behind secure services in Kerio MailServer (services encrypted by SSL —
e.g. HTTPS, IMAPS, POP3S, etc.) is that all communication between the client and the
server is encrypted to protect it from tapping and to prevent it from misuse of transmit-
ted information. The SSL encryption protocol used for this purpose uses an asymmetric
cipher first to exchange a symmetric key.

The asymmetric cipher uses two keys: a public one for encrypting and a private one for
decrypting. As their names suggest, the public (encrypting) key is available to anyone
wishing to establish a connection with the server, whereas the private (decrypting) key
is available only to the server and must remain secret. The client, however, also needs
to be able to identify the server (to find out if it is truly the server and not an impostor).
For this purpose there is a certificate, which contains the public server key, the server
name, expiration date and other details. To ensure the authenticity of the certificate it
must be certified and signed by a third party, the certification authority.

Communication between the client and server then follows this scheme: the client gen-
erates a symmetric key and encrypts it with the public server key (obtained from the
server certificate). The server decrypts it with its private key (kept solely by the server).
Thus the symmetric key is known only to the server and client.

Note: To secure Kerio MailServer as much as possible, allow only SSL-secured traffic.
This can be set either by stopping all unencrypted services (see chapter 7) or by setting
appropriate security policy (refer to chapter 16.6). Once the server is configured, it is
necessary to install a certificate (even a self-signed one) on clients of all users using Kerio
MailServer’s services.

11.1 Kerio MailServer Certificate

To find out how these principles work in practice, look at Secure HTTP. Web browsers
can display certificate information, as opposed to Secure POP3 or Secure IMAP, where
such information will not be revealed.

When Kerio MailServer (version 6.0 and above) is run for the first time, it generates the
self-signed certificate automatically. It is saved in the server.crt file in the sslcert
folder where Kerio MailServer is installed. The second file in this directory, server.key,
contains the server’s private key.
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If you attempt to access the Secure HTTP service immediately after installing Kerio
MailServer a security warning will be displayed with the following information (depend-
ing on your browser, name of the computer, etc.):

Security Alert | x| |

riri'l |nformation you exchange with this site cannot be viewed or
?. changed by others. Howewver, there iz a problem with the zite'z

zecunty certificate.

& The zecurity certificate wagz izzued by a company pou have
not chogen to trust. View the certificate to determineg whether
you want bo bzt the certifying authority.

o The zecurity certificate date iz valid.

& The name on the secunity certificate i invalid or does not
match the name of the site

Do wou want to proceed?

ez | Mo I Yiew Certificate

Figure 11.1 Security Alert

e The certificate was not issued by a company defined as trustworthy in your configu-
ration. This is caused by the fact that the certificate is self-signed. This warning will
not be displayed if you install the certificate (you can do this because you know the
certificate’s origin).

e The certificate date is valid (the certificate is valid for a certain limited period, usually
1-2 years).

e The name of the certificate does not correspond with the name of the server. The
certificate is issued for a certain server name (e.g. mail.ourcompany.com), which
you must also use in the client (this certificate has been issued for a fictitious name
keriomail).

This implies that you need your own certificate!

You can obtain your own certificate, which verifies your server’s identity, by two means.

You can create your own self-signed certificate (i.e. you will sign it). This can be done
in the Configuration/SSL Certificates section where the current server certificate is dis-
played.
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s = |
.= | SSL Certificates
Type | I ame | |zzuEr Subject | Expires |
Active Cerificate TEMVEl localbiozt localbiozt 20.09.2003
Certifizate zerver] mail. company. com mail.company.com 13,04, 2005
i Request TEMVETS mail. compaty. com
Mew. = Show.. - Impaort... = Export.. - Remove Set ag active
Figure 11.2 SSL Certificates
New...

Click on New to specify information about your server and your company. When
confirmed, the server.crt and server.key files are created under ssTcert.

The certificate you create will be original and will be issued to your company by
your company (self-signed certificate). This certificate ensures security for your
clients as it explicitly shows the identity of your server. The clients will be notified
by their web browsers that the certification authority is not trustworthy. However,
since they know who created the certificate and for what purpose, they can install it.
Secure communication is then ensured for them and no warning will be displayed
again because your certificate has all it needs.

If you wish to obtain a “full” certificate you must contact a public certification
authority (e.g. Verisign, Thawte, SecureSign, SecureNet, Microsoft Authenticode,
etc.). The process of certification is quite complex and requires a certain expertise.
Kerio MailServer enables certification request that can be exported and the file can
be delivered to a certification authority.

Attention: A new certificate will be used the next time Kerio MailServer Engine is
started. If you wish to use it immediately, stop the Engine and then start it again.
The New button can be used to create a new certificate (the New certificate option)
or to demand on a new certificate (New certificate request). You will be asked to
specify entries in the Generate Certificate dialog. The Hostname and Country en-
tries are required fields.

e Hostname — name of the host on which Kerio MailServer is running.

e Organization Name — name of your organization.

79



Chapter 11 SSL certificate

i Generate Certificate EE
— Attributes
Hoztname™ ; I mail. compatny. com

Organization Mame: IE:::mpan_l,l

Organization Lnit; I

Ciby: I Cur City

State or Province: IEaIifu:urnia

Country™ ; I Idnited States ;I

The required fields are marked with an asterisk [,

] Cancel |

Figure 11.3 Certificate Creation

Organization Unit — will be used only if the organization consists of more than
one unit.

City — city where the organization’s office is located.

State or Province — state or province where your organization has its office(s).
Country — this entry is required.

View Certificate
Select a certificate and click on the View Certificate button to get details about the
selection.

A8 Certificate Details E

I ame | Yalue |
|zzuEr
- CM lozalhosgt
- Example Self-Signed Certificate
o s
Subject
- CM lozalhosgt
- Example Self-Signed Certificate
o s

Cloze

Figure 11.4 Certificate Details
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Import...
Use this button to import a new certificate, regardless if certified by a certification
authority or not.

Export...
Use this button to export an active certificate, a certification request or a private
key. Using this option you can send an exported certificate request to a certification
authority.

Remove
Using this button you can remove a selection (a certificate or a certification request).

Set as active
Use this button to set the selected certificate as active.
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Kerio WebMail parameters

Detailed information about Kerio WebMail is provided in a standalone document Kerio
MailServer 6.1, Kerio WebMail. This manual is available at Kerio Technologies website
(http://www.kerio.com/kms). The document includes guidance for setting access to
email by WAP.

12.1 Skins

Kerio WebMail contains a couple of default skins (skin = Kerio WebMail) appearance).
These skins are stored in \Kerio\MailServer\webmail\default\skins directory.

Kerio\MailServer\webmail\default\skins

Skins consist of cascading stylesheets (CSS) and images. Cascading stylesheets
(CSS) enable users to customize the appearance of web pages (colors, fonts, ob-
ject offset, etc.). If a user is able to work with cascading stylesheets and im-
ages, he/she can customize the most of the Kerio WebMail interface. Users can ei-
ther edit the default skins or create one’s own. The new skin must be stored in
\Kerio\MailServer\webmail\default\skins\MySkin directory.

Kerio\MailServer\webmail\default\skins\xyz

where xyz stands for the name of the new skin.

12.2 Logo

Page headers show the Kerio Technologies 1ogo. You can replace it with your own logo
or any other image.

The logo can be changed either globally (it applies to all domains in Kerio MailServer) or
individually for each domain (since Kerio MailServer 6.1). To change the logo globally,
use the Logo tab in the Advanced options (for detailed information, see chapter 16.6).
The logos for the individual domains are set in the Domains section (see chapter 8.8).
If both domain as well as individual logos are set in Kerio Administration Console, the
logos for the individual domains will be of higher priority.

The administration console can be used for changing the logo only if the Kerio WebMail
interface uses the default skin. If any other skin is used in Kerio WebMail, the new logo
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file must be copied directly into the skin folder and the file must be renamed as shown
in the following example (the xyz is the name of the appropriate skin):

Kerio\MailServer\webmail\default\skins\xyz\logo_my.domain.qgif (if different
logos for individual domains are used)

Kerio\MailServer\webmail\default\skins\xyz\logo.gif (if one global logo is
used)

If there is one of the following two files in the skin folder
(Togo_my.domain.gif,1ogo.gif), none of the global logos will be used. If the
skin currently in use contains both the domain logos as well as the individual ones, the
domain logos will be used by default.

12.3 Language

All texts displayed in the Kerio WebMail interface are saved in separate XML localization
files. This file has to be created for each language that the user intends to use.

Localization files are stored in subdirectory webmail/translations (in the directory
where Kerio MailServer is installed). UTF-8 is required for file encoding. The name of
each file is created from the language abbreviation (e.g. de for German, en for English
etc.) and the suffix .def. Another language can be added anytime by creating the rel-
evant definition file. The administrator of Kerio MailServer can also create a custom
language version by simply copying one of the definition files in a file with a new name
and translating the texts contained within.

XML format is delimited by <translation> tag. The individual rows must have the
following form:

<text id="head-user">User</text>

Procedure for creating a custom localization file for a new language:

1. Copy the localization file from the source language (from which we will translate) to
the file named according to the new language.

2. Translate all texts on individual lines in the file.

A new localization file will be loaded during the next start of the MailServer Engine
service.
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Spelilcheck and dictionaries

The spellcheck in Kerio WebMail is based on comparing the phrases with the dictio-
nary, and it is therefore available only for the language versions available in the folder
where Kerio MailServer is installed. The default language versions for the spellcheck
dictionaries are English and Czech. The other language versions can be copied in the
Kerio\MailServer\myspell folder. In order for the dictionaries to work properly, they
must meet the myspell standard. They can be downloaded from the Internet for free.
Use the settings dialog in Kerio WebMail to switch to a different language version.
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13.1 IP Address Groups

IP address groups help easily define who has access to certain services (e.g. remote
administration, anti-spam, etc.). When setting access rights a group name is used. The
group itself can contain any combination of computers (IP addresses), IP address ranges,
subnets or other groups.

Creating and Editing IP Address Groups

You can define IP address groups in the Configuration — Definitions — IP Address Groups
section.

Lli-f IP Address Groups

ltem IDescriptiDn

El = Denied servers

: MlEE122.13.55 amtp. zpanm. cz

= 5 Local network
B 192 164.0.0 4 255.255.0.0 Local network zegment
Add... Edit... Remove

Figure 13.1 IP Address Groups
Click on Add to add a new group (or an item to an existing group) and use Edit or Delete
to edit or delete a selected group or item.
The following dialog window is displayed when you click on the Add button:

Name
The name of the group. You can enter a new name (create a new group) or enter or
select an existing one — this adds the new item to an existing group
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gﬂ-Address Group | x|

—aAddrezs Group

M armne: I Local network, LI
—Properties
Type: I M etvark /b ask, LI

IF address:  [192.164.0.0

Mask: | 255.255.0.0
Drezcription: IL::u:aI rietwork, zegment
ok LCancel

Figure 13.2 IP Address Groups Creation

Type
The type of new item. Options: one IP address (Host), range of IP addresses (Net-
work/Range), subnet with a corresponding mask (Network/Mask) or a different IP

address group (Address group). This implies that address groups are cascadable.

IP address, Mask...
Parameters of new item (dependent on selected type).

Description
Commentary for the IP address group. This helps guide the administrator.

13.2 Time Intervals

Time intervals in Kerio MailServer restrict all scheduled tasks to certain time ranges.
They are not intervals in the true meaning of the word. They are a group containing
any number of single or repeating time ranges. Time intervals can be defined in the
Configuration — Definitions — Time Ranges section.
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(9| Time Ranges

ltem Yalid on D ezcription
= & Holiday
- M @ From 1. August 2004 to 15, August 2004 Global holiday
= & working time

“.0 (@) Daily from 8:00:00 to 18:00:00 ‘Weekday

add. | Eat. Remove

Figure 13.3 Time Intervals

Validity of Time Intervals
When defining a time interval three types of time ranges (subintervals) can be used:

Absolute
— interval has explicit start and end dates, it does not repeat

Weekly
— interval repeats every week (on selected days)

Daily
— interval repeats every day (in selected hours)

If a certain time interval consists of multiple ranges of different types, it is valid in the
time defined by the intersection of absolute ranges with the union of daily and weekly
ranges. In symbols:

(dl | d2 | wl | w2) & (al | a2)
where

d1, d2 — daily ranges

wl, w2 — weekly ranges

al, a2 — absolute ranges

Defining Time Intervals

You can create, edit or delete time intervals in the Configuration — Definitions — Time
Ranges section.

Clicking on the Add button will display the following dialog window:
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— Time range

M armne: I'W'u:urking timne LI

— Description

IStandard warking time

— Time zettings

Time range type: I Craily vI
Fram: |na:nn:nn e

To: |1a:nn:nn e

Walid on: IWeekda_l,l vI

;F + F+ + F I T
bMon  Tue ‘wed Thu Fi Sat Sun

ok LCancel

Figure 13.4 Defining Time Interval

Name
Name (identification) of the time interval. You can enter a new name (create a new
interval) or select an existing one and add a new item to it.

Description
A text description (for informative purposes only).

Time Interval Type
The type of interval: Daily, Weekly or Absolute.

From, To
The beginning and the end of the time range. Here you can enter the start and end
time, a day of the week or a date (depending on the interval type).

Valid at days
The day of the week on which the interval will be valid. You can select certain days
(Selected days) or use one of the pre-set items (Everyday, Weekday, Weekend).
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Time intervals cannot be cascaded.

13.3 Setting Remote Administration

If you wish to administer Kerio MailServer from a different computer than the one on
which it is installed, you need to enable remote administration. You can set remote
administration in the Configuration — Remote Administration section.

Remote administration can be enabled for Kerio Administration Console and/or for KMS
Web Administration:

| Remote Administration

E
| S )

—aAdminiztration

[¥ Enable administration from netwark

[v Only from this IP address group: | 25 Admins LI Edi... |

—%w'eb adminiztration

¥ Enable web adminiztration from netwark

[v Only from this IP address group: | 55 web administration LI Edit... |

Figure 13.5 Remote Administration

Remote administration of Kerio MailServer

The port used for communication between Kerio Administration Console and Kerio
MailServer Engine is 44337 (both TCP and UDP protocols are used).

Enable remote administration from network
Enables remote administration (if this option is not selected, you can only adminis-
ter Kerio MailServer from the computer it is installed on).

Only from this IP address group

The traffic between Kerio MailServer and the Kerio Administration Console is pro-
tected by SSL encryption. As a result, remote administration is secure and the data
transmitted cannot be tapped and misused. Access to the administration should be
always allowed against a valid password only (it is not recommended to use blank
passwords for administration accounts).

Here you can choose the IP address group from which remote administration will
be allowed. Click Edit to modify the group or to create a new one (the same dialog
is used in Configuration — Definition — IP Groups — see chapter 13.1).
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Web administration of users, groups and aliases

Enable web administration from network
This option enables administration via the Web interface. If disabled, it is not pos-
sible to access the interface (for more information on web administration, refer to
chapter 27).

Only from this IP address group
To even increase security, remote administration can be enabled only for exclusive
IP addresses. In the menu, select the group of IP addresses, from which web admin-
istration will be enabled. Click Edit to modify the group or to create a new one (the
same dialog is used in Configuration — Definition — IP Groups — see chapter 13.1).
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User accounts in Kerio MailServer represent physical email boxes. Users access mail-
boxes through user name and password authentication. Since Kerio MailServer can serve
several independent domains, the user accounts are not valid globally but are only valid
for a particular domain. This implies that domains must be defined before user accounts
are created (for details, see chapter 8).

User accounts can be located as follows:

1. locally — user mailboxes are located in Kerio MailServer and any management of
user accounts is performed in Kerio MailServer (see chapter 14.2).

2. in the LDAP database — accounts are just mapped to Kerio MailServer. Mapping
of user accounts is available from the Active Directory and/or from the Apple Open
Directory (refer to chapter 8.6).

User accounts can be simply imported to Kerio MailServer from another user database,
as follows:

e import from the Novell eDirectory (more information in chapter 14.9),
e import from the NT domain (see chapter 14.9),
e import from the Active Directory domain (refer to chapter 14.9),

e import from a text file (for detailed information, read the corresponding article in the
knowledge base at http://support.kerio.com/).
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14.1 Administrator account

Apart from mailbox access, a user account can also be used for access to Kerio MailServer
administration, provided that the user has such rights. The basic administrator account
is created during the installation process. It has the same properties as other user ac-
counts and can be deleted by any user with read/write access rights.

The default administration account can create and manage public folders.

The default administrator account also manages archive folders (if archiving is enabled
— see chapter 19.2). Any message which passed through Kerio MailServer can be found
in the archive.

Administrator can allow other users to access an archive folder (for details, see chap-
ter 31.10). However, since messages of all users are archived, only a confidential ad-
ministrator (or a tiny group of confidential persons) should be allowed to access these
folders.

Warning: Passwords for those user accounts that have full administration rights should
be kept close so that they cannot be misused by an unauthorized user.

14.2 Creating a user account

New user accounts can be defined in the Domain Settings — Users section.

2 | users
Ciomain: I company.com ;I Search:
Login name /- I Full nama Description [Dakta Source
£ admin Inkernal
f depterson Diane Peterson Sales dept, Internal
f jblack, James Black, Devel dept, Internal
f jsniith John Srith Devel dept, Internal
2 jwayne John Wayne Sales dept. Internal
Add. .. Edit... Remave, .. Recover deleted items Statistics, .. Impart... Puhblish

Figure 14.1 User accounts

First, choose a local domain in the Domain field, in which the accounts will be defined.
Each domain may include local accounts as well as accounts saved in a directory service
(e.g. Microsoft Active Directory). Both can be displayed in the Users section in the
Kerio Administration Console. However, only local accounts can be added (accounts for
directory services must be created with the respective administration tools, e.g. Active
Directory Users and Computers). Some of the features of accounts within a directory
service can be edited.
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Warning: If an account mapped from the directory service is deleted in the administra-
tion console, the account is disabled in Kerio MailServer.

Note: The roles of each column of this window will be better understood through the fol-
lowing descriptions. The only exception — the Data source column — displays account

types:
e Internal — the account is stored in the internal user database
e LDAP — the account is saved in a directory service (Active Directory, Open Directory)

Click on the Add button to open a guide to create a new user account. If the domain is
configured to be used with directory services (see chapter 8.6), a dialog where you can
define whether you would like to activate users from a directory service or create a new
local account will be displayed.

If a user is activated, a user account is saved into the directory service. Since the acti-
vation it can be used by Kerio MailServer. All events and information will be saved into
the directory service.

A Add User HE

— Mext step
Thiz domain iz configured to share uzers with directon service.

YWwhat do pou want bo do?

f*  Create local user

{ Activate user in directary service

(] Cancel

Figure 14.2 Activate user in directory service

If the Activate user in directory service option is selected, a dialog with user list of the
LDAP database used by Kerio MailServer will be opened. Select appropriate users and
confirm the selection. The buttons bottom left make user selection more comfortable.
Select all — this button selects all users. The Unselect all option clears any selection.

The following guide shows how local user accounts can be defined.
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Step 1 — Template

The first step is shown only in case at least one template is created. To create the
new user mailbox template, select Definition — User templates. The template is useful
especially for creating multiple user accounts at once that have some parameters in
common (e.g. authentication type, quotas, etc.). When all these common parameters are
entered in a template, it can save a lot of time.

A8 Add User E

|zer template - page 1 of 8

Select uzer template: I Compary. com LI

Figure 14.3 New user addition — a template

For information about creation of a new template, refer to chapter 14.11.

Step 2 — Basic data

Login name
User login name (note: the domain must be the local primary domain; otherwise
enter the full email address, e.g. user@anothercompany.com, not only user).
The username is not case-sensitive.
Warning: The login name must not contain national characters and some of the
special characters (see the Allowed and prohibited characters in the user name)
Examples of correct names:
wayne, john.wayne, 1ing.john.wayne, john_wayne, wayne, john---wayne,
john_paul-wayne, john_-_wayne-_
Examples of incorrect names:
john. .wayne, john...wayne, john.wa.yne, .wayne, wayne.

Full Name
A full name of the user (usually first name and surname). This option is required,
if the user data from this account are to be exported to a public contacts folder.
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A8 Add User E

General - page 2 of 8

Login name: Iigmith
Full narme: IJ ahin Smith
Drezcription:

Authentication:

Fazzword:

I.-’-‘-. termplate for domain company. com

I |nternal user databasze

Ixxxxxxxxxxxx

Canfirm FIEISSWDrd: Ixxxxxxxxxxxx

WA zemvice

[¥ Enable access to AP service

Enter autharization PIM:

HREHK

-

¥ Enable a default spam filter [move messages marked as spam to the Junk E-mail folder]

Account iz dizabled

[¥ Store pazsword in highly secure SHA, format [recommended]

) Thiz user cannot be authenticated using APOF, CRAM-MDS and DIGEST-MMDS

¢ Back Mest » Finizh LCancel
Figure 14.4 New user addition — basic data
Character Allowed Character Prohibited
a-z allowed / prohibited
0-9 allowed \ prohibited
A-Z allowed prohibited

allowed when not at the
beginning and/or the end of the
string and when there are not
two dots next to each other

prohibited when at the
beginning and/or at the end of
the string

- allowed % prohibited
_ allowed
Table 14.1 Allowed and prohibited characters in the user name

Description
User description (e.g. a position in a company). The Description entry is for infor-
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matory purposes only. They can contain any type of information or they can be left
blank.

Authentication

Possible authentication methods:

e Internal user database
Users are only authenticated within Kerio MailServer. In this case a password
must be entered in the Password and Confirm Password fields (the user can then
change his/her password in the Kerio WebMail interface).
Warning: Passwords may contain printable symbols only (letters, numbers,
punctuation marks). Password is case-sensitive.

e Windows NT domain
Users are authenticated in a Windows NT domain. The NT domain name must
be entered in the email domain properties (Windows NT domain in the Advanced
tab). This authentication method can be used only if Kerio MailServer is running
on Windows 2000/XP/2003. For details, see chapter 8.7.

e Kerberos 5
Users are authenticated in the Kerberos 5 authentication system..

o PAM service
Authentication using the PAM service (Pluggable Authentication Module), avail-
able only in the Linux operating system.

e Apple Open Directory
Authentication against Apple Open Directory database (only for mailservers in-
stalled on a Macintosh). The option can be selected only if the user is mapped
from Apple Open Directory.

Password / Confirm Password
Only the local user password can be entered or changed. We strongly recommend
to change the password immediately after the account is created.
If the password contains special (national) characters, users of some mail clients
will not be able to log in to Kerio MailServer. It is therefore recommend to use only
ASCII characters for passwords.

WAP Service

Kerio MailServer enables access to email using a cellular telephone from the WAP
protocol. This interface is called WAPmail (it uses the same ports as HTTP and
Secure HTTP services).

To enable the service, check Enable access to WAP service and enter at least 4 digits
(max. 32 characters) to specify your PIN numeric code. (including from 4 to 32
characters). This code will be used for authentication to the service.

Warning: Since Kerio MailServer 6.0.5, the PIN code is stored in the new SHA for-
mat — see Store password in high secure SHA format (recommended). For this
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reason, the original PIN will not work if downgraded to a previous version of Kerio
MailServer and must be changed.

Enable a default spam filter ...

Upon creating a new user account, check this option to set the antispam rule. All in-
coming emails marked as spam will be automatically moved to the junk mail folder.
The rule can be set up only during the process of user account creation. For more
information about the filter and rules for incoming messages, see chapter 31.11.
Warning: It is not recommended to create this rule when the user accesses emails
via POP3. In such case, only the INBOX folder is downloaded to the local client and
the user is not able to check if the emails moved to the Spam folder are really spam
emails.

Store password in high secure SHA format (recommended)
By default, user passwords are encrypted by DES. The Store password in highly
secure SHA format allows for a more secure encryption (SHA string). This option
has one disadvantage — some methods of Kerio MailServer access authentication
(APOP, CRAM-MD5 and Digest-MD5) cannot be applied. The only methods available
for this option are LOGIN and PLAIN (it is highly recommended to use only SSL
connection for authentication).
If this option is enabled, it is necessary to change the user password. This can be
done either by administrator or the user (e.g. by Kerio WebMail).
Warning: Passwords saved in SHA are supported by Kerio MailServer 6.0.5 adn
later. If a configuration with SHA passwords is applied to an older version of Kerio
MailServer, the authentication will not function.

Account is disabled
Temporary blocking of the account so that you do not have to remove it.

Step 3 — Mail addresses

In this step, all required email addresses of the user can be defined. The other addresses
are called aliases. The other addresses are called aliases. These can be defined either
during the user definition or in Domain Settings/Aliases. We recommend to use the first
alternative — it is easier and the aliases are available through Active Directory.

Note: If user accounts are maintained in Active Directory (see chapter 8.6), their aliases
can be defined in Active Directory Users and Computers. Global aliases (in Domain Set-
tings — Aliases) cannot be defined this way.
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£f add User E

b ail Addreszes - page 3 of 8

jsrith(Ecarnpary. com Add.
smith(@company. com
Edit... |
A# Mail Address E

Remove |

b ail address; Iiu:uhn.smith (Bcompany. com

ak Cancel |

¢ Back Mest » Finizh | LCancel

Figure 14.5 New user addition — email addresses

Step 4 — Forwarding messages to other addresses

Messages for a user can be forwarded to other email accounts if defined. If the Deliver
messages to... button is activated, messages will be saved in the local account and for-
warded to the addresses defined by user (if not, messages will be forwarded only, not
saved).

Note: The same functionality can be accomplished through the Domain Settings —
Aliases dialog; however, aliases created within the user definition dialog is smoother
and easier to follow.
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A8 Add User E

Fonwarding - page 4 of 8

" Mo forwarding

{+ Fonward to addresses:

johnzmithifreemail. com Add...

Edit... |
[ e, |

Remove. ..

v Deliver meszages to both mailboz and forwarding addresses

¢ Back Mest » Finizh LCancel

Figure 14.6 New user addition — forwarding messages to other addresses

Step 5 — Groups

In this dialog window, you can add or remove groups of which the user is a member.
Groups must be created first in the Domain Settings — Groups section. You can add
users to groups during definition of groups. Therefore, it is not important which is

created first — users or groups.

A8 Add User E

Groups - page 5 of 8

Mame | D ezcrption | Add...
An5SFIES |Jzerz with read-only administration access
Aa TECHSUPPORT Technical support department Bemove |

¢ Back Mest » Finizh | LCancel |

Figure 14.7 New user addition — groups
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Step 6 — Access rights
Each user must be assigned one of the following three levels of access rights.

No access to administration
These users do not have any access to Kerio MailServer administration. Most users
will have this setting so they will only be able to access their own mailboxes.

A8 Add User E

Rights - page S of ¥

—IJzer adminiztration rightz

f* Mo access to administration
{~ Bead only access

{~ Readdwrite access

—%w'ebadmin administration rights

v Uszer can administer aliazes, users and groups for their own domain.

0 |Jzerz and groups that has MailServer adminiztrative rightz will not be configurable
through the ‘webadmin interface.

—Public folders rights
[~ This user has the administratar rights ko the public falders.

¢ Back Mest » Finizh LCancel

Figure 14.8 Creating a user — user rights

Read only access
These users can connect to Kerio MailServer administration but they can only view
the logs and settings; they cannot make any changes.

Read/Write access
The user can read or edit all the records and settings and his or her rights are equal
to the administrator rights (Admin). If there is at least one user with such rights,
the Admin account can be removed.

User can administer aliases and users/groups ...
A special access right to Kerio MailServer Web Administration (for more informa-
tion, see chapter 27). This setting is independent on the access rights settings for
Kerio Administration Console.
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This user has the administrator rights...

By default, only Admin of the primary domain is allowed to administer the public
folders. If there are multiple local domains with user accounts in Kerio MailServer,
this option must be selected at least for one user in each domain. Each domain in
Kerio MailServer has its own public folders and users of a different local domain
are not allowed to access it (you can change this setting so that all public folders
are accessible from all domains and from all users — for detailed information about
this setting, see chapter 8.1).

By default, all users from one domain have read only rights for the public folders.
The rights for public folders can be assigned by any user that has the administrator
rights. The rights can be also assigned using the Kerio WebMail interface and MS
Outlook with Kerio Outlook Connector.

Step 7 — Quota

You can set limits for each user’s mailbox.

A8 Add User E

[luota - page ¥ of 8

|Jzer quota

Diigk. zpace: |2EI I kB LI

Mumber of meszages: IEI

) 0 means unlimited

¢ Back | Mest » Finizh LCancel

Figure 14.9 New user addition — quota

Disk space

The maximum space for a mailbox. For greater ease in entering values you can
choose between kilobytes (KB), megabytes (MB) or gigabytes (GB).

Number of messages

The maximum number of messages in the mailbox.
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The value of either of these items can be set to 0 (zero), which means that there is no
limit set for the mailbox.

The user quota prevents cluttering of the server disk. If either of the limits is reached,
any new messages will be refused by the server.

When the quota is reached, the user will receive a warning message including recommen-
dation on deleting some messages. It is also not important iif the quota was exceeded
by number of messages or by the reserved disc space capacity. The quota is reached at
the moment when an incoming message (or an event, a contact or a task) exceeds one of
these limits.

The treshold of 90 per cent of the quota value is set (90 per cent of the limit set for the
number of messages or 90 per cent of the disc space reserved). When this treshold is
reached, an informatory message is send to the particular user. This value can be edited
manually in the Kerio MailServeru’s configuration file, as follows:

1. Stop the Kerio MailServer Engine.
2. In the directory where Kerio MailServer is installed, search the mailserver.cfg file

3. Openthemailserver.cfg file and look up the QuotaWarningThreshold value. The
line is as follows:

<variable name="QuotaWarningThreshold">90</variable>
4. Change the value as needed and save the file.
5. Run Kerio MailServer.

These wanrning messages are sent each 24 hours (not more frequently). Even if a user
removes messages to get under the quota treshold and then exceeds it again, the next
informative message will be sent after 24 hours from the first informatory message.

Step 8 — Advanced settings

This user can send/receive ...
Using this option, the administrator of Kerio MailServer can limit communication
only to the local domain. This can be useful for internal communication settings
in many companies. Users will not be able to send or receive emails to/from any
other domain.
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A8 Add User E

Advanced settings - page 8 of 8

¥ This uzer can send/receive email bodfrom hiz/her own domain only

— M aximum meszage size

= ze the limit defined for thiz domain: |2IZI k4B
* Limit outgoing message size bo; |3|:| IMB LI Set Unlimited |

[overmides the domain limit]

[v Publizh this user infarmation to the public contacts folder

¢ Back st = Finizh LCancel

Figure 14.10 New user addition — publish user information to the public contacts folder

Maximum message size
Use this option to set the size limit for outgoing messages. The size limit can be ei-
ther set for each user separately, or globally for the whole domain (see chapter 8.1).
If no size limit is specified for the whole domain, it is recommended to set this
option.
By setting the size limit, you can prevent the internet connection from being over-
loaded by emails with large attachments.
If both limits are set to 0, Kerio MailServer behaves the same way as if no limit was
specified.
Limit set for a specific user has higher priority than limits applied to the entire
domain.

Publish this user information to ...
Check this option to add the user contact to the public contacts folder. The contact
will be added to the public folder only if the Full name field is populated (in the
first or second step of the wizard).
Note: When importing users from Kerio MailServer 5, only the primary domain
users will be added to the public contacts folder.
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14.3 Editing User Account

The Edit button opens a dialog window where you can edit the parameters of the user
account.

General IMaiI.ﬁ.ddresses | Fonmarding | Groups | Rights | [luota | Restrictions |

Login name: Iigmith

Full narne: IJ ohn Smith

Description: I.-’-‘-. ternplate for domain compary. corm

Authentication; I Internal uzer database LI
Pazsword: |ﬁa change e zaved password, click haral

[Canfirm password; I

WA zemvice

[¥ Enable access to AP service

Enter autharization PIM: Iﬁo cfamge fire saved SN click faref

[~ fccount iz dizabled
[¥ Store pazsword in highly secure SHA, format [recommended]

) Thiz user cannot be authenticated using APOF, CRAM-MDS and DIGEST-MMDS

(] Cancel

Figure 14.11 Editing User Account

This dialog window contains all of the components of the account creation guide de-
scribed above, divided into tabs in one window. Current usage of this quota can be
viewed in the Quota tab. Percent usage is not displayed unless the quota is defined
(limited).

[luota uzage
’7 Digk. zpace: 1.2 MB tezzages: 9

Figure 14.12 Quota is not defined
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[luota uzage
Digk. zpace: 1.2 MB tezzages: 9
m 24% m 18%

Figure 14.13 Quota is defined

14.4 Editing multiple users

Kerio MailServer allows for mass editing of user accounts. Simply use the mouse pointer
to select accounts and click Edit.

The dialog window regarding mass modification of user accounts consists of four tabs
where quota and user access rights parameters as well as other settings (user descrop-
tion, authentication type, password format settings, etc.) and user restrictions can be
edited for the selected users.

gﬂ-Edit Multiple Users | x|

General IHights | [uota | Restrictions |

D ezcription: ISahgs dept.

Authentication: I [To change this setting select other item) LI

[¥ tccount iz dizabled
[¥ Store pazsword in highly secure SHA, format [recommended]

) These users cannot be authenticated using APOP, CRAM-MDS and DIGEST-MDS

(] Cancel

Figure 14.14 Mass change of user accounts

In this dialog window, only items and parameters that will be changed en bloc for all
selected accounts are set. Three status modes are available for the Store password in
highly secure SHA format and Account is disabled options on the General tab that can
be switched by checking/unchecking the checkboxes:

e inactive, grey — the former settings will be kept in the accounts,
e checked — the item will be enabled in all accounts selected,

e unchecked — the item is disabled in all accounts selected.
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The first status (inactive) is available only if set differently for the accounts included.
If all account are set in the same way, only the checked and unchecked options are
available.

The Rights, Quota and Restrictions tabs can be edited in the same way as while editing
their parameters for individual accounts.

Example:

One of the typical cases where mass change is helpful is setting maximal size of out-
going/incoming mail. The Kerio MailServer administrator set maximal size of outgoing
mail (for one message) for the company.com to 20 MB. However, some users need to
send larger attachments.

Kerio MailServer enables selecting users of the domain by Ctr1 and the mouse pointer.
Simply select accounts of the company.com domain and set a new value for the outgoing
mail on the Restrictions tab.

14.5 Removing user accounts

Click the Remove button to delete a user account. With the original user account in Kerio
MailServer, many actions can be performed. Once an account is selected and the Remove
button is clicked, one of the following actions can be selected. In the dialog box you can
set the account to be removed or moved to another user or simply to be kept in the
store directory.

o By continuing, the uzer pwayne [John Wayne] will be deleted from the uszer
databaze. Additionally, pleaze decide how to handle the existing uzer's meszages.
Currently, the uzer's meszages occupy OB,

—Pleaze select one of the options:

- kove user's meszage folder to an account of another uzer
[the folder will appear as a subfolder of the selected uszer);

Iadmin@cumpany.cum Select uzer... |

~ Do not delete uzer's meszage folder
[the Falder will be left intact in the stare directon]

" Delete user's message folder

(] Cancel

Figure 14.15 Removing a user account
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Move user’s message folder to an account of another user
The entire folder will be moved as a subfolder of the selected account’s root folder.
The folder name will follow this pattern: Deleted mailbox — user_name@domain.
This folder will include all original folders of the deleted mailbox.
This option is useful especially when another user needs to work with messages,
events and tasks from this folder.
Note: If any problem arises during moving of the a user account, details are recorder
in the Warning log (see chapter 23.5).

Do not delete user’s message folder
The folder will be kept in the store directory.

Delete user’s message folder
Use this option if there is no item in the folder that should be kept for any reason.

14.6 Search for:

The Search option makes looking up items in the users list easier. Insert a string in the
Search field to list only items containing the string specified.

14.7 Restoring deleted items

This button is shown only if the correspondent option is enabled in the first tab of the
domain settings (see chapter 8.2) and if the time settings for restoring deleted items are
specified. The option must be enabled for each domain separately.

If the appropriate options are enabled in the domain settings, the User accounts sec-
tion will show the Restore deleted items button. Simply mark the user that has deleted
an important message by mistake and all items (messages, events, tasks and contacts)
received or created during the time interval specified will be moved to the Deleted items
folder.

If an older item is to be restored (see chapter 19.2), you can use the archiving option;
however, it is not designed for this purpose by default.

14.8 Statistics

User statistics are recorded immediately after Kerio MailServer is installed. To store the
statistics even when the server is off, each user’s data is saved into the stats.usr file
under its parent directory.

Use the Statistics button in the Domain Settings — User Accounts section to open the
table of statistics that contains selected user accounts, services to which the statistics
refer to, last login (day and time of the most recent user authentication to the service)
and login count (total number of authentications of individual users).
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Axailable columng:

| zer

[luota

O Pop3

O Secure POF3
[P
Secure IMaP *
HTTF

Secure HTTP $
LDAP

O Secure LDAP

HNTP

O Secure MNTP

Drefault Sho Al (] Cancel

Figure 14.16 Column selection in statistics

The Kerio MailServer administrator can customize the way information is displayed
in individual sections. Right-click in Statistics dialog to display a pop-up menu with
the Modify columns option. When this option is selected, it brings up a dialog box where
the administrator can specify the columns to be displayed or hidden.

The user statistics can be exported in two formats: XML and CSV (the comma-separated
values). The export button is located under the statistics.

14.9 Import Users

User accounts can be either defined manually or they can be imported from other
sources.

Warning: If you use a Windows 2000 or windows 2003 domain (Active Directory), it is
easier to set Kerio MailServer so that it cooperates directly with the Active Directory
database (see chapter 8.6). When users are imported, local accounts are created in Kerio
MailServer. Therefore, when you are editing Active Directory (removing or adding users),
the Kerio MailServer configuration must also be edited (new user import or deleting an
account).

The Import button placed below the user list will open the dialog for user import. Use
the Import users from option to select a source from which users will be imported.
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NT Domain

In this case, the only required parameter is the NT domain name. The computer which
Kerio MailServer is running on must be a part of this domain.

Do NOT import users this way if the domain controller runs the Windows 2000, XP or
2003 Server operating system! In such a case, import them from the Active Directory —
see below.

Warning: Import of NT domain users works only if Kerio MailServer is installed on the
MS Windows platform.

|rmpart uzers from IWindDws MT Domain findows MT 4.0] LI

Froperties

Windows MT domain name: | COMPANY =l

¥ Secure connection [LOAPS]

(] Cancel

Figure 14.17 Import users from NT Domain

Within the import of user accounts from the LDAP database with Kerio MailServer, sen-
sitive data may be transmitted (such as user passwords). It is possible to secure the
communication by using an SSL encryption.

Active Directory
To import users from Microsoft Active Directory, you need to specify the following
information:

e Active Directory domain name — the name of the domain users will be imported
from (the format is as in DNS domain — e.g. domain.com)

e Import from server — the name of the server, on which Active Directory for this
domain is running.
If a special port is specified for the LDAP(S) service, the port number can be added to

the server name (e.g.: maill.company.com:12345).

e Login as user, Password — the username and password of the user who has an ac-
count open in the domain. Write access rights are not required for saving and chang-
ing settings.
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LDAP filter — using this item, queries to an LDAP server for importing users can be
specified. It is recommended that only experienced programmers use this option. For
details about the query syntax, see the instruction manual to your LDAP server.

Within the import of user accounts from the LDAP database with Kerio MailServer,
sensitive data may be transmitted (such as user passwords). It is possible to secure
the communication by using an SSL encryption.

gﬂ-lmpurt Users E
Import users From I.ﬁ.ctive Directory (Windows 2000/2003) LI
—Properties
Active Directory domain name: Iu:u:umpany.u:u:um LI
Import From server: Imail.u:u:umpany.u:u:um LI
Login as user: Iuser
Password: I*********
LDAP Filker: Il{&l{u:ul:ujectclass=user]|{!l{u:ul:ujectclass=cu:umputer]l]l]l
¥ Secure connection (LCWPS)
Advanced << (0] 4 Cancel

Figure 14.18 Import users from Active Directory

Novell eDirectory

To import users from Novell eDirectory, specify the following items:

NDS organization — the name of the organization users will be imported from
Import from server — the name of the server, on which the service for this domain is
running.

If a special port is specified for the LDAP(S) service, the port number can be added to
the server name (e.g.: maill.company.com:12345). The Kerio Administration Con-
sole for Mac OS X is the only one which includes the Secure connection (LDAPS) option.
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|rmpart uzers from I Movell elirectany LI
—Properties
MOS organization: Iu:u:umpan_l,l.u:u:um LI
Impart from zerver; Imail'l.u:u:umpan_l,l.u:u:um LI
Login ag uzer: Iuser
Password: I
LOAP filker: I[&[u:ul:uieu:tu:lass=user][![Dbiectclass=cumputer]]]
¥ Secure connection [LOAPS]

To ensure that uzers import will be successiul, make sure that the
"Require TLS for gimple binds with password"’ iz dizabled for the
ellirecton LOARP Server,

Advanced << (] Cancel

Figure 14.19 Import users from Novell eDirectory

e Login as user, Password — the username and password of the user who has an ac-
count open in the domain. Write access rights are not required for saving and chang-
ing settings.

e LDAP filter — using this item, queries to an LDAP server for importing users can be
specified. It is recommended that only experienced programmers use this option. For
details about the query syntax, see the instruction manual to your LDAP server.

e Within the import of user accounts from the LDAP database with Kerio MailServer,
sensitive data may be transmitted (such as user passwords). It is possible to secure
the communication by using an SSL encryption.

User selection

If all required information is entered correctly and the appropriate server is accessible,
a list of users will be displayed after clicking on the OK button. From there you can
select users that will be imported to Kerio MailServer. You can also select a template
that will be used for creating these users’ accounts in Kerio MailServer. If no template is
selected the default template will be used.

If the users are imported from Active Directory, the platform on which Kerio MailServer
is running is not important.
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_{‘Import Users

Template: |.!‘J 1 Default ;l
et / I Full name | Description
2 adriristratar Builtin accaunt for administering the computer/domain
2 Guest Built-in account for guest access to the computer/domain
O aH elpéssistant Remaote Dezktop Help Assistant dccount Account for Providing Remate Azsistance
5] SUPPORT_388345a0 CH=Microzoft Corporation, L =R edmond 5=\Washington,C=lJ5S  This iz a wendor's account for the Help and Support Service
4| |+l

Gelect Al | Unselect &1l ok | concal |

Figure 14.20 Users selection for import

The authentication type will be set according to where users were imported from: NT
Domain for users imported from an NT domain and Kerberos 5 for users imported from
Active Directory (Active Directory uses Kerberos 5 authentication system by default).

14.10 Publish users in address book

Information about selected users (regardless whether these are local accounts or di-
rectory servoce accounts) can be published to the public address book (to any public
Contacts folder). To export accounts, click on the Publish button (below the user ac-
count list). The button is inactive unless users to be published are selected. This button
displays a dialog where a folder for the data and users to be published in can be selected.

8 Publish in Address Book E

Select address book: I #publici@company, comContacks LI
Marne | Result |
£ Diane Peterson \/ IUser has been published to '#public@company . comjContacts'
! James Black \/ IUser has been published to '#public@company . comjContacts'
£ John Smith \/ IUser has been published to '#public@company . comjContacts'
£ 10hn W avne \/ IUser has been published to '#public@company . comjContacts'

0 4 aof 4 users have been published successfully, Publish Close

Figure 14.21 Export to Address Book
If there is no public address book defined, the #pub1ic/Contacts folder will be gener-
ated automatically during the first publishing.

Only the full name and email address are published. Other parameters are irrelevant,
however they can be added by users with appropriate rights, e.g. via the Kerio WebMail
interface.
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Note: Contacts can be published in the address book by any user that have both read
and write rights in the Kerio MailServer administration (see chapter 14.10). Rights for
public folders are not required.

When the publishing process is completed, its results are provided (see figure 14.21).

14.11 User Account Templates

Templates simplify creation of a large number of user accounts (typically for users of
one domain). In a template you can define all account parameters except the user name
and password (if internal authentication is used). User accounts can be defined using
a created template by simply filling in the Name, Full Name and Description fields (plus
perhaps Password and Confirm Password). The Full Name and Description fields are not
obligatory. In the simplest case you only need to fill in one field — the user name.

Defining a Template

You can define a template in the Configuration — Definitions — User Templates section.
The dialog window for creating or editing a template is almost identical to the dialog
window for creating a user account.

General IMaiI.ﬁ.ddresses | Fonmarding | Groups | Rights | [luota | Restrictions |

Mame: IEDmpan_l,l.u:u:um

Descriptiorn: I.-’-‘-. termplate for domain company. com

Authentication: I Internal user database LI
Dramair: I COMPAEnY. com LI

o |f you don't zpecify any domain, the template will be zuitable for all domains.

¥ Enable a default spam filter [move messages marked as spam to the Junk E-mail folder]

[¥ Store pazsword in highly secure SHA, format [recommended]

O [t will not be pozsible to authenticate uzers using APOP, CR&M-MDS and DIGEST-MD5

(] Cancel

Figure 14.22 Defining a template
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Name
Name of the template (unique name used for the template identification).

Description
This field has two meanings. First, it is the template’s description that will be
displayed next to its name in the template list and, second, it is copied to the
Description field in the user account created with this template.

Authentication
The authentication method to be performed (for details, see chapter 14).

Domain
Selection of the domain for which the template will be used. Here you can choose
one of the local domains defined in Kerio MailServer or you can decide not to spec-
ify any domain. If no domain is specified, the template can be used for creating and
editing user accounts in any domain (general template).

Enable a default spam filter ...
Check this option to move all recognized spam messages to the junk email folder.

Store password in highly secure SHA format

By default, user passwords are encrypted by DES. The Store password in highly
secure SHA format allows for a more secure encryption (SHA string). This option
has one disadvantage — some methods of Kerio MailServer access authentication
(APOP, CRAM-MD5 and Digest-MD5) cannot be applied. The only methods available
for this option are LOGIN and PLAIN (it is highly recommended to use only SSL
connection for authentication).

If this option is enabled, it is necessary to change the user password. This can be
done either by administrator or the user (e.g. by Kerio WebMail or by another email
client).

The other fields in the dialog window are the same as the fields in the user account dialog
window. The values entered here will be automatically entered into corresponding fields
in the created account. For details, see chapter 14.2.

Using the Template

A created template can be used immediately for creation of a user account in the Domain
Settings — Users section. If at least one template is defined, the first step of a wizard is
displayed when you click on Add that prompts you to choose a template.

Only templates created for the particular domain or templates with an unspecified do-
main (general domains) will be displayed in the wizard dialog. The No template option
means that no template will be used for creating the account (most fields will be blank
or default values will be entered).
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Once you choose a template a user account creation guide will be opened where appro-
priate values will be entered into individual fields. For details, see chapter 14.2.
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User Groups

User accounts within each domain can be sorted into groups. The main reasons for
creating user groups are as followed:

e Group addresses can be created for certain groups of users with aliases (see chap-
ter 16.3) — mail sent to this address will be delivered to all members of the group.

e Specific access rights can be assigned to a group of users. These rights complement
rights of individual users.

You can define user groups in the Domain Settings — Groups section.

29| Groups
Damain: I COMpanty . com LI Search; I
Mame | Drescription | Rights
fm ADMING Users with readwright administration access Read/write access
1 DEYELOPERS Devel dept, group
fnsalEsS Sales dept, group
nsPIES IJsers with read-only administration access Read only access
nWER ADMINISTRATION Group For users with web administration access
add. .. Edit... Remove Publish |

Figure 15.1 User groups

The Search field and the Publish button have the same function as described in section
Users. For detailed description of these items, see chapter 14.

15.1 Creating a User Group

Create a new group by clicking on the Add button. A guide for user group creation will
be opened.
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Step 1 — Name and description of the group

Name
Unique name of the group.

gﬂ-Add Group | x|

General - page 1 of &

M armne: ISF'iES

Descriptiorn: ILlsers with read-only access

¢ Back Mest » Finizh LCancel

Figure 15.2 Creating a group — basic data

Description
Description of the group; may be left blank.

Note: Pressing the Finish button the wizard can be finished in any step. The group will
be created and the “skipped” fields will be filled with default values.

Step 2 — Email accounts

This step defines all desired email accounts (aliases) of the group. There might be no
address assigned to the group (unlike user accounts, the group address is not created
automatically from the group name and domain where the group is defined).

Group addresses can be defined either in group definitions or in the Domain Settings —
Aliases section. The first method is recommended — it is easier.

Note: If user accounts are maintained in Active Directory (see chapter 8.6), their aliases
can be defined in Active Directory Users and Computers. Global aliases (in Domain Set-
tings — Aliases) cannot be defined this way.
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_‘ulndd Group | x|
b ail Addreszes - page 2 of &
Add...
E dit |
A Mail Address E
- |
b ail address; Ivisitu:urs (Bcompany. com
ak Cancel |

¢ Back | Mest » Finizh | LCancel |

Figure 15.3 Creating a group — e-mail address

Step 3 — Members of the group

Using the Add and Remove buttons you can add or remove users to/from the group. If
there are no user accounts created, a group may remain empty and users will be assigned
to it when their user accounts are defined (see chapter 14.2).

_‘utndd Group | x|

|lzerz - page 3 of &

Mame / | Full narme: | Dezcription | Add...

D jsmith  John Smith
D jwayne  JohnWayne Developer Bemove |

¢ Back Mest » Finizh LCancel

Figure 15.4 Creating a group — users addition
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Step 4 — Access rights for the group
The group must be assigned one of the following three levels of access rights:

No access to administration
Users in this group have no access to Kerio MailServer administration.

gﬂ-ndd Group | x|

Rights - page 4 of &

— Group adminiztration rights

f* Mo access to administration
{~ Bead only access

{~ Readdwrite access

—%w'ebadmin administration rights

v Group can administer aliases, users and groups for their own domain,

0 |zerz and aroups that has MailServer administrative rights will not be
configurable through the Webadmin interface.

¢ Back | Mest » Finizh LCancel

Figure 15.5 Creating a group — user rights

Read only access
Users in this group can log in to Kerio MailServer administration but they can only
view the logs and settings. They cannot alter any settings.

Read/Write access
Users in this group have full access rights.

Group can administer aliases and ...
A special access right for Kerio Web Administration (for more information, see chap-
ter 27). This setting is independent on the access rights settings for Kerio Adminis-
tration Console.

Group access rights are combined with user access rights. This implies that resulting
user rights correspond either with their own rights or with rights of the appropriate
group according to which ones have higher priority.
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Step 5 — Advanced settings

This group can send/receive email from ...
Using this option, the administrator of Kerio MailServer can limit communication
only to the local domain. This can be useful for internal communication settings

in many companies. Users will not be able to send or receive emails to/from any
other domain.

gﬂ-ndd Group | x|

Advanced settings - page S of &

v This group can sendfreceive email from his/her own domain only

[v Publizh this group information to the public contacts folder

¢ Back st = Finizh LCancel

Figure 15.6 Creating a group — publish information to the public contacts folder

Publish this group information to the ...

Check this option to add the group and its email address to the public contacts
folder.
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Sending and Receiving Mail

16.1 Mail Delivery over the Internet

Understanding the basic principles of mail delivery over the Internet will help you cor-
rectly set your mailserver. This chapter gives a brief overview of the most important
information on this topic. Experienced network administrators can skip this chapter.

MX Records

Appropriate records must be entered into the DNS (DNS is a world-wide distributed
database of domain names) for each Internet domain. One of these records is called a MX
record (Mail eXchanger or the mailserver). An MX record for the domain company.com
might look like this:

These records indicate that the mailserver with a preference of 10 is a computer
named mail.company.com and the server with a preference of 20 is a computer named
smtp.isp.com. Preference means value of the server. The lower the preference the
higher the priority of that server — this implies that the server mail.company.comis the
highest priority mail server for the domain company.com and the server smtp.isp.com
is the second highest priority mail server for the domain. Arbitrary number of MX
records can be defined for the given domain. If two or more records have the same
priority, then one of these servers is chosen randomly (load balancing).

The other two records are A type (Address). These tell us which IP address is assigned
to a given computer (a MX record can only be assigned to a DNS name, but not an IP
address).

Email Delivery
How does an email travel from the sender to the addressee?

The sender’s mail client sends the email to its SMTP server. The server checks the re-
cipient’s address and if the domain contained within the address is qualified as local
the email is saved directly into the appropriate mailbox. If the domain is not local, the
SMTP server finds the name of the primary mailserver (SMTP) for the target domain from
the DNS (by sending a DNS request) and sends the email to this server. This saves it to
a mailbox from which the recipient downloads it using his/her email client.
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If the primary mailserver for the target domain is not accessible, the sending SMTP
server tries to contact the secondary server (the server with the next priority) and send
the email there. If no server listed in the MX record for the target domain is accessible
the SMTP server will try to send the mail again repeatedly in defined intervals. If it does
not succeed after a certain time the email is returned to the sender as undeliverable.

If, for example, only the secondary server is accessible the email is sent to this secondary
server. This server then tries to send the email to the primary server in certain time
intervals. In principle, any SMTP server can function as a secondary (tertiary, etc.) server
for a domain.

Sending Email via a Different SMTP Server (Relaying)

There is also another way email can be delivered to addressees. The client sends the
email message to its SMTP server. This server forwards it to another SMTP server which
delivers it to the target domain as described above. This method of delivering email is
known as relaying (passing to the relay server).

The advantage of this relaying is that sending email is an on-off action. Furthermore,
email can be placed in a queue and sent in defined time intervals. The sending SMTP
server does not need to ask the DNS about the target domains’ mailservers or try to
send the email again if the target servers are inaccessible. This is important mainly
for slow or dial-up Internet connections and it can significantly decrease costs of such
connections.

Most SMTP servers on the Internet are protected against relaying to prevent misuse of
servers for sending spam email. If you wish to send email via a different SMTP server, you
should contact the server’s administrator and ask them that relaying be enabled for you
(usually based on checking your IP address or using username/password authentication).

ETRN Command

ETRN is a command of SMTP protocol. It serves for requesting emails stored on another
SMTP server. Typically, it is used in the following situations:

1. The client has its own domain (e.g. company.com) and his server is connected to
the Internet via a dial-up line. Dial-up must have a fixed IP address. The primary
MX record for the domain company.com is directed to the ISP’s SMTP server (e.g.
smtp.isp.com). When it is connected to the Internet, the client’s SMTP server sends
an ETRN command that informs that it is online and ready to receive mail. If the
primary server has some emails for the given domain, then it sends them. If not,
it can send a negative response or it need not reply at all. That’s why the client’s
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server must have the timeout to specify how long it will wait for the response from
the primary server.

Note: The primary server will create a new connection to the client’s server after
the ETRN command reception. This connection is used for mail transmission. If the
client’s server is protected by firewall, TCP port 25 must be accessible (open) to the
Internet.

2. Let’s suppose that the domain company.com has a primary server
smtp.company.com and a secondary server smtp2.company.com. Both servers are
permanently connected to the Internet. Under normal circumstances, all messages
for this domain are sent to the primary server smtp.company.com. If failure of
this server occurs (overloading, disconnected line etc.), all messages are sent to the
secondary server smtp2.company.com. When the primary server becomes available
it can send an ETRN command to the secondary server to request stored mails.
Communication is the same as in the previous example (for detailed description of
secondary SMTP server settings, see chapter 25.5).

Mail delivery is faster and more reliable in this way than waiting till the secondary
server sends the mails itself (see section Email Delivery). In addition, the ETRN
command can be used also for dial lines.

domain mailbox

The domain’s primary mailserver does not always need to be the server where user
mailboxes are stored. If the company to which the domain is registered connects to the
Internet via a dial-up line, it can have a Domain Mailbox at its ISP. A domain mailbox
is an account where mail for the entire domain is stored. The company’s mailserver
can retrieve mail from this mailbox (in certain time intervals) and sort the email into
individual user mailboxes. The ISP’s SMTP server, where the domain mailbox is stored,
is listed as the primary mailserver for the company’s domain in the MX records.

Domain mailbox receives the messages via SMTP protocol. Each message therefore con-
tains the body as well as the SMTP envelope. Only the body of the message is down-
loaded to the domain mailbox. The envelope information is copied to a message header
(depending on the domain mailbox settings).

Kerio MailServer performs authentication to the domain mailbox. Then it downloads
messages via POP3 and sorts them according to the rules specified in Kerio MailServer.
In order for the rule to be sorted properly, it must contain the recipient information
(either in any of the special message headers or in the To or Cc fields). If there is
no information about the recipient contained in the message, the system returns it to
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the sender. However, if a special sorting rule is created in Kerio MailServer (see chap-
ter 16.4), the messages without any recipient data will be stored in a predefined user
mailbox.

Note: Tt is recommended to specify a special X-Envelope-To: header for message sort-
ing, because it contains information about recipients. This helps you avoid situations
where a message addressed to multiple users is delivered several times according to the
number of recipients.

16.2 Relay server hostname

SMTP server settings protect the server on which Kerio MailServer is running from mis-
use.

Antispam protection of the mailserver enables users to define who will be allowed to use
this server and what actions he/she can perform. This way, the server is protected from
being misused. If the SMTP server is available from the Internet (anytime when at least
one MX record is directed to it and the port 25 is available for access), any client can
connect and use the server to send an email message. Thus the server can be misused
to send spam messages. Recipients of such email messages will see your SMTP server as
the sender in the source text and might block receiving messages sent from this server.
Thus your company might be considered a spam sender and your server can be added
to a database of spam servers.

Kerio MailServer provides a protection system that enables users to define who will be
allowed to send email via this server and where. Anyone can connect to the SMTP server
to send messages to local domains. However, only authorized users will be allowed to
send email to other domains.

In this section, the delivery parameters can be also set:

Relay Control Tab

Use the Relay control tab to set groups of allowed IP addresses and/or user authentica-
tion against SMTP server.

Allow relay only for

Use this option to activate user authentication by IP addresses or usernames and
passwords (see below). Generally, authenticated senders can use email messages to
any domain via this server, whereas unauthorized users can send messages only to
local domains.

Also add all trustworthy servers to this IP group. These servers will not be checked
by the SPF and Caller ID modules (for details, see chapter 17.3). Trusted servers
will not be even checked by SpamEliminator. However, this filter can be enabled by
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™| SMTP Server

Relay Cantrol ISecurit_l,l Options | STP Deliven | [ueus Optiohz |

To prevent unautharized mail relay [usually from Intermet spammers] it iz important to configure a tugted [P
addrezs group and/or uzers who are allowed to end mail through this zerver to ather domains.

—SMTP relay options
0+ Allow relay only far:

[v Users from IP address group: | 255 Local nebwark LI Edi... |

[The IP addrezs group usually includes the organization's LaM segment]

[+ Uszers authenticated through SMTP far outgoing mail

[Thiz requires email clients to authenticate when sending mail]

[ Uszers previously authenticated through POP3 from the zame IP address [POP3 before SMTE)
Allows SETP relan for ISEI 3: minutes after successiul POP3 login.

 Open relay

Mo reztrictions apply. Do not enable this option if the MailServer 1z accezzible from the [nternet

Figure 16.1 Relay Control tab

a special option in the Spam Filter section on the Spam Rating tab if necessary (for
more information, refer to chapter 17.1).
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Users from IP address group
Use this option to define a group of IP addresses from which email can be sent to
any domain. Use the IP address group menu to choose an item from the list of
groups defined in Configuration — Definition — IP Address Groups. Use the Edit
button to edit a selected group or to create a new one (see chapter 13.1).

Users authenticated through SMTP server for outgoing mail
Users authenticated through SMTP server using a valid username and password
will be allowed to send email to any domain. Thus, all users that have their own
accounts in Kerio MailServer will have this right.

Users authenticated through POP3 from the same IP address
Users authenticated through POP3 (username and password) will be granted relay
access from their IP address for a given period of time.

Authentication by IP addresses is independent from authentication by usernames; there-
fore users must meet at least one of these conditions. If both Users from IP address group
and Users authenticated through SMTP server... options are selected and the SMTP au-
thentication fails, Kerio MailServer does not verify, if the user belongs to the allowed IP
addresses.

Open relay

In this mode, the SMTP server does not check users who use it to send email. Thus
any user can send email messages to any domain.

Warning: We recommend you not to use this mode if Kerio MailServer is available
from the Internet. If Kerio MailServer is available from the Internet uses a public IP
address and port 25 is not behind the firewall, it is highly probable that it will be
misused to send spam. This could overload your Internet connection. This might
also cause that your server will be included in databases of spammer SMTP servers
(see below).

Security Options Tab

Apart from completely blocking certain senders Kerio MailServer provides options that
limit, for example, sending too many messages or opening too many connections (known
as DoS attack). These options can be set in the Security Options section.

Max. number of messages per hour...
Maximum count of messages that can be sent from one IP address per hour. This
protects the disc memory from overload by too many messages (often identical and
undesirable).
Note: Maximum count of messages received from a single IP address is checked
always for the last hour. If this option is enabled, any new message sent from the
IP address where the limit was exceeded in the recent our is discarded.
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] SMTP Server

Relay Contral | Security Options I SMTP Delivery | Queue Options |

—IP address bazed limitz

v Max number of messages per hour from one |P address: 3 =
v Max number of concurent SMTP connections from one IP address: 2 =

A

v Max number of unknown recipients [directony harvest attack protection]: 3E|
[+ Do not apply these limits bo 1P address group: I =1 Local netwaork. _I Edit |

Figure 16.2 Security Options — IP address based limits

Max. number of concurrent SMTP connections...
Maximum number of concurrent TCP connections to the SMTP server from one IP
address. This is a method of protection against DoS attacks (Denial of Service — too
many concurrent connections overload the system and no other users can connect
to the server).

Max. number of unknown recipients ...
Also known as a Directory harvest attack, this condition is met when an application
that guesses common usernames of recipients’ fails up to the number of allowed
unknown recipients. If this type of protection is enabled, the server sending mes-
sages to an unknown recipient is blocked for an hour.

Do not apply these limits to IP address group

Group of IP addresses on which the limitations will not be applied. This rule is
often used for groups of local users (see the Relay Control tab). These users send
all their outgoing mail through Kerio MailServer — the count of messages sent by
these users to this server is therefore much higher than the number of messages
sent by external users (servers) that use it only to deliver mail to local domains.

It is also recommended to include the secondary SMTP server to the list of allowed
IP addresses, because in some cases, its behavior can be similar to that of an attack-
ing server.

Block if sender’s mail domain...
When a message is received Kerio MailServer checks whether the sender’s domain
has a record in DNS. If not, the message will be rejected. This feature protects from
senders with fictional email addresses.
Note: This function may slow down Kerio MailServer (responses of DNS servers may
take up to several seconds).
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—Additional optionz

v Block if sender's mail domain was not found in DHS

v Max number of recipients in a message: 100 =
v Max number of failed commands in SMTP session: |3 =
[~ Limit mazimum incoming SMTP message size ba: II:I I kB j

b asimum number of accepted Received headers [hops): I'I a0

Figure 16.3 Security Options — Advanced options

Max. number of recipients in a message
Maximum number of message recipients that will be accepted (in number of Rcpt

commands in the SMTP envelope).

Max. number of failed commands...
Spam is often sent by special applications that connect to SMTP servers and ignore
its error reports. If this option is enabled, Kerio MailServer will close the SMTP
connection automatically after the defined number of failed commands has been

expired.

Limit maximum incoming SMTP message size to
Maximum size of a message that will be accepted by the SMTP server. This protects
the server from being overloaded by large messages, therefore we strongly recom-
mend to activate this option. The 0 value means that no limitation is set. For easy
definition you can switch between kilobytes (KB) and megabytes (MB).

Maximum number of accepted Received headers (hops)
This parameter helps the server block messages that have been trapped in a loop.

SMTP Delivery tab
In this section, the delivery parameters can be also set:

Deliver directly using DNS MX records
Mail will be delivered directly to destination domains using MX records.
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™| SMTP Server

4

Relay Contral | Security Dptions | SMTF Delivery | Queus Options

—SMTP Delivery
= Deliver directly uzing DMS M recards

' Usze relay SMTP server

Relay zerver hoztname: Ismtp.cu:umpan_l,l.u:u:um

Relay zerver port:; |25 Defaul |

v Relay server requires authentication

|Jzer Iadmin

Pazsword: Ixxxxxxxxxxxxx

Authentication: I POP3 before SMTP j

—SKMTP Client Options
v Use S5Lif supported by remate SMTP server

Figure 16.4 SMTP Delivery tab

Use relay SMTP server
All outgoing mail will be sent via another relay SMTP server.

Relay server hosthame
DNS name or IP address of relay SMTP server.

Relay server port
Port where the relay SMTP is running. Typically the standard port 25 is used (this
value is also set as Default).

Relay server requires authentication
Use this option if relay server requires authentication of sender (Kerio MailServer)
using username and password. Specify the User and Password entries.

Authentication
A method used for authentication at the parent server: SMTP AUTH Command or
POP3 before SMTP
First, the user authenticates to the POP3 account at the server. After this authen-
tication the user is known already and they can send email via the SMTP server.
Username and password used here will be used to login to the mailbox and no mes-
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sages can be read. Therefore you do not need to define mailbox in Configuration —
POP3 Download to send an email message.)

Use SSL if supported by remote SMTP server...
When sending a message, SMTP server attempts to use encrypted connection first
(SSL). If SSL connection is not supported, unencrypted connection will be used. Thus
the maximal possible security of sent messages is ensured.

Queue Options

In this tab, mail queue can be set. It can be viewed in Status — Mail Queue.

™. SMTP Server

Relay Control I Security Options I SMTF Delivery | Queus Opkions |

—Delivery gueue settings

Mairmurn number of delivery threads: |32

Delivery retry inkerval: |3III I rminukes j

Bounce the message ko sender if not delivered in: |5 | davys LI

—Delivery status notification

Send warning to sender if the message is not delivered after: |45 | minutes LI

Report language: I English vI

Figure 16.5 Queue Options

Maximum number of delivery threads
Maximum number of delivery threads that will send messages from the queue (max-
imum count of messages sent at one moment). The value should be chosen with
respect to processor capacity and to speed of the Internet connection.

Delivery retry interval
Interval that will be used for repeated retry attempts for sending an email message.

Bounce the message to sender if not delivered in...
If the message is not delivered in the time defined, it will be discarded and its
header including DSN (Delivery Status Notification) will be bounced to the sender.
It will be also automatically removed from the queue and no more delivery attempts
will be taken by the server.
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You can also use preset time units (minutes, hours, days) to specify the interval.

However, these time units will not be considered if the messages are delivered via relay
SMTP server.

Send warning to sender...

If the message could not be delivered by expiration of this period, sender will be
sent a warning (server will continue in sending attempts).

Report language

Language that will be used for error, warning and informative reports.

Note: Reports are stored in the reports subdirectory of the directory where Kerio
MailServer is installed (UTF-8 coding is used). Administrator can modify individual
reports or add a new language report version.

16.3 Aliases

Use aliases to create virtual email addresses. The principle of virtual addresses is best
understood through examples:

1.

Mr. Smith would like all his messages sent to info@ourcompany.com to be stored
to the Info public folder. This can be achieved by the following alias:

info — #public/Info
Messages sent to invalid addresses (addresses in which the part before @ does not

correspond with any user account nor alias) can be delivered to a specified user
(typically to the administrator). Use the following alias to achieve this:

* — Admin
If this (or the next) alias is not defined, Kerio MailServer returns such messages to

their senders as undeliverable.

The * symbol is used as a substitution of any number of characters in an alias (e.g.:
#sms+*, a*x00+=, etc.). The alias will be applied to all email addresses that conform to
this mask.

To replace just one symbol or character in an alias, use the ? symbol. (for example,
?ime stands for time, dime, etc.).

Messages will be delivered to both addresses at once:

jwayne — info

jwayne — jwayne

It is recommended to specify this alias directly in the user account settings (see
chapter 14), because it is more comprehensive.
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Each account or group can be associated with any number of aliases. It is also possible
to bind a new alias to an alias already existing. If a message is sent to a username, it
is marked by a flag so that the aliases not get looped. If such message arrives to the
username marked by the flag, it will be stored in the mailbox that belongs to the last
unmarked alias:

jwayne — wayne
wayne — john.wayne
john.wayne — wayne

Note: Aliases can be used also for assigning another email address to a user or a group,
or forwarding messages for a user or a group to other addresses. However, it is rec-
ommended to specify these settings directly during the process of user definition (see
chapter 14.2), or group definition (see chapter 15.1).

Defining Aliases
Define aliases in the Domain Settings — Aliases section.

First you need to choose a domain for which the aliases will be defined. Aliases always
relate to one of the local domains. Therefore, you only need to use the local part of the
email address (i.e. the part preceding @) in the alias header.

Add the alias by clicking on the Add button. The following dialog window will be dis-
played:

Aliag: Isales

Drezcription: ISaIes department group address

Dieliver ta: I Email address LI
Email addrezs: Iismith@cumpany.cum Select... |

(] LCancel |

Figure 16.6 Defining Alias
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alias
A virtual address (e.g. sales or john.wayne).
Character|Allowed|Character |Prohibited
a-z allowed |/ prohibited
0-9 allowed |\ prohibited
A-Z allowed
allowed
- allowed
- allowed
? allowed
allowed

Table 16.1 Allowed and prohibited characters in aliases

Description
Text description of the alias. May be left blank.

Deliver To
Where messages to this address will be sent to. Select the place where the messages
will be stored:
e Email address — an email address. Click Select to select a user or a group from
the list.
e Public folder — name of the public folder in this format: #publ1ic/Folder. This
item is active only in case at least one public folder of Mail type has been created.

The same dialog window will be displayed by clicking on the Edit button. Remove the
alias using the Remove button.

Alias Check

When creating more complex aliases (multiple aliases), it is easy to make mistakes (e.g.
by mistyping a name). Kerio MailServer has an Alias Check feature that displays a list of
local accounts and external addresses to which the email will be delivered.

Use the Check Address button to check aliases. Enter the address that you would like to
run a check on (if an alias is selected in a list, it will be displayed as a choice). After the
check has been performed, the result is displayed (i.e. the list of addresses to which the
alias will deliver messages).

133



Chapter 16 Sending and Receiving Mail

A8 Check address E

Enter addrezs: Isales@cumpany.cum Check

0 The check expands all aliazes and groupz and liztz the final
recipients.

Rezult

jemithiBcompaty. com

Cloze |

Figure 16.7 Check Address

16.4 remote POP3 mailboxes

Kerio MailServer can retrieve messages from POP3 boxes at different mailservers and
deliver them to local mailboxes or send them to different email addresses.

Warning: Retrieving POP3 mailboxes is controlled only by a scheduler (see chapter 10).
It is important to realize that mail will not be downloaded from remote POP3 accounts
automatically when a client connects to his/her Kerio MailServer mailbox or sends an
email.

Defining Remote Mailboxes

Remote mailboxes from which email should be retrieved can be defined in the Configu-
ration — POP3 Download section using the Accounts tab.

Use the Add button to display a dialog box that allows users to add a new account
(a remote mailbox). With the General tab, set the basic parameters for accessing the
mailbox and the delivery method for the downloaded email.

POP3 Server
The DNS name or IP address of the POP3 server where the mailbox is located
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P | POP3 Download

Accounts ISorting Rulez I

FPOP3 Server | POP3 Llzer Delivery D'ezcription
ﬁpapisamewhere. com WANNE To mailbox peaynel@icomparny. com Wapne's private mailbox
ﬁpapipmvider.cam compary Sort with header "Received" Compary mailbox

add. | Edt. | Remove | e EIIIF'3|

Figure 16.8 Remote POP3 download

i pPOP3 Account

General I.-’-'-.dvanu:ed I

— POP3 Account

POP3 zerver:

I pop3. provider. com

POP3 uzername; |u:u:|mpany

Fazzword:

I [ETIT——

Drezcription:

IEDmpan_l,l mailbios

— Sorting and Delivery

= Deliver bo address: I

f*  ze zorting rules

Select... |

Preferred header: I Received

v Drop duplicate meszages

=l

k. Cancel

Figure 16.9 Defining Remote Mailboxes

Username and Password

The username and password for the mailbox

Description

Any text description of the POP3 account
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Deliver to address
All messages from the mailbox will be sent to one address. Here you can enter
a local user, a local group, an alias or an external email address. You can choose
the local user or group from a list using the Select button.

i Find User/Group

Dramair: I COMPAEnY. com LI
MName | Full name Drezcription |
An[S4LES] Salez department
An[SPIES] |zerz with read-only access
fn[TECHSUPPORT] Technizal support department
2 admin
f dpeterzon [iane Peterzon Salesz dept.
f jemith John Smith Developer
f jWayne John Wapne CEO

Show only entries containing zubstring;

¥ Caze sensitive

(] Cancel

Figure 16.10 Find User/Group dialog
This dialog (see picture 16.10) allows to search for a specified string and specify the
settings for the case-sensitivity. These options make the search faster, especially
when searching through too many users and groups in the domain.

Use sorting rules
Messages from this mailbox will be sorted according to the sorting rules (see below).

Preferred header
The primary header entry that will be used for sorting. Here you can specify
a header entry (the name of the header without a colon) or choose one from the
list (X-Envelope-To, Received or Delivered-To). If the entry is not found in the mail
header or no address complies with any rule, other header entries are searched —
Resent-To and Resent-Cc, To and Cc. If an address is not found in these entries
the message will be delivered according to an implicit rule (described below) or will
be discarded.

Drop duplicate messages
If this option is enabled, and identical copies of one message are stored on a remote
mailbox, only one copy will be downloaded (the others will be dropped).
Messages are duplicated when a message with more recipients (included in the
domain) in the header is delivered into the domain mailbox. In such a case, the
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message is delivered to the mailbox that many times how many recipients were
originally specified. These messages differ only in their SMTP envelope. However,
the envelope is cut out when the message is saved in the mailbox. All copies of
a message stored in the mailbox will be identical. During standard POP3 sorting
each recipient receives all the messages as his/her address is included (this means
that each recipient receives the same number of copies as number of recipients).
Dropping duplicate messages ensures that each recipient receives one of the copies
only.

You can define the following parameters with the Advanced tab:

General |F'.l:|van|:ed |

¥ Use S50

33L Mode: I Special port LI

Port: EES Default |
POP3 authentication: I Plain LI

—Per Session Download Limits

Total message size; |2 I kE LI

Max. message counk: |2III

(] 4 Zancel |

Figure 16.11 More detailed settings for downloading POP3 mailboxes

Use SSL
The connection with the POP3 server will be secured (encrypted) by SSL.

SSL Mode
The security method for communication with the POP3 server. Options: Special
port (the SSL connection will be established on a port different from a standard
POP3 port) or STLS command (first, a non-encrypted connection will be made and
once it is established it will be switched to an encrypted mode using the STLS com-
mand). Contact the POP3 server administrator for more information about securing
communication with the POP3 server.
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POP3 authentication
The POP3 server authentication method: Plain (the password is sent in its normal
form) or APOP (the password is encrypted to prevent tapping and misuse). Contact
the POP3 server administrator for more information.

Per Session Download Limits

o Total message size — this entry enables specification of a maximal total size of
messages downloaded within one POP3 session. The zero value means that no
limit has been set.

e Max message count — The maximum number of messages that will be down-
loaded during one connection (if there are more messages at the server they will
be downloaded in the next session). The zero value means that no limit has been
set.

The total message size limit protects the user from repeated downloads of identical

messages in cases where POP3 session was interrupted.

The main reason is the principle of POP3 protocol. On the server, messages to be

deleted are not physically removed until a successful disconnection by the QUIT

command. If the POP3 session is interrupted, messages are not removed and the
server downloads them again within the following POP3 session. Setting of these
limits therefore helps to control of data flowing in repeated sessions.

For temporary remove of appropriate rules use matching fields next to the rule defini-
tions.

Sorting Rules

Sorting rules define how messages downloaded from a remote POP3 mailbox will be
delivered to and divided between local users or forwarded to external email addresses.
Use the Sorting Rules tab to define sorting rules.

Use the Add button to add a new sorting rule:

Sort Address
Email address that will be searched for in the selected message header entry. It
must be complete; a substring is not acceptable.

138



16.4 remote POP3 mailboxes

-
&5

POP3 Download

Accounts | Sorting Rules |

Sort Address | Deliver Ta Drezcription

¥ zales@company. com [Salez)] Salesz dept.

¥ jwaynel@company. com jwayneElocalhost John Wwapne
Add... Edit... Remove

Figure 16.12 Sorting Rules

Deliver To

This entry defines the recipient of the message complying with the rule. Here you
can specify:

i Sorting Rule EE
— Properties

Sort address: Iwayne@cumpany.cnm

Dreliver To: I Wayne

Drezcription: IJDhn Wayne

Select... |

Ok

Cancel |

Figure 16.13 Sorting Rule dialog

local user or group of users — local users/groups of users can be selected using
the Select button

alias — enter an appropriate alias
external email address — any address

TIP: To deliver messages to groups, you must assign addresses to these groups (or
you can create an alias). For details refer to chapter 15.

Description
A commentary on a sorting rule (e.g. purpose explanation)
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For temporary remove of appropriate rules use matching fields next to the rule defini-
tions.

Special Sorting Rules
In sorting rules you can also define rules in this format:

e x — address (implicit rule) Email messages not complying with any rule will be deliv-
ered to this user (group). If this rule is not defined, such messages will be discarded.

e x@domain.com — *@anotherdomain.com All messages containing the specified do-
main will be forwarded to another specified domain.

No other usage of the asterisk character (e.g. for completing a part of an address) is
allowed.

16.5 Receiving Email Using ETRN Command

In the Configuration — ETRN Download section you can define SMTP servers from which
email will be downloaded using the ETRN command (usually these will be the domain’s
secondary or tertiary servers).

-
&P

ETRN Download

Servers IEIptiu:uns |

Server | Dramainz] | Drezcription |
;;';',smtplprwider.mm compary. corm;othercompany.... Secondary SMTP server

Add.. Edt. | FRemove | o—— gTHNl

Figure 16.14 ETRN Download

Use the Add button to add a new server:

Server
The DNS name or IP address of the server
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Domain(s)
A list of domains for which the server stores email. Separate individual domains
using a semi-colon (;).

gﬂ-Send ETRN to specified server | x|

Server IsmtpE.prDvider.cum

Camain(s]: Iu:u:umpan_l,l.u:u:um;u:utheru:u:umpan_l,l.u:u:um

0 Y'ou can enter multiple domains separated by semicolon ).

Drezcription: ISE:::::ndar_l,l SMTP zerver

v Buthentication iz required

|lzer: ICDITIDEIH}'

Pazzword: I

(] Cancel

Figure 16.15 Setting parameters for accessing the server

Description
A commentary on the ETRN server definition. May be left blank.

Authentication is required
Enable this option if the server requires username/password authentication.

User, Password
Appropriate user name and password

Use the Edit button to change the settings for server access. Remove servers using the
Remove button. For temporary removal of this server, use matching fields next to the
server definition.

The Options tab allows users to set the maximum delay time of dial-up line response.

16.6 Advanced Options

In the Configuration — Advanced Options section you can set several advanced parame-
ters for the mailserver.
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Miscellaneous tab

4% Advanced Options

Miscellaneous I Security Policy | Store Directory | Master Authentication | HTTP Proxy | Update Checker | Webmail

[¥ Logreverse DMS records for incoming connections

[¥ Don't show program name and version in network communication for non-authenticated users
[~ Hide local IP (from address group set in SMTP Server/Relay Control) in Received headers

[¥ Insert %-Envelope-To header to locally delivered messages

[¥ Enable decoding of THEF messages (winmail.dat atkachrments)

Figure 16.16 Miscellaneous tab

Log reverse DNS records...
Convert IP addresses of remote clients and servers connecting to Kerio MailServer
to DNS names (using reverse DNS requests). This makes logs more comprehensible
but it can also decrease the performance of Kerio MailServer.

Don’t show program name and version...
Enable this option if you do not wish to reveal the version and name of the
mailserver application for this domain.

Hide local IP in Received headers
Kerio MailServer will hide the local IP address (included in the IP address group
defined in the Relay Control tab of Configuration — SMTP server) in the Received
part of the message header.
Each SMTP server that the message passes through inserts an entry into this field,
specifying where the message came from, where it is going and who received it. This
implies that the first record in the Received header contains the sender’s email and
IP addresses. If the SMTP server is placed on a private network behind a firewall, the
client’s private IP address is inserted. This means that outgoing email messages can
carry information about a private network that would normally be hidden from the
Internet. This information could make it easier for a potential hacker to attack such
networks. Only switch this option on if Kerio MailServer is installed on a private
network behind a firewall (even if it runs on the same machine as the firewall).
There is a connection to relay control here so that the mailserver recognizes local
IP addresses. In relay control, a group of local IP addresses is usually used to define
addresses from which mail can be sent to any domain (see chapter 16.2).
Note: If relay control is disabled or no local IP address group is defined, this option
will have no effect.
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Insert X-Envelope-To header...
Defines if the X-Envelope-To entry will be inserted into the header of messages
delivered locally. X-Envelope-To is the original recipient address based on the
SMTP envelope. This option is useful especially if there is a domain mailbox in
Kerio MailServer.

Enable decoding of TNEF messages
TNEF (Transport Neutral Encapsulation Format) is a Microsoft’s, proprietary format
used to send messages with format extensions from MS Outlook. The winmail.dat
file is attached to any message sent in this format. It contains a complete copy of
the message in RTF along with all attachments. This implies that if a user does not
access their email via MS Outlook and an email message with an attachment in this
format will be delivered to their mailbox, the attachment cannot be opened.
The TNEF decoder built-in Kerio MailServer decodes TNEF messages at the server’s
side in the standard MIME format and helps avoid winmail.dat attachment diffi-
culties.
Use this option if users do not access their email only by MS Outlook.

Security Policy tab

Kerio MailServer allows setting of security policies, i.e. the minimum required security
level. These settings can be established in the Configuration — Advanced Options section
in the Security policy tab (see picture 16.17).

42| Advanced Options

Miscellaneous | Security Policy I Store Directory | Master Authentication | HTTP Proxy | Update Checker | wWebmail

Security palicy

I Require secure authentication LI

v Allow insecure authentication From IP address group: I__'—,L.;.;a| nekwork vl Edit. .. |

Figure 16.17 Security Policy tab

The menu at the top of the page allows you to choose from one of these policies:

No restrictions
Self explanatory.
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Require secure authentication
Kerio MailServer will always require secure user authentication. This implies that
the authentication must be performed by using one of these methods — CRAM-
MD5, DIGEST-MD5, NTLM, or the user must use an SSL tunnel (by enabling SSL
traffic in their email clients).
If users access their email by Kerio WebMail where no one of the authentication
methods can be applied, the SSL-secured HTTP protocol is used automatically.
Once the secured authentication is set, it is possible to allow non-secured connec-
tions from a specified IP group. This group can be either selected from existing
groups or a new one can be created. For details on IP groups definition, refer to
chapter 13.1.
Warning: Do not apply this method if users use saving passwords on the server in
SHA format.

Require encrypted connection
When this option is activated, client applications will be able to connect to any
service using an encrypted connection (the communication cannot be tapped).
SSL traffic must be allowed to all protocols at all client stations. The secured con-
nection is set automatically upon a successful connection to Kerio WebMail.
The only exception from this restriction is the SMTP protocol. Due to the plenty
of SMTP servers which do not support SMTPS and STARTTLS, it is not possible to
allow the secure version of the protocol only. To still provide sufficient security, the
SMTP server requires secure password authentication for the SMTP protocol upon
enabling the Require encrypted connection option. Name and password are still sent
by one of the supported secure authentication methods.
After the security policy is defined, you can create an exception for a group of IP
addresses for which the secured connection will not be required. For this purpose,
either a new IP group can be created or an existing one can be selected. For infor-
mation on IP address settings, see chapter 13.1.
If you decide for this communication protection method, make sure that all users
have a valid authentication certificate installed on their client stations (for more
information, see chapter 11).

Supported authentication methods

Kerio MailServer supports the following methods of user authentication:

e CRAM-MDS5 — password authentication method (using MD5 digests). This method is
quite common and many email clients provide support for it.

e DIGEST-MD5 — password authentication method (using MD5 digests).
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—Enabled authentication methads

CRa&M-MDE
DIGEST-MDA
LOGIN
HTLM
PLAIN

v Allow NTLM authentication for users with Kerberos authentication [for &ctive Directany users)

Figure 16.18 Authentication methods

e LOGIN — user passwords are completely unprotected during transfer. If this method
is used, it is strongly recommended to enable SSL tunnel connection.

e NTLM — this method can be used only in case users are authenticated against an Ac-
tive Directory domain. It is applicable only to the user accounts that were imported
from Active Directory.

e PLAIN — user passwords are completely unprotected during transfer. If this method
is used, it is strongly recommended to enable SSL tunnel connection.

e APOP — the authentication method is not displayed in the list, Kerio MailServer uses
it automatically to download POP3 accounts.

The server provides all the above mentioned authentication methods. They are ordered
the same way as in the table below (from CRAM-MD5). If the selected method is sup-
ported by the client, the other methods will not be used. However, a problem may occur
if the password is stored in the secure format (SHA1). If this encryption method is used,
only LOGIN and PLAIN authentication methods can be used. If you select the secure
CRAM-MD5 and DIGEST-MDS5 methods, the system selects one of the secure authentica-
tion methods and it will be impossible to log in to Kerio MailServer. If the password is
stored in the SHA format, disable all methods but LOGIN and PLAIN.

Further recommendations:

e If a client authentication method fails, it is recommended to disable it in Kerio
MailServer (uncheck it in the Enabled authentication methods list).

e For all authentication methods, it is recommended to enable SSL login to the mail
clients.
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Operational system| Authentication User mailboxes User mailboxes
against Active are stored locally are stored locally
Directory and passwords and passwords
are secured by are secured by
DES encryption SHA encryption
MS Windows NTLM CRAM-MD5 LOGIN
LOGIN DIGEST-MD5 PLAIN
PLAIN LOGIN
PLAIN
LINUX LOGIN CRAM-MD5 LOGIN
PLAIN DIGEST-MD5 PLAIN
LOGIN
PLAIN
Mac OS X LOGIN CRAM-MD5 LOGIN
PLAIN DIGEST-MD5 PLAIN
LOGIN
PLAIN

Table 16.2 Authentication methods

Check Allow NTLM authentication for users with Kerberos authentication to allow users

from Active Directory to authenticate when attempting to log in to Kerio MailServer. In

order for the NTLM authentication to be functional, both the computer as well as the
user account have to be parts of the domain used for authentication. The NTLM (SPA)
authentication must be also enabled in users’ mail clients.

Warning:

e NTLM (SPA) can be used only on Windows operating systems. Linux and Mac OS

operating systems do not support this type of authentication (see table 16.2).

e NTLM (SPA) authentication is not available if MS Outlook extended by the Kerio Syn-
chronization Plug-

in is used.

In the Account lockout section the following parameters can be defined (see figure 16.19):

Enable account lockout
When this option is selected, user accounts will be locked based on the following
rules. These settings protect the user accounts from being misused.
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—Account lockout

[+ Enable account lockout

Lockaout uger account after |5 3: failed logins

Locked account becomes unlocked after |2D 3: mikLtes

Unlock all accounts nuwl

Figure 16.19 Account lockout

Lockout user account...
You can specify a number of failed logins from one IP address that will be allowed.

Locked account becomes unlocked...
This information defines when the account will be unlocked automatically.

Use Unlock all accounts now to unlock all accounts previously locked.

Store Directory tab

The Store Directory tab contains settings of directories for message storing (user and
public folders) and backup. Information about private and public folders, logs, messages
that are to be sent and files that are just being checked by antivirus are saved into the
Store Directory.

Path to the store directory
Define the absolute path to the store directory (according to the operating system
on which Kerio MailServer is running).

Watchdog Soft Limit
If the value specified is reached, Kerio MailServer will automatically warn users
about this fact upon each login to the administration console. After the limit is
reached, it will be recorded in the Error log (for more information, see chapter 23.6).

Watchdog Hard Limit
If this limit is reached, Kerio MailServer Engine and Kerio MailServer Monitor will
be stopped. Kerio Administration Console can be run. Immediately after login, the
critical limit error message is displayed. This information is also recorded into the
Error log (for more information, see chapter 23.6).
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o
%

Advanced Options

Mizcelaneous | Security Policy | Stare Directory | Master Authentication | HTTP Proxy | Update Checker | ‘Webmail

— Directory Location

Path to the store directon: IE:'\Test\store

1 If you change the path to a directory, vou must stop the server, copy the old files to the new location and restart the
TEIVES.

—Storage Space “Watchdog [reguired minimum of free disk space]

Watchdog Soft Limit: |1 I GE LI I the zoft limit iz exceed, the warning message iz displayed.

W atchdog Hard Limnit: |54 I ME LI If the hard limit is excesd, Kero MailServer is stopped and an ermror
messzage s displayed. Administrator's action is required.

Figure 16.20 Store Directory tab

Warning: Do not set the hard limit for 0, otherwise an error message or warning will be
displayed when a new mail is delivered.

Changes in the paths are effective only after restarting the MailServer Engine. If you
don’t change these settings immediately after the Kerio MailServer installation, you will
need to first stop the Engine and then move files from the old location to the new one
and then start the service again.

Master Authentication tab

Master authentication password is a special password. It can be used by specific appli-
cations to access Kerio MailServer accounts without knowing individual corresponding
passwords.

A typical application using master authentication is the Kerio Exchange Migration Tool.
This tool needs to access individual accounts to perform the migration. Correct set-
tings of the master authentication enables the migration tool to access any accounts not
having to specify passwords for individual accounts (more details in chapter 37).

Warning:
1. The Master Password cannot be used to access user accounts from email clients or

via Kerio WebMail. It is not a versatile administrator password (it is not possible to
use it for authentication to Administration Console).

2. Since Kerio MailServer 6.0.5, the Master Password is stored in the new SHA format.
For this reason, the original password will not work after server configuration is
transferred to an older version and it must be changed.
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Master authentication settings can be defined in Configurations — Advanced Options.

2
s

Advanced Options

Miscellaneous | Securty Policy | Store Directony | Master Authentication IHTTF' Prosy | IJpdate Checker | 'ebmail

¥ Enable master authentication to this server

Allow master authentication only from P address group: I = oicemail LI Edit... |

xxxxxxxxxxxxx

M azter pazsword: I

xxxxxxxxxxxxx

Confirnn pagawiornd: I

Figure 16.21 Master Authentication tab

Enable master authentication...
This option enables/disables Kerio MailServer master authentication. We recom-
mend keeping this option disabled unless it is needed (e.g. by Kerio Exchange Mi-
gration Tool).

Allow master authentication only from IP address group
Select an IP address group where master authentication will be exclusively allowed.
The group must be first defined in Configurations — Definitions — IP address groups
(see chapter 13.1). For security reasons it is not possible to allow Master authen-
tication from any IP address. You can simply add a new IP group using the Add
button.

Master Password
Define a password that will be used for access to all accounts. This password
should be known by as few persons as possible. If the Master Password arrives to
an unauthorized person, privacy of all user accounts on the server can be broken!

Confirm password
The password confirmation is required to eliminate typos.

HTTP Proxy

If Kerio MailServer runs on a host behind a firewall, it can be connected to the Internet
via a proxy server. This feature can be useful for example for upgrade downloads or/and
for searching for new versions of Kerio MailServer or antivirus application.

Use HTTP proxy for ...
Insert HTTP proxy address and port on which the service is running.
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N

B

Advanced Options

Miscellaneous | Security Policy I Stare Directorny I Master Authentication | HTTP Prosy | Update Checker | ‘webmail

v Use HTTF proxy for antiviius updates, Kerio update checker and ather web services

Addess: [155.162.12.55 Part: |3128

v Proxy server requires authentication

zer name: IAdmin
Passward: I—

Figure 16.22 HTTP Proxy tab

Proxy server requires authentication

Username and password must be specified if the proxy server requires authentica-
tion.

Username
Insert your user name to connect to the particular proxy server.

Password
Correct password must be specified for a successful connection.

Update Checker tab

This tab enables users to perform administration of Kerio MailServer version updates.

47| Advanced Options

Miscellaneaus I Security Policy | Store Direckary | Master Authentication | HTTP Proxy | Update Checker Iwebmail

—pdate checker

v CheckFor new versions af Kerio MailServer

[~ Check also for beta versions

Last update check performed: | 22 hours, 23 minukes  ago Check now ... |

€D Mo new version is available,

—Current version available for clients

Kerio Outlook Connector: 6.1.1
Kerio Synchronization Plugin: | Kone

Figure 16.23 Update Checker tab
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Check for new versions of...
Check this option to enable the automatic updates of Kerio MailServer. New ver-
sions of Kerio MailServer are stored in the /store/temp directory, where Kerio
MailServer is installed.

Check also for beta versions
This option checks for new beta versions of Kerio MailServer.
Note: If you want to participate in beta version testing, enable the Check also beta
versions option. If the Kerio MailServer is used in production, the beta versions are
not recommended — do not enable this option.

Last update check performed ...
Time since the last update check. The system checks for new versions of the prod-
uct every 24 hours.
Click the Check now button to check for the new version. When the new version is
found, the user can download it. If no new version is available, the user is notified.

If a new version was released by Kerio Technologies, the Update tab will contain link to
the download web page. The installation package also contains automatic installations
of Kerio Outlook Connector and Kerio Synchronization Plug-in:

Kerio Outlook Connector is updated automatically. The Current version available for
clients field displays the information about the version currently used.

New Kerio Outlook Connector versions are stored in the
Kerio\MailServer\webmail\download

Kerio Synchronization Plug-in is updated the same way as Kerio Outlook Connector. The
Current version available for clients field displays the information about the version
currently used.

New Kerio Synchronization Plug-in versions are stored in the directory
Kerio\MailServer\webmail\download
Warning:

e In order to perform an automatic upgrade of Kerio Outlook Connector and Kerio Syn-
chronization Plug-in, the HTTP or HTTPS service must be running.

o If only HTTPS traffic is allowed in Kerio MailServer (e.g. for security reasons), it is nec-
essary that a trustworthy Kerio MailServer certificate is installed inInternet Explorer
of all clients (a self-signed certificate can be used). Otherwise, new versions will not
be updated automatically.
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WebMail

In Kerio Administration Console, several parameters for Kerio WebMail can be set (see
figure 16.24):

;7| Advanced Options

Miscellaneous |Security Palicy |St0reDirectDry |Master Aukhentication |HTTF‘ Proxy |UpdateChecker |W8hmai| |

—Message size limit
Maxirun size of message that can be senk From the Webmail interface (HTTP POST size): IZD 33 ME

0 To make this setting change kake effect, restart of Kerio MailServer is required,

—aession security

Session expire timeouk: |1 | haurs j

v Force WebMail logout if user's IP address changes (prevents session hijacking and session fixation attacks)

—Iv Use custam logo in Webmail

KerioMeziiServer

Recommended logo size is 200x40 pixels,

Select...

Figure 16.24 WebMail

Message size limit
Setting of maximal message size can be used for the following purposes:
e to limit size of attachments sent to Kerio WebMail by the an HTTP POST request,
e to set maximal size of memory allocated in Kerio MailServer to each HTTP POST

request.

For better understanding of the limit, here is an explanation of how a message
written in Kerio WebMail is sent to Kerio MailServer. Each new message composed
in the web interface is sent by a browser via HTTP protocol using an HTTP POST
request to Kerio WebMail. The interface receives the message and processes it so
that Kerio MailServer can send it to the addressee by SMTP protocol.
Each HTTP POST request contains one message including a message body, all head-
ers and attachments. The limit set by this option narrows size of any HTTP POST
request directed to Kerio WebMail. This means that any limit set for requests also
limits size of email messages.
Size limit set for HTTP POST requests is applied to any files sent from Kerio WebMail
to Kerio MailServer and it is applied to all Kerio MailServer users. The default value
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for maximal size of messages sent from Kerio WebMail is 20 MB. This limit should
be generally satisfactory for these purposes.

The minimal value for the limit is 2 MB. If any lower limit is entered in the Maximum
size of messages that can be sent entry, the 2 MB value is set automatically.

If a message includes any attachments, they are encrypted by the Base64 method.
This type of encoding is able to increase the size of transmitted data even by one
third (in case of binary data). This means that, for example, the minimal 2 MB limit
might also allow just 1 — 1,5 MB attachments.

It is necessary that a memory allocation value is specified in Kerio MailServer for
HTTP POST requests. The more bulky the request is the more memory must be
allocated. This implies that the size of the allocated memory changes according to
changes in the size limit.

Warning: Any time the limit is changed, it is necessary to restart Kerio MailServer
since the memory allocation is changed as well.

Session security

Session security depends on methods and manners how users manage connection

to Kerio WebMail. Users often simply close their browsers without logging out of

Kerio WebMail. In such cases, the session is not interrupted and it can be misused

more easily (the session is the more risky the longer it takes). For this reason, it

is possible to set session timeout. If the user does not use the session over the
timeout, connection to the server is interrupted automatically when this timeout
runs out. By default, the timeout is set for one hour.

The Force WebMail logout if user’s IP address changes option uses another method

to protect the session. It might happen that a session of one user is hijacked by

an attacker (especially if SSL-secured HTTP is not used) to access the server. Con-
nection of an attacker to the session changes the client’s IP address. If the Force

WebMail logout if user’s IP address changes option is enabled, Kerio MailServer de-

tects change of the IP address and terminates the session.

Warning:

e The “anti-hijack” protection must be disabled if Kerio MailServer users share
their accounts. The option disallows connection to a single account from multi-
ple hosts (IP addresses) at a time.

e The “anti-hijack” protection also cannot be applied if your ISP changes IP ad-
dresses during the connection (e.g. in case of GPRS or WiFi connections).

Select a logo for Webmail
At the top of each page of Kerio WebMail, Kerio Technologies logo is displayed.
However, you can use any other logo or image instead (for more information on
logo configuration, refer to chapter 12.2). The image parameters are as follows:
e Format: GIF
o Size: 200x40 pixels
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Click Select to browse to the logo file.
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Antispam

Antispam protection of SMTP server protects users from spam. The configuration of
antispam protection can be set in Configuration/Spam Filter:

17.1 Spam Rating tab

Use the Spam rating tab to fight spam using SpamEliminator. This filter consists of two
main parts. One of them is based on statistical filtering using the message’s contents
(keywords, etc.). Each incoming message is assigned a numeric score according to the
number of characters significant for spam messages. A higher score indicates a higher
probability of spam.

The other part of SpamEliminator is a so-called Bayesian filter , which is able to “learn” to
recognize spam messages. This filter compares the individual spam characteristics with
actual messages. This method, however, requires user input. Users have to reassign
the incorrectly evaluated messages to correct types (spam / non-spam) so that the filter
learns to recognize them in the future.

Note: SpamEliminator checks only messages which do not exceed the size of 128 kB
since spam messages are mostly not so large and checking of large messages might
overload or slow down the server’s performance.

Since individual users must check the messages, the spam evaluation tools must be
embedded in mail clients. By default, these tools include only MS Outlook with the Kerio
Outlook Connector and the Kerio WebMail interface. Users can click special buttons in
the toolbar to mark an incorrectly evaluated message as non-spam.

For email clients with IMAP accounts as well as for MS Entourage (for IMAP and Exchange
accounts), there is another method of how to teach the Baysian filter. These users can
mark incorrectly classified messages by moving them to appropriate folders. If users
want to mark a message as spam, they can move such messages to junk E-mail. To mark
a message as not spam, they can move it to Inbox.

TIP: To use this method as efficiently as possible, set users a spam rule (either when
creating user accounts in Kerio MailServer or by defining a corresponding sieve rule for
incoming mail). Any messages marked by Kerio MailServer as spam will be automatically
moved to the junk E-Mail folder. This will make the Bayesian filter learn about new
spammers. Messages that are incorrectly marked as spam can be moved to Inbox by
hand.
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Spam Filter

Spam Rating IBIacinsts | Caller 1D I SPF I Action I Spam Repellent

¥ Enable SpamEliminator Rating

SpamE liminatar runz vanous tests on an email message assigning it a numeric zcore from 0 to 10 indicating the prabability of spam. & higher zcore indicates a
higher probability of spam.

¥ Enable scanning of messages sent from tusted relay agents defined in SMTP relay options

*You can define custom message rules that can either force the spam filker to accept or reject matching messages without regard to the score assigned by
SpamEliminatar, or increaze or decrease the score.

Header Type I Content I Action Description Lazt Used Before |

. From Domain denied.com Deny Denied domain Uruzed t |

[ From Address someone@wanted.com Allowe Wanted sender Unused

[ Subject  Empty Increase score by 6.0 & meszage with emply subject  Unused 3 |
Add... Edit... Bemove Femove unuzed...

Figure 17.1 Spam Rating tab

Enable SpamEliminator Rating
SpamEliminator evaluates each incoming message using scale from 0.0 to 10.0
(this number includes various results of SpamkEliminator evaluations). The higher
the value, the more probable is that the message includes a spam.
Test results are stored in the X-Spam-Status header.

Enable scanning of relayed messages...
Turns the scanning of messages sent by local (authenticated) users on/off. Groups
of trustworthy IP addresses can be defined in Configuration — SMTP Server — Relay
Control (for detailed information, refer to chapter 16.2).

Defining email filtering rules

In addition to enabling SpamEliminator, the Spam Rating tab enables making a list of
custom spam filtering rules. Each row stands for one filtering rule. Using matching fields
on the left you can activate or disable individual rules. This way you can switch the rules
temporarily on and off without the need to remove them and add them again. You can
also use arrow buttons to reorder rules (the order takes no effect in their execution, it
helps the administrator to keep the Kerio MailServer administration clearer and more
comfortable).

Click the Remove and Remove unused buttons to delete rules from the list.

Use the Add button (or Edit) to open a dialog where rules can be defined or modified.
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Drezcription: IDenied domairn

—If mezzage

Header: IFru:um LI
Type: I containg domain LI

Content: Idenied.cu:um

—Then

" Treat the message as: non-spam [ovemdes the SpamE liminator score)
{* Treat the message as spam and reject it

{ &dd score bo the message:  [00 =

0 Y'ou can enter pogitive or negative value to increaze or decreaze the
probability of zpam.

(] Cancel

Figure 17.2 Defining rule

Filtering rules consist of the following items:

Description
Comment on the rule (for use of administrator).

Header
Tested part of email message header. You can choose from various predefined
options (From, To, Cc, Subject and Sender) or create a custom one (i.e. X-Mailer).
Do not use colons while defining header names.
The From and To items slightly differ from the other ones. These items are checked
for the From and To headers in email and for headers included in SMTP envelopes.
The From item is compared with MAIL FROM: and the To item is compared with
RCPT TO:. Any other items are compared with headers included in the email itself
only.
This implies that messages are checked by the From and To related rules even before
they are added to the message queue, i.e. before they are accepted and received by
Kerio MailServer. Rules for items included by email (e.g. Subject or Cc) are not
tested until accepted in the message queue.
If a rule is created that includes From or To as a testing item and all messages
meeting the rule are considered as spam (the Treat the message spam and reject it
option), the rule does not apply to the Action tab setting (see chapter 17.4). These
settings cannot be applied unless the corresponding message is accepted by Kerio
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MailServer. Any message meeting the rule is rejected and marked with the 553
error code (this code means that it is a persistent error and the SMTP server will
not retry to deliver it) and a DNS message is sent to the sender.

Type

Type of condition under which the entry will be tested. Available types:

e Is empty — the item is empty

o Is missing — the message does not contain the specified message header

e (Contains address — the item contains a specific email address

e (Contains address with domain — the item contains all email addresses from this
domain. Enter the mail domain, i.e. the second part of the email address right
from the @ character, in this field.

e Contains substring — the item contains specific string of characters (a word,
a piece of text, a number, etc.).

e (Contains binary data — using this condition, the above-mentioned specific char-
acters as well as binary data that may be contained in spam messages can be
recognized. Binary data are characters that have a different meaning in each
character set (e.g. specific national characters).

Content

Required entry content (according to the selected type).

Once a rule is set, select one of the following actions:

Treat the message as non-spam

Messages treated as spam may be accepted as non-spam using this option.

Treat the message as spam and reject it

Any message meeting the rule will be marked as spam and action set on the Action
tab (see chapter 17.4) will be applied to it, regardless of the spam filter.

Add this value to the message’s spam score

Define score value for SpamEliminator (the higher the value, the lower is the possi-
bility that a message passes through the filter). Value that you match with messages
meeting this rule will be added to the corresponding SpamkEliminator evaluation
(negative values protect messages from being considered as spam). Settings de-
fined on the Action tab will be applied to the rule (see chapter 17.4).

Examples:

1.

Suppose that you want that the server blocks all email sent from
someone@undesirable.com. Define a rule where the From entry will be
tested. Choose the contains address condition type (particular email address) and
specify the Content entry using the email address (someone@undesirable.com). In
the Score entry specify a value — this should be equal or higher than the value set
in the Action tab.
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You can also use the Treat the message as spam and reject it option.

2. A user has demanded regular messages with current special offers. These messages
are sent from the address info@offer.com and they are treated as spam by SpamE-
liminator. To override this denial, we will create the following custom rule:

e Header — use the From selection
e Type — select the Contains address option
e (Content — insert info@offer.com

e Add score to the message — set a negative value that will decrease the total score.
You can also use the Treat the message as non-spam (overrides the SpamElimina-
tor score) option.

17.2 Blacklists tab

Kerio MailServer can also block incoming messages from servers that are considered as
spam servers. For this purpose, it uses public databases of these servers located in the
Internet or its proprietary database.

To define these parameters go to the Blacklists tab in Configuration — Spam filter section.

Spam Filter

Spam Rating | Blacklistz IEaIIerID I SPF |Action I Spam Repellznt |

K.erio MailServer can reject messages sent from 1P addreszesz listed in internet blackliztz (MAPS, ORDE] or a custom IP address
list.

—Custom whitelist of IP addreszes

o If the zender IP address iz found on this whitelist, don't perform any blacklizt lookup for these addresses. All [P
addreszes reserved for private networks are always included in thiz whitelist by default.

IF addrezs agroup: I 5 whitelist vl Edit... |

—LCustom blacklist of spammer IP addreszes

IF addrezs agroup: I 55 Blacklist vl Edit... |

" Block the message

{* Add spam score bo the message: |30 2

Figure 17.3 Blacklists tab
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List of trustworthy IP addresses (whitelist)
So called blacklists, i.e. spammer databases, can occasionally include servers which
send legitimate mail. This may occur for example when an SMTP server is not secure
enough and it is misused for spam sending. Therefore, Kerio MailServer includes
a list of trustworthy IP addresses (so called whitelist). In this list, IP addresses
considered by the mailserver as spammers can be added. In future, these addresses
will be considered as trustworthy, even though they may be included in a blacklist
used by Kerio MailServer. Messages from the servers included in the whitelist are
not checked by any spam filters and they are let in automatically.
To create a whitelist, a new IP group must be defined. To define a new IP group,
click Edit. This opens a dialog, where a custom IP group of SMTP servers (or users)
can be created.
Note: All TP ranges reserved for private networks are added to the whitelist auto-
matically.
10.0.0.0/8
172.16.0.0/12
192.168.0.0/16
This applies to the following IP ranges: However, all IP addresses, though included
in the whitelist, are verified in the blacklist (Custom blacklist of spammer IP ad-
dresses). This may be helpful when it is necessary to block any of these addresses.

Custom blacklist of spammer IP addresses
In this section, it is possible to define a custom group of IP addresses of SMTP
servers (or users) known as spammers. Click Edit to edit the selected group or to
create a new one.
Any messages sent from any SMTP server included in the blacklist can be blocked
or its spam rating value can be increased. The specified value will be added to the
SpamEliminator rating.

Internet databases
Kerio MailServer can use various spammer databases (free or paid) available in
the Internet. These databases do not depend on each other and they can be used
simultaneously. It is also possible to define other databases by using the another
dialog which can be opened by the Add button:
DNS suffix
Insert the name of the corresponding domain.
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—Internet blacklists
Mame DS suffis Action Azk directly
B#ORDRE relays. ordb.org Block Mo
¥ SORBS DNSEL drisbl.sorbs. net Black Mo
¥ SORBS RHSEL thzbl. zorbs. net Block Mo
O ﬁSpamCup bl zpamcop. net Block. Ma
O ﬁ SpamHaus SEL-+EL zbl-xbl. spamhauz.arg Black. Ma
Add. | Edit. Fermoe

Figure 17.4 Internet databases

Description
Optional entry, for reference only.

Block the message
In this mode, connections from servers included in the blacklist will be
blocked. Message(s) will be rejected by Kerio MailServer.

A# Internet Blacklist E

DMS suffis: Irela_l,ls.u:urdl:u.u:urg

Drezcription: IDHDB

[FIP addrezs iz found in the blacklist

{* Block the message

" Add spam score bo the message: |00 2

[~ sk the blacklist DMS servers directly [neceszan for paid blacklists)

(] Cancel

Figure 17.5 Database parameters

Add spam score to the message
The value set here will be added to any message accepted from any server
included in the blacklist.

Ask the blacklist DNS servers...
using of this option is recommended in cases where Kerio MailServer uses
a paidspammer database where the license is associated with a particular IP
address. Queries are sent directly to the database, parent DNS servers will not
be used for the delivery.
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17.3 Email policy records check

Many spam emails are sent from a fake sender email address. Checking “email pol-
icy” records is used for filtering such messages.

The check verifies whether IP addresses of the remote SMTP server are authorized to
send emails to the domain specified. Spammers thus have to use their real addresses
and the unsolicited emails can be recognized quickly using different blacklists.

There are two similar technologies available for performing “email policy” records check
in Kerio MailServer. The first one is Caller ID created by Microsoft, the other one is
a project named SPF (Sender Policy Framework). Both technologies provide explicit ver-
ification of message senders. During this verification process, the IP addresses of SMTP
servers that send mail from the specific domain are published. For each domain that
supports at least one of the above technologies, a TXT record is stored in DNS with
a list of IP addresses that send email from the specific domain. Kerio MailServer then
compares the IP address of the SMTP server with IP addresses contained in this DNS
record. This method guarantee verification of sender’s trustworthiness for each mes-
sage. If the DNS record does not contain the IP address the message was sent from, such
message has a falsified address and it is considered as spam. This way, it is quite easy
to distinguish, whether the message is spam or not.

Messages received from server that has no IP address list in the DNS record will be
always delivered. For the “email policy” purposes, these emails will not be considered.

To set Caller ID and SPF in Kerio MailServer, use the tabs in Caller ID (Spam filter —
Caller ID) and SPF (Spam filter — SPF) menu.

Caller ID

For information about how to set a Caller ID, refer to the site
http://support.kerio.com/.

The Caller ID tab enables users to configure basic settings:

Check the Caller ID of every incoming message
This option enables/disables Caller ID.
On the Relay Control tab in the SMTP server section, it is possible to define a group
of trustworthy IP addresses. Caller ID will not be checked in case of messages sent
from trustworthy IP addresses (for details, see chapter 16.2).
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17.3 Email policy records check

Spam Filter

Spam Rating | Elacklists | Caller 1D ISF‘F | Ackion | Spam Repellent

[+ Check the Caller ID of every incoming message

Messages sent From trusted relay agents defined in SMTP relay options are not checked,

—IF message has invalid Caller ID, then

* Only lag this ko the security log
" Block the message

" &dd this value to the message's spam scare:  [0.0

—Other settings

v &pply this palicy also ko testing Caller ID records

[v Don't check Caller ID From IP address group: | 2 Secondary SMTP servers LI Edit. .. |

Check my email policy DS records, ..

Figure 17.6 Caller ID tab

Only log this to the Security log
All messages of this type will be logged to the Security log. Messages with invalid
Caller ID will be delivered to the addressee.

Reject the message
Messages with invalid Caller ID will be rejected (returned to sender).

Add this value to the message’s spam score
The value in this field will be added to the spam score of SpamEliminator (see
previous chapter).

Apply this policy also to testing Caller ID records

Currently the Caller ID technology has not been widely adopted. Therefore, it is
often used by domains in testing mode only (the XML script’s header in the corre-
sponding DNS record includes the testing flag). For this reason, many domains
use it only in a testing mode (headers of XML scripts in DNS records contain the
testing item). Therefore, it is recommended to enable this option (otherwise,
Caller ID will not function for most domains).

Warning: With this option enabled, do not set the Block the message option for
messages with an invalid Caller ID.
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Don’t check Caller ID from...
Use this option especially for specifying backup servers. If a message is sent
through a backup server, the IP address of the server does not match the ones
allowed for the domain. Therefore the messages from these addresses should not
be checked.
This is why messages sent from these addresses should not be checked.

Check my email policy DNS records
Click the link to Kerio Technologies web pages where the email policy DNS record
for a domain can be checked.

Note: For detailed instructions on proper configuration of DNS entry settings for
Caller ID, see the official Microsoft web pages.

SPF

SPF is an open source equivalent to Caller ID developed by Microsoft. Both technologies
can be used simultaneously in Kerio MailServer.

-

w

Spam Filter

Sparm Fating | Blacklists ICaIIer 10 | SPF I.ﬁ.cticun | Spam Repelent

[+ Enable SPF check of every incoming message

Messages sent From ktrusted relay agents defined in SMTP relay options are not checked.

—If the SPF check Failed, then

{* Cnly log this ko the security log
{~ Block the message

{ Add this walue to the message's spam score:  [0.0

—Other settings

v Don't check SPF from IP address group: I 25 secondary SMTP servers ;I Edit. .. |

Figure 17.7 SPF
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In the SPF tab, the following options are available:

Enable SPF check of every incoming message
Enable/disable use of SPF.
On the Relay Control tab in the SMTP server section, it is possible to define a group
of trustworthy IP addresses. SPF check will not be applied to messages sent from
trustworthy IP addresses (for details, see chapter 16.2).

Only log this to the security log
Messages with an invalid SPF record will be only added to the Security log.

Block the message
The message with an invalid SPF record will be blocked (returned to the sender).

Add this value to the message’s spam score
The value in this field will be added to the spam score of SpamEliminator (see
previous chapter).

Don’t check SPF from this IP address group
Use this option especially for specifying backup servers. If a message is sent
through a backup server, the IP address of the server does not match the ones
allowed for the domain. Therefore the messages from these addresses should not
be checked.
Warning: To ensure a full functionality of SPF, do not add any other servers than
the backup servers to this group.

Note: Details about the SPF check are displayed in the Debug log, after the appropriate
settings are specified (for more information, see chapter 23.8).

17.4 Action
Using this tab you can define what happens with messages once considered as spam
If message score is higher than...

If the score of a message is higher than the defined score value, the message is con-
sidered as a spam. Insert a value from -20.0 to +20.0 (the lower the value, the less
messages will pass the filter). The message will be tested according to total count of all
rules that it meets (the Spam Rating tab) and to the SpamEliminator evaluation.

We recommend you to use the 5.0 value — statistics claim that 91.12 per cent of spam
do not pass through this filter. However, the filter also blocks 0.62 per cent of correct
mail. If you set the score higher (i.e. to 8.0), the probability that correct messages will
be blocked is lower (0.04%) and the efficiency of spam filtering is also lower (74.36%).

Warning: If the value you set will be too low, every message will be considered as a spam.
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Spam Filter

Spam B ating | Blacklists | Caller I | SPF | Actian ISpam Repellent

—If mezzage's score is higher than

Threzhold szore: IE.EI 3:

{* Mark the meszage as spam [add '#-Spam-Flag" header to the message)

[v Prepend meszage's Subject with text [*SPAM™
£ Silently discard the message

" Return the message o sender

v Fonward the meszage to email address: Isnmenne@cnmpany,cnm

—If mezzage was rejected by 'Deny’ custom rule

f* Silently discard the message

" Return the message o sender

[~ Forward the meszage bo email address:

Figure 17.8 Action

Mark the message as spam

Message will be marked as spam and delivered to the recipient. You can append
a text that will indicate that the message is a spam into the Prepend message’s

Subject with text textfield.

TIP: If you use the [%s] referent for the Prepend message’s Subject with text en-
try specification, the score evaluation (represented by asterisks) assigned by the
antispam protection system is inserted into this textfield. This implies that users
can define their custom antispam rules in their mail server or in the Kerio WebMail

interface.

Discard the message
Message will be discarded without notification.

Return the message to the sender

Rejected message will be returned to the sender. These settings are not recom-
mended, because the sender address usually does not exist. The messages are left

in the queue and must be deleted manually.
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Forward the message to an address
Enter an address to which spam will be forwarded (regardless of which action was
selected).

If the message was rejected by 'Deny’ custom rule...

Setting of these actions applies to the rules created on the Spam Rating tab (see chap-
ter 17.1). The Treat the message as spam and reject it option must be enabled for the
rule.

Silently discard the message
Rejected mail will be discarded silently. This action is not performed if the rule
filters the From and To items (for details, see chapter 17.1).

Return the message to the sender
Rejected message will be returned to the sender.

Forward the message to an address
An email address to which rejected mail will be forwarded.

17.5 Spam repellent
Kerio MailServer is able to check the delay of reply to SMTP greeting.

Kerio MailServer requests communication according to RFC (see glossary) which defines
SMTP traffic. Most of the spam distributing applications do not follow this RFC. Thus,
Kerio MailServer is able to distinguish them from legitimate SMTP servers.

Kerio MailServer uses two SMTP connection errors to recognize spam servers. The server
that initializes the SMTP communication should according to the corresponding RFC
wait for the reply for at least 5 minutes. Applications that send spam automatically
do not wait for that long since they need to send email messages as fast as possible to
send as many spam messages as they can. It would hold these applications too much
to keep waiting the whole period. Therefore, spammer servers behave in one of the
following two predictable ways if Kerio MailServer does not answer to the SMTP greeting
for a certain period (i.e. delay is set for answers). In one case, the spammer server gives
up the connection to Kerio MailServer and tries elsewhere. In the other case, it starts
to send email to Kerio MailServer immediately, without receiving the SMTP greeting (in
such a case, Kerio MailServer interrupts the connection immediately).

Benefits of the SMTP delay are as follows:

1. Reception of spam by Kerio MailServer is eliminated by 60 — 70 per cent. This also
decreases the load on the server since spam testing is very demanding.

2. The method has no so called false positives as there is no influence to the email
which is delivered legitimately. Settings
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SMTP delay settings

You can set either the SMTP greeting delay in the Spam repellent tab of Kerio MailServer
(Configuration — Content filtering — Spam filter):

Spam Filter

SpamRating | Blacklists | CalleriD | SPF | Action | Spam Repelint

0 In order to send large quantities of spam, the automated spam-sending tools cannot afford to spend too much time talking to the receiving mail zerver. By
introducing delaps and flow checks at the beginning of an SMTP communication, many automated tools will give up, while legitimate mail is not affected.

Spam Fepellent
[w Delay SMTF gresting by I 25 zeconds (30 seconds iz recommended masinurm)

v Doneot apply delay for connections from | 4 Local nebaork ;I Edi... |

v Report the spam attack to security log

Figure 17.9 Spam repellent

Delay SMTP greeting by
Use this option to set the SMTP delay. The optimal delay value is between 25 and
30 seconds. Shorter delay might not be enough (the spam sending applications use
10-20 sec), longer time would impede the communication.

Do not apply delay for connections from...
Spam repellent settings apply to all incoming SMTP communication events, i.e. also
to messages from local network, backup servers, e.t.c. It is therefore recommended
to add all trustful IP addresses and networks to this IP address group, so that the
communication is not blocked, if the messages are apparently non-spam.

Report the spam attack to security log
Check this option to record all recognized spam attacks to the Security log (for
more information, see chapter 23.4).
If many emails go through Kerio MailServer, there are usually also many spam
attack attempts, which can cause security log overflow. In such case, disable this
setting.

Note: The settings in this tab apply only to the unsecured SMTP communication. The
spam distributing programs do not use the secured SMTP protocol for communication.
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Antivirus Control of Email And Attachment Fil-
tering

In Kerio MailServer, you can check all incoming emails for viruses. The control can be
performed by using two combinable methods. For this purpose, you can use either the
internal McAfee antivirus, or any of the external supported antiviruses.

Immediately after the installation of Kerio MailServer, the internal McAfee antivirus is
started. It is possible to support it by enabling any other of the supported external
antivirus applications. Both antivirus programs can run concurrently. This provides
for reliable protection of your local network, since the virus databases updates will be
performed faster (one of the antiviruses can react to a new virus occurrence a couple
of hours sooner than the other). The update speed is a key element of the protection
against new viruses.

Both antiviruses can be also switched off, but it is not recommended, because users are
not protected against infected emails.

Kerio MailServer checks (independently of the antivirus) JPEG attachments for corrup-
tion and presence of GDI+ exploit (a malicious code, usually with a virus, that can run
the exploit upon system breakdown). All messages with such attachment will be deleted
automatically.

)| Antivirus

— External antivirus software

v Use integrated Modfes antivinus engine
[~ Use external antivinuz | Grizaft &% G Email Serer Edition ;l Optichs |

—Integrated antiviniz engine

v Check for update every IE 3: hours  Update nu:uw...l ‘ M(_‘_Afee

Current viruz databaze is |1 day. 3 hours, 30 minutes old SECuRITY
Lazt update check performed |4 hours, 12 minutes ago

Wiruz database version: [4417

Scanning enging Yersiomn: |4.3.2D

Figure 18.1 Antivirus

169



Chapter 18 Antivirus Control of Email And Attachment Filtering

Besides cooperation with an antivirus program, Kerio MailServer allows you to filter
certain file types from email attachments (using file extension or MIME type), regardless
of whether they are infected by a virus or not. To specify these options, go to the
Configuration — Attachment filtering section.

18.1 Integrated McAfee Anti-Virus

Check Scan mail using McAfee Anti-virus engine in the Antivirus tab of the internal ver-
sion.

Note: The external McAfee Anti-Virus is not supported by Kerio MailServer.

Check for updates every
Interval for automatic update of the antivirus database and of the antivirus itself
(in hours). Information about updates can be found in the Security log (see chap-
ter 23.4).
Note: To enable automatic updates well-working connection to the Internet must be
provided. Automated dialing is not supported. In case of dial-ups we recommend
you to perform updates by hand (see below).
Virus definition updates are downloaded via HTTP. If the Kerio MailServer is behind
a firewall you must allow for outbound communication over an appropriate TCP
port (port 80 by default).
Click Update now to start the update of the virus database and antivirus software
manually. When this button is pressed, the update progress window is displayed.
Information about updates can be found in the Security log (see chapter 23.4).
Note: The update progress window can be closed anytime by pressing the OK but-
ton (it is not necessary to wait until the update is finished).

Current virus database is ...
Age of virus database (in minutes). This information represents the real age of the
virus database, not the time elapsed from the last update attempt.

Last update check performed
The time elapsed from the last successful update attempt. If the time is signifi-
cantly (several times) greater than the interval set for automatic update, then the
automatic updates are not working correctly. In this case we recommend updat-
ing the database manually and to inspect the Error and Security logs for a failure
explanation.
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18.2 Choosing a Module for an Antivirus Program

Parameters for antivirus control are set in the Configuration — Antivirus section with the
Antivirus tab. To use an external antivirus program, check Use external antivirus. This
menu shows the antivirus software which can be used for email scanning. The antivirus
software must be installed prior to making a selection (we recommend stopping the
MailServer Engine before the antivirus installation).

The installed antivirus may not be run automatically. In such case, use the Options
button to specify advanced settings of the external antivirus program.

Warning: If the external Symantec Antivirus Scan Engine is selected, it is necessary to
define the IP address and port of the computer used by the antivirus in the Options
dialog box.

The following conditions must be met so that the antivirus is properly run:

e The antivirus must be installed on the same computer where Kerio MailServer is
running.

e The antivirus license must meet the conditions of the producer (usually the same or
higher number of users of the licensed version of Kerio MailServer or a special server
license).

The interface between Kerio MailServer and an antivirus program consists of special
modules (one for each antivirus). The mailserver administrator must select the appro-
priate module for the antivirus to be used. If a module is selected and the correspond-
ing antivirus is not installed of does not work properly, Kerio MailServer does not allow
saving these settings. The message stating that the antivirus control is not functional
appears in the Error log.

Note: There are two exceptions to this behavior: incorrectly transferred configuration of
Kerio MailServer (for more information, see chapter 26.2), or less licenses of antivirus
than the licenses of Kerio MailServer. In such cases, Kerio MailServer will work normally,
but it will not be able to send messages. This is because Kerio MailServer wants to
perform an antivirus check after receipt, but the antivirus does not work. The message
stating that the antivirus control is not functional appears in the Error log.

In order for Kerio MailServer and antivirus program to cooperate properly, specify an ex-
ception for the store directory (or also for the *.eml files in case of older versions of
some antiviruses), so that the messages are not checked by the antivirus engine.

If the resident shield was set incorrectly, a dialog box is opened. The resident shield also
detects the eicar.com file (a testing antivirus generated by Kerio MailServer to check
for proper settings of an exception in the resident shield).
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18.3 Server responses to detection of a virus or a forbidden attach-
ment

The Kerio MailServer administrator can set a detailed course of action for the mailserver
if a virus or a forbidden attachment is detected in an email. Use the Action tab to set
this.

—If & wiruz iz found in a mezzage

" Digcard the message

o Deliver the message with the malicious code removed

v Fonward the original message to administrator address: Iadmin@cumpan_l,l_cl:um

v Fonaard the filtered message to administrator address: Iadmin@cumpan_l,l_cum

—If a part of mezzage cannot be scanned [e.g. encypted or cormupted file]

" Deliver the ariginal meszage with a prepended warning

% Reject the meszage as if it was viruz [use the settings above]

Figure 18.2 Server responses to detection of a virus or a forbidden attachment

Discard the message
The message will be removed.

Deliver the message with the attachment removed
The message will be delivered to the recipient but without the attachment. Instead,
a server message will be attached saying that the attachment has been removed.

Forward the message to the administrator address
The message will be forwarded (intact — with possibly infected or forbidden at-
tachment) to the email address specified. It is not important whether the address
is local or remote.

Forward the filtered message to administrator address
The message without an infected or prohibited attachment will be (apart from the
actions selected below) forwarded to the specified email address as well. This can
be used for verification of proper functionality of the antivirus and/or attachment
filter.
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If an attachment cannot be scanned ...

This section defines actions to be taken if one or multiple files attached to a mes-

sage cannot be scanned for any reason (e.g. password-protected archives). The

following actions can be taken:

e Append a warning to the message — the message (or attachment) will be de-
livered unchecked. The user will be warned that the message may still contain
viruses.

e Reject the message — the system will react the same way as when a virus was
detected (i.e. the message will be delivered without any attachment or rejected).
This option is safe, but sending password-protected archives is virtually impos-
sible.

Each message is evaluated first by an antispam system, then by antivirus. This saves
computer time, since the antispam check is considerably less demanding than the an-
tivirus check. If the messages marked as spam are set to be discarded automatically (in
the Spam filter section), all spam messages containing viruses will be discarded as well.

18.4 Supported antivirus programs

Kerio MailServer supports several external antivirus programs for Windows, Mac OS X
and Linux operating systems from different vendors (e.g. NOD32, Grisoft, Sophos An-
tivirus, etc.). For the most current list of supported antivirus vendors refer to the Kerio
Technologies website at http://www.kerio.com/.

Here, you can find notes on peculiarities and possible configurations of external an-
tivirus applications:

Symantec Scan Engine

One of the supported antivirus applications is Symantec Scan Engine by Symantec. Since
Kerio MailServer 6.1.2, the traffic protocol for communication between Kerio MailServer
and Symantec Scan Engine versions 4 and 5 has been changed. The applications now
use ICAP instead of the Native protocol. For this reason, it is necessary to switch the
protocol using the Configuration — Protocol — ICAP option in the SAVSE settings..

NOD 32 Antivirus System

Kerio MailServer also supports Eset’s NOD 32. Edition NOD32 for Kerio MailServer is
supported.

Settings of Kerio MailServer and NOD32 is simple in case that NOD32 contains the li-
cense file. Simply set NOD32 as the external antivirus in the Kerio MailServer’s adminis-
tration console.
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If NOD32 does not include imported license file (e.g. in case of the trial version), a special
supporting module must be installed at the server. This module can be downloaded at
the Kerio Technologies website at http://www.kerio.com/.

NOD32 with the supporting file runs on API1 which implies that archives (ZIP, RAR, etc.)
are not involved in the antivirus checks. The full version of NOD32 runs on API 2 which
enables to apply the antivirus check also to archived attachments.

Note: To see whether your NOD32 uses API 1 or API 2, view the Debug log (for details, re-
fer to chapter 23.8). To log communication between the antivirus and Kerio MailServer,
enable the Antivirus check processing option. If logging is enabled, disable it, save set-
tings and enable logging again. This ensures that relevant information is logged.

18.5 Filtering Email Attachments

The attachment filter can be set in the Attachment Filter tab. If the message is captured
by this filter, it will be delivered to the recipient without the attachment.

(¥

)| Attachment Filter

v Enable attachment filter

—If a mezzage attachment iz blocked by this filker

The attachment will be removed from the mezzage and the meszage will be deliverad to the recipient

v Send a warming to sender that the attachment was not deliversd

v Fonward the aniginal message to administrator address: Iadmin@cumpan}l.cum

[v Fomward the filkered message to administrator address: Iadmin@cumpany.com

Figure 18.3 Attachment Filter tab

Enable attachment filter
Switches the attachment filter on or off.

Send a warning to sender ...
The sender will receive a warning from Kerio MailServer, that he/she has sent a mes-
sage with a virus or blocked attachment.

Forward the original message to administrator address
The message will be forwarded (intact — with possibly infected or forbidden at-
tachment) to the email address specified. It is not important whether the address
is local or remote.
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Forward the filtered message to administrator address
The message without an infected or prohibited attachment will be (apart from the
actions selected below) forwarded to the specified email address as well. This can
be used for verification of proper functionality of the antivirus and/or attachment
filter.

List of filters

Displays individual filters. To the left of each filter there is a checkbox that you can
use to enable or disable the filter. Use these checkboxes to switch filters off without
the need to remove them.

After the Kerio MailServer installation, there is a list of several predefined filters. All
filters are turned off and the administrator can choose to enable or remove them.
This way for example executables (. com and .exe), Visual Basic scripts (.vbs), etc.
can be filtered.

Type | Corntent | Action | D escription Ii!
[ ,Q File name  “exe Block E*E files
A File name  *.com Block COM files ﬂ
GEIFile name "z Block Screenshat files
& File name  *bat Block BAT files ﬂ
CEFile name  “wbs Block Yisual Basic scripts LI

add. | Edt. Remave

Figure 18.4 List of filters
Use the Add button to add a new filter:

Description
Text description of defined filter.

Filter type (MIME type/File name)
Defines if attachments will be filtered based on file names or MIME type (Multi-
purpose Internet Mail Extension).

Filename or filetype specification
Enter either the file name (you can use the asterisk convention for e.g. filtering
files with a certain extension — e.g. *.exe) or the MIME type name (for example
application/x-msdownload or application/*). You can also choose one of the
pre-set or MIME types.

Block the attachment...
An action will be performed as defined above the list of disabled attachments (de-
scribed above).
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Accept the attachment
Attachments will not be removed from messages and no other rules will be applied.
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Chapter 19
Email backup

19.1 Archiving

Kerio MailServer can store copies of all messages (or only messages sent to the Internet)
in special archiving folders or re-send them to another SMTP server. This makes it
possible to keep archived email for a situation where it would be necessary to look up
a particular message or deleted messages (these can be reused by using so called email

recovery which can be set in the domain settings — for details, see chapter 8.2).

The archive folders are displayed only to the users with the appropriate rights. By de-
fault, it is only the Admin user (for more information, see chapter 14.1). This user can
grant the rights to archive folders to other users. Viewing archive folders as well as
granting user rights for the particular folder to other users is possible only in Kerio

WebMail or MS Outlook with Kerio Outlook Connector extension.

Set parameters for email archiving in the Configuration — Archiving section.

5 Backup

Archiving IBackup I

[¥ Enable mail archiving

—Target archive directary

Path to the archive directory: IC:'l,Test'l,st-:re'l,ar-:hive Browse. ., |

1) To make the archive directory change take effect, restart of the server is required,

—ackion

v Archive to remote address  |user@fr,company,.com

[¥ archive ta local Folder

Interval used For creating of new archive Folders: I week, vI

v Compress old archive folders

Figure 19.1 Archiving tab
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Enable mail archiving
This option enables/disables mail archiving. If archiving is enabled and appropriate
parameters are set on the Archiving tab, an archive folder with a name derived of
the interval in which folders are created (daily, weekly, monthly) is created when
the first message is delivered. The interval also can be set on the tab.
Anytime Kerio MailServer is restarted, a new archive folder is created (upon receiv-
ing the first message). Then, the archiving cycle follows settings defined on the
Archiving section.

Path to the archive directory
The full path to the archive directory (in accordance with conventions of the oper-
ating system on which Kerio MailServer is running).

Archive to remote address
Email will be re-sent to this remote email address.

Archive to local folder
Copies of email messages will be stored in local folders, created automatically in
the name space #archive (on the disk, it appears in the mail_archive folder in the
directory where Kerio MailServer is installed) according to a defined format.

Interval used for creating...
A suitable interval for creating archive folders can be set in this option. The names
of the archive folders reflect the interval settings:
2005-Jan — a monthly archive format. The name contains the year and month
during which the messages were archived. Every thirty days, a new folder is created
(upon reception of the first message after the server’s midnight time).
2005-W03 — a weekly archive format. The name contains the year and week during
which the messages were archived. Every seven days, a new folder is created (upon
reception of the first message after the server’s midnight time).
2005-Jan-12 — a daily archive format. The name contains the year, day and month
during which the messages were archived. Every day, a new folder is created (upon
reception of the first message after the server’s midnight time).
Note: The interval for creating new archiving folders (implied from the name for-
mat) is up to the Kerio MailServer administrator. We recommend bearing in mind
the number of messages passing through the MailServer (or the number of local
users). A greater number of folders containing smaller numbers of messages are
faster to access and easier to comprehend.

Compress old archive folders
Use this option to compress the archive except for the current folder (the last folder
created). However, it is not possible to browse through the compressed folders via
email clients.
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The first compression of the archive folder is performed upon Kerio MailServer’s
startup. Each 24 hours since creation of a new folder, a new compression is per-
formed.

Local messages (local sender, local recipient)
All local messages (messages sent from the local domain) will be archived.

—archive

v Local messages [local sender, local recipient)
¥ |ncoming messages [remate sender, local recipient)
v Outgoing messages [local sender, remote recipient)

v Belayed messages [remate sender, remote recipient)

—Dptiohz

[~ fuchive messages before antiviruz check [viruzes will be stared intact in backup stare)

Figure 19.2 Selection of message types to be archived

Incoming messages (remote sender, local recipient)
All incoming messages will be archived (from remote senders to local recipients).

Outgoing messages (local sender, remote recipient)
All outgoing messages will be archived (from local senders to remote recipients).

Relayed messages (remote sender, remote recipient)
All messages forwarded to a relay server will be archived (from remote senders to
remote recipients).

Archive messages before...
This option enables archiving of all messages before the antivirus check is started.
All messages will be stored intact (including viruses) in these files.

By default, archive folders are available to the admin of the primary domain (see chap-
ter 14.1). The Admin can also assign access rights to archive folders for other users.
This may be done in Kerio WebMail (refer to the Kerio WebMail user guide) or in MS
Outlook (see chapter 31.10) supported by the Kerio Outlook Connector. However, since
messages of all users are archived, only a confidential administrator (or a tiny group of
confidential persons) should be allowed to access these folders.
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19.2 Backup of user folders

Kerio MailServer enables regular backups of user folders and configuration files on a cor-
responding media. For this purposes, any removable or network disk can be used.

Kerio MailServer makes a backup of the entire store data directory and of the
users.cfg and mailserver.cfg configuration files.

Backups of user folders include various settings. To configure backups, go to the Backup
tab under Configuration — Backup:

E Backup

Archiving |Backup |

¥ Enable message store and configuration recovery backup

—Backup scheduling

The backup system includes a basic backup (full backup) and one advanced type of backup (differential).
Differential backup stores only files changed or newly created since last Full backup,

Type I Day / Tirne I Description

SFul rMonday 00:00:00 Full weekly backup
.@Diﬂ‘erential Wednesday 00:00:00 The First differential backup
(& Differential Friday 00:00:00 The second differentisl backup

Add. .. | Edit. .. Remove Advanced. .. |

Figure 19.3 Backup of user folders

Enable message store and configuration recovery backup

Use this option to back up all user folders together with the current Kerio MailServer
configuration. It applies to the whole store data directory and users.cfg a
mailserver.cfg files.

Uncheck the option to disable archiving in Kerio MailServer. If archiving is enabled,
the default exemplary archiving schedule will be used upon each restart of Kerio
MailServer.

Warning:

The backup system in Kerio MailServer does not include all configuration files of the
server. If it is necessary to move the configuration and user folders to another server
or to reinstall Kerio MailServer, manual backup must be performed for the sslcert
(includes SSL certificates) and 11icense (includes license files) directory, in addition
to standard backup. For detailed information on this issue, see chapter 26.2.

It is recommended to backup the sslcert and 1license directories immediately
upon Kerio MailServer’s installation and registration and also everytime their content
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changes (e.g. when number of user licenses is increased or when a new trustworthy

certificate is imported.

Backup Schedule

On the Backup tab, backups can be scheduled in details. Two backup types can be

scheduled:

e Full backup — full backup of all files.

o Differential backup — a partial backup, including all changed and new files. These
backups are not so bulky. Typically, partial backups complement a full backup.
If multiple differential backups in row are scheduled, the newest backup always
rewrites the previous one. This means that at most one differential backup can be

saved on the backup disk besides the full backup.

Note: If the method of differential backups is used, the most recent full and differen-
tial should be used in case that a backup recovery is performed.

The backup schedule is defined by backup tasks. Each task includes settings for time
when the particular backup will be performed and selection of a backup type (see above).
To add a new backup task to the schedule, click Add. A backup schedule definition
window is opened (see figure 19.4) that includes the following setting options:

_{#Backup Schedule [ ]

Descripkion: IFuII weekly backup

—achedule

Start ak: I 00:00:00 3:

Day of week: I Maonday - I

—Backup tyvpe
+ Full

{ Differential

Ok

Zancel

Figure 19.4 A backup task
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Description
This is an optional item, it is used for better reference.

Schedule
The box includes two entries where day and time are selected for the backup. It is
recommended to perform backups at night (especially full backups) since backups
might overload the mailserver.

Backup type
Selection of either the full or differential backup type.

The Add button opens a definition of a new backup task. You can also click theEdit
button to edit a corresponding task or Remove to remove a task from the schedule.

Both backup types can be combined by using multiple tasks. Any number of backup
tasks can be defined. This depends on the user. Number of backup tasks may depend
on:

1. Size of the data store which influences how long each backup takes and on its size.
Both problems might be easily solved by using differential backups.

2. Importance of data which might be lost. This implies that backups are typically
more frequent in companies where email communication and message storing is
important. If backups are performed frequently, minimum of data is lost in case of
the server’s failure.

Click Advanced for advanced settings (see figure 19.5):

,g#Backup advanced options | x|

—File setkings

aplit backup files when its size reaches |2.III 3: a6

—Raokation

Keep ak most |3 3: complete backups

(] 4 Zancel

Figure 19.5 Backup advanced options
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File settings

Backups are saved in compressed files (.z1ip) where the maximal size of 2 GB is
allowed. This box enables you to split the backup to several files of smaller size.
The maximal file size for splitting is set to 2 GB by default. If a file exceeds the
value set in the dialog, the file is not backed up.

Rotation

Each backup of user folders is very space-demanding and it might be desirable to
often remove these backups. It is possible to set rotation where old backups are
removed automatically. Just specify number of backups to be kept in the Keep at

most ... complete backups. Whenever the number is exceeded, the oldest backup is
rewritten by the new one.

Other settings

Backup directory

Specification of the complete path to the backup directory (according to conven-

tions of the operating system on which Kerio MailServer is installed). The default

backup store is in the directory where Kerio MailServer is installed:
Kerio\MailServer\store\backup

Warning: It is recommended to change the backup directory by setting the path

to the corresponding removable disk or another media where the backup will be

stored if available.
—Target backup directory

Backup directory; ID:'l,backup Browse,,, |

Path to the network drive cannot be specified as mapped network drive, use UNC path (Yimachineldirectary).

) I the backup directory is on the network disk, you may need to specify user name and password, Specify... |

—Motification

Enter an email address of a person that will be natified when backup is completed or iF any problems arise.

Emnail address: | admin@company . com

—Current skatus

\/ Last backup finished successFully, Skart now |

Figure 19.6 Backup directory specification
Each archive consists of backup type and date when it was created:
e Full backup — F20060118T220007Z.z1ip
F — full backup
2006 — year
01 — month
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18 — day
e Differencial backup — I20060106T220006Z.z1ip
I — differential backup

2006 — year
01 — month
06 — day
e Backup copy (manual back up startup) — C20060117T084217Z.zip
2006 — year
01 — month
17 — day

Network disk authentication
In addition to saving backups to removable media it is also possible to store save
backups to a network disk. If access to the disk is secured, authentication by user-
name and password must be enabled (a user with access rights to the network
location must be used).
Username and password for authentication to the network disk can be used only if
Kerio MailServer is installed on MS Windows.

,g#Backup - Metwork Disk Authentication | x|

|lzer name:; Iuser

xxxxxxxxxxxx

Fazzword: I

xxxxxxxxxxxx

Confirm pagsword; I

(] Cancel

Figure 19.7 Network disk authentication

Notifications
Specify an email address where notifications about the backup status will be sent
by Kerio MailServer.

In addition to backups set in the schedule, it is also possible to make so called backup
copies. The copy is a kind of full backup. The copy can be enabled by the Start now
button. The current status of the backup process appears next to the button. In case of
a backup recovery, the copy is considered as a standard full backup and it is used for
the recovery if it is the most recent copy performed.
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Recovery

A special application called Kerio MailServer Recover is used for recovering of the
backup data. This application performs decompression of the particular backup and
saves it in the store directory.

To launch Kerio MailServer Recover, run the kmsrecover command from the directory
where Kerio MailServer is installed.

Usage:
kmsrecover <directory_name>|<file_name>

You can also see these details and examples to individual attributes, by running the
kmsrecover command.

Warning:
o Itis necessary to stop the Kerio MailServer Engine prior to the recovery.

e Applying a full or copy backup will overwrite the existing store. Applying any backup
will overwrite the existing configuration.
Backup recovery will be better understood through this simple example:

The recovery is performed on a host using MS Windows. The directory with configu-
ration data is stored at the default location (as set as default during the installation),
the store directory is located on a separate disk (RAID or a faster disk) of the same
computer where the configuration directory, and the backup directory is located on an
exchangeable disk. For backup recovery, use full backup.

Conditions:

1. The configuration data is stored under

C:\Program Files\Kerio\MailServer

2. The store directory is located in

D:\store

3. For security purposes, the backup directory is stored on the removable disc

E:\backup
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Solution:

The command must be run from the directory where Kerio MailServer is installed. In
this case, the directory is

C:\Program Files\Kerio\MailServer

At this point, two command formats can be used:

1. We want to recover the last complete backup (the most recent full and differential
backups or the most recent backup copy). The command will be as follows:

kmsrecover E:\backup

2. Torecover a particular backup (except the last one), use the following format:
kmsrecover E:\backup\F20051009T220008Z.zip

The kmsrecover detects the path to the store (D:\store) automatically in the Kerio

MailServer’s configuration file and uses it.

Warning: If the parameter contains a space in a directory name, it must be closed in
quotes. For example:

kmsrecover "E:\backup 2"
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LDAP server

The built-in LDAP server enables access to public and private contacts (you can use
either the secured or the unencrypted access — for detail see chapter 7) stored in KMS
for email client programs supporting the LDAP protocol (Lightweight Directory Access
Protocol). This protocol is supported by all commonly used email clients. This protocol
is supported by all most common email clients.

These clients can enable users to search for users’ data (typically email addresses) and
automatic completion of email addresses when they are inserted.

20.1 LDAP server configuration

Usage of the LDAP service in Kerio MailServer is easy. Simply, the following two condi-
tions must be met:

e At least one LDAP service or Secure LDAP must be run in Kerio MailServer.

e The user must have his/her contacts defined in the contacts folder or must have
subscribed at least one public or shared contact. No contacts will be found unless
this condition is met.

Note: If Kerio MailServer is protected by a firewall and the LDAP service is intended to
be available, the appropriate ports must be open (389 for the LDAP service and 636 for
Secure LDAP). You should use the encrypted LDAP version.

20.2 Configuring Email Clients

The following information should be considered to enable a mail client to access contacts
stored in Kerio MailServer by the LDAP protocol.

LDAP server
DNS name (e.g. mail.company.com) or IP address (e.g.) of the host that Kerio
MailServer is running on.

User name and password
This data is used by users to log into the LDAP server (equal to the name and
password for user login to mailboxes). The LDAP server in Kerio MailServer does
not support anonymous logins — the user login is always required.
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Security, Port
Select, whether the secure or non-secure version of LDAP protocol should be used.
If you do not use standard port insert a corresponding port number.
Note: TLS is not supported.

Search base
If you want to access all private and subscribed shared and public folders, leave the
entry blank or enter
fn=ContactRoot
Specify appropriate branch of the LDAP database in more details to limit access only
to certain folders. To better understand various alternatives, read the following
examples:

cn=jsmith@company.com, fn=ContactRoot

— it will be searched only through contact files of the user john@company.com
fn=personal, fn=ContactRoot — it will be searched only through contact files
of users that are logged into the LDAP server. This option is identical with
the previous one, however, it is not necessary to specify username (or email
address) of the user. This feature can be used for example for configuration of
more clients, etc.

fn=public, fn=ContactRoot

— it will be searched only through public contact files

fn=Contacts, cn=jsmith@company.com, fn=ContactRoot

— it will be searched only through the Contacts folder of the user
fn=PubTicContacts, fn=public,fn=ContactRoot

— it will be searched through the public Pub1icContacts folder only

Example of Configuration — Outlook Express

The client configuration for enabling the search of contacts through LDAP is explained
in the following example using Microsoft Outlook Express.

The LDAP account is defined in the Tools — Accounts — Directory Service menu. New
accounts can be added by wizards. However, only basic parameters can be defined there.
Therefore, it is possible to set detailed parameters by selecting a corresponding account
and clicking on Properties.

General folder:

Name of the account
Name of the account, used for reference only.
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K Z o
= mail.company.com Properties

General | Advanced

Directon Service Account

Type the name by which vou would like to refer to this
zerver. For example, "work Directon or “Microsaft
" Directory Server''.

Imail.u:u:umpan_l,l.u:u:um

Server Information

Server hame: Imail.u:u:umpan_l,l.u:u:um

W This server requires me ta log on

Account name: Iismith

Fazzword: |uuuu-

[ Log on using Secure Password Authentication

W Check names against thiz server when sending mail

(] I Cancel Spply

Figure 20.1 LDAP server settings — General tab

Server Name
DNS name or IP address of the host where Kerio MailServer is running (e.g.
mail.company.comor 192.168.1.10).

This server requires me to log on
Check this option. The LDAP server in Kerio MailServer does not support for anony-
mous connections.

Account name, Password
Insert your username and your password for login to the server (identical with your
name and password for login to your mailbox).

Log on using Secure Password Authentication
When this option is enabled, passwords will be sent securely through NT domain
authentication (SPA/NTML). This authentication method is not supported by the
LDAP server in Kerio MailServer therefore it must be disabled.
Note: We recommend using the secure version of the LDAP service (SSL) for en-
crypted user authentication.
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Check names against this server when sending mail

If this option is enabled, personal email addresses will be searched for automati-
cally when a message is sent. This means that names can be used instead of full
email addresses in the To field (or Copy To or Blind Carbon Copy To). The appro-
priate email addresses will be changed when the email is sent.

Note: If an inserted name cannot be found, the message will not be sent by MS
Outlook Express and the user must correct the name or insert the full email address.
If there are more addresses for one name, a dialog for user / address selection will
be opened.

Advanced folder:

i g "
= mail.company.com Properties

General Advanced |

Server Port Mumber

Directary zervice [LDAP]: IESE Ise [efault |

¥ This zerver requires a secure connection [S5L]

Search

Search timeout;
Shot = F————— Long 1 mirute

I awirmum nurnber of matches to return: 100 -

Search baze; I

[~ Use simple search filker

(] I Cancel Apply

Figure 20.2 LDAP server settings — Advanced tab
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Server Port Number
Port the LDAP service is running on. The Use Default button will set the standard
port number (depending on the on/off mode of SSL — see below).

This server requires a secure connection (SSL)
A secure connection is activated or inactivated with this option. Set the SSL se-
curity system according to Kerio MailServer services configuration (for details, see
chapter 7) or according to your security policy (see chapter 16.6).

Search timeout
If there is a large LDAP database or the connection is slow, the search can take
a long time. This option defines the maximum length of time for searching through
the database. When this time expires, the searching is stopped, regardless whether
any record has been found or not.
Note: If the LDAP server is located within the same local network as the client, the
search should take almost no time.

Maximum number of matches to return
If the specifications of the item searched are too broad (e.g. most of the recipient’s
name is not included), the search may result in many items found. Limiting the
maximum number of matches can reduce the search time as well as line traffic. If a
large number of items are returned, a new search should be performed using more
narrowly defined specifications.

Search base
Specify a location of contacts in the LDAP database (see above). If you leave this
entry blank, all subscribed folders will be scanned (public and shared).

Use simple search filter
This option reduces the number of database items that will be searched. This will
make the search faster, however, the search potential will be reduced. We recom-
mend not to use this option.
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Mailing lists

Kerio MailServer allows for any number of mailing lists to be defined within each local
domain. However, the number is limited by user licenses, because each mailing list is
considered to be one license by Kerio MailServer.

Mailing lists are based on an email address shared by all users included in the group
— messages sent to the address are distributed to all members of the corresponding
mailing list. In addition to functions of simple user group, the following functions are
available in mailing lists:

e dynamic user logins and logouts to/from mailing lists

e mailing list moderating (moderators conduct users’ subscription/unsubscription,
participation and message postings)

e automatic modifications of message body or subject (by adding predefined text to
each message)

¢ header substitution (hides sender’s email address)

o disallowing messages that contain certain features (e.g. messages where subject is
not defined)

All actions are executed by sending emails to special accounts. Mailing lists must be
created in the Kerio Administration Console. All other actions may be taken by email
sent and delivered via SMTP.

Warning: If POP3 access is used, it is not recommended to process messages from mail-
ing lists. If you plan to run mailing lists, the MX record for your server is required.

21.1 User Classification
Users of mailing lists may have the following roles:

Administrator
User with Kerio MailServer administration rights (read/write access — see chap-
ter 14.1). Kerio Administration Console administrators create all mailing lists and
define their parameters (e.g. moderators, policies, etc.). For details, see chap-
ter 21.2).
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Moderator
Each mailing list should have at least one moderator. Moderators are allowed to
take the following actions:
o confirm or refuse a user login (if required by the mailing list policy)
e allow or deny postings to the mailing list (if required by the mailing list policy)
e receive error reports (e.g. reports about emails that could not be delivered)
e can be addressed by
<mailinglist_name>-owners@<domain>

Member

Any user subscribed to the mailing list is a member. Their email addresses may

belong to any domain — mailing lists are not limited only to the domain where they

were created. Mailing list members have the following rights:

¢ subscribe/unsubscribe (if the member is subscribed, he/she receives all mes-
sages sent to the mailing list address)

e ask for help

e send messages to the mailing list (if required by the mailing list policy, each
message sent to the mailing list must be approved by a moderator)

Note: Each user may have more than one role (e.g. a moderator can be a member as well,
etc.)

21.2 Creating a Mailing List

Mailing lists are defined in Domain Settings — Mailing Lists. Only administrators (users
with both read and write rights) are allowed to create new mailing lists.

Before adding a mailing list make sure you have selected the correct domain from the
drop down menu at the top of the Mailing Lists dialog. Use the Add button to define
a new mailing list.

Basic Parameters — General

Name

Name of the mailing list. This name will be used as the email address of this mailing

list within the particular domain.

Example: There is a mailing list called discussion in the company.com domain

which will have the address discussion@company.com.

Warning:

e Names of mailing lists should not include suffixes (expressions starting with
a dash) because they are used for special functions (e.g. -subscribe as the
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24 Add Mailing List =

General - page 1 of 7

M armne: Idiscussiun

Drezcription: IDiscussiDn

Language: I English LI

T IF wou want the mailing lizt archive to be accessible via MMTE, it's name must not contain dots.

O The name will be uzed az a part of mailing lizt email addrezs [e.q. for mylist it will be mulistEcompan. com).

¢ Back | Mest » LCancel

Figure 21.1 Creating a mailing list — basic parameters

suffix is used to subscribe mailing lists). For details, see chapter 21.7, section
Aliases within Mailing Lists.

e The name of the mailing list must not include the . symbol (dot) since it is
used for other purposes in NNTP mailing lists. Though such a mailing list can
be created, it is not possible to read it using the NNTP service.

e ?The mailing list name must be different from the usernames or aliases in the
same domain. Otherwise, the alias is preferred and the message will not be
delivered to the mailing list.

Description
A commentary on the mailing list.

Language
Selection of a language that will be used for displaying informative and error re-
ports related to the mailing list. Thanks to this option, it is possible to create
mailing lists in various languages on one server. Message templates for individual
languages are kept in the reports subdirectory where Kerio MailServer is installed.
The UTF-8 encoding is used for the files. Administrator can modify individual re-
ports or add anew language report version.

Comment

In this step you can enter a comment that will be sent to each new participant (upper
field) and a text that will be added to the end of each message body sent to the mailing
list (bottom field). These fields may be left blank.
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24 Add Mailing List E

Comment - page 2 of 7

Thiz text will be automatically zent to each new member;

YWelcome in Dizcuzsion Feel free to post anything here. ..

Thiz text will be automatically appended to each email;

“*Thiz meszage was pozted to the mailing list discussion@company. com™

¢ Back Mest » LCancel

Figure 21.2 Creating a mailing list — comments

Note: A welcome message is sent only to those new members that have subscribed to the
list via email (for details, see chapter 21.7). Members added to the mailing list through
the Kerio Administration Console will not receive the welcome message.
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Login
Rules for subscription of new members can be defined in this step.

Note: To see details about subscription go to chapter 21.7.

24 Add Mailing List E

Subscription - page 3 of 7

Subscription Policy

Subscription to the lizt by email: I b oderator must approve LI
[v Motify user that the request will be reviewed by a moderatar

[~ Motify moderatar(z] about users' subscripionsAunsubscriptions

Figure 21.3 Creating a mailing list — subscription

Subscription to the list by email

New members can subscribe to the list by sending an email to a special account.

The menu provides the following options to select from:

o Allowed — user that has sent an email to the subscription address will be sub-
scribed automatically.

e Moderator must approve — a new member’s subscription request is forwarded
to the moderator(s) of the mailing list. The subscription must be confirmed by
a moderator first. If the moderator denies the subscription or no moderator an-
swers the request in seven days, the user will not be subscribed and will receive
an informative message.

e Denied — subscription via email is not available. Members must be defined by
the administrator within this dialog (see below).

Notify user that the request will be reviewed by a moderator
User requesting subscription will be informed that the request has been forwarded
to the list moderator(s). This message will be delivered to them immediately after
the request reception. If this option is disabled, the message will be delivered when
the request is either accepted or denied.

Notify moderator about user subscription/unsubscription
If this option is enabled, moderators will be informed about each user subscrip-
tion/unsubscription.
This can be especially helpful if automatic subscriptions are allowed (otherwise
moderators receive a request). Since each unsubscription is automatic, this feature
may provide moderators with important information.
Note: If a user is added to or removed from the list through the Kerio Administration
Console, the moderators will not be informed of this fact.
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21.3 Posting rules

In step 4, rules for posting messages to the mailing list and for automatic modifications
of the messages can be defined.

Foszting - page 4 of 7

—Puozting Palicy
tember can post a meszage: I Allowed LI
Maon-member can pozt a message; I Allowed LI
toderator can post a meszage:; I Allowed LI
¥ Motify uzer that the posting will be reviewed by a moderator
v Send delivery emnors bo moderators

—Mezzage
Reply-Ta: [ This list =l
Add thiz prefis to each subject: I[Discussiu:un]
[~ Hide sender's address and replace it with an address of the list
v Pemmit meszages with an emphy subject

¢ Back Mest » LCancel

Figure 21.4 Creating a mailing list — posting rules

Member can post a message

This option specifies whether a member is allowed to post messages. You can select

from the following options:

o Allowed — messages sent to the mailing list will be delivered to all members
(including the sender) immediately.

e Moderator must approve — messages to the list address are forwarded to mod-
erators for confirmation. The message is sent to other members only when
approved by a moderator. If denied, the sender is informed.

e Denied — members cannot post messages to the mailing list.

e Only Moderators — only moderators are allowed to send messages to the mailing
list.
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Non-member can post a message

This option allows non-members send messages to the mailing list. This feature is

customized by a pop-up menu providing the following options:

o Allowed — messages sent to the mailing list will be delivered to all members
(including the sender) immediately.

e Moderator must approve — messages to the list address are forwarded to mod-
erators for confirmation. The message is sent to other members only when
approved by a moderator. If denied, the sender is informed.

e Denied — members cannot post messages to the mailing list.

e Only Moderators — only moderators are allowed to send messages to the mailing
list.

Note: The message will not be sent to the sender as he/she is not a member of the

list.

Moderator can post a message

This option defines whether and how moderators can send messages to the mailing

list. It covers the following options:

o Allowed — use this option to deny members and non-members access for secu-
rity reasons. Thus only moderators can send messages to the mailing list.

e Moderator must approve — this option has similar function as the previous one
but it provides higher security. If a sender tries to break the denial rule by using
the moderator’s address, the message will not be sent into the mailing list but it
will be forwarded to the moderator.

e Use rules for members/non-members — This option assigns the moderator rules
for members/non-members (according to the fact whether the moderator is
a member of the mailing list or not).

Notify server about sending...
Users that send messages to the list will be informed that their requests were for-
warded to the list moderators. This message will be delivered to them immediately
after the request reception. If this option is disabled, users will receive the report
when the request is denied or when the timeout expires.

Send delivery errors to moderators
If this option is enabled, all error reports related to the mailing list will be delivered
to moderators. Otherwise, only the sender of the email message will receive the
error report. An example of such a report is a notification that an invalid request
was sent or that an email account of a mailing list member has exceeded the disk
quota set in Kerio MailServer and the message sent to the mailing list could not be
delivered to the member’s mailbox.
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Reply-To

This item specifies which address will be used in the messages as the address for

replies (the Reply-To: item in email headers):

o Sender — the address of the original sender will be kept in the header. Re-
sponses will be sent to the original sender only. If this alternative is chosen, the
message sent to the list will not be modified.

e This list — the address of the original sender will be substituted by the list
address. This means that the responses will be sent to all list members.

e Other address — the address of the original sender will be substituted by a user
defined email address. Responses to the messages can be sent to a particular
person, another mailing list, etc.

Add this prefix to each subject
Prefix that will be added to subjects of each message sent to this list. When a new
list is opened, its name inserted in square brackets is entered to this item automat-
ically. The item content can be edited and it can be left blank (if it is empty, there
will be no prefix added to the subject).
Note: Prefix is not added to the subject if it is already included there — for example,
in responses to mailing list messages, subject usually follows this pattern:
Re: [name of the mailing Tist] the original subject
— if this option is disabled, the [name of the mailing 1list] prefix would be
doubled.

Hide sender’s address and...
If this function is enabled, the sender’s address (the From item ) will be substituted
for the list address in each email sent to the list. If the sender does not enter his/her
name, the messages will be anonymous.
Note: If this option is enabled, the This list or Other address must be set in the
Reply-To item.

Permit messages with an empty subject
If this option is disabled, only messages with a non-blank Subject are accepted.
The decision whether to allow messages with blank subjects depends on the ad-
ministrator.

21.4 Moderators and Members

In these two sections, moderators and mailing list members can be defined. Use the Add
button to open the corresponding dialog box and specify an email address. The users in
local domains can be selected by using the Select button. The Full name item is optional.
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A# Mail Address E
b ail address; Iiwayne@u:u:umpany.u:u:um Select |

Full narme: IJ ohin W ayne

ak | Cancel

Figure 21.5 Creating a mailing list — add to e-mail address

Any user can be either a moderator or a mailing list member — the specified email
address does not have to belong to any of the domains defined in Kerio MailServer. In
this dialog box, only the administrator is allowed to appoint moderators. Mailing list
members may be added either by the administrator or they can subscribe via email (if
the list policy allows this option — see above).

21.5 Mailing list archiving

In the last step, the settings for message archiving can be defined. An archive is a special
folder that can be accessed via NNTP.

24 Add Mailing List =

Archive - page 7 of 7

[ Mainkain archive of this mailing list

[~ The archive of this mailing list can be read by any Kerio MailServer user

—allow these authenticated users ko read the archive:

dephterson@companty'. com
jblacki@company, com
jsmithi@conmpanyy  com
WAy ne@Company', Com

add. .. Remove

0 The MMTF server options can be set in Configuration)Services,

< Back Finish Zancel

Figure 21.6 Creating a mailing list — maintain archiving
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Maintain archive of this mailing list
Use this option to enable mailing list archiving. The archive of the conference can
be accessed by all members of the corresponding mailing list

The archive of this mailing list can be read by any user of this server
If this option is enabled, all users with accounts in Kerio MailServer have read rights
for the archive.

Allow these authenticated users to read the archive
The mailing list archive can be read only by users included in the list.

If an anonymous access is allowed for the NNTP service (see chapter 7), any user can
read the archive (even if they have no account in Kerio MailServer).

21.6 Server Reports

In mailing lists, there are many automatically generated messages (informative mes-
sages, error reports, requests to moderators, etc.). In each list, language for these re-
ports can be chosen (you can select from a few predefined language alternatives). Mes-
sage templates are kept in the reports subdirectory where Kerio MailServer is installed.
The reports directory includes other subdirectories according to languages (e.g., en for
English, etc.). Language templates are included in these subdirectories.

Message templates may be edited in any editor that supports UTF-8 encoding. The Kerio
MailServer administrator can modify these messages and reports or create a new lan-
guage version following the guide that is included.

21.7 How to use Mailing Lists

Member Subscription/Unsubscription

If allowed by the list policy (see chapter 21.2), members may subscribe to the list via
email. The subscription is done by sending any message (even with blank message body)
to the list address of the following form:

<name_mailinglist>-subscribe@<domain>.

Example: A user wants to subscribe to a list called discussion in the company.com do-
main. He/she sends a message with an empty message body from his/her email account
to the address

discussion-subscribe@company.com.

After sending this message the user will receive an email requesting confirmation of the
subscription. Once the user sends a response to this message, the user’s request will be
accepted. This response system guarantees the authenticity of the user.
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According to the mailing list policy, the user will be either subscribed or will have to
wait for confirmation of a list moderator. If subscribed successfully, the new member
will receive a welcome message.

Members can unsubscribe by email at any time. The unsubscription can be done by
sending an email message with any content in the message body (it can be left empty) to
the address of the following form:

<name_mailingTlist>-unsubscribe@<domain>.

Example: A user intends to unsubscribe from the discussion mailing list in the
company.com domain. He/she sends a message with an empty message body from
his/her email account to the address

discussion-unsubscribe@company.com.

After sending this message the user will receive an email requesting confirmation of the
unsubscription. Once the user sends a response to this message, the user’s request will
be accepted. After a response to the request is received, the user will receive a report
regarding his/her unsubscription.

Message posting

If a user intends to send a message to the mailing list, he/she must send it to the list
address (e.g. discussion@company.com). According to the policy, the message will
be either delivered to each list member (including the sender if he/she belongs to list
members) or forwarded to list moderators for approval. If the message is forwarded
to a moderator, a report will be delivered to the sender (if defined — see chapter 21.2)
and the message will be sent to the list when allowed by a moderator. If the message is
denied or not allowed by a moderator within 7 days, the sender will receive a report as
well.

Aliases within Mailing Lists

In each mailing list, special email addresses are generated automatically. These ad-
dresses are used for special functions, such as member login, contact addresses of the
list moderators, etc. Each of these addresses has the following form:

<mailinglist>-<suffix>@<domain>

(e.g. to send a request to the discussion mailing list help within the company.com
domain, users will send a message to: discussion-help@company.com

Here the suffixes that can be used in the list address are listed:
e subscribe — arequest for login to the mailing list

e unsubscribe — arequest for logout from the mailing list
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e help — arequest for help for the mailing list usage

e owner, owners — sending a message to the list moderators (there is no need to know
their email addresses)
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Status Information

Kerio MailServer allows the administrator (or any other person) to view its activities in
great detail. Three kinds of information are available: status, logs and statistics.

e You can view the status of the mail queue, delivery tasks and connections to particu-
lar Kerio MailServer services.

e Logs are files where information about certain events (e.g. error and warning reports,
debugging information, etc.) are recorded. For detailed information on logs, see
chapter 23.

e Statistics contain detailed information about individual Kerio MailServer services us-
age such as received and refused messages, errors etc. Kerio MailServer can also show
graphically the number of connections to individual services as well as the number
of processed messages for a given period.

The following chapters describe what information can be viewed and how its viewing
can be changed to accommodate the user’s needs.

22.1 Messages in queue

All email processed by Kerio MailServer is stored in the mail queue. Physically, this is the
folder store/queue in the directory where Kerio MailServer is installed. All messages
are added to this queue as two files:

e The file with the .em1 extension is the message itself

e The file with the . env extension is the message’s SMTP envelope. This is used only for
communication between SMTP servers and is discarded when the message is saved
to the target mailbox.
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Both files have identical names.

A message is sent from the mail queue either after it reaches the queue or in a time
period defined in the scheduler — see chapter 9 for details. If the SMTP server sends
messages straight to the target domains (i.e. no relay SMTP server is used) a situation can
arise in which the message cannot be sent (no server for the target domain is available).
In this case the message returns to the queue and is sent again later.

Note: If the server is in Offline mode, the message returns to the queue and the server
attempts to send it again in a time specified in the scheduler (Next Try is only set in
Online mode). If the server is in Offline mode (usually dial-up lines) then it is better to
send messages via a relay SMTP server.

Viewing the Mail Queue

You may wish to check the mail queue if you suspect that messages are not leaving
the server. Viewing the queue directly on the disk is not very easy, and is actually
impossible if you administer Kerio MailServer remotely. For this reason it is possible
to view the mail queue directly in the Kerio Administration Console in the Status — Mail
Queue section.

Y

“+/| Message Queue

Meszages in quale I Meszage queue processing |

Queue 1D | Created | Mexst Try | Size I Fram I To I
S 407dAcE3-00000000 14 Apr 2004 16:36:19 14 Apr 2004 17.06:20381  jemith(@compani.com  jwagnel@oompany, com
S 407dAche-00000007 14 Apr 2004 16:37:42 14 Apr 2004170742379 jwayne@company.com  jemith{@company, com

Refresh | Fiemove messages... vl Ty to send nu:uwl Fiun gueue |

Figure 22.1 Messages in queue

Each line of this window contains information about one message in the queue. The
columns contain the following information:

ID
Unique message identifier. This identifier also represents the file names under
which the message is saved in the mail/queue folder.

Created

Date and time when the message entered the queue.
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Next Try
Date and time of the next attempt to send the message (you can set the attempts
interval and the number of attempts in the Configuration — SMTP Properties sec-
tion — see chapter 16.2). ASAP stands for As Soon As Possible. This way sending
messages that are queued for the first time — in the Online mode they are sent
immediately, in the Offline they are queued and they are sent in scheduled time.

Size
The size of the message (excluding the envelope).
From, To

The sender’s and recipient’s email addresses If the From field is empty, it is a DSN
message sent by Kerio MailServer.

Status
Status of the message (reason why the message has not been sent) is described in
this column.

Manipulating Messages in the Mail Queue
You can take the following actions using the buttons under the Mail Queue window:

Refresh
The Mail Queue window is refreshed whenever a change occurs in the queue. You
can also use the Refresh button to do this manually.

Remove messages
Removes the selected message from the queue. Click this button to display a menu
to select messages to be deleted from the queue. You can delete only selected
messages, all messages or messages that meet specific criteria.

Try to send now
Attempts to send the selected message immediately.

Run Queue
Starts sending messages from the queue.

22.2 Message queue processing

When processing the Mail Queue Kerio MailServer creates a new process for each mes-
sage that reports all actions (delivery to a local mailbox or a remote SMTP server, an-
tivirus control, etc.) and then terminates. Several such processes can run simultaneously
— that means that Kerio MailServer can send more messages at one time. The maximum
number of delivery tasks can be set in the Configuration/SMTP Properties section, the
Options tab, Maximum number of delivery tasks parameter (the default value is 8).
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In the Status — Message Queue section on the Message Queue Processing tab you can view
the active processes (when the process was created, which message is being processed,
which SMTP server it is being sent to, etc.) and check their status (antivirus control,
sending, local delivery, etc.).

Message Queue

w

=

Mezzages in queue | Meszage queus processing |

In] | From | To Status Server Time:
(@ 407d5780-00000006  jwayned@company. com  jsmithi@wahoo. com SMTP delivery 1. mail yahoo.com  00:00:00

Refresh |

Figure 22.2 Message queue processing

The individual columns in the Delivery Tasks window have the following meaning:

ID
A unique message identifier (corresponds with the message ID in the mail queue
and the filename in the mail/#queue directory)

Size
The size of the message (in bytes)

From, To
The sender’s and recipient’s email addresses

Status
The process status: Executing, Backup, Content filtering (checking for forbidden at-
tachment types), Antivirus control, Local delivery (if the message is saved to a local
mailbox), SMTP delivery (if the message is sent to a different SMTP server), Termi-
nating (end phase, terminating the process). The process does not need to pass all
the above listed phases — if, for example, mail backup is disabled the Backup phase
will be skipped.

Server
The SMTP server, to which the message is sent (in the SMTP delivery phase only)

Time
The time of the whole process (the length of time from the process start to its
termination)
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Percent
Information about the delivery process (displays percentage that has already been
sent).

The information in the Delivery Tasks window is updated automatically. You can also
update the information manually by clicking on the Refresh button.

22.3 Active Connections

In the Status — Active Connections section you can view all network connections es-
tablished with Kerio MailServer including all its services (SMTP, POP3, etc.) and the
Administration Console.

Active Connections

Each line of this tab contains information about one connection. These are network
connections, not user connections (each client program can establish more than one
connection at one time in order to receive or send more messages at once). The columns
contain the following information:

<» | Active Connections

Active Cannections I.&ctiveWebmailSessions |

Protocal | Secure Time | From Uzer Info |
T ADbAIMN es 01:259:32 127001 Admin K.ero Admin fwfindows]
S HTTF Mo Q02:53 1392.168.44.130

BRefresh |

Figure 22.3 Active Connections

Protocol
The protocol type that the client is using (or service to which it is connected). Names
correspond with the names of services in the Configuration/Services section. AD-
MIN means connection to the Kerio Administration Console program.

Secure
Defines whether or not the connection will be secured by SSL (technical note: remote
administration allows secured connection only.
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Time
How long the client has been connected. The timeout is used for certain services
(i.e. if there is no data flowing through the connection for a certain period of time,
the connection is terminated).

From
IP address from which the client is connected. The DNS name of the client can be
displayed here if the option Enable reverse DNS lookup for incoming connection is
enabled in the Configuration — Advanced Options section (see chapter 16.6). We
recommend you to enable this option only if you intend to monitor where clients
connect from since reverse DNS queries slow down traffic on the server.

User
The name of the connected user. In some cases the name is not displayed (for
example connections to the SMTP server — if user authentication is not required,
the user remains anonymous).

Info
More information about the connection (e.g. IMAP folder, administration program
version, etc.).

Information in the Connections window is refreshed automatically or can be refreshed
manually using the Refresh button.

Active connection to WebMail interface

The table on this tab lists all users connected to the Kerio WebMail interface. Each row
of the table contains information about a user (his/her email address), IP address used
for connection to Kerio MailServer and the time when the connection ends.

< | Active Connections

Active Connections |F\ctive Webmail Sessions |

User / I Client Address Expires | Carmpanent

e dpeterson@company.com  127.0.0,1 11,1,2006 17:51:26 HTTPwebmail Mini
- Jsmith@company, com 127.0.0.1 11,1,2006 17:51:43 HTTR websdmin
o Wayne@oampanty, com 127.0.0.1 11,1,2006 17:52:02 HTTRWebmMail

Refresh |

Figure 22.4 Active Webmail Sessions
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User
A user connected via Kerio WebMail to Kerio MailServer.

Client address
IP address of the computer used for connecting to Kerio MailServer.

Expires
After a certain time of inactivity (1 hour), Kerio WebMail logs out users automati-
cally for security reasons.

Components
Three different components can be used to connect to the server: Kerio WebMail
(HTTP/WebMail), Kerio WebMail Mini (HTTP/WebMail Mini) and Kerio Web Adminis-
tration (HTTP/WebAdmin).

22.4 Traffic Charts

In the Status — Traffic Charts section you can view (in graphical format) the number
of connections to individual services of Kerio MailServer and the number of processed
messages (both incoming and outgoing) for a given period.

~ | Traffic Charts

I Meszages / Received ;I I 2 hourz LI

Messages / Received - 2 hours
2

; R N Y

15:40 15:50 16:00 1610 16:20 16:30 16:40 16:R0 1700 1710 17:20 17:30
W Countiin 20 seconds)

Refrezh | Settings... |

Figure 22.5 Traffic Charts

The graph allows the following parameter settings:

Monitored parameter
Use the first field to choose the monitored parameter:
e Connections/IMAP — the number of connections to the IMAP service
e (Connections/POP3 — the number of connections to the POP3 service
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e (Connections/SMTP — the number of connections to the SMTP service

e Messages/Received — the number of messages processed by the MailServer (the
total of outgoing and incoming SMTP messages and messages downloaded from
remote POP3 mailboxes)

Time range
In the second field you can choose the time range you wish to monitor (the range
can be from 2 hours to 30 days). The selected time range is always understood as
the time until now (“last 2 hours”, “last 30 days”, etc.)

The legend below the graph shows the sampling interval (i.e. the time for which a sum
of connections or messages is counted and is displayed in the graph).

Example: If 2 hours is selected as the time range the sampling frequency is 20 seconds.
This means that a number of connections and/or messages is counted for the last 20
seconds and is written into the graph.

The Settings button opens the dialog where the detailed settings of a chart can be de-
fined.

—¥ Bxis

Minirmal Y-walue: IIII

Mazximal ¥-walue: |3IIIIII

0 Walues 0, 0 mean that the program computes the best values itself,

—Time
% Show local bme of Administration Consaole

" Show local bime of Server

—Design

[v Show grid

I clor of a line in the graph Change. ..

(] 4 Zancel

Figure 22.6 Chart Settings
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Y Axis
Definition of the minimum and maximum values for the y axis.
Note: The scale of the x axis is determined by the time range that has been selected.

Time

This option defines which time type will be displayed in the chart (either the server

time or the local time of the host the Kerio Administration Console is running on.

The following rules are applied:

o If Kerio Administration Console is run on the same host where Kerio MailServer
is installed, both time types are equal.

e The same rule is applied if the times on both hosts are synchronized (e.g. by the
NTP protocol or in Windows NT domain).

o If the times are not synchronized and both hosts are in the same time zone, we
recommend to use the server time.

o If the hosts are in different time zones, any of the two time types can be selected
according to your needs.

Show grid
Grid can be showed or hidden in the graph.

Color of the line in the graph
Select a line that will be used in the graph. Click Change to select a color.

22.5 Statistics

Statistical data is displayed using the Status — Statistics section. Statistics are divided
into groups for better readability (e.g. “Storage Occupied”, “Messages sent to parent
SMTP server”, “Client POP3 statistics”, etc.). The Refresh button updates displayed data.
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‘em | Statistics

Storage Occupied =
Total Skorage 14.6 GE
Storage Cocupied 8.7 GE
Percent 56 %
W 55%: - Storage Ocoupied “l
44% - Storage Free
~|
Messages received by server
Message counk 1]
Message volume 0E
Tatal recipient count i} LI
Refrash Ta Basic Mode Save As... Statiskics are computed Fram the lask start of a server 2 hours, 6 minukes aga.

Figure 22.7 Statistics
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Logs

Logs are files where information about certain events (e.g. error and warning reports,
debugging information, etc.) are recorded. Each item is represented by one row starting
with a timestamp (date and time of the event). Events reported are in English only (they
are generated by the Kerio MailServer Engine).

23.1 Log settings

When you right-click inside any log window, a context menu will be displayed where you
can choose several functions or change the log’s parameters (view, logged information).

Find... Zkel+F
Copy Chel+C
Log setkings. ..

Select font. ..
Unicode

Clear log |T UTF-3

Set log events. .. Western (150 8859-1)

Western (IS0 §859-15)

Zentral European (IS0 §859-2)
Zentral European (CP 12500

Cyrillic (150 §559-5)
Cyrillic (P 1251)

Figure 23.1 Context menu

Copy
Copies the selected text onto the clipboard. You can use the operating system
hotkeys to do this (e.g. Ctrl+C or Ctrl+Insert in Windows).

Find
Use this option to find a particular log row. Insert search criteria into the Find

entry (words, numerals, characters). Use the Direction parameter to define in which
direction the logs will be read through (Up, Down).
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Ad Find 7 x|

Find what: IService WEBMAIL Find

Direction———
Cloze |
’71[" Up & Down

Figure 23.2 Search

Highlighting
Kerio MailServer enables to highlight any part of text in logs. This function is used
for better reference.
Click Highlighting to open a dialog box where highlighting can be added, changed
and removed by using the typical Add, Edit and Remove buttons.
New highlighting can be set in the Add highlighting dialog box:

A4 Edit Highlighting | x|

Descripkion: IHTTF‘ SEFver session

Condition {subskring); I{http}

[~ Treat as reqular expression

Colar; I LI

(] 4 Zancel

Figure 23.3 Highlighting
e Description — description used for better reference.
e (Condition (substring) — every line containing the substring specified will be high-
lighted according to the parameters set in this dialog.
If Treat as regular expression is enabled, any regular expression can be entered
(for advanced users).
Regular expressions are special POSIX expression for a string description. They
are created by various flexible patterns that are compared with strings.
e (Color — select a color used for the highlighting.
Every highlighting is applied to all log types. All lines meeting the condition are
highlighted.

Select font
This option opens a standard dialog box for selection of size, style and font for the
log.
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Encoding
Select encoding for the log.

Log debug

Select this option to open the Log debug dialog where you can set parameters for
clearing or saving logs.
The File Logging tab

g}Lug debuqg E E

File Lagging IE:-:ternaI Logging |

—General

¥ Enable logging to file

Fath: Idel:uug.lu:ug

—Rotation

[v Botate regularly
% Even hour
£~ Ewery day
" Ewven week

£~ Ewvem month

v Botate when file exceeds size

Mazx. log file size: |10 =1 EB.

K.eep at most I'IEIEI 3: log file(z).

ok LCancel

Figure 23.4 File Logging
e Enable logging to file — enables logging to a specified file. Use the File name
entry to specify a path where logs will be saved.
e Rotate regularly— select one of the following options:
e Every hour — log is saved once an hour and a new log file is started.
e FEvery day — log is rotated once a 24 hours.
e Every week — log is rotated once a week.
e Every month — log is rotated once a month.
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e Rotate when file exceeds size — set maximum log file size (in KBs) in Max log file
size.

e Keep at most ... log file(s) — define how many log files will be stored. The oldest
file will be cleared after each rotation.

The External Logging tab

Open the External Logging dialog to set logging to a Syslog server or to a file. The

three options can be combined.

A8 Log debug 7 x|

Filz Logging | External Logging |

—5yzlog service

¥ Enable Syslog logging

Syslog server: |2'I 210152

Facility: I 0: K.ermel meszages LI

Severity: I : Emergency LI

Figure 23.5 Storing logs on Syslog server
e FEnable Syslog logging — use this option to enable logging to a Syslog server
e Syslog server — DNS name or IP address of the particular Syslog server
e Facility — this entry helps Kerio MailServer recognize where a log came from
(Syslog server can receive logs from various sources)
e Severity — set how important the log is (Syslog enables filtering of logs with
respect to their severity)

Clear log
Clears the log window (information is also removed from the appropriate file).

Messages
Advanced parameters for the logs can be set using this option (for details see be-
low). Available only in the Debug section.

23.2 Config

The Config log stores the complete history of communication between Kerio Administra-
tion Console and Kerio MailServer Engine. It is possible to determine what administration
tasks were performed by a specific user.

The Config window contains three log types:

Information about logging in to Kerio MailServer administration
Example:
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[30/Jun/2004 09:09:18] Admin - session opened for
host 127.0.0.1
e [30/Jun/2004 09:09:18] — the date and time of the log creation
e Admin — the name of the user logged in for Kerio MailServer administration.
e session opened for host 127.0.0.1 — information about session opening
and IP address of the user logged in

Changes in the configuration database

Changes performed in Kerio Administration Console. Let’s take new user account

creation as an example:
[30/Jun/2004 13:09:48] Admin - insert User set Name=’jwayne’,
Domain=’company.com’, Account_enabled="1’, Auth_type="0",
Password=xxxxxx PIN=’NUL:4444°, Rights="1’, ForwardMode="0’",
Qstorage="10485760’, Qmessage=’'5000’

e [30/Jun/2004 13:09:48] — the date and time when the log was created

e Admin — the name of the user logged in for Kerio MailServer administration.

e 1insert User set Name=’jwayne’... — parameters that were specified for

the new account

Other changes in configuration
A typical example is the backup cycle. After the Use button in Configuration /
Backup section is pressed, the time and date of each backup is inserted into the
Config log.
[30/Jun/2004 09:29:08] Admin - Store backup started
e [30/Jun/2004 09:29:08] — date and time when the backup was started
e Admin — the name of the user logged in for Kerio MailServer administration.
e Store backup started — information that the backup was started

23.3 Mail

The Mail log contains information about individual messages processed by Kerio
MailServer. The log includes all message types:

e incoming messages,
e outgoing messages,
e mailing list messages,

e DSN (Delivery Status Notification) — messages generated automatically by the server
(system messages — e.g. information that the message is undeliverable, that it could
not be delivered in the defined time, that the user sent a virus-infected message, etc.).
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Incoming and outgoing messages
All messages received via SMTP or HTTP protocols or downloaded via POP3. Here
is an example of two log lines associated with one message as well as description
of individual items:

[30/Nov/2005 17:57:14] Recv: Queue-ID: 438dd9ea-00000000,
Service: SMTP, From: <jwayne@company.com>,
To: <thenry@company.com>, Size: 1229, User: jwayne@company.com
Sender-Host: 195.39.55.2, SSL: yes
[30/Nov/2005 17:57:15] Sent: Queue-ID: 438dd9ea-00000000,
Recipient: <thenry@company.com>, Result: delivered,
Status: 2.0.0
[30/Nov/2005 17:57:14] — the date and time when the message was deliv-
ered or sent.
Recv/Sent — this section provides information whether the server has already
received the message or the message is just being sent. The status can therefore
be Sent or Recv (i.e. Recieved).
Queue-ID: 438d6fb6-00000003 — the number generated by the server in the
queue of outgoing messages. It is an identifier which uses identical numbers for
all log lines associated with one messages. Each message is first received by the
server, then it is sent. This implies that at least two log lines must belong to each
message (for reception and sending). Moreover, each message can be delivered
to multiple users (each addressee has a special log line).
Service: HTTP — protocol, that has been used by the server to receive the
message (HTTP, SMTP). This information is included in incoming messages only.
The information is not displayed for outgoing messages, it would be meaning-
less. All outgoing messages are sent by SMTP.
From: <jwayne@company.com> — email address of the sender
To: <jwayne@company.com> — email address of the recipient
Size: 378 — size of the message in bytes
User: jwayne@company.com — user account from which the message was
sent.
Sender-Host: 195.39.55.2 — IP address of the computer from which the
message has been sent
SSL: yes — informs whether the connection is SSL-secured (displayed for SMTP
only)
Recipient: <thenry@company.com> — email address of the addressee.
Result: delivered — information about the result of the delivery process.
Status: 2.0.0 — code of the SMTP response (for detailed information, see
RFC 821). If the code starts with the 2 digit, the message was delivered success-
fully. If the code starts with the 4 or the 5 digit, the message delivery failed.
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Server-generated messages
Messages of this type are usually generated by Kerio MailServer. If the delivery
fails, the sender receives a delivery status notification (DSN).

[30/Nov/2005 15:31:40] Recv: Queue-ID: 438db7cc-00000000,
Service: DSN, From: <>, To: <dbeckham@company.com>,
Size: 1650, Report: failed
[30/Nov/2005 15:31:40] — the date and time when the message was gener-
ated
Recv: — this section provides information whether the server has already re-
ceived the message or the message is just being sent. The status can therefore
be Sent or Received.
Queue-ID: 438db7cc-00000000 — the number generated by the server in the
queue of outgoing messages.
Service: DSN — Delivery Status Notification; messages generated by Kerio
MailServer.
From: <> — thisitem is empty because the message was generated by the mail
server
To: <jwayne@company.com> — email address of the recipient
Size: 1650 — message size in bytes
Report: failed — the type of notification

Mailing list messages
The Mail log contains all mailing list messages. The individual postings, as well as
mailing list control messages are logged

[30/Nov/2005 19:09:11] Recv: Queue-ID: 438deac7-00000009,
Service: List, From: <Discussion@company.com>,
To: <jwayne@company.com>, Size: 3302,
Answer: subscribe response
[30/Nov/2005 19:09:11] — date and time when the message was received
Recv: — this section provides information whether the server has already re-
ceived the message or the message is just being sent. The status can therefore
be Sent or Received.
Queue-ID: 438deac7-00000009
Service: List — mailing list flag
<discussion@company.com> — email address of the sender
To: <jwayne@company.com> — email address of the recipient
Size: 1397 — size of the message in bytes
Answer: subscribe response — type of message
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Sieve

Messages generated by a user filter (e.g. autoreply).

23.4 Security

The Security log contains information related to Kerio MailServer’s security. It also con-
tains records about all messages that failed to be delivered. The security log contains
the following types of events:

Viruses and forbidden attachments detected
Example: a message that contains a virus:

[16/Jun/2004 18:37:17] Found virus in mail from
<missgoldl8@hotmail.com> to <support@kerio.com>:
W32/Netsky.p@vM
[16/Jun/2004 18:37:17] — the date and time when the virus was detected
Found virus in mail — action performed (information that the virus was
found)
from <missgoldl8@hotmail.com> — email address of the sender
to <support@kerio.com> — email address of the recipient
W32/Netsky.p@vM — the type of virus contained in the message

Messages rejected by spam filter
A message with high spam score:

[16/Jun/2004 18:37:17] Message from

<missgoldl8@hotmail.com> to <support@kerio.com>

rejected by spam filter: score 9.74, threshold 5.00
[16/Jun/2004 18:37:17] — the date and time when the message was rejected
from <missgoldl8@hotmail.com> — email address of the sender
to <support@kerio.com> — email address of the recipient
rejected by spam filter — action performed (rejection by spam filter)
score 9.74, threshold 5.00 — SpamEliminator evaluation

Failed login attempts
This log contains information about invalid login attempts. These are usually
caused by an invalid username/password or blocked IP address. The reason for
a specific failed login can be found also in the Warning log (see chapter 23.5).

[13/Apr/2004 17:35:49] Failed IMAP Togin from 192.168.36.139,
missing parameter in AUTHENTICATE header

[13/Apr/2004 17:35:49] — the date and time of the failed login

Failed IMAP login — action performed (failed login attempt)

from 192.168.36.139 — IP address of the computer used for login attempt
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There are several possible reasons for login failure:

missing parameter in AUTHENTICATE header — an incorrect or invalid
header with login data has been sent

authentication method PLAIN is disabled — the authentication method
is disabled in Kerio MailServer

authentication method CRAM_MDS5 1is invalid or unknown — Kerio
MailServer is unable to perform authentication using this method

error during authentication with method CRAM-MD5 — an error occurred
during authentication, e.g. during communication with the authentication server
authentication with method CRAM-MD5 cancelled by user — the au-
thentication was cancelled by the user (client)

(Failed IMAP Togin from 127.0.0.1), authentication method PLAIN
— the authentication of the user failed (the user does not exist, the password is
incorrect, the user account in Kerio MailServer is disabled or the authentication
couldn’t be performed due to the lack of authentication data in Active Directory)

Server misuse attempts (relaying)
An example of relaying attempt:

[11/Jun/2004 00:36:07] Relay attempt from IP address
61.216.46.197, mail from <wgiwknovry@hotmail.com>
to <fodder@falls.igs.net> rejected
[11/3un/2004 00:36:07] — the date and time
Relay attempt — action performed (failed relaying attempt)
61.216.46.197 — IP address of the computer used for relaying attempt
from <wgiwknovry@hotmail.com> — email address of the sender
to <fodder@falls.igs.net> — email address of the recipient
rejected — action performed (the message was rejected)

Antibombing
Server overload protection — see chapter 16.2, section Security Options.

[16/Jun/2004 18:53:43] Directory harvest attack from
213.7.0.87 detected
[16/Jun/2004 18:53:43] — the date and time of the failed attack
Directory harvest attack — type of attack
from 213.7.0.87 — IP address of the computer used for the attempt
detected — action performed (detected and blocked)

If the sender was found in databases of blacklisted servers
The sender was found in a blacklist database (ORDB, own IP address group)

[13/Apr/2004 17:44:02] IP address 212.76.71.93
found in DNS blacklist ORDB, mail from
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<emily.macdonald@nmc-uk.org> to <support@kerio.com>
e [13/Apr/2004 17:44:02] — the date and time when the message was received
e 212.76.71.93 — IP address used for sending the message
e found in DNS blacklist ORDB — type of action (the address was found in
a database of blacklisted servers)
e from <emily.macdonald@nmc-uk.org> — email address of the sender
e to <support@kerio.com> — email address of the recipient

23.5 Warning

The Warning log displays warning messages about errors of little significance. Typical
examples of such warnings are messages stating that a user with administrator rights
has a blank password, that a user account of a given name does not exist or that a remote
POP3 server is unavailable.

Events causing display of warning messages in this log do not greatly affect Kerio
MailServer’s operation. They can, however, indicate certain (or possible) problems. The
Warning log can help if for example a user is complaining that certain services are not
working.

23.6 Error

In contrast to the Warning log, the Error log displays errors of great significance that
usually affect the MailServer’s operation. The Kerio MailServer administrator should
check this log regularly and try to eliminate problems found here. If this is not done,
users are in danger of not being able to use certain (or even all) services. They may also
lose their messages or security problems may occur (the MailServer can for example be
misused to send spam email or virus-infected email).

Typical error messages displayed in the Error log pertain to: service initiation (usually
due to port conflicts), disk space allocation, antivirus check initialization, improper au-
thentication of users, etc.

23.7 Spam

The Spam log displays information about all spam emails stored in Kerio MailServer.
Information about individual spam messages are displayed in rows. The logs differ ac-
cording to the mode of spam detection. The Spam log lists also messages that have been
marked as spam by Kerio MailServer, but the user marked them as regular messages.

Spam message detected by filter
The message was marked as spam by Kerio MailServer filter:
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[06/Sep/2004 08:43:17] Message marked as

spam with score: 8.00, To: dbeckham@company.com,

Message size: 342, From: thenry@company.com, Subject:
[06/Sep/2004 08:43:17] — date and time when the spam was detected
Message marked as spam with score: 8.00 — type of action (the message
was marked as spam because the score evaluated by spam filter was too high)
To: jwayne@company.com — email address of the recipient
Message size: 342 — message size in bytes
From: jsmith@company.com — email address of the sender
Subject: — the subject of the message (empty in this case)

Spam message detected by user
The message was marked as spam by user:

[06/Sep/2004 08:40:39] User thenry@company.com marked a
message as spam, Folder: ~thenry@company.com/INBOX,
Size: 462, From: "Daniel Beckham" <dbeckham@company.com>,
Subject: Hallo
[06/Sep/2004 08:40:39] — date and time when the message was marked as
spam
User jwayne@company.com — email address of the recipient
marked a message as spam — type of action (the message was marked as
spam by user)
Folder: ~jwayne@company.com/INBOX — the folder where the message is
stored
Size: 462 — message size in bytes
From: "John Smith" <jsmith@company.com>— email address of the sender
Subject: Hallo — the subject of the message

The message is not spam
The message was marked as not spam by a user:

marked a message as not spam, Folder:

~dbeckham@company.com/Junk E-mail, Size: 500,

From: "Thomas Henry" <thenry@company.com>, Subject: *SPAM=
[06/Sep/2004 08:43:32] — date and time when the message was marked as
not spam
User: jwayne@company.com — email address of the recipient
marked a message as not spam — type of action (the message was marked
as not spam by user)

Folder: ~jwayne@company.com/Junk E-mail — the folder where the mes-
sage is stored (in this case, the folder for spam messages is required)

Size: 500 — message size in bytes

From: "John Smith" <jsmith@company.com>— email address of the sender
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e Subject: =xSPAM=x — the subject of the message

23.8 Debug

Debug (debug information) is a special log which can be used to monitor certain kinds of
information, especially for problem-solving. As default, it displays information relating
to starting and stopping of Kerio MailServer, lists the services and the addresses and
ports used for connection. Other information relates to services and processes used to
operate the server.

The other information describe services and processes which handle the server. Too
much information could be confusing and impractical if displayed all at the same time.
Usually, you only need to display information relating to a particular service or function.

Warning: Displaying a vast amount of information also reduces Kerio MailServers speed.
We recommend that you only display information that you are interested in and only
when necessary.

Debug log settings

For the above reasons the Debug log allows you to define what information it will display.
This can be done using the Set log events option in the context menu of the Debug
window.

- M ail server activity

- [ Delivery queus processing
- O SMTP client session

- O Remate POP3 download
- O SMTP server session
POP3 zerver zezsion
[MAP zerver zeszion
HTTF server zezsion

- O LDAP server session

- [ Mailing lizts processing

- O MMTP server session

- [ Store backup processing
- [ wiebDAY requests processing
[+ Adwanced

ok LCancel

Figure 23.6 Debug log settings
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Mail server activity section:

Delivery queue processing
Processing of the Mail Queue (sending and receiving messages, re-scheduling, etc.)

SMTP client session
Sending outgoing mail (communication between Kerio MailServer and the relay
SMTP server or the target domain’s MailServer). The log includes commands and
responses of the client and the server ordered by time when individual events hap-
pened. Therefore, this log can be very helpful for resolving problems regarding
email sending.

Remote POP3 download
Retrieval of remote POP3 mailboxes (Kerio MailServer in the role of a POP3 client)
and sorting rules (when a message is received or downloaded from a remote POP3
mailbox). The Remote POP3 download log together with Alias processing can be
helpful when you experience problems with domain mailbox.

SMTP server session
Detailed information about communication between clients and the SMTP server.
This log can be helpful when you experience problems with MX records.

POP3 server session
Detailed information about communication between clients and the POP3 server.
Together with IMAP server session and HTTP server session) helps to solve problems
with retrieving email from the mailboxes.

IMAP server session
Detailed information about communication between clients and the IMAP server.
The log also provides information on communication via the MAPI interface.

HTTP server session
Communication between clients and Kerio MailServer using the Kerio WebMail in-
terface

LDAP server session
Detailed monitoring of communication between clients and the LDAP server, and
search for contacts in the database.

Mailing list processing
Mailing lists monitoring (logins, logouts, message sending, moderators perfor-
mance, etc.).

NNTP server session
A detailed report on communication with the news server.

226



23.8 Debug

Store backup processing
The report lists the backup process, browsing and backing up of all folders. Use
this report to be sure if the backup process is correct and if it was not interrupted.
Should an error occur while performing backup, a record will be entered in the Error
log (see chapter 23.6).

WebDAYV requests processing
The log lists all actions of the WebDAYV interface. It is useful especially for solving
communication issues between Kerio MailServer and MS Entourage.

Advanced section:

Mail folder operations
Operations with user and public folders (opening, saving messages, closing) This
log can be used to resolve problems regarding mapping of public folders.

Alias processing
Processing of aliases (during reception of a message or its download from a re-
mote POP3 mailbox). The Alias processing log is used together with Remote POP3
download to solve problems with domain mailbox sorting.

Antivirus check processing
Communication with the antivirus program, processing of individual message at-
tachments. This log can be used if the infected messages are not detected by an an-
tivirus program and are delivered to users.

Sieve filter processing
Filtering messages according to user filters

DNS resolver
Finding target domain SMTP servers through DNS MX record lookup

Authentication modules
External authentication of users (NT domain, Kerberos, PAM)

Network connections and SSL
Establishing connections to remote servers (on the TCP level), DNS requests, SSL
encrypting, etc.

Directory service lookup
Queries to the internal user database (Active Directory). This log can be used in
case of problems with import of users from local domains.

Contacts processing
Detailed information on contact processing provided in the vCard format.
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Spam filter processing
Logs the messages with high SpamEliminator rating.

Update checker activity
Reports any communication with update.kerio.com, where all new versions of Kerio
MailServer are available. From this server, updates of the Kerio Outlook Connector
are also downloaded.

SyncML synchronization
This option reports any activity that occurred between Kerio MailServer and Kerio
Synchronization Plug-in during synchronization.

SPF check
This option reports all information about SPF queries to SMTP servers. It can be
used for solving problems with SPF check.

PHP engine messages
This option records Kerio WebMail information. This information is an extension
to the Error log and it can be used for troubleshooting of Kerio WebMail issues.

23.9 Performance Monitor (under Windows)

If Kerio MailServer is installed under the Windows 2003, 2000, or XP operating system,
the optional component Performance Monitor can be installed (for details, see chap-
ter 3.3). Performance Monitor is a plug-in for the Performance system tool that is in-
cluded in Administrative Tools.

In Performance Monitor, open the System Monitor section. To add new objects for mon-
itoring, open the dialog window by clicking on the + button.

In Performance object select the Kerio MailServer item. In the left button at the bottom
select statistics that you want to monitor. You can use any of the statistics offered by
Kerio MailServer (see chapter 22.5, or the Status/Statistics section in Kerio Administra-
tion Console). Click on the Explain button to get more information about the selected
object.

Notes:

o If the Kerio MailServer item is not displayed in the Performance object field in the
object list, the Performance Monitor plug-in is not installed or it is incomplete. We
recommend running the Kerio MailServer installation program again (see chapter 3.3).

e For detailed information about Performance Monitor see Help in Windows.
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Chapter 24

Kerio MailServer Environment

24.1 Configuring Email Clients

This chapter contains basic information about how to set email clients (i.e. programs
t does not focus on particular client software
but gives you general advice that you should follow in order for the client to work prop-

used to read and write email messages). I

erly with Kerio MailServer.
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Configuring an Email Account

An email account is a group of parameters describing the incoming and outgoing mail
servers and the conditions for their use. Most email clients allow switching between
multiple accounts. Let’s create a new account that will be used for retrieving and sending
messages via Kerio MailServer.

Note: The following description of settings was created using the Microsoft Outlook
Express 6.0 emalil client. However, basic account settings are very similar in all email
clients.

Outgoing (personal) email address
This address should consist of the name of the user and the domain as it is set in
Kerio MailServer, e.g. smith@ourcompany.com.

Name of the user
This can be anything as it is only displayed in the message header. Using special
characters (typically in non-English versions) might cause problems.
It does not relate to the full name or description in Kerio MailServer. A decent user
sends messages using his/her own name!

Outgoing mail server (SMTP)
IP address or the DNS name of the host on which Kerio MailServer is running (e.g.
192.168.1.1 or mail.ourcompany.com).

Incoming mail server
IP address or the DNS name of the host on which Kerio MailServer is running (e.g.
192.168.1.1 or mail.ourcompany.com).

Incoming mail server type
POP3 or IMAP. If both services run on Kerio MailServer the user can choose
whichever suits him/her best. The protocol type cannot be altered later. It is im-
portant to realize that if the user accessed the account using the IMAP protocol and
now he/she wishes to use POP3, he/she will only be able to download messages
from the INBOX folder.

User name and password
The name and password for the Kerio MailServer user account. If the account is not
in the primary domain a full email address must be used for the user name.

Authentication on the outgoing (SMTP) server
This needs to be set if anti-spam protection is enabled in Kerio MailServer (see
chapter 17) as well as relay control — sending email to any domain is not permitted
from the client’s IP address (see chapter 17). If this is not set the user will only be
able to send email within the local domains.
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Server requires secure communication
These options define whether a non-encrypted or an SSL-encrypted connection
should be used during sending or receiving of email. With Kerio MailServer you
can use a secured connection in both cases (if appropriate services are running),
which is recommended.

Secure password authentication (SPA/NTLM)
This function can be used if a user logs into an NT domain and the user’s account
in the Kerio MailServer is set to authenticate the user in the NT domain. This
allows the client software to use the same authentication credentials as the ones
for logging into a domain.

Directory Service

You can use the Kerio MailServer LDAP server as a directory service (for details refer to
chapter 20)

IMAP Folders Administration

After creating a mail account using the IMAP protocol the client will download a list of
folders from the server and display it. The user can choose the folders that are to be
displayed (this can be changed later). In the client software the user can create, rename
or delete folders in the same way as in the Kerio WebMail interface. It is important to
note that these folders are stored at the server and not locally as with POP3 protocol.

It is important to ensure that the email client and the Kerio WebMail interface use the
same folder names for sent mail (Sent Items) and draft messages (Drafts).

The email client can set synchronization for each folder. If a folder is synchronized with
the server, each new message will be immediately displayed in the client software. This
requires a permanent connection to the server. If the client is connected using a dial-up
line, synchronization can only be performed manually or in defined time intervals.

24.2 Web browsers

Recommended browsers for the full version of Kerio WebMail are as follows:
e Microsoft Internet Explorer 6.0 or higher

e Safari 1.2 or higher

e Firefox version 1.0 or higher

e Mozilla 1.7 or higher
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From technical reasons, in older versions of the browsers and the types not listed, it is
not possible to run the full version of Kerio WebMail. However, it is possible to use its
simplified version, Kerio WebMail Mini. Kerio WebMail Mini is run automatically in older
versions of browsers, in text-based browsers such as Lynx or Links, on PDA devices, on
cellular phones, etc. Kerio WebMail Mini does not use CSS and JavaScript.

To use the secured access to the Kerio WebMail interface (by HTTPS protocol), the
browser must support SSL encryption. If this can be configured (e.g. in MS Internet
Explorer) we recommend enabling support for SSL 3.0 and TLS 1.0.

24.3 Firewall

Quite often, Kerio MailServer is installed on a local network protected by a firewall or
directly on the firewall host. To assure connectivity the system administrator then has
to set several settings.

Ports

If the MailServer is to be accessible from the Internet, certain ports have to be opened
(mapped) in the firewall. Generally, any open port means a security hole; therefore, the
less mapped ports you have the better.

When mapping ports for Kerio MailServer the following rules should be followed:

e Port 25 must be mapped if you would like the SMTP server to be accessible from the
Internet. This must be done if an MX record for the given domain (or more domains)
points to the MailServer. In this case it is necessary to enable antispam protection
(see chapter 17) and relay control (see chapter 16.2), so that the MailServer cannot be
misused. Any SMTP server on the Internet can connect to your SMTP server to send
email to one of the local domains. For this reason access must not be restricted to
a selected IP address group.

If all incoming mail is to be downloaded from remote POP3 mailboxes, port 25 does
not need to be opened.

e Ports for other services (POP3, IMAP, HTTP, LDAP and Secure LDAP) need to be
opened if clients wish to access their mailboxes from locations other than the pro-
tected local network (typically notebook users). In this case we strongly recommend
using only secure versions of all services and opening only the appropriate ports on
the firewall (i.e. 663, 443, 993 and 995).

o If subnets or IP address ranges from which remote clients connect can be defined, we
recommend allowing access to ports only from these addresses. This is not possible
if the user travels world-wide and connects to the Internet randomly using many
different ISPs.
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Dial-up Connection

If Kerio MailServer and a firewall run on the same machine that is connected to the
Internet via a dial-up line, a request may arise asking that the MailServer use a different
dial-up connection (e.g. via a different ISP) than the firewall for accessing the Internet.
The firewall then has to know both of these connections or it will block the packets going
through the connection used by the MailServer (no unknown packet is allowed to pass
the firewall — neither outgoing or incoming).
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Deployment Examples

This chapter shows how to set Kerio MailServer in different conditions. Each example
is essentially an applied Quick Checklist (see chapter 1) for a given situation. These
examples should help you set up Kerio MailServer quickly and easily for your company.

25.1 Leased Line

Information and Requirements

1.

The company has the domain ourcompany.com and a primary MX record points to
the computer where Kerio MailServer will be installed (the name of the computer in
DNS is mail.ourcompany.com)

The computer is connected to the Internet via a leased line
There is no relay SMTP server

The company uses the NT domain DOMAIN and users will be authenticated in this
domain

The production department will have an address production@ourcompany.com and
the sales department will have the address sales@ourcompany.com

Some users would like Kerio MailServer to download messages from their mailboxes
on the Internet and deliver them to their local mailboxes

AVG 7.0 antivirus program will be used for checking mail for viruses and no EXE,
COM, BAT and VBS attachments can be sent

Remote administration of Kerio MailServer will only be allowed from the IP address
67.34.112.2 (external administrator)
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Implementation

1.

10.

11.

In the Configuration — Domains section, create the primary local domain
ourcompany.com and enter the server’s DNS name mail.ourcompany.com. In the
Authentication tab enter the name of the NT domain DOMAIN.

In the Domain Settings — Users section, use the Import button to import all users
from the domain. This way the users will not have to be added manually.

In the Domain Settings — Groups section, create the groups Production and Sales
and add appropriate users to them.

In the Domain Settings — Aliases section, define the aliases production and sales
to be delivered to the corresponding user groups.

The Internet connection is permanent. In the Configuration — Internet Connection
section, select the Online option.

Outgoing mail will be sent directly to the target domains. In the Configuration —
SMTP Properties section, select the Deliver directly using DNS MX records option.

In the Configuration — POP3 Download section, define retrieval of email from re-
quested external mailboxes. For each mailbox, select a user to whom messages from
the mailbox will be delivered.

Set up scheduling for downloading of mail from the remote mailboxes. The leased
line is fast and is connected permanently so messages from the mailboxes can be
downloaded quite often. Set scheduling every 10 minutes (Every 00:10). Outgoing
mail is sent immediately and no mail is received using ETRN — only tick Receive
POP3 mailboxes.

In the Configuration — Antivirus section, enable antivirus control and choose the
AVG 7.0 module. In the Attachment Filter tab enable filtering and set the names of
forbidden files — i.e., *.exe, *.com, *.bat and *.vbs.

In the Configuration — Definitions — IP Address Groups section, create a group
named Remote administration and assign it a single IP address (host)
67.34.112.2.

In the Configuration — Remote Administration section, tick Enable administration
from network and Only from this IP address group. Choose the created group Remote
administration here.
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25.2 Dial-up Line + Domain Mailbox

Information and Requirements

1.

The company uses the domain othercompany.com and all messages sent to this
address are stored in a domain mailbox entitled other company at the server
pop3.isp.com with the username othercompany and password password

Internet connection is via a dial-up line
The ISP enables sending outgoing email via their server

smtp.isp.com,

if the user authenticates by username and password (the same situation as in case
of POP3).

During working hours (Mon-Fri 8:00-17:00) mail will be downloaded every hour and
after working hours at 20:00, 0:00 and 5:00

Implementation

1.

In the Configuration — Domains section, create the primary local do-
main othercompany.com and set the Internet name of the server
mail.othercompany.com (this is more or less fictitious but it contains the
domain name). The domain is defined as local, which means that mail sent between
local users will not be sent to the Internet and downloaded back again.

In the Domain Settings — Users section, create user accounts for all local users.

The server will connect to the Internet using a dial-up connection (that already ex-
ists in the system). In the Configuration — Internet Connection section, choose the
Offline option, tick the field Use RAS to connect to Internet, choose the requested
RAS connection and enter the appropriate username and password.

All outgoing mail will be sent to a relay SMTP server. In the Configuration —
SMTP Properties section, select Use relay SMTP server and enter its name —
smtp.isp.com. The server requires authentication — enable the option Relay server
requires authentication and fill in the appropriate username and password. Set the
authentication type to SMTP AUTH Command.

In the Configuration — POP3 Download section, Accounts tab, define downloading
of the domain mailbox othercompany at the server pop3.isp.com. Mail from this
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mailbox will be delivered using sorting rules — select Use sorting rules. It is rec-
ommended to consult selection of a preffered header with the administrator of the
server where the mailbox is located. The default Received header should be suitable
in most of situations.

In the Configuration — POP3 Download section, Sorting Rules tab, set sorting rules
for individual users’ email addresses.

In the Configuration — Definitions/Time Ranges section, create a time interval Work-
ing hours, containing the range 8:00:00-17:00:00 valid from Monday through Friday,
to be used in scheduling.

Set up scheduling for message retrieval from the POP3 box and sending of messages
from the mail queue. Add scheduling for every hour (Every 1:00) valid at the time
interval Working hours and three schedulings for certain times (At) that will be valid
all the time. For all schedulings tick the Receive POP3 mailboxes but also Send mail
in mail queue.

25.3 Dial-up Line + ETRN

Information and Requirements

1.

The company uses the domain thirdcompany.com and the primary MX record
points to the computer where Kerio MailServer is installed (its DNS name is
mail.thirdcompany.com)

The secondary MX record is directed to the SMTP server.

etrn.isp.com,

which supports the ETRN command and requires authentication by username and

password.

The computer is connected to the Internet via a dial-up line (a static IP is assigned,
to which the DNS name mail.thirdcompany.com is assigned)

The ISP enables sending outgoing email via their server
smtp.isp.com,

if the user authenticates by username and password.

During working hours (Mon-Fri 8:00-17:00) mail will be downloaded every hour and
after working hours at 20:00, 0:00 and 5:00
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Implementation

1.

In the Configuration — Domains section, create the primary local
domain thirdcompany.com and enter the DNS name of the server
mail.thirdcompany.com. When the line is up Kerio MailServer will func-
tion as the primary server for this domain. While the line is down email will be sent
to a secondary server.

In the Domain Settings — Users section, create user accounts for all local users.

The server will connect to the Internet using a dial-up connection (that already exists
in the system). In the Configuration — Internet Connection section, select Offline and
tick Use RAS to connect to the Internet. Choose the requested dial-up connection and
fill in the appropriate username and password.

All outgoing mail will be sent to a relay SMTP server. In the Configuration —
SMTP Properties section, select Use relay SMTP server and enter its name —
smtp.isp.com. The server requires authentication — enable the option Relay server
requires authentication and fill in the appropriate username and password. Set the
authentication type to SMTP AUTH Command.

Under Configuration — ETRN Download, define the following information:

server: etrn.isp.com,

domain: thethirdparty.com,

Server requires authentication, enter username and password.

In the Configuration/Definitions/Time Ranges section, create a time interval Working

hours, containing the range 8:00:00-17:00:00 valid from Monday through Friday, to
be used in scheduling.

Set up scheduling for sending and downloading of messages. Add scheduling for
every hour (Every 1:00) valid at the time interval Working hours and three schedul-
ings for certain times (At) that will be valid all the time. For all schedulings tick the
On-demand mail relay option (i.e. receiving mail using ETRN) but also Send mail in
mail queue.
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25.4 A company with a filial

Information and Requirements

The company in our example uses the only domain called company.com. Supposing
a company has its headquarters in New York and a branch office in London. Kerio
MailServer is installed both at the headquarters and the branch office (two separate
licenses). The headquarters’ server uses DNS name mail.company.com. The branch
office’s server uses DNS name mail-Tdn.company.com.

We want the email transferred among local users in the branch office to be delivered
locally, while the email addressed to users in the headquarters is really sent to the head-
quarters. The same thing should be guaranteed for the communication in the other
direction — messages sent from the headquarters to the branch office must be delivered
to the branch office’s server.

DNS MX
SERVER [primary] SERVER [secondary]
mail.company.com mailfr.compary. com

Primary domain: company.cor Primary domain: comp:

e e L
Users: boss Domain alias: fr.compa

Primary domain: secratary
; Forwarding: ms
Aliases: g
Users: support
programmer

Domain: fr.compar
Forwarding: mailfr

Figure 25.1 A company with a filial
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Note: To keep the example as simple as possible, suppose that users boss and
secretary work in the headquarters and users technician and programmer work in
the branch office. The following description is focused on these special requirements
— it does not include detailed configuration of the SMTP server, remote administration,
etc.

Implementation

Headquarters (configuration at the primary server mail.company.com)

1. In the company’s headquarters (at the primary server mail.company.com)in Kerio
MailServer, set the company.com domain as the local primary domain.

2. In this domain, accounts of local users are defined (of those who work in the head-
quarters).

3. If Kerio MailServer is behind the firewall, it is necessary to make port 25 available
for the SMTP service.

4. Create the 1dn.company.com domain where no users and aliases will be defined. Set
the Forwarding tab under Domains in a way that email for the 1dn.company.com
domain is forwarded to the mai1-1dn.company.com server of the branch office.
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General |.-’-'-.Iiases | Footers | Forwarding IDireu:tu:ur_l,l Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

[ If recipient was not faund in this domain, forsard the message to another host

Fonmard to: Imail-fr.u:u:umpan_l,l.u:u:um Fuart: |25 Drefault |

[~ The forward host iz offine, delivery iz iggered by scheduler

v Queue until tiggered by ETRM

|f the damain in recipient's address is one of thiz domain's aliazes:

f* fonward this message

£ don't farward such messages [prevent loops in distibuted domain scenarioz)

(] Cancel

Figure 25.2 Forwarding settings

5. Next, set aliases for all users at the branch office (Domain Settings — Aliases), in this
case for the users technician and programmer. These aliases provide that email
for corresponding users is delivered to domain 1dn.company.com.

Alias: Ipru:ugrammer
Drezcription: IDEVE|D|:I department
Dieliver ta: I Email address LI

Email addrezs: Iprugrammer@us.u:u:umpan_l,l.u:u:um Select... |

(] LCancel |

Figure 25.3 Alias settings
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Branch office (configuration at the server mail-1dn.company.com)

1.

Create a local primary domain company.com with the alias Tdn.company . com.

In the local primary domain, create accounts for all users in this branch office (for
those who will have local mailboxes at the filial).

Set that email addressed to the domain company.com is forwarded to the head-
quarters’ server mail.company.com, while messages with the domain alias in the
recipient’s address are not forwarded. This option guarantees that messages where
username or its alias is not specified correctly in the recipient’s address are caught.

W Queus until tiggered by ETRM

|f the damain in recipient's address is one of thiz domain's aliazes:

" fonward this meszage

f*  don't forsard such meszages [prevent loops in distibuted domain scenarioz)

Figure 25.4 Anti-Loop settings

Warning: The wildcard alias should not be used in branch office’s server’s, otherwise the
email for the headquarters will not be forwarded.

Recommendation: Set a secondary DNS MX record for the filial's server. This will help
you avoid problems in case of the headquarters’ primary server’s failure.

Notes:

If users want to access their email remotely (e.g. using Kerio WebMail), they will
always connect to the server where their local accounts are created (i.e. users in
the headquarters will connect to mail.company.com and users in the branch office
connect to the server mail-1dn.company.com).

The Free/Busy calendar will display only information regarding local users of the
particular server.

For a detailed example of configuration of a company with multiple branch offices, read
the Multiple servers managing one domain article in the Kerio Technologies knowledge
base at http://support.kerio.com/.
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25.5 Setting up the backup mail server

25.5 Setting up the backup mail server

Information and Requirements

1. A company has own company.com domain, the primary MX record points to the
computer where primary mailserver is installed. The primary mail server’s DNS
name is maill.company.com.

2. Create the backup server for the primary mailserver (its DNS name will be
mail2.company.com). A basic version of Kerio MailServer can be used, because
in this case there is no need to create user accounts.

Implementation

1. Create the secondary MX record (with lower priority) in DNS for the company.com
mail domain for (mail12.company.com) backup server.

2. After the backup of Kerio MailServer is installed, create a primary domain in the
configuration wizard and assign it the same name as the primary mailserver, i.e.
company . com.

3. No user accounts are set up in this domain.

4. 1In Configuration — Domains section of the Kerio MailServer administration con-

sole (chapter 8.5), specify message forwarding to the maill.company.com primary
mailserver (see picture 25.5).

There are multiple ways of forwarding messages:

e The best way of setting up forwarding from the backup server is to set the pri-
mary server in the way that it queries the secondary server regularly using the
ETRN command. This procedure saves time because the servers are not con-
nected to an unavailable primary server. The primary server must support the
ETRN command.

Kerio MailServer supports using the ETRN command for requesting emails (see
chapter 16.5). If you use Kerio MailServer as a primary mailserver, we recommend
this option. Kerio MailServer also sends the ETRN command to different servers
upon each server startup and thus all mail is downloaded to the server in the
shortest possible time after failure.

If you wish to use this method of forwarding emails, enable the Queue until trig-
gered by ETRN option for the company . com domain (Configuration — Domains).
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General |.-’-'-.Iiases | Footers | Forwarding IDireu:tu:ur_l,l Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

[ If recipient was not faund in this domain, forsard the message to another host

Fonmard to: Imail'l .COMpany. com Fuart: |25 Drefault |

[~ The forward host iz offine, delivery iz iggered by scheduler

v Queue until tiggered by ETRM

Figure 25.5 Setting up the backup server — the ETRN command

It is also necessary to enable using the ETRN command in the primary mailserver
(see chapter 16.5) and schedule sending the ETRN command (see chapter 10).

e Another possibility is setting up the rules for outgoing messages (see chap-
ter 16.2). However, in case of unavailability of the primary server, the server will
repeatedly attempt to deliver emails, until the primary server is up and running
again, which can occasionally cause overloading of the primary server.

If you prefer this method of setting the secondary SMTP server, we recommend
to extend the interval for message resending. This can be set in Configuration —
SMTP Server, on the Queue Options tab.

General |.-’-'-.Iiases | Footers | Forwarding IDireu:tu:ur_l,l Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

[ If recipient was not faund in this domain, forsard the message to another host

Fonmard to: Imail'l .COMpany. com Fuart: |25 Drefault |

[~ The forward host iz offine, delivery iz iggered by scheduler

[~ Queue until tiggered by ETRM

Figure 25.6 Setting up the backup server — mail delivery follows rules for queue of outgoing messages

In the configuration dialog, only name or address of the primary server and port
are obligatory entries (see figure 25.6).

e The last method is to set up the scheduler so that it adjusts the intervals for
sending emails. This setting is similar to the previous one, because the server
again uses the rules for the outgoing message queue. However, in this case, the
interval is adjusted by a scheduler, where more convenient schedule can be set.
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In the Configuration — Domains menu, the Forwarding tab of the domain com-
pany.com, you must enable the option The forward host is offline, delivery is
triggered by scheduler.

General |.-’-'-.Iiases | Footers | Forwarding IDireu:tu:ur_l,l Service |.-i'-.|:|van|:eu:| |Wel:uMaiI Logo |

[ If recipient was not faund in this domain, forsard the message to another host

Fonmard to: Imail'l .COMpany. com Fuart: |25 Drefault |

v The forward host iz offine, delivery iz iggered by scheduler

[~ Queue until tiggered by ETRM

Figure 25.7 Setting up the backup server — mail delivery is controlled by the scheduler

5. If Kerio MailServer is used as a primary mailserver, we recommend to add the server
address to the list of ignored servers that are not restricted by the settings in the
Configuration — SMTP server menu of the Security options tab (for more informa-
tion, see chapter 16.2).
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Troubleshooting in Kerio MailServer

26.1 Reindexing mail folders

Problem description

User’s folder or even his/her entire mailbox is not displayed correctly. The damaged
folder seems to be empty or some messages are missing.

This problem might be caused by discrepancies between the index. f1d special file and
the #msgs directory in a Kerio MailServer’s mail folder.

For better understanding, let us explain how Kerio MailServer handles messages. Email
messages, contacts, events and tasks are saved to a store in a form of folder tree. This
store is represented by the \store directory which is further divided to domains, user
mailboxes and folders included in these mailboxes. Each folder contains several direc-
tories and files where email messages as well as information regarding these messages
are stored.

We will focus on the #msgs directory where messages in the format of .eml files are
stored and on the index.f1d special file which is used by Kerio MailServer to orientate
in the #msgs directory while communicating with email clients. This file is created for
each mail folder upon the first startup of Kerio MailServer.

The index. f1d file includes list of messages contained in the folder as well as specific
information regarding these messages. Each line of the file represents record of one
email message stored in the folder. The #msgs directory is saved in the same directory
as the index. f1d file.

Under specific conditions (e.g. when checked by a resident module or when Kerio
MailServer fails), Kerio MailServer makes a change in the folder (e.g. it adds/removes
a message, it flags a message, etc.). However, it cannot modify the index.f1d file so
that the file and the #msgs directory collide (their information on messages in the email
folder differ).
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Solution

The solution might be easy:

1. Stop the Kerio MailServer Engine

2. Delete or rename the damaged index. f1d file in the corresponding email folder

3. Run the Kerio MailServer Engine

Upon the next startup of Kerio MailServer, the file is created automatically, in accordance

with the status of the folder.

However, this solution is not perfect, because it clears any information regarding the
messages saved in the file. This information is called flags — the mail client uses them
to find out for example whether the message was not marked as deleted or whether it
has been forwarded or not.

Upon starting Kerio MailServer, the following record is written in the Error log:

[23/Jun/2005 12:12:47] mail_folder.cpp: Folder
~dbeckham@company.com/Contacts has corrupted
status and index files, going to restore them.
Some flag information may be Tost

The following solution is more difficult and it can be used only if the index.f1d file
includes more records than the real number of messages included in the folder (this
typically happens when a residental module removes a message upon detecting a virus,
but the event is not recorded in the index. f1d file). However, flags are kept intact. To
use this solution, follow these instructions:

1. Stop the Kerio MailServer Engine
2. Look up the problematic folder (e.g. INBOX) and the damaged index. f1d file

3. The #msgs directory where messages in the .em1 format are stored can be found in
the same folder

4. Compare the #msgs directory with records in the index. f1d file
5. Look up the redundant record and remove it from the index.f1d file

6. Saveindex.fld and run the Kerio MailServer Engine
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26.2 Configuration Backup and Transfer

All Kerio MailServer settings are independent of the operating system and are stored in
two files placed in the directory where Kerio MailServer is installed:

users.cfg and users.cfg.bak
Information about user accounts, groups and aliases. If the file is corrupt and Kerio
MailServer is unable to read it, it can be replaced by the users.cfg.bak backup
file. Simply rename the file to users.cfg.

mailserver.cfg and mailserver.cfg.bak
All other configuration parameters. If the file is corrupt and Kerio MailServer is un-
able to read it, it can be replaced by the mailserver.cfg.bak backup file. Simply
rename the file to mailserver.cfg.

Information on these two files are saved in the XML format. They can be therefore
modified by hand or re-generated by your applications. Backups or transfers of these
files can be easily performed by simple copying.

Before configuration transfer, we recommend to also backup the ssTcert a Ticense
directories (stored in the directory where Kerio MailServer is installed by default). The
Ticense directory contains the 1icense.key file with the Kerio MailServer license key.
If you forget to make a copy of the backup, you can download the license key from
Kerio Technologies product web. To download the license key, simply enter the prod-
uct registration number on the https://secure.kerio.com/reg page. However, it is
not recommended to use this procedure too often, because the number of license key
downloads is limited.

The ssTcert directory contains an information about a SSL certificate currently in use.
If you fail to backup this directory before the configuration transfer, you will not be able
to run any of the secured services in the new installation. In such case, call the Kerio
Technologies customer support (the contact information is listed in chapter 38.1).

Warning: We recommend that Kerio MailServer Engine be stopped prior to any manipu-
lation with the configuration files! Information contained within these files is loaded and
saved only upon starting or stopping the MailServer. All changes to the configuration
performed while the Engine is running are only stored in memory. Changes to configura-
tion files performed while the Engine is running will be rewritten with the configuration
stored in memory after the engine is stopped.
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26.2 Configuration Backup and Transfer

Configuration backup recovery

To use an archived backup configuration of Kerio MailServer (typically when transfering
the application to another computer or after reinstallation of the operating system),
follow these instructions:

1. Install Kerio MailServer on the computer (refer to chapter 3.3)
2. Stop the Kerio MailServer Engine

3. Copy the archived mailserver.cfg and users.cfg files (and optionally also the sslcert
and license directories) into the Kerio MailServer installation directory.

4. Run the Kerio MailServer Engine
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Chapter 27
KMS Web Administration

KMS Web Administration is a web interface for administration of local user accounts,
groups and aliases. Using this interface, multiple users can administer user accounts,
but they cannot access the whole Kerio MailServer administration.

KMS Web Administration was developed especially for ISPs and their customers. These
customers are able to access their user account, groups and aliases settings in their
domains and add, edit or delete them as needed.

Warning: Accounts mapped to Kerio MailServer from the LDAP database will be available
in KMS Web Administration just for reading.

Note: KMS Web Administration is available in English version only.

27.1 Web browsers

New versions of all commonly used browsers that support JavaScript and cascading
stylesheets (CSS) can be used to access KMS Web Administration. The following browsers
are supported:

e Microsoft Internet Explorer version 5.5 or higher
e Mozilla version 1.6 or higher

e Safari version 1.1 or higher

e Firefox version 0.6.1 or higher

To use the secured access to the Kerio WebMail interface (by HTTPS protocol), the
browser must support SSL encryption. If it can be configured (e.g. in Microsoft Inter-
net Explorer), it is recommend to enable support for SSL 3.0 and TLS 1.0 versions.

Pop-up Kkillers

If any Pop-up Killer is installed and running, specify an exception for KMS Web Adminis-
tration.
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27.2 Setting access rights to the web interface

Special access rights set in Kerio MailServer are required to access the KMS Web Admin-
istration. Users can access KMS Web Administration and manage all accounts and groups
of the given domain with other than administrator rights.

Warning: Users and groups with full administration rights for Kerio MailServer will not
be shown in the interface, therefore it will not be possible to edit them through Web
Administration.

Users and groups with administrator rights to Kerio MailServer will automatically have
access to the KMS Web Administration. Users and groups with Web Administration rights
will also not appear in the

27.3 Settings that enable web administration

To make the administration via the web interface working smoothly, the following set-
tings must be done in the Kerio Administration Console:

1. The HTTP service or the HTTPS service (see chapter 7) must be running in Kerio
MailServer.

2. In the administration console, in the Configuration — Remote Administration sec-
tion, administration via the web interface must be enabled. To keep the server as
safe as possible, it is also possible to allow this administration for a specific IP group
only (see chapter 13.3).

3. Web administration rights must be assigned to the user. For higher security, it
is possible to allow the administration for a certain IP address group only (refer
to chapter 13.3). Access rights for web administration must be set for a specific
user in the Configuration — Domain Settings — User Accounts. In the dialog where
the user’s parameters are defined, it is necessary to enable the User can administer
aliases, users and groups for their own domain option on the Rights tab (refer to
chapter 14.2).

The same right may be assigned also to a user group (Configuration — Domain
Settings — Groups).

4. Kerio MailServer enables limiting of number of users within a domain. Users with
administration rights cannot break this limit. The limit can be set under Configura-
tion — Domains. In the last configuration window for a domain, it is necessary to
enable the User count limit option on the General tab (see chapter 8.2).
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27.4 Users logged in

To access the HTTP service using a web browser, insert the IP address (or the name if
it is contained in DNS) of the computer where Kerio MailServer is running. A protocol
has to be specified in the URL — either HTTP for non-secured access or HTTPS for SSL-
encrypted access. The URL can have the following form: http://192.168.1.1/admin
or https://mail.company.com/admin. It is recommend to use the HTTPS protocol for
remote access to the service (simple HTTP can be tapped and the user login data can
be misused). By default, the HTTP and HTTPS services use the standard ports (80 and
443). If the standard ports are changed, specify the port number in the URL address,
like http://192.168.1.1:8000/admin or https://mail.company.com:8080/admin.
If the URL has been entered correctly, a login page will be displayed in the browser. Enter
the username and password on this page (if the user does not belong to the primary
domain, a complete email address is required).

KerioMeziiServert™

Administration

Enter your Username and Password below to login
to adrministration:

Username: Ijamith

Password: |nuu"

Figure 27.1 Web Administration Login

Log out

It is recommended to log out after finishing work in Web Administration. To log out,
click the Logout button in the upper right corner. After logout, users get disconnected
from Kerio MailServer, which prevents misuse of such connection.

27.5 Page header

In the KMS Web Administration header, name and logo of the company is displayed. Click
on the logo to open the Kerio Technologies product website.

By default, the Kerio Technologies logo is used as the header. However, it is possible
to use any other logo or image by changing it in the Kerio MailServer’s administration
console.
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27.6 Welcome page

In the top right corner of the header, information about the user connected and domain
he or she can administer is provided.

27.6 Welcome page

After a successful login to KMS Web Administration, the main Kerio MailServer adminis-
tration window is opened. This page is divided into two parts:

: H] . . . Logged user: John Smith
KEHO.‘.-.'JHSGNQI' g Domain administration Domain: company,com
g Refresh L= Logout
&l Domain administration Product information: Kerio MailServer statistics For domain company.com:
D User accourts Wersion: Kerio MailServer 6.1.2 Mumber of users: 5 {maximum number of users in the domain: 500
A0 User groups Hostname: mail.company. com Mumber of groups: 5
& pliases Current damain: COMpany com Murber of aliases: 1]
Total number of users: 5 {including mapped users)
Total number of groups: 5 {including mapped groups)

Figure 27.2 Main page

e The left column contains the tree view of sections.
e The right column lists contents of the section previously selected in the left column.

There are two tables in the right column:

Product information

Version
Kerio MailServer version information. To see more detailed information, click the
About button on the left side of the toolbar.

KMS host name
The name of the computer where the Kerio MailServer is running on.

Current domain
The name of the current domain. Administration can be performed only by users
with the appropriate rights, who have their user accounts created in the corre-
sponding domain.

User statistics

A number of users, groups and aliases (only the aliases specified directly in the Aliases
section are considered).
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27.7 User accounts

A user account is a username and password used for accessing services on the server. In
case of Kerio MailServer, one part of the user account is a mailbox. The username and
password are used for authentication to this mailbox.

User Account Definition

To create new user accounts, click the Add user button in the User Accounts section. You
can then select from the user account templates, if they are available in Kerio MailServer.

The templates in Kerio MailServer facilitate creation of user accounts with the same or
similar parameters. An example: if the same quota and authentication type is to be
specified for all new users, Kerio MailServer administrator can create a template that
contains these settings. When this template is used, the quota and authentication type
will be pre-populated.

Note: The template cannot be created in KMS Web Administration. Only the provider
with full access rights to Kerio MailServer is able to create such templates.

3 User templates -- Web Page Dialog

Select user template

COMPANY

Continue. ., Carcel

Figure 27.3 Template selection

After the template is selected, a window with the following tabs appears:
General
In the first tab, enter the general user information, e.g. the username and password:

Login name
User login name (note: the domain must be the local primary domain; otherwise
enter the full email address, e.g. user@anothercompany.com, not only user).
The username is not case-sensitive.
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; New user | KMS Web Administration | Kerio MailServer 6.1.2 -- Web Page ... [E3 |

General | Mails and Forwarding | Groups | Quoka and Rights

Login name: |jsmith
Full name: |J|:|hn amith
Descripkion: |Deve|u:uper

Authentication
bype: | Internal database = |

Password: |uuu-

Zonfirm

password: I""'"

[T Account is disabled

7 Enable the default spam rule that moves messages marked as
spam to the Junk E-mail Folder

add user Carcel

Figure 27.4 User administration — General tab

Full name
A full name of the user (usually first name and surname). This option is required,
if the user data from this account are to be exported to a public contacts folder.

Description
User description (e.g. a position in a company). The Description entry is for infor-
matory purposes only. They can contain any type of information or they can be left
blank.

Authentication type
User authentication type. This information can be obtained from your provider.

Password, Confirm password
Only the local user password can be entered or changed. We strongly recommend
to change the password immediately after the account is created.
If the password contains special (national) characters, users of some mail clients
will not be able to log in to Kerio MailServer. It is therefore recommend to use only
ASCII characters for passwords.

Account is disabled
Temporary blocking of the account so that you do not have to remove it.
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Enable a default spam rule
Check this option to create a sieve rule upon setting up a user account. All incoming
emails marked as spam will be automatically moved to the junk mail folder. The
rule can be set up only during the process of user account creation.

Email addresses and Forwarding settings

List of additional mail addresses
Multiple email addresses can be added to the list for a user mailbox. The primary
user address (cannot be deleted) consists of the the username and domain where
the account is located. The other addresses are called aliases. They can be specified
either directly in the user definition or in the Aliases section. The first option is
recommended, because it is easier and more comprehensible. Aliases and their use
are described in more detail in chapter 27.9.

Forwarding settings
The Emails and forwarding tab enables forwarding to other email addresses. Click
Add to add an address to which messages from this folder will be forwarded.
If the Deliver messages to both mailbox and forwarding addresses option is enabled,
the message will be both stored in the local mailbox and forwarded to the addresses
specified (otherwise it will be only forwarded, but not stored in the local mailbox).

Adding users into groups

Use the Add or Remove selected button to select the group where to add the user. First,
create the desired group in Domain settings— Groups section (see chapter 27.8). You can
use the same procedure to add new users to the groups, therefore it does not matter if
users or groups are created first.

Other settings
You can specify restrictions for individual mailboxes:
Quota

The user quota prevents cluttering of the server disk. If either of the limits is reached,
any new messages will be refused by the server.

If the quota is exceeded, the user will be notified by email and advised to delete some of
the messages in the mailbox.

Disk space
The maximum space for a mailbox. For greater ease in entering values you can
choose between kilobytes (KB), megabytes (MB) or gigabytes (GB).
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; New user | KMS Web Administration | Kerio MailServer 6.1.0 beta 5 - We... [E4 |

Zeneral Emails and forwarding Sroups Quoka and sekkings

—List of additional email addresses:

smith@company, com
john. smith@company , com Add .. |

Edit ... |

Eemoyve |

—Forwarding settings:
™ Mo Forwarding

{* Forward to addresses

jobni@srnith,info Add ... |

Edit ... |

Eemoyve |

[¥ Deliver messages to both mailbox and Forwarding addresses

add user Carcel

Figure 27.5 User administration — Email and forwarding tab

Number of messages
The maximum number of messages in the mailbox. Messages that exceed this num-
ber will be refused by the mailserver.

The value of either of these items can be set to 0 (zero), which means that there is no
limit set for the mailbox.

Restrictions and settings

This user can send/receive email from ...
Using this option, the administrator of Kerio MailServer can limit communication
only to the local domain. This can be useful for internal communication settings
in many companies. Users will not be able to send or receive emails to/from any
other domain.
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; Mew user | KMS Web Administration | Kerio MailServer 6.1.0 beta 5 -- We..

Zeneral Emails and Forwarding Groups Quoka and sekkings
Group Mame Description
[~ SaLEs Sales department
Add .., I Remove selected
Add user Cancel

Figure 27.6 User administration — Groups tab

Max. size of outgoing message for this user

Use this option to set the size limit for outgoing messages. By setting the size limit,

you can prevent the internet connection from being overloaded by emails with large

attachments.

If the limit is set to 0, Kerio MailServer behaves the same way as if no limit was set.

Warning: The message size limit can be set by your provider in Kerio MailServer

for a whole domain. After both limits are set, the following can occur:

1. If the message size limit for a user is higher than the one for the domain, the
domain limit will apply.

2. If the message size limit for a user is lower than the one for the domain, the
user limit will apply.
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; New user | KMS Web Administration | Kerio MailServer 6.1.2 -- Web Page ... [E3 |

General | Mails and Forwarding | Groups | Quota and Rights

— Quoka
Disc space: |1 | b ;l

Mumber of messages; IlEIEIEIIIIIIIIII

——Restrickions and settings

[T This user can sendfreceive mail From hisfher own domain only

[¥ Max size of outgoing messages For this user: |2III |MB -

Mafe: @ or an amafy maans wilimited, numbar orarsices cefaut domanmn
Feftng.

[+ Publish this user information at the public Folder
Nafe: Lisar cannof be pubished uniass the Bl namea’ fem & specified

—W'ebadmin administration rights and Public Folders rights

7 This user can administer non-admin users/groups and aliases in hisfher own
domain

[¥ This user has the administrator rights bo the public Folders

add user Carcel

Figure 27.7 User administration — Quota and Settings tab

Publish this user information at the public folder
Check this option to add the user contact to the public contacts folder. The contact
will be added to the public folder only if the Full name field is populated (in the
first or second step of the wizard).

Webadmin administration rights

This user can administer non-admin users/groups ....
A special access right to Kerio MailServer Web Administration. This setting is inde-
pendent on the access rights settings for Kerio Administration Console.

This user has the administrator rights to the public folders
A special privilege for management of public folders.
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User account editing

To change the user account settings, use the same dialog as for creating an account.
Click either the username in the user list or Edit user in the Action column.

[T Login Mame = Full Mame Descripkion Action

[T dpeterson Diane Peterson Sales dept. {b

o [smith John Smith Developer :

= F Edit useﬂ
[ jwavne John Wayne CED .

Murmber of records: |2EI ;I [ 1]

Figure 27.8 User account editing

Removing an account

Click the Remove button to delete a user account. With the original user account in Kerio
MailServer, many actions can be performed. Once an account is selected and the Remove
button is clicked, one of the following actions can be selected. In the dialog box you can
set the account to be removed or moved to another user or simply to be kept in the
store directory.

; User delete: dpeterson, - Web Page Dialog

Please select a user delete method

Selected users:
dpeterson,

If vwou continue, the user will be deleted From the user database. Please decide how to
handle existing user's messages,

— Please select one option:

Mowe user's message folder bo an account of another user (the Folder will
appear as a subfolder of the selected user):

|jsmith@cumpany.mm Seleck user. .. I

Do ot delete user's message Folder (the Folder will be kept in the store
directory)

Delete user's message Folder,

(]9 Ok far &l Carcel Cancel for &l

Figure 27.9 Remove user dialog
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Move user’s message folder ...
This option is useful especially when another user needs to work with messages,
events and tasks from this folder.
The entire folder will be moved as a subfolder of the selected account’s root folder.
The folder name will follow this pattern: Deleted mailbox — user_name@domain.
This folder will include all original folders of the deleted mailbox.
Note: If any problem arises during moving of the a user account, details are recorder
in the Warning log (see chapter 23.5).

Do not delete user’s message folder ...
The folder will be kept in the store directory.

Delete user’s message folder
This option can be used when the user folder does not contain any (or any impor-
tant) messages, events, tasks, etc.

Searching users

The toolbar provides a search entry which can be helpful especially if the domain in-
cludes too many users. Any item (Login Name, Full Name and Description) can be used
as the searching criteria, the searching engine looks the specified string up in all of them.

In addition, users can be listed by various criteria, by clicking particular column titles.

Users mapped from the directory service

If users in this domain are mapped from the active directory, they can be viewed also
in the Kerio Web Administration. However, the data of such accounts cannot be edited.
There is the Show only users from internal database (hide mapped users) option available
that can be used to hide mapped users.

27.8 User groups

User accounts within each domain can be sorted into groups. The main reasons for
creating user groups are as followed:

e Group addresses can be created for certain groups of users with aliases (see chap-
ter 27.9) — mail sent to this address will be delivered to all members of the group.

o Specific access rights can be assigned to a group of users. These rights complement
rights of individual users.

261



Chapter 27 KMS Web Administration

You can define user groups in the User Groups section.

Group Definition

Create a new group by clicking on the Add Group button in the User Groups section.
A guide with multiple tabs will be opened.

General

Enter the group name and description in the General tab:

; Edit group: SALES | KMS Web Administration | Kerio MailServer 6.1.0 beta... [E3 |

General Ermail Addresses Users Rights and Settings

Group name: |S.ﬁ.LES |

Description: | Sales department |

Save changes Carcel

Figure 27.10 Group management — the General tab

Name
Unique name of the group.

Description
Description of the group; may be left blank.

262



27.8 User groups

Group addresses

This step defines all desired email accounts (aliases) of the group. There might be no
address assigned to the group (unlike user accounts, the group address is not created
automatically from the group name and domain where the group is defined).

An example of group addresses use:

There are three salesmen in a company. They have an account in Kerio MailServer. Each
of the three salesmen wants to receive all incoming email orders from the clients.

Solution: Create a group named SALES and in the Mail Addresses tab, define
sales@company.com and info@company.com (see picture 27.11). Assign these ad-
dresses to the three salesmen in the Users tab (see picture 27.12).

After the group is created, all emails sent to sales@company.com or info@company.com
will be delivered to the three salesmen.

There might be no address assigned to the group (unlike user accounts, the group ad-
dress is not created automatically from the group name and domain where the group is
defined).

The group addresses can be added either directly during the group definition or in the
Aliases section. The first method is recommended — it is easier.

Adding users to the group

Click the Add or Remove selected buttons to add or remove users to/from this group. If
no user accounts are created, the group may be left blank and the users can be added
during the process of account definition (see chapter 27.7).

Rights and restrictions settings

Members of this group can send/receive ...
Using this option, the administrator of Kerio MailServer can limit communication
only to the local domain. This can be useful for internal communication settings
in many companies. Users will not be able to send or receive emails to/from any
other domain.
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a Edit group: SALES | KMS Web Administration | Kerio MailServer 6.1.0 beta... [EY |

Email Addresses

General sers Rights and Settings

sales@companty. com add ... |

3 Add/Remove -- Web Page Dialog

Enter an emnail address: iove |

Address:  |info @Company . com

(] 4 I Zancel

|https:,l',l'lu:u:alhu:ust,l'admin,l'u: |“-J Local inkranet

Save changes Carcel

Figure 27.11 Group management — Mail Addresses tab

Publish this group information at the public folder
If this option is enabled, name and email address of the group will be added to the
public contacts folder. The group cannot be added to the public folder unless at
least one email address has been specified on the second tab.

This user can administer non-admin users/groups ...
A special access right to Kerio MailServer Web Administration. This setting is inde-
pendent on the access rights settings for Kerio Administration Console.
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a Edit group: SALES | KMS Web Administration | Kerio MailServer 6.1.0 beta... [EY |

Zeneral Email &ddresses Users Rights and Settings

User name Description
[T dpeterson . ool L
a Add/Remove -- Web Page Dialog [E3 |
[T ismith
Select a user from list:
Wayne
add.. |

(0] 4 I Cancel
|https:,l',l'lu:u:alhu:ust,l'admin,l'u: |‘ﬂ Local inkranet

Save changes Carcel

Figure 27.12 Group management — Users tab

Edit group

Parameters can be changed in the same dialog which is used for group creating. Open it
and click either on a group name or on the Edit group icon in the Action column.
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; New group | KMS Web Administration | Kerio MailServer 6.1.0 rc 2 —- Web ... [E3

Zeneral Mail &ddresses Isers Rights

——Restrickions and settings
[T Members of this group can sendfreceive mail from hisfher own domain anly

[ Publish this group information at the public Falder
Natfe: This group cannat be pubished wnless ¥ iclides af asf ane mad acc-ess

—Webadmin administration rights
This user can administer non-admin users/groups and aliases in their
own domain

add group Carcel

Figure 27.13 Group management — Rights and Settings tab

Remove group

The Remove Groups button provided on the toolbar can be clicked to remove any groups
selected by checkboxes in the group list.

Search groups

The toolbar provides a search entry which can be helpful especially if the domain in-
cludes too many groups. Any item (Group Name and Description) can be used as the
searching criteria, the searching engine looks the specified string up in both of them.

In addition, groups can be listed by various criteria, by clicking particular column titles.

Groups mapped from the directory service

If this domain includes groups mapped from the active directory, they can be viewed
also in the Kerio Web Administration. However, the data of such groups cannot be edited.
There is the Show only groups from internal database (hide mapped groups) option avail-
able that can be used to hide mapped groups.
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27.9 Aliases

An alias is an alternative user name or email address. Each alias can be associated with
one or multiple users, depending on its purpose.

For each alias, it is necessary to specify the target address for receiving emails. Emails
sent to the aliases can be delivered to one or more user mailboxes at once (a group or
a public email folder).

[T alias Name =  Deliver To Description Action
[T programmer programmer@us, company.com - Develop department o

[T sales jsmith@company . com Sales department group address o
Mumber of records: |2III ;I | 1]

Figure 27.14 Aliases

The following examples illustrate the use of aliases:

1.

A company needs to use email to communicate internal information to employees.
For this purpose, a public mail folder can be created in Kerio WebMail and the mes-
sages can be sent using an alias.

All messages sent to info@company . com will be stored in the Info public folder. The
alias is defined as follows:

info — #public@company.com/Info
Messages sent to invalid addresses (i.e. addresses where the part before the @ sign

has no corresponding user account nor alias) can be delivered to a selected user or
group of users (see figure 27.15). Use the following alias to achieve this:

#* = Admins
If this (or the next) alias is not defined, Kerio MailServer returns such messages to

their senders as undeliverable.

The * symbol is used as a substitution of any number of characters in an alias (e.g.:
#sms+*, a*x00+=, etc.). The alias will be applied to all email addresses that conform to
this mask.

To replace just one symbol or character in an alias (usually used in case that users
have problems to remember corresponding email address), use the ? symbol. (for
example, ?ime stands for time, dime, etc.).
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Note: Aliases can be used also for assigning another email address to a user or a group,
or forwarding messages for a user or a group to other addresses. However, it is rec-
ommended to specify these settings directly during the process of user definition (see
chapter 27.7), or group definition (see chapter 27.8).

Aliases management
To define aliases, use the Aliases section.

Click the Add Alias button to display a dialog where a new alias can be created.

; Edit alias: programmer | KMS Web Administration | Kerio MailServer 6.1.... [E4 |

Alias description

Alias name: ||:uru:ugrammer |
Descripkion: |Develu:up department |
Deliver To |Email Address -
Email Address:  |programmer@us, company, com | Select ... |

Save changes Carcel

Figure 27.15 Alias creation dialog

Alias name
A virtual address (e.g. sales or john.wayne).
The aliases always apply to a specific domain. You can enter only the local address
part into the alias header (i.e. the part before the @ symbol).
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Description
Text description of the alias. May be left blank.

Deliver to
The address for receiving emails sent to the alias. Select the place where the mes-
sages will be stored:
e Mail address — any (user or group) email address. Click Select to select a user
or a group from the list.
e Public folder — public folder name in the following format: #public/Folder.

Click Remove Aliases to remove any alias selected by the corresponding checkbox in the
list of aliases.

The toolbar provides a search entry which can be helpful especially if the domain in-
cludes too many aliases. Any item (Alias name, Deliver to and Description) can be used
as the searching criteria, the searching engine looks the specified string up in all of them.
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Kerio Active Directory Extensions

Active Directory Extensions is an extension to the Active Directory service (under
Windows 2000 and newer versions) with items that include specific information for Kerio
MailServer. By installation of the extension you can integrate part of Kerio MailServer
into Active Directory. This will simplify actions related to user administration.

Kerio Active Directory Extensions provides the following benefits:

Easy account administration
As of version 5.5, Kerio MailServer can (apart from its internal user account
database) use also accounts and groups saved in the LDAP database (in Microsoft
Active Directory). Using LDAP, user accounts can be managed from one location.
This reduces possible errors and simplifies administration.

Online cooperation of Kerio MailServer with Microsoft Active Directory
Additions, modifications or removals of user accounts/groups in the Microsoft Ac-
tive Directory database are applied to Kerio MailServer immediately.

Example: A company uses the Windows 2000 domain and Kerio MailServer. A new em-
ployee was introduced to the company. This is what has been done until now:

1. A new account has been created in Active Directory.

2. The user has been imported to Kerio MailServer (or an account using the same name
has been created and this name was verified by the Kerberos system).

If you use LDAP database only the first step must be taken. If Kerio Active Directory Ex-
tensions is deployed, the dialog where new user accounts can be created is extended with
a tab where specific information for Kerio MailServer can be entered (email addresses,
forwarding, quota, etc.).

The account is created only in the Active Directory database. Kerio MailServer and Mi-
crosoft Active Directory cooperate online. Accounts in Kerio MailServer are created au-
tomatically.

Warning:

e Accounts created in Kerio Administration Console will be created only locally — such
accounts will not be copied into the Active Directory database.
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o If the Active Directory server is not available it will not be possible to access Kerio
MailServer. It is therefore recommended to create at least one local account with
read/write permissions.

e When creating a user account, ASCII must be used to specify username. If the user-
name includes special characters or symbols, it might happen that the user cannot
log in.

28.1 Installation of Active Directory Extensions

Use the wizard to install Active Directory Extensions. After you confirm the licensing
policy, select a destination directory. In the next step a window showing the installation
process will be displayed. At the left bottom corner you will find buttons that can be
used either to view the installation log (the View Log button) or to save the log to file
(the Save Log to File button).

Active Directory Schema Installer E3 |

< |
| Tasks of extending Active Directory Schema

\/ Checking domain configuration and rights
" PReading ML definition file

" Creating new attributes in schema
" Creating new classess in schema

\/ kodifving existing claszes in schema

Progreszs of curent operation

Save Log to File | Wiew Log | B | Cloze I

Figure 28.1 Installation process

Notes:

1. According to the version of Microsoft Internet Explorer that you use, installation of
the Microsoft XML Parser component may be required. If the installation is required
you must install Microsoft XML Parser first, otherwise the Kerio Active Directory
Extensions installation cannot be finished.

2. Only the English version of Kerio Active Directory Extensions is available.
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System requirements

Active Directory Extensions in Windows 2000 Server supports both Active Directory NT
compatible and 2000 native types. In Windows 2003, Active Directory 2000 native and
Active Directory 2003 are supported.

28.2 Active Directory

Active Directory is a service that stores information about objects (users, groups, hosts,
etc.) in Microsoft Networks. Applications that support Active Directory use the service to
learn about parameters and rights of the objects. Active Directory is based on a struc-
tured database.

Users and groups in the domain are connected to the LDAP Active Directory database.
LDAP provides some outstanding benefits such as the fact that user accounts are man-
aged from one single point, which eases the administration and reduces possible errors
(refer to chapter 8.6). To add users and groups, use MMC (Microsoft Management Con-
sole). New users or groups added to the domain connected to Active Directory with Kerio
Administration Console will be stored into the local database of Kerio MailServer only.

Run MMC from the menu Start — Settings — Control Panel — Administrative tools —
Active Directory Users And Computers.

28.3 User Account Definition

In Active Directory Users And Computers select the Users section. Choose the New —
User option to run the wizard for creating a new account.

Warning: When creating a user account, ASCII must be used to specify username. If the
username includes special characters or symbols, it might happen that the user cannot
log in.

The standard version of the wizard is extended with a folder that will be used to create
a new account within Kerio MailServer.

Now, tick the Create a Kerio MailServer mailbox option to create in the database all items
that Kerio MailServer will need to work with. Define the basic email address of a user
with the Alias item (the user login name defined during the first step of the wizard will
be used automatically).

Other account parameters may be defined in Properties. Click on the new user account
with the right mouse button and select Properties in the context menu. Open the Kerio
MailServer Account folder. This folder provides the following options:
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Mew Object - User

g Create in: firma.cz A zers

W Create a Kerio Mail5 erver mailbos

Alias:

Isku:ular

Dramain:

|firma.|:2

Figure 28.2 User account definition

John Smith Properties HE |

Published Certificates | Member Of | Diskn | Object | Security

E rviranment I Sezzions I Remote control
General I Addrezs I Account I Profile | Telephones | Organization
Terminal Services Prafile K.erio Mail5erver Account

% John Smith <jzmithi@comparny. com

v Mail account enabled

Set the e-mail addreszes azzociated with thiz E-mail Addresses I
Lzer. —

Select the fowarding mode and configure

i : Forwarding...

the lizt of forwarding addreszes. = d |
Specify the uzer mailbox quota. Limit the size b ailbos Limits. |
of storage and the number of meszages. =

WwhPmall access WAP Seflings... |

Set the rightz to access administration for

Adminiztration Bights.. |
the uszer.

(] Cancel Spply |

Figure 28.3 Kerio MailServer Account tab
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Mail Account Enabled
Activating this option you will allow the email account to be available in Kerio
MailServer. If the option is off, the user account will be ignored by Kerio MailServer.

E-mail Addresses
Definition of email addresses (aliases) for a particular user. Under the default set-
tings, each user has an email address created from the username and the name of
the domain where the account has been defined.

Forwarding
Here, forwarding of mail to the desired email address may be defined. The For-
ward to: option can be used to forward mail addressed to the user to all addresses
defined in this entry.
The Deliver messages to both option can be used to forward the mail and to store it
into the local mailbox (copies of the messages will be sent to defined addresses).

Mailbox Limits
Mailbox limitations according to the Storage size and Number of messages may be
defined. Each limit option may be switched off by the Do not limit... option, thus
the limitation will be ignored within the mailbox.

Mailbox Limits E3 |

— Storage zize

™ Do not limit storage size

(% Set it ta 5l = b [

— Mumber of meszages

% Do mot limit number of messages

£ Set limit o ; I'I i1 3:
(] I Cancel

Figure 28.4 Mailbox Limits

WAP Settings
Kerio MailServer enables access to email using a cellular telephone from the WAP
protocol. This service can be enabled/disabled by the Enable/Disable Access to WAP
service option and by entering a PIN code (including from 4 to 32 characters). This
code will be used for authentication to the service.
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Administration Rights

Definition of Kerio MailServer administration rights. The menu provides the fol-

lowing options to select from:

e No access to administration — user is not allowed to access the Kerio MailServer
administration. This option is used by default. We recommend creating a lo-
cal account for the Kerio MailServer administration (see chapter 14.2). In case
the Active Directory server is not accessible, administration of KMS will still be
possible if the account is managed internally to KMS.

e Read only access to administration — user is allowed to access the administration
only to read it. User can connect to the server with Kerio Administration Console
and view the settings, however, he/she is not allowed to edit the administration.

e Read/write access to administration — full access to the administration. User is
allowed to read and write in the administration. As few users as possible should
be granted these rights for security reasons.

28.4 Group Definition

Within Kerio Active Directory Extensions, group definition is almost identical to user
account definition; however, the wizard for creating new groups is extended by one
step. This step enables the administrator to define a primary email address that will be
used by the group.

The Kerio MailServer Account bookmark allows the administrator to define email ad-
dresses of the group (the E-Mail Addresses button) as well as access rights to Kerio
MailServer administration (the Administration Rights button).

For detailed information, see chapter 28.3.
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Kerio Open Directory Extensions is an extension to Apple Open Directory service that
allows mapping of the accounts to Kerio MailServer (Kerio MailServer items are added
to the LDAP database scheme). When user accounts are created, edited or deleted in
Apple Open Directory database, the changes are also made in Kerio MailServer.

Warning:

o If an account is created in Kerio Administration Console, it will be created only locally,
it will not be copied into Open Directory database.

e Warning 2: 1If Open Directory server is unavailable, logging in to Kerio MailServer
will be impossible. It is therefore recommended to create at least one local account
with read/write permissions.

e When creating a user account in Apple Open Directory, ASCII must be used to specify
username. If the username includes special characters or symbols, it might happen
that the user cannot log in.

29.1 Kerio Open Directory Extensions installation

The installation package with Kerio Open Directory Extensions can be downloaded from
product web pages of Kerio Technologies.

A standard wizard is used for installation of Kerio Open Directory Extensions.

When using configurations of Mac OS X servers of Master/Replica type, Kerio Open Di-
rectory Extensions must be installed to the master server, as well as to all replica servers,
otherwise the account mapping will not work.

System requirements

Kerio Open Directory Extensions since version 6.1 can be installed to Mac OS X 10.3
(Panther) and later versions.
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29.2 Apple Open Directory

Apple Open Directory is a directory service shipped with Mac OS X Server systems. This
directory service is an equivalent to Active Directory created by Microsoft. As in Ac-
tive Directory, it allows to store object information in a network (about users, groups,
workstations, etc.), authenticate users, etc.

The information about users and groups in Apple Open Directory are stored in Open
LDAP database. When mapping accounts to Kerio MailServer, all user accounts are
stored in one place and it is not necessary to import and administer them in both Apple
Open Directory and Kerio MailServer. Only definitions of mailbox-specific configurations
have to be done in Kerio MailServer (see chapter 14).

Warning: When creating a user account in Apple Open Directory, ASCII must be used
to specify username. If the username includes special characters or symbols, it might
happen that the user cannot log in.

29.3 User accounts mapping in Kerio MailServer

In Mac OS X Server, no other settings than Kerio Open Directory Extensions installation
are usually necessary. It is only necessary to save usernames in ASCIL If the username
includes special characters or symbols, it might happen that the user cannot log in.

In Kerio MailServer the following settings must be specified:

1. User accounts mapping from Apple Open Directory must be enabled and defined in
domain settings (for more information, see chapter 8.6).

2. User authentication via Kerberos must be set in domain settings (for more informa-
tion, see chapter 8.7).

3. User authentication via Kerberos must be set in user settings (for more information,
see chapter 14.2).

29.4 Authentication using the apple.map configuration file

When mapping accounts from the Open Directory, it is also possible to set type of user
authentication to Kerio MailServer. In Open Directory, it is possible to authenticate users
against the password server or the Kerberos server (for details, see chapter 30).
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The first method (authentication against the password server provides the following
benefit. It is not necessary to perform any special settings at the server where Kerio
MailServer is installed. However, there are also certain disadvantages:

e The authentication is obsolete and it is not reliable enough.

e Users are not allowed to change their user passwords on their own (in the Kerio
WebMail interface).

e The Apple company successively closes support for this authentication method.

e This authentication method is enabled only if Kerio MailServer is installed on Mac OS
X.

Still, authentication against the Kerberos server is more modern and secure. On the
other hand, this authentication method requires additional settings at the server where
Kerio MailServer is installed. For detailed information on these settings, see chapter 30.

Up to 6.1.2, Kerio MailServer used authentication against the password server by default.
Since Kerio MailServer 6.1.3, the Kerberos authentication method is set as default.

In Kerio MailServer, authentication against Open Directory is saved in a special file,
apple.map, used for mapping of users.

If it is necessary or helpful to use the password server authentication method in Kerio
MailServer 6.1.3 and higher, the configuration file for mapping from Open Directory
must be edited manually, as follows:

1. Use Kerio MailServer Monitor or the command prompt line to stop Kerio MailServer
— Kerio MailServer Engine must be stopped before any manual changes taken in
configuration files.

2. Open the /usr/local/kerio/mailserver/ldapmap/apple.map file. The
apple.map file is used for mapping of the LDAP database in the Apple Open
Directory. Besides other information, the file includes setting of authentication
method applied as default to users mapped from the Apple Open Directory
database.

3. Use the search option to find the line including the Auth_type variable. Change the
value using the following instructions:

e 4 — for authentication against the password server, use the Auth_type 4 value

e 3 — for authentication against the Kerberos server, use the Auth_type 3 value
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4. Save the change and start Kerio MailServer.

The instructions provided can be also applied to switch to the Kerberos server authenti-
cation method while Kerio MailServer 6.1.2 or earlier is used.
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Kerberos Authentication

This chapter provides simple and well-organized guidelines to configuration of user au-
thentication at Kerberos.

Kerberos is a client-to-server system which enables authentication and authorization of
users to increase security while using network resources. Kerberos is described by IETF
RFC 1510.

Kerio MailServer includes support for Kerberos V5.

Note: Pi eeni pipadnych problém s konfiguraci vam mohou pomoci nasledujici zaznamy:

MS Windows — logs are located in the Start — Settings — Control Panel — Adminis-
tratice Tools — Event Viewer menu

Linux — logs can be found in the default directory /var/log/syslog

However, this applies only to the Kerberos client. Logging of traffic at the server’s side
can be performed by adding the following configuration into the /etc/krb5.conf
file:
[Togging]
default = FILE:/var/log/krb51ibs.log
kdc = FILE:/var/log/krb5kdc.Tog
admin_server = FILE:/var/log/kadmind.log

Note: These settings applies to Kerberos MIT. Different configuration must be used
for Kerberos Heimdal.

Mac OS X Server — logs in the Server Admin application (see chapter 30.4)

Kerio MailServer — logs can be found in the Logs section of the administration con-
sole. In this case, the Warning, Error and Debug logs are to be considered (Authen-
tication modules must be running). For detailed description on individual logs, refer
to chapter 23.
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30.1 Kerio MailServer on Windows

Authentication against Active Directory

For authentication at the Active Directory, it is necessary to specify the Active Directory’s
domain name in Kerio MailServer. This can be set under domain settings in the Kerio
Administration Console (see figure 30.1).

General |.ﬁ.liases |Fu:u:uters |Fu:urwaru:|ing |Direu:t|:|r3.-' Service |.ﬁ.dvanced I'-.-'-.-'el:uMaiI Logo |

—kerberos 5

For users in this domain authenticated through Kerberos S (Active Directory or Apple Open
Directory), use this Kerberos realm (Active Directory domain or Apple Cpen Directory) name:

CoMPay.COM

—windows MT domain

For users in this domain authenticated through Window MT domain, use this MT domain name:

[~ Bind this domain ko specific IP address:

0 If a user conmects ko the server via inkerface with this IP address, this domain name is appended
ko the username by default,

(] 4 Zancel

Figure 30.1 Setting the Active Directory domain in Kerio MailServer
Specify the domain name in the Advanced dialog (see figure 30.1) and ensure that:

1. Kerio MailServer is a member of the domain to be authenticated against. If Kerio
MailServer is not the domain member, the Kerberos system will not be working and
the users will have to use a local password, i.e. different from the password for the
domain.

2. Kerio MailServer uses Active Directory Controller as the primary DNS server — this
should be done automatically by adding the host in the domain (see item 1).

If the network configuration requires authentication against multiple domain con-
trollers at a time, add all domain controllers where Kerio MailServer will be authen-
ticated as DNS servers.
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3. time of Kerio MailServer and Active Directory (including the time zone) is synchro-
nized — this should be done automatically by adding a host to the domain (see item
1).

Authentication against Open Directory

For authentication at the Open Directory, Kerio MailServer’s Kerberos realm must be
specified (e.g. COMPANY . COM).

General |.ﬁ.liases |Fu:u:uters |Fu:urwaru:|ing |Direu:t|:|r3.-' Service |.ﬁ.dvanced I'-.-'-.-'el:uMaiI Logo |

—kerberos 5

For users in this domain authenticated through Kerberos S (Active Directory or Apple Open
Directory), use this Kerberos realm (Active Directory domain or Apple Cpen Directory) name:

CoMPay.COM

—windows MT domain

For users in this domain authenticated through Window MT domain, use this MT domain name:

[~ Bind this domain ko specific IP address:

0 If a user conmects ko the server via inkerface with this IP address, this domain name is appended
ko the username by default,

(] 4 Zancel

Figure 30.2 Specification of Kerberos realm in Kerio MailServer

Specify the Open Directory domain name (Kerberos realm) in Kerio MailServer and en-
sure that:

1. Kerio MailServer is a member of the domain to be authenticated against. If Kerio
MailServer is not the domain member, the Kerberos system will not be working and
the users will have to use a local password, i.e. different from the password for the
domain.

2. DNS server (IP address or DNS name of the computer where Apple Open Directory is
running) is set correctly at the computer with Kerio MailServer.

3. time of Kerio MailServer and Open Directory (including the time zone) is synchro-
nized — this should be done automatically by adding a host to the domain (see item
1).
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Authentication against a stand-alone Kerberos server

To use authentication against a stand-alone Kerberos server (Key Distribution Center), it
is necessary to maintain the username and password database both in Key Distribution
Center and in Kerio MailServer.

General |.ﬁ.liases |Fu:u:uters |Fu:urwaru:|ing |Direu:t|:|r3.-' Service |.ﬁ.dvanced I'-.-'-.-'el:uMaiI Logo |

—kerberos 5

For users in this domain authenticated through Kerberos S (Active Directory or Apple Open
Directory), use this Kerberos realm (Active Directory domain or Apple Cpen Directory) name:

CoMPay.COM

—windows MT domain

For users in this domain authenticated through Window MT domain, use this MT domain name:

[~ Bind this domain ko specific IP address:

0 If a user conmects ko the server via inkerface with this IP address, this domain name is appended
ko the username by default,

(] 4 Zancel

Figure 30.3 Specification of Kerberos realm in Kerio MailServer
Specify the Kerberos area (Kerberos realm) name in Kerio MailServer and ensure that:
1. Kerio MailServer is a member of the Kerberos area to be authenticated against:
e the Kerberos client must be installed on the computer,

e username and password used for authentication at the system must be defined
at the Key Distribution Center.

2. DNS server must be set correctly at Kerio MailServer’s host (Key Distribution Center
uses DNS queries).

3. Time of Kerio MailServerem and Key Distribution Center (all hosts included in the
Kerberos area) must be synchronized (including time zone).
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Note: Before starting the Kerberos server, check out whether SPN (Service Principal
Name) functions correctly.

When the previous steps are folloed successfully, set authentication in Kerio MailServer
on the Advanced tab under Configuration — Domains, (see chapter 8.7.

30.2 Kerio MailServer on Linux

Authentication against Active Directory

Before setting Kerberos user authentication at Linux, it is recommended to check that
authentication against the domain functions correctly (check this by logging in the sys-
tem using an account defined in the Active Directory). If Kerio MailServer is not the
domain member, the Kerberos system will not be working and the users will have to use
a local password, i.e. different from the password for the domain.

It is also necessary to ensure the following:

1. Kerio MailServer’s host uses the domain controller of the Active Directory domain
as the primary DNS server.

If the network configuration requires authentication against multiple domain con-
trollers at a time, add all domain controllers where Kerio MailServer will be authen-
ticated as DNS servers.

2. Time of the Kerio MailServer host and the Active Directory must be synchronized
(including time zone).

For proper authentication, define the /etc/krb5. conf file.
An example of the krb5. conf file:
[Togging]
default = FILE:/var/log/krb51ibs.1og

kdc = FILE:/var/Tog/krb5kdc.Tog
admin_server = FILE:/var/log/kadmind.log

[Tibdefaults]
ticket_Tifetime = 24000
default_realm = COMPANY.COM
dns_lookup_realm = false
dns_lookup_kdc = yes

[reaTms]
COMPANY.CZ = {
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kdc = server.company.com
admin_server = server.company.com
default_domain = company.com

}

[domain_realm]
.company.com = COMPANY.COM
company.com = COMPANY.COM

[kdc]
profile = /var/kerberos/krb5kdc/kdc.conf

[appdefaults]

pam = {
debug = false
ticket_1ifetime = 36000
renew_1lifetime = 36000
forwardable = true
krb4_convert = false

}

If authentication against the Kerberos server works in full functionality, it is possible to
set authentication at Kerio MailServer. To perform these settings, go to the Directory
Service and Advanced tabs under Configuration — Domains (for details, see chapters 8.6
and 8.7.

Authentication against Open Directory

Before setting Kerberos user authentication at Linux, it is recommended to check that
authentication against the domain functions correctly (check this by logging in the sys-
tem using an account defined in the Open Directory). If the attempt fails, check out the
following issues:

1. Kerio MailServer must belong to the Kerberos area (Open Directory domain) against
which it authenticates. If Kerio MailServer is not the area member, the Kerberos
system will not be working and the users will have to use a local password, i.e.
different from the password for the domain.

2. the DNS service must be set correctly at the Kerio MailServer’s host.

3. time of the Kerio MailServer host and the Open Directory must be synchronized
(including time zone).
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For proper authentication, define the /etc/krb5. conf file.
An example of the krb5. conf file:

[Togging]
default = FILE:/var/log/krb51ibs.1og
kdc = FILE:/var/Tog/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[Tibdefaults]
ticket_Tifetime = 24000
default_realm = COMPANY.COM
dns_lookup_realm = false
dns_lookup_kdc = yes

[realms]

COMPANY.CZ = {
kdc = server.company.com
admin_server = server.company.com
default_domain = company.com

}

[domain_realm]
.company.com = COMPANY.COM
company.com = COMPANY.COM

[kdc]
profile = /var/kerberos/krb5kdc/kdc.conf

[appdefaults]

pam = {
debug = false
ticket_Tifetime = 36000
renew_11ifetime = 36000
forwardable = true
krb4_convert = false

}

If authentication against the Kerberos server works in full functionality, it is possible to
set authentication at Kerio MailServer. To perform these settings, go to the Directory
Service and Advanced tabs under Configuration — Domains (for details, see chapters 8.6
and 8.7.
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Authentication against a stand-alone Kerberos server (KDC)

To use authentication against a stand-alone Kerberos server (Key Distribution Center), it
is necessary to maintain the username and password database both in Key Distribution
Center and in Kerio MailServer.

Before setting Kerberos user authentication at Linux, it is recommended to check that
authentication against the Kerberos area functions correctly (check this by logging in
the system using an account defined in the Key Distribution Center). If the attempt fails,
check out the following issues:

1. Kerio MailServer is a member of the Kerberos area to be authenticated against:
e the Kerberos client must be installed on the computer,

e username and password used for authentication at the system must be defined
at the Key Distribution Center.

2. the DNS service must be set correctly at Kerio MailServer’s host (Key Distribution
Center uses DNS queries).

3. Time of Kerio MailServer and Key Distribution Center (all hosts included in the Ker-
beros area) must be synchronized (including time zone).

For proper authentication, define the /etc/krb5. conf file.
An example of the krb5. conf file:

[Togging]
default = FILE:/var/Tog/krb5Tibs.log
kdc = FILE:/var/Tlog/krb5kdc.1og
admin_server = FILE:/var/log/kadmind.log

[Tibdefaults]
ticket_lifetime = 24000
default_realm = COMPANY.COM
dns_lookup_realm = false
dns_lookup_kdc = yes

[realms]

COMPANY.CZ = {
kdc = server.company.com
admin_server = server.company.com
default_domain = company.com

}
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[domain_realm]
.company.com = COMPANY.COM
company.com = COMPANY.COM

[kdc]
profile = /var/kerberos/krb5kdc/kdc.conf

[appdefaults]

pam = {
debug = false
ticket_Tifetime = 36000
renew_11ifetime = 36000
forwardable = true
krb4_convert = false

}

Note: Before starting the Kerberos server, check out whether SPN (Service Principal
Name) functions correctly.

Then, perform corresponding settings in Kerio MailServer (see chapter 8.7.

30.3 Kerio MailServer on Mac OS

Authentication against Active Directory

If Kerio MailServer is installed on Mac OS X and user accounts are mapped from the
Active Directory, perform the following settings:

DNS configuration

To ensure that Mac OS X can access the Active Directory, enable resolving of DNS name
from Active Directory. For this reason, it is also necessary to set Active Directory as the
primary DNS server:

1. Open the System Preferences application and click on Network (see figure 30.4)

2. to open the Network dialog box. On the TCP/IP tab, specify the IP address of the
Active Directory server in the DNS servers entry.

If the network configuration requires authentication against multiple domain con-
trollers at a time, add all domain controllers where Kerio MailServer will be authen-
ticated as DNS servers.
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aen Network
[« » | [ showaAll Q
Location: = Automatic }:J
Show: | Built-in Ethernet 4

[ TCP/IP | PPPOE  AppleTalk  Proxies Ethernet

Configure IPv4: Using DHCP }:J
IP Address: 192.168.44.165 (' Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)
Router: 192.168.44.1
DNS Servers: 192.168.10.10 [(Optional)
Search Domains: company.com (Optional)

IPvE Address: fe80:0000:0000:0000:0211:24ff:fe83:6962

( Configure IPvG. .. :J ®

-.1 ra w “w
[41 Click the lock to prevent further changes. [ Assistme... ) [ Apply Now )

Figure 30.4 DNS configuration

Connection of the Kerio MailServer host to the Active Directory domain

To connect the computer to the Active Directory domain, use the Directory Access utility
(Applications — Utilities) which is included in all basic Apple Mac OS X systems. For the
configuration, follow these instructions:

1. Run the Directory Access application and enable the Active Directory service in the
Services section (see figure 30.5). Enter authentication name and password. The user
who makes changes in the application needs administration rights for the system.

2. Enable the service, click on Configure and specify the Active Directory domain name
(see figure 30.6).
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eoon Directory Access

]:Lﬁerrices—| Authentication = Contacts ]

Enable MName Version
Active Directory
1 AppleTalk 1.2
v Bonjour 1.2
B B5D Flat File and NIS 1.2
M LDAPV3 1.7.2
[ MNetlnfo 1.7.2
M sip 1.2.1
M  sMB/CIFS 1.2

Q
[ﬂ Click the lock to prevent further changes. | Revert | [ Apply

Figure 30.5 Directory Access — Services

Active Directory Forest: - Automatic -

Active Directory Domain: COMPANY.COM

Computer ID:  imac-server

€ Bind.o )

B Show Advanced Options

( Cancel ) ( oK )

Figure 30.6 Directory Access — configuration
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Click on Bind and set username and password for the Active Directory, adminis-
trator. The administrator will be allowed to add computers to the Active Directory
domain (see figure 30.7).

Metwork Administrator Required

Username: admininstrator

PaSSWDrd: SRR ERREEEE

Computer OU: CN=Computers,DC=COMPANY,DC=COM

@ Use for authentication
@ Use for contacts

I\ Cancel ) ( (814 }

Figure 30.7 Directory Access — specification of administrator’s login data

If all settings are done correctly, it will take only a few seconds to connect the computer
to the domain.

Kerberos settings

Once Mac OS X is successfully connected to the Active Directory domain, the special

edu

.mit.Kerberos file is created in the /Library/Preferences/ directory. Make sure

that the file has been created correctly. You can use the following example for compari-

sSon:

# WARNING This file 1is automatically created by Active Directory
# do not make changes to this file;
# autogenerated from : /Active Directory/company.com
# generation_id : 0
[Tibdefaults]
default_realm = COMPANY.COM
ticket_lifetime = 600
dns_fallback = no
[realms]
COMPANY.CZ = {
kdc = server.company.com. :88
admin_server = mail.company.com .
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Using the kinit utility, it is possible to test whether Kerio MailServer is able to au-
thenticate against the Key Distribution Center Simply open the prompt line and use the
following command:

kinit -S host/name_KMS@KERBEROS_REALM user_name
for example:
kinit -S host/mail.company.com@COMPANY.COM jsmith

If the query was processed correctly, you will be asked to enter password for the partic-
ular user. Otherwise, an error will be reported.

Authentication against Open Directory

Kerio MailServer can either be installed on the server with the Apple Open Directory
directory service or on another server.

If Kerio MailServer is installed on the same server as Open Directory, it is not necessary
to perform any additional configuration besides installation of the Kerio Open Directory
Extension installation. If it is installed on another computer, external authentication
through Kerberos to Open Directory must be set.

Kerio MailServer can be installed on servers with Mac OS X 10.3 or Mac OS X 10.4. The
settings are similar for both versions. The following description applies to configuration
on Mac OS X 10.4, any discrepancies will be mentioned.

External authentication is configured with a special application, Directory Access. The
application can be found under Applications — Utilities — Directory Access. This applica-
tion is used to create the special edu.mit.Kerberos authentication file which is located
under /Library/Preferences. The following settings must be performed to make the
authentication work properly:

1. Start the Directory Access application.

2. On the Services tab, check the LDAPv3 item (see figure 30.8).
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660 Directory Access

{ Services | Authentication Contacts

Enable MName Version

Active Directory 1.5.2

W  AppleTalk 1.2

v Bonjour 1.2

[]  BSD Flat File and NIS 1.2

[ Netlnfo 1.7.2

™ sLp 1.2.1

W sMB/CIFS 1.2

(" Configure... )

1
ﬂ_ﬂ Click the lock to prevent further changes. Revert Apply

Figure 30.8 Directory Access — checking LDAP

On the Services tab, use the mouse pointer to park the DAPv3 item and click on
Configure.

In the next dialog, click New.

This will open a dialog box where IP address and name of the server can be specified.
Enter IP address or DNS name of the server where Apple Open Directory is running.
Once the server is specified, click on the Manual button (not necessary in the Mac
OS X 10.3 version) and enter a name in the Configuration name text box (this item is
used for reference only).

Save the configuration and select Open Directory Server in the LDAP Mappings menu.

Once Open Directory Server is selected, the dialog for specification of the search
suffix is opened (Search Base Suffix). The suffix must be entered as shown in the
example in figure 30.9:

maill.company.com — dc=maill,dc=company,dc=com
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OO0 Directory Access

- r -
Location:  Automatic % ]

[ Add DHCP-supplied LDAP servers to automatic search policies

fa) Hide Options
| —

Enable | Configuration Name Server Mame or IP Address  LDAP Mappings S5L
i : . | i S .
V' My configuration mail l.company.com Open Directory Server BE
Search Base Suffix

Search Base Suffix dc=maill,dc=company,dc=com

Text entered here is used to modify template-based searches
to work with unigue server configurations.

( Cancel ) (—e&—)

Figure 30.9 Directory Access — configuration of the Open Directory server

The figure implies that the suffix must be specified as follows:

dc=subdomain,dc=domain. Number of subdomains in the suffix must meet
the number of subdomains in the server’s name.

Now, authentication will be set for the Open Directory server. Switch to the Authen-
tication tab (see figure 30.10).
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10.

11.

eeon Directory Access

' Services | Authentication | Contacts

Choose where to search for user authentication information.

Search: ' Custom path Iy ]

Directory Domains
[Metinfo/DefaultLocalNode
LDAPv3/maill.company.com

Drag directory domains into your preferred order for searching.

(REMGUE) ( Add... )

1
[£ Click the lock to prevent further changes. Revert Apply

Figure 30.10 Directory Access — Authentication settings
In the Search menu, it is necessary to select Custom path.

Enter the name of the Open Directory server to the Directory Domains list. Click
on Add. The Directory Access application automatically enters the Open Directory
name specified on the previous tab. Simply confirm the offer.

Save the settings by the Apply button.

Directory Access creates the edu.mit.Kerberos file in the /Library/Preferences di-
rectory. Check if the file includes correct data. The following parameters should be
included:

# WARNING This file 1is automatically created by Active Directory
# do not make changes to this file;

# autogenerated from : /Active Directory/company.com

# generation_id : 0

[Tibdefaults]
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default_realm = COMPANY.COM
ticket_Tifetime = 600
dns_fallback no

[realms]
COMPANY.CZ = {
kdc = maill.company.com.:88
admin_server = mail.company.com .

}

Using the kinit utility, it is possible to test whether Kerio MailServer is able to authen-
ticate against Kerberos. Simply open the prompt line and use the following command:

kinit -S host/name_KMS@KERBEROS_REALM user_name
for example:
kinit -S host/mail.company.com@COMPANY.COM jsmith

If the query was processed correctly, you will be asked to enter password for the partic-
ular user. Otherwise, an error will be reported.

Now, simply change configuration in Kerio MailServer:
e In the Domains section in the Kerio MailServer’s administration console, specify pa-

rameters on the Directory Service and the Advanced tabs (the Apple Open Directory
realm must be specified in the Kerberos 5 entry)

e In theKerio MailServer’s administration console, the Apple Open Directory authenti-
cation type must be set for user accounts

Authentication against a stand-alone Kerberos server (KDC)

To use authentication against a stand-alone Kerberos server (Key Distribution Center), it
is necessary to maintain the username and password database both in Key Distribution
Center and in Kerio MailServer.

Before setting Kerberos user authentication at Kerio MailServer, it is recommended to
check that authentication against the Kerberos area functions correctly (check this by
logging in the system using an account defined in the Key Distribution Center at the host
where Kerio MailServer will be installed). If the attempt fails, check out the following
issues:

1. Kerio MailServer is a member of the Kerberos area to be authenticated against:
e the Kerberos client must be installed on the computer,

e username and password used for authentication at the system must be defined
at the Key Distribution Center.
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2. the DNS service must be set correctly at Kerio MailServer’s host (Key Distribution
Center uses DNS queries).

3. Time of Kerio MailServer and Key Distribution Center (all hosts included in the Ker-
beros area) must be synchronized (including time zone).

Kerberos functionality can be tested by checking the
/Library/Preferences/edu.mit.Kerberos file. The following parameters
should be included:

# WARNING This file 1is automatically created by Active Directory
# do not make changes to this file;
# autogenerated from : /Active Directory/company.com
# generation_id : 0
[Tibdefaults]
default_realm = COMPANY.COM
ticket_1ifetime = 600
dns_fallback = no

[realms]
COMPANY.CZ = {
kdc = server.company.com. :88
admin_server = server.company.com.

}

Using the kinit utility, it is possible to test whether Kerio MailServer is able to authen-
ticate against Kerberos. Simply open the prompt line and use the following command:

kinit -S host/name_KMS@KERBEROS_REALM user_name
for example:
kinit -S host/mail.company.com@COMPANY.COM jsmith

If the query was processed correctly, you will be asked to enter password for the partic-
ular user. Otherwise, an error will be reported.

Note: Before starting the Kerberos server, check out whether SPN (Service Principal
Name) functions correctly.

When the previous steps are followed successfully, set authentication in Kerio MailServer
on the Advanced tab under Configuration — Domains, (see chapter 8.7.
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30.4 Starting Open Directory and Kerberos authentication settings

In Open Directory, it is possible to authenticate users against the password server (refer
to chapter 29.4) or the Kerberos server (for details, see chapter 30). As mentioned in
chapter 29.4, authentication against the password server does not require any additional
settings, while Kerberos authentication might be quite difficult to configure. This chapter
therefore focuses on correct setting of the authentication against the Kerberos server in
Open Directory.

After Mac OS X Server’s startup, make sure that both the Open Directory service and
the Kerberos server are running. This can be done in the Server Admin application
(Applications — Server — Server Admin).

The welcome dialog of Server Admin consists of two basic sections. The left one in-
cludes a list of hosts and services which are running at these hosts. This section also
includes the host where the Open Directory service is supposed to be started. If the
service is already running, it is bold and marked with a green symbol (see figure 30.11).

ene Server Admin:imac-server.local:Open Directory =
@ o o
Workgroup Manager Add Server Refresh  New Window
7 . -
Q- service
-Compu ters & Services ) ) )
v  imac-server.local Open Directory is: Open Directory Master

0 AFP
) Application Server

© DHCP Lookup Server (lookupd) is: Running
A DNS

A Firewall Netinfo Server (netinfod) is: Local only
o FTP LDAP Server (slapd) is: Running
0 iChat — .

A Mail Password Server is: Running
O NAT Kerberos is: Running

M NetBoot

O NFS

O Print

™ QuickTime Streaming
& Software Update

O VPN

& Web

O WebObjects

M Windows [Over\fiew | Logs Archive Settings ]

& Xgrid 4

-

Figure 30.11 The Open Directory service
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The right section usually includes information about the selected service, its logs and
settings.

The directory service should be started automatically by the first startup of the Mac OS X
Server. If it is not running, merk it by the mouse pointer and click the Start Service button
at the toolbar. In the right section of the window, find out which Open Directory services
are and which are not running (see figure 30.11). The Kerberos entry is important. If the
Kerberos server is running, no additional settings are required. If not, check out the
following issues:

1. On the Settings tab, the server must be set as Open Directory Master. Authentication
is required to edit these settings. Use username and password of the administrator
account which was created in the Open Directory, for example the diradmin user
(see figure 30.12).

Create a new Open Directory master domain

Creating a new Open Directory master domain requires you to
create a new administrator account for that domain. This
account needs to have a unique name, short name and user 1D,

Mew Account

Name: Directory Administrator

Short Name: diradmin User ID: 1000

Password: ssssssssss

vErifY: SERABENREN

Domain Info

Kerberos Realm: IMAC-SERVER.COMPANY.COM

Search Base: dc=imac-server

Search base is optional.

Ii Cancel :,I (—Ereate—)

Figure 30.12 Setting of administration username and password
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2. The DNS service must be configured correctly.

3. DNS name (hostname) of the server where Open Directory is running must be set
correctly.

Once the Kerberos server is started successfully, it is recommended to test correct con-
figuration by the kinit utility. Simply open the prompt line and use the following
command:

kinit -S host/name_KMS@KERBEROS_REALM user_name
for example:
kinit -S host/mail.company.com@COMPANY.COM diradmin

If the query was processed correctly, you will be asked to enter password for the partic-
ular user. Otherwise, an error will be reported.

Note: Logs available on the Logs tab can be helpful for troubleshooting.
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Kerio Outlook Connector

Kerio Outlook Connector is an extension to MS Outlook. It allows scheduling and sharing
different types of data. Thanks to this modification, MS Outlook is able to work with
groupware data (contacts, calendar, tasks) stored in Kerio MailServer. The main benefit
of the shared data store is that the data is available via the Internet anywhere necessary.
To access the data, you’ll need just an Internet connection and a web browser (the Kerio
WebMail interface) or MS Outlook with Kerio Outlook Connector or MS Entourage.

Kerio MailServer and MS Outlook communicate via MAPI. MAPI (Messaging Application
Programming Interface) is a versatile interface for email transmission. It is a software
interface that enables any MAPI client to communicate with any mailserver (Microsoft
Outlook and Kerio MailServer in this case).

Kerio Outlook Connector since version 6.1 provides support for digital signatures. The
function and settings for digital signatures are described in standard MS Outlook help.

TIP: If you intend to handle your email also offline, follow the instructions in chap-
ter 31.8.

For proper functionality of the Kerio Outlook Connector, the following services must be
running in Kerio MailServer:

e HTTP(S) — the protocol is used for automatic updates of the Kerio Outlook Connector
and also for communication with the Free/Busy server.

o IMAP(S) — the MAPI interface uses the IMAP protocol in Kerio MailServer.
e SMTP(S) — the protocol is used for email sending.

Installation of the Kerio Outlook Connector can be run under Windows 2000 Professional
(version Service Pack 4), XP, MS IE 6.0 and later.

Kerio Outlook Connector supports the following email clients:

e MS Outlook 2000 + version Service Pack 3 (if the service pack version is not installed,
Kerio Outlook Connector installation cannot be started)

e MS Outlook XP + version Service Pack 3 (the version of MS Outlook XP must have this
format: 10.0.6515.xyz)

e MS Outlook 2003 + version Service Pack 1 (if the service pack version is not installed,
Kerio Outlook Connector installation cannot be started)
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Note: All settings relate to MS Windows XP and MS Outlook 2003. If you use a different
version of MS Outlook 2000, the settings may differ (see chapter 31.4).

Installation of the Kerio Outlook Connector can be run either independently or along
with Kerio MailServer Migration (refer to chapter 37):

31.1 Upgrade the Kerio Outlook Connector

The Kerio Outlook Connector upgrade is automatic and user-independent. Current ver-
sions of Kerio Outlook Connector are checked for by Kerio MailServer Engine and dis-
played in an administration console (Advanced options section, Upgrade tab (see chap-
ter 16.6).

Warning: Upgrading from Kerio Outlook Connector 6.0.0 - 6.0.8 requires a manual instal-
lation of Kerio Outlook Connector 6.1 or higher. Future versions of the Connector will
automatically be upgraded by the MailServer.

New versions of Kerio Outlook Connector are stored in /webmail/downToad directory,
where Kerio MailServer is installed.

Warning: If only HTTPS traffic is allowed in Kerio MailServer (e.g. for security reasons), it
is necessary that a trustworthy Kerio MailServer certificate is installed inInternet Explorer
of the client station (a self-signed certificate can be used). Otherwise, new versions will
not be updated automatically.

31.2 Installation and configuration without the migration tool

If you install Kerio Outlook Connector without using the migration tool, profile and email
account must be set manually. Installation of the Kerio Outlook Connector for Kerio
MailServer is performed by the wizard.

Warning:

e MS Outlook must be installed on the computer prior to the Kerio Outlook Connector
installation, otherwise the application will not function properly.

o When the upgrade or downgrade of MS Outlook is performed, Kerio Outlook Connector
must be reinstalled.
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Profile creation

The user profile is a file where personal information in MS Outlook is stored. The profile
is essential in the following situations: either the computer is accessed by multiple users
and each of them needs his/her own email address and personal settings or a user can
access multiple mailboxes and wants to use different personal settings for each of them.
Settings for a new profile can be configured in the Start — Settings — Control Panel —
Mail menu.

Mail Setup - Kerio | x| |

E-mail Accounts

@ Setup e-mail accounts and directaries,

Diaka Files

. Zhange settings for the files Qutlook uses
to store e-mail messages and documents,

| E-mail Accounts. .. I

Diaka Files. .. |

Profiles

Setup multiple profiles of e-mail accounts
and data files, Typically, you only need
ane. Show Profiles. . |

Close |

Figure 31.1 Profile setup

To open the profile settings window, click Show Profiles.

Click on the Add button to create a new profile and enter its name. Name of the new
profile can be specified in the dialog box.

In this dialog, it also possible to define whether always an only one particular profile
will be used or whether list of installed profiles will be offered for selection during each
connection establishment.

Prompt for a profile to be used
Upon each MS Outlook startup, a window with the list of available profiles appears.
One of the profiles can be later selected as the default.
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|

General |

@ The Following profiles are set up on this computer:

[~

add. .. Femove Properties | Copy... |

Wehen starking Microsoft Outlook, use this profile:
™ Prompt For a profile ta be used
¥ Always use this profile

IOutIu:u:uk j

(] I Cancel | Apply | Help

Figure 31.2 Creation of a profile

Choose Profile | x| |

Profile Mame: Mew, .. |

(] 4 I Zancel | Help | Dpkions :=-:=-|

Opkions
’7|_ Set as default profile

Figure 31.3 Choose Profile

Always use this profile

The profile selected under Always use this profile will be used by default.
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Warning: EachMS Outlook profile may be used only by one account connected via Kerio
Outlook Connector. Functionality of POP3 and IMAP accounts located in the same profile
is not affected by Kerio Outlook Connector Store.

Note: If you use MS Outlook 2000, make sure that you add Kerio MailServer a Outlook
Address Book items during configuration (for more information, see chapter 31.4). In
higher versions of MS Outlook, Outlook Address Book is added automatically.

Initial settings

Always configure the email account settings only after the profile creation. The email
account can be added using the Tools — Email accounts menu.

emalfcconis g |

E-mail Accounts
You can change the e-mail accounts and directories that Cutlook uses, ;

E-mail
* add a new e-mail account

™ Wiew or change existing e-mail accounts

Directory
~ add a new direckory or address book

™ Wiew or change existing directaries or address books

¢ Back I Meut » I Cloze

Figure 31.4 Account settings — creation of new account

Email accounts or an address book can be added or changed immediately after the wiz-
ard is opened. To create a MAPI account, select the Add a new email account option.

In the second step, select a server type for the new account. Kerio MailServer is always
required in this case.
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emalfcconis g |

Server Type
You can choose the type of server your new e-mail acount will work with, ;

" Microsoft Exchange Server
Connect ko an Exchange server to read e-mail, access public Folders, and
share documents,

" pOP3
Connect ko a POPS e-mail server to download
wour e-mail.

 IMAP
Connect ko an IMAP e-mail server to download e-mail and synchronize
mailbo Folders,

" HTTP
Zonnect ko an HTTP e-mail server such as Hotmail to download e-mail and
synchronize mailbox Folders,

i+ additional Server Types
Connect to another workgroup or 3rd-party mail server,

¢ Back I Meut » I Cancel

Figure 31.5 Account settings — server type selection

In the next step, the settings for Kerio Outlook Connector are defined. This can be done
using two tabs in the Kerio Outlook Connector window:

Server Name
DNS name or IP address of the MailServer.
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emalfcconis g |

Additional Server Types
You can choose the type of server your new e-mail acount will work with, ;

Qutlook supports these additional e-mail server tvpes, Select the
server bype wou want ko connect to and click Mext,

additional Server Tvpes

¢ Back I Meut » I Cancel

Figure 31.6 Account settings — Kerio MailServer selection

Secure Password Authentication

This option allows using the NTLM authentication. When checked, users are not
required to set usernames and passwords — the authentication will be used instead.
In order for the NTLM authentication to be functional, both the computer as well as
the user account have to be parts of the domain used for authentication.

Warning: NTLM (SPA) can be used only on Windows operating systems. Linux
and Mac OS operating systems do not support this type of authentication (see ta-
ble 16.2).

Username
Username used for logging to the MailServer. If the user does not belong to the
primary domain, a complete email address is required (jwayne@company . com).
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Kerio Outlook Connector E E |

Account | Advanced I Sender I

—Account [nfarmation

Server Mame:; Imail.u:u:umpan_l,l.cnm

[ Secure Password Authentication

Account Mame: Iiwayne@cumpany.mm

Ixxxxxxxxxxxxx

Fazzword:

Check Connection |

|Jzer Information

|Jzer Mame: IJ ohi W ayne

E-mail Address: Iiwayne@u:u:umpany.u:u:um

(] I Cancel Apply

Figure 31.7 Account settings — connection settings

Password
User password.

Press the Check connection button to test if correct user data has been specified and if
the connection to Kerio MailServer works properly. If the test is finished successfully,
a corresponding User Name and Email Address are automatically filled in.

Use the Advanced Settings tab to change some of the communication settings.

IMAP and SMTP port
Port used for communication with the server by IMAP and SMTP protocols. The
port numbers must be the same as the port numbers set in Kerio MailServer.

308



31.2 Installation and configuration without the migration tool

Kerio Outlook Connector E E |

Account Advanced | Senderl

— Server [nformation

IM&P and SMTP | 993 | 25
HTTP part: I an
Timeout [z): 180

¥ Secured Connection [S5L]

Drefault Y alues |

— Connection Mame

Connection Marme: IEDmpan_l,l

(] I Cancel Apply

Figure 31.8 Account settings — ports

HTTP port
The HTTP(S) protocol uses the Free/Busy calendar and applications for automatic
updates of Kerio Outlook Connector. Port number must be identical with the port
number for the HTTP(S) service used by Kerio MailServer.

Timeout
Time spent by the application waiting for a response from Kerio MailServer.

Secured Connection (SSL)
This option enables the SSL-encrypted communication using IMAP, SMTP and HTTP.

The Default Values button changes all settings to their default values.

Connection name
Kerio Outlook Connector Store is used by default. This name can be changed.

Name and its visibility, email address and a Reply-To address can be set in the Name tab.

Use Following Name
This option allows to select any user name which will be used for outgoing mail.
For better understanding, read the following examples:
Example 1:
Multiple users can use the email account. Using the Name tab, name of the account
can be replaced by the name of a corresponding user. The following format will be
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Kerio Outlook Connector E E |

.-i'-.cccuuntl ddvanced  Sender |

— zer Information

v Use Fallawing Mame

M armne: ISaIes

E-mail Address: Isales@cumpany.cum

Reply-To Address; Iiwayne@u:u:umpany. com

(] I Cancel Apply

Figure 31.9 Account settings — sender information settings

used for the From item:

the.particular.username@company.com <techsupport@company.com>
Example 2:

The Use Following Name option can be also used in the reversed principle. It means
that a common information can be entered in the Name text field and the account
can belong to a particular user. The format of the From item will be as follows:
Technical support <jsmith@company.com>

Name
The name that appears in sent email messages.

Email Address
The email address from which the messages are sent.

Address for replies
Address to which replies will be sent (the Reply-To: item).
Note: If 2000 is used, changes performed on the Sender tab will take effect after
a restart of the application.
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Data file settings

In order for Kerio Outlook Connector to work properly, it is necessary to set the [Kerio
Outlook Connector Store] as the default data file. If the file has not been selected au-
tomatically before, it can be specified in theTools — Email Accounts— View or Change
Existing Email Accounts menu. The Email Accounts window contains the Deliver new
email to the following location option, where Kerio Outlook Connector Store can be se-
lected.

E-mail Accounts | x| |

E-mail Accounts
You can select an account and change its setkings or remove it.

Qutlook processes e-mail For these accounts in the Following order:

| Type | Change...
MAPT {Default)

Remove

Set as Default

it

[Mave U

|

[ave Lo

Deliver new e-mail to the Following location:
Kerio j Mew Qutlook Data File, . |

]

< Back Finish Zancel

Figure 31.10 Data file settings

Kerio Outlook Connector can also check whether the Kerio Outlook Connector Store is
selected as a default message store. By default, the check is enabled and if the Kerio
Outlook Connector Store is not selected as a default store when MS Outlook is started,
a warning is displayed.

This option can be enabled/disabled in the Tools — Options — Preferences menu (with
the Kerio Technologies 10go).
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Preferences I Mail Setup I Mail Forrnat I Speliing | Security I
Other I | spam I #| out of office #| Preferences

I Check if kKetio Sutlook Connector is a default message store

Figure 31.11 The store checking option

31.3 Installation and profile creation using the migration tool

Kerio Outlook Connector can be installed on client hosts during migration of user ac-
counts from MS Exchange to Kerio MailServer. Migration is performed using a special
Kerio MailServer Migration application (for more information about server migration us-
ing Kerio MailServer Migration, see chapter 37). Together with the installation, basic
settings of the user profile and account are configured. Installation can be performed
on all client computers at once. Each user whose mailbox has been migrated receives
a message with a link to automatic installation of Kerio Outlook Connector.

£ user Profile Creator | x| |

This is a ukility For installation of the Kerio Outlook,
Zonnector and creation of a MAPT profile, Specify wour
username and password provided by the administratar,

User: I browni@test, com

Password: I,.."""

o Inskall Zancel

Figure 31.12 User profile creator
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When the user clicks the link, a dialog is displayed where the e-mail address and pass-
word for access to their mailbox must be specified. After the basic settings have been
specified, the installation is started. If the installation was completed successfully, pro-
file creation confirmation appears. Check Set it as a default profile to set this profile as
the default one. After opening this profile in MS Outlook, a MAPI account named Kerio
Outlook Connector Store will be created, where all user folders, messages, events as well
as tasks previously used in MS Exchange will be stored.

MAKEPROF E3 |

Mew MAPI profile is created
Keria

I Set it as a default profil

Figure 31.13 Successful profile creation information

Note: 1If Kerio Outlook Connector is installed in MS Outlook 2000, additional configu-
ration of the profile created is necessary. Add Outlook Address Book service into the
profile manually (for more information, see chapter 31.4).

Warning: EachMS Outlook profile may be used only by one account connected via Kerio
Outlook Connector. Functionality of POP3 and IMAP accounts located in the same profile
is not affected by Kerio Outlook Connector Store.

31.4 Installation and configuration of MS Outlook 2000

The installation of Kerio Outlook Connector in Outlook 2000 is different from the instal-
lation in previous versions:

1. Outlook 2000 must have Service Pack 3 installed; if the Service Pack is missing, the
installation of Kerio Outlook Connector will fail.

Outlook 2000 must be installed in the Corporate or Workgroup mode. If the instal-
lation of Outlook 2000 is performed in the Internet only mode, change the mode in
Tools — Options — Email services — Reconfigure email support (the installation disc
of Outlook 2000 might be required).

2. Another difference applies to the new profile creation. For more information about
profiles and their creation in Outlook, see chapter 31.2.
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After a successful installation of Kerio Outlook Connector, create a new profile. This
can be done in the following ways:

o Profile creation using a migration tool (see chapter 31.3).

e Manual profile creation (see chapter 31.2).

If a migration tool is used for profile creation, click Tools — Services and add the
Outlook Address Book item to the profile. If the Outlook Address Book will not be
added to the profile, contacts folders will not work properly.

If a profile is created by hand, it is possible to follow the method described in chap-
ter 31.2. The only difference is that it is necessary to add the Kerio MailServer and
Outlook Address Book services during creation. Both services can be added to the
profile later in Tools — Services menu.

31.5 Spam/Not Spam buttons displaying problems

Sometimes it may happen that the Spam/Not Spam buttons may be missing on the tool-
bar when the Kerio Outlook Connector or MS Outlook is started. In such a case, it is
necessary to allow Kerio Outlook Connector in forbidden items of MS Outlook.

The dialog for forbidden items can be found under Help — About Microsoft Office Out-
look. Click Disabled items to open the dialog and simply uncheck Kerio Outlook Connec-
tor.

31.6 Private events

Up to Kerio MailServer 6.1.2, events were not classified as public or private. Since 6.1.3,
this information is distinguished. By default, all events created in Kerio MailServer 6.1.2
and lower are set as public in 6.1.3 and higher. To make a public event a private one,
simply open the event and change the classification by hand.

31.7 Messages signed in MS Outlook

If your messages are digitally signed, check the Send clear text signed message when
sending signed messages option under Tools — Options on the Security tab (see fig-
ure 31.14). This option provides that also Kerio WebMail users may read the message.

Note: The settings shown here applies to MS Outlook 2003. For MS Outlook (2000/XP),
the settings may differ slightly.
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Other I il Spanm I il 2t of office I il Preferences |
Preferences I Mail Setup I Mail Farmat I Spelling Security

Encrypted e-mail
‘9 [ Encrypt contents and attachments For outgoing messages
L?-ui [ Add digital signature ko oukgoing messages
v Send clear text signed message when sending signed messages
[ Request S{MIME receipt for all 5{MIME signed messages

Default Setting: I j iettings...l

Security Zones
| i Security zones allow wou bo customize whether scripts and ackive

conkent can be rum in HTML messages.,

Zone: IQ Servery s omezenym pﬁstj Zone Settings. .. |

Download Pictures

Zhange Automatic Download Setkings. .. |

Digital IDs {Certificates)

Digital IDs or Certificates are documents that allow wou ko prove vour
identity in electronic kransackions.

Import/Export. .. | Get a Digikal ID. ., |

(] 4 I Zancel | Al |

Figure 31.14 Settings of verification of signed messages

31.8 Kerio Outlook Connector and Kerio Synchronization Plug-in

This section provides a solution for the case when users need to use groupware features
of Kerio Outlook Connector and work in the offline mode at the same time.

Kerio Outlook Connector itself does not allow working in the offline mode. However, it
is possible to use Kerio Synchronization Plug-in.

Kerio Synchronization Plug-in is an extension for MS Outlook that enables using of some
groupware features in POP3 and IMAP accounts as well as working in the offline mode.
For more information about Kerio Synchronization Plug-in, refer to chapter 32.

Follow these instructions to make it possible to use both products in one MS Outlook:

1. Two profiles must be created in MS Outlook(see chapter 31.2).

TIP: When defining profiles, do not forget to set that the list of profiles is opened
upon each startup of MS Outlook (see figure 31.15).
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|

General |

@ The Faollowing profiles are set up on this computer:

[~

add. .. Femove Properties | Copy... |

Wehen starking Microsoft Office COutlook, use this profile;
{* Prompt For a profile to be used
™ always use this profile

ICDmpany-M.ﬁ.PI j

(] 4 I Zancel | apply |

Figure 31.15 Setting the profile list

2. Install the Kerio Outlook Connector in one profile and create a standard MAPI ac-
count there (for more information, see chapter 31.2).

3. In the other profile, create a standard IMAP account first that will connect to the
same account as the MAPI account created in the previous step.

Install the Kerio Synchronization Plug-in in this profile. If both accounts are configured
properly, all groupware features of a MAPI account are available online in the first profile
and the other profile with Kerio Synchronization Plug-in can be used for working in the
offline mode while working in the IMAP account. The IMAP account will be synchronized
with the data at the server using the parameters set (see chapter 32.2).

31.9 Sharing and Mapping in MS Outlook

Kerio MailServer enables creating of shared folders and their mapping. A shared folder
is any folder of any user who has decided to share it with other users (or groups of
users) and grant specific rights to them. Mapping is subscription of shared folders by
users with appropriate rights.

Here is an example for better understanding of the issue:
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There are two invoice clerks in a company. Both accept orders by email, so they use
special email folders for these orders. If any of them goes for vacations or has to stay at
home for any reasons, the other one needs to access her order folders.

The clerks both need rights to access the work folders of each other. This can be enabled
by sharing of the folders. They simply select folders to share and set access rights for
the other user (the other clerk).

If the user rights are set correctly, we can start the mapping. Mapping is always per-
formed by the user with whom the particular folder was shared. The user simply opens
a corresponding dialog in MS Outlook where she specifies her name. The shared folder
then appears in the user’s folder tree.

It only depends on the access rights assigned to the folder. Mapped folders can be
available:
e for reading only,

o for reading and writing,

e for administration purposes.

Folder Sharing

In MS Outlook with the Kerio Outlook Connector, folders can be shared in Properties
dialog window of the particular folder. To open the Properties window, right-click on
a corresponding folder. This opens the context menu, where the Properties option is
included. In the dialog, use the Sharing and Security tab to set sharing preferences.

The Sharing and Security taballows users to share a particular folder with other users
and set their user rights.

The Add button opens a window where a user or a group of users for sharing can be
added. To select a user from the address book, click the Address Book button.

Click Remove to remove an individual user or a group of users and disable sharing.

Permissions for a specific user can be set in the menu under the user list:

e Admin — users with this level of rights can share a specific folder with other users.
and remove items in the group or the group itself. This user is not allowed only to
remove access rights for the user who created the group.

e Editor — the user can edit items in the folder (add and remove items, etc.).
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Invoices Properties E |

General | Home Pags | Autoarchive ¢ Sharing and Security |

To zhare a folder, add zome user to the group or wzer names list.
[f wou want the folder not to be shared, remove all groupsuser.
Group ar uger names Rights

ﬁ anyane Reader

ﬁ dpeterzon(@cpmpary.com Editor

ﬁ jemithiBcompaty. com Dwrer
IHeader j Add... Remove |

(] 4 | Zancel | apply |

Figure 31.16 Folder Sharing
e Reader — the user is allowed only to read the folder’s items. No editing is allowed.

When setting the access rights, the special anyone or authuser user accounts can be
used. This way, the access rights can be granted to all (or logged) users.

Shared folder mapping

Folder mapping is used for connecting the shared folders of other users. Use the Op-
tions dialog of the root folder to map the selected folder (right-click the Kerio Outlook
Connector Store root folder and select Properties for Kerio Outlook Connector).

Folder List x
[ERE] Ferio Cutlook Conng e
----- % Calendar l=- Cpen
""" 2 Contacts Open in Mew Window
----- & Deleted Items
----- ) Drafts
----- & Inbox Advanced Find. ..
{ﬁ Journal ae
..... Mokes .
-1, Outbox 7 Mew Folder...,
..... S t It
_____ %% T:st == Add ko Outlook Bar
add to Favorites, .,
Open Outlook Data File. ..
% Close "Kerio Outlook Connector”
Properties For "Kerio Outlook Connectar”, .,

Figure 31.17 Context menu of the root folder
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Use the Folder mapping tab to connect shared folders of a selected user. In the
Mapping name textbox, the email address of the folder’s owner is specified as
~owner@company.com. If one or more folders are shared by the owner, these folders
will be displayed in the Folder menu. To confirm the connection, click the Add button
next to the list of folders. If the folder was connected properly, it appears in the list
of mapped folders in lower part of the window. From here, the folders can be removed
using the Remove button.

Outlook Today - [KERIO] Properties | x|
il Rules I il Spanm | il 2k of office |
iZeneral I Home Page | Folder Mapping

zer Name Idpetersnn

Folder Name | INBO3<Aw/ork =l Add
|Jzer Mame | Folder Mame |
dpeterzon IMB D= ok,
jWayne IMBO=/)okes
jWayne Contacts

Remove |
(] 4 I Zancel | apply |

Figure 31.18 Folder mapping

Public folders are mapped to all users automatically.

31.10 Public and archive folders

Public folders

Public folders can be created only by users with appropriate access rights. By default,
these rights are assigned to the admin of the Kerio MailServer’s primary domain. The
Admin can optionally assign administration rights to other users (for more information,
see chapter 14.1).

To create a public folder, simply right-click the Public folders folder and select New folder
in the pop-up menu. Specify the folder name and type in the corresponding fields of the
dialog box that appears.
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It is also necessary to set the user rights for all users that will access the public folder.
The rights are added the same way as in case of sharing.

Public folders will be shared automatically with all selected users as subfolders of Public
folders.

Archive folders

These folders are available to users with corresponding rights only. By default, only the
admin of the primary domain is allowed to access the folders (the first account created
in the configuration wizard during the installation of Kerio MailServer).

all Mail Folders

= f;ff Kerio
& [ Archive Folders
fa) Deleted Items
L;#| Drafts
L] Inbox
[ Junk E-mail

Figure 31.19 Archive folders

Archive folders can also be made available for other users. The sharing process is the
same as for other folders (for description, refer to chapter 31.9). However, since mes-
sages of all users are archived, only a confidential administrator (or a tiny group of
confidential persons) should be allowed to access these folders.

31.11 Rules for incoming messages

Rules for sorting and filtering mail at the server can be defined using Kerio Outlook
Connector (the same rules that can be defined in the Kerio WebMail interface ).

Warning: After installation of the Kerio Outlook Connector, the standard MS Outlook’s
dialog for administration of rules for incoming mail and alerts Rules and alerts (Tools —
Rules and alerts).

Use the root folder options dialog to create rules for incoming messages (right-click the
Kerio Outlook Connector root’s — Kerio Outlook Connector Properties folder).

The dialog includes rules defined. You can enable or disable rules using appropriate
matching fields. Mark any rule to view detailed information about this rule in the Rule
description window.

Rules are tested from the top downwards. You can use the Up and Down buttons to
move rules within the list.
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Outlook Today - [KERIO] Properties | x| |
General | Home Page I il Folder Mapping
2| rules | | spam I | out of office
~ Mail Bulez

These rules will be applied to mezsages delivered to the server.

Digcard the meszsage from server m...
Dizcard the zpam

Move Up b ove Do |

Rule Dezcription [chick on an underlined walue to edit it);

Fonward these meszages to infol@c. . Hodify...
Copy
Bemave

Edit Script...

Hildd;

Apply this rule after the message arrives.
"WWhere message has been detected as spam.
Discard the message.

(] 4 Zancel

Apply

Figure 31.20 Rules for incoming messages

The following buttons and functions are available:

New — creates a new rule (see below).

Modify — edits selected rule (see below).
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e Copy — copies an existing rule. This rule must be renamed. This function can be
useful when you intend to create a new rule that differs only in a few parameters
from the selected rule.

e Remove — removes the selected rule.

e [Edit — edits the rule source using the Sieve code (standard code used for sorting rules
descriptions). We recommend you not to use this function unless you are experienced
in the Sieve code.

Creating or changing a rule

Use the New or the Modify button to open the Rule Editor dialog which includes the
following sections:

Rule Editor 7 x| |

Select your Conditions and Actions first, then zpecify the values in the Dezcription,

1. Select the Conditions for your rule:;

[ where the recipient [To or Ce] line contains address
YWhere the Fram line containg address

[ "here the Tao line containg address

[J "here the Cc line containg address

LI |

L

2. Select the Actions for your ule;

[ Reject message [return to sender)]
[ Keepin INBO:

Dizcard the meszage

[ Send natification

E RN

3. Rule Deszcription [click on an underlined value to edit it);

Apply thiz rule after the meszage arives.
where the From line containg 'span.cz’
Digcard the meszsage

4. Mame of the ule:

Digcard the meszage from server spam.cz

(] I Cancel

Figure 31.21 Rule Editor
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Select the conditions for your rule — conditions that must be kept so as the email
administration meets this rule. One or more conditions from this list can be selected:

Where the recipient (To or Cc) line contains address
The To or the Cc (Copy To) entry includes defined string.

Where the From line contains address
The From entry contains the string.

Where the To line contains address
The To entry contains the string.

Where the Cc line contains address
The Cc (Copy To) entry contains the string.

Where the Sender line contains address
The Sender entry includes the string. This entry is often contained in messages
sent automatically (mailing lists, etc.) where it stands for the From entry.

Where the Subject contains specific words
The Subject entry contains defined string(s).
Kerio MailServer spam filter can be set so that the Subject entry will include
results of antispam tests (the value is represented by asterisks). Using this
feature spam may be filtered easily. Simply insert the number of asterisks that
will specify the rule. Messages that match this rule will accept this specification.

Where the message has an attachment
At least one attachment must be appended to the message.

Where the message size is more than size
The message size exceeds the specified value. To specify the size you can select
from the following units: bytes (B), kilobytes (KB) and megabytes (MB).

Where the message was detected as a spam
Spam are undesirable messages sent to users. You can use the Kerio MailServer
antispam filter to protect your users from such messages. Kerio MailServer
spam filter uses special header items that include evaluation and information
on antispam tests applied on the particular message (refer to chapter 17).

For all messages
This rule is valid for all incoming messages.
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2. Select the Actions for your rule — select an action that will be taken for messages
matching with condition in section 1

Move the message to a specified folder
Move the message to the selected folder (you can choose a folder from a list).
You can also specify shared or public folders in one of the following forms:
~user/shared_folder or #public/public_folder if the appropriate user has write
rights for this folder.

Forward the message to an address
Forward to a specified address. In this case no other actions are performed.

Reject message (return to sender)
The message will not be stored in a local mailbox and the user will never be
informed about it.

Keep in Inbox
This action must be combined with another (i.e. with Move, Forward, Reject,
etc.). It cannot be combined with the Discard the message action.

Discard the message
The message will not be stored in any local folder. This action cannot be com-
bined with the Keep in INBOX action.

Send notification

Sends notification (i.e. a short text message) to a specified address, typically

to a cellular phone. It is necessary to define even cellular phones by email

addresses, for example john.bluemonday@t-mobile.com.

The following macros can be used in the message text:

e $from$ — the notification will show the message sender or the address con-
tained in the From field.

e $from-name$— the notification will show the name of the message sender.

e $subject$ — the notification will show the message subject.

e $text$ — the notification will show the message text. Only the first 128
characters will be displayed. To reduce the number of displayed characters,
edit the macro as follows: $text[50]$ (the number in brackets represents
the maximum number of characters displayed in the notification).

Note: Notifications are sent in the plain text format (ASCII characters only). All

regional characters in the text will be skipped.

Send autoreply
The automatic reply with a specified text. The automatic reply will be sent to
each sender’s address only once a week (so that the automatic reply does not
create a loop in case there is an automatic reply set at the other end).
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Stop processing more rules
If the message complies with this rule, no more rules will be processed. Us-
ing this function a user can create more complex rule systems for individual
condition types. Rules are tested rule by rule from the top downwards.

Note: Notifications and autoreplies are protected against looping. This means that
the system does not send a notification in reply to received notification or automatic
replies. The detection of notification or automatic replies is performed using special
items in the message header. Only notifications and automatic replies generated by
Kerio MailServer are detected.

Rule description — description of the rule function (it is generated automatically
according to the rule definition). Highlighted entries are interactive — click them to
set other parameters.

i 5elect People | x|

Type one name at a time and click Add, or zelect people from the

Addrezz Book.

ZPaM.C2 Add
Feople:

YWwhere the From line containg Addrezz Book, .

Femove

il

Optiohz...

[ | Cancel

—

Figure 31.22 Select People

Click on the Options button to open the Rule Condition Options dialog — see above.
is
The entry must exactly match with the specification.

is hot
The entry must not match with the specification.

contains
The entry must contain the (sub)string.
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does not contain
The entry must not contain the the specified (sub)string.

matches
The entry must match the expression (the expression can contain the ? and =
wildcards that can represent one or more characters).

does not match
The entry must not match the expression.

Rule Condition Options | x| |

Y'ou can further customize thiz condition by zetting the options below.

b atch twpe: | containg j

1=

iz hiok

containg

does not contain

The 'zontaing’ match g

matches
doeg not match

Cancel

Figure 31.23 Rule Condition Options

Note: If more than one condition is defined, an appropriate logical operator must be
used (and — both conditions must be met, or — at least one of the conditions must
be met).

Example: You intend to create a rule that would drop all messages incoming from the
spam.com domain which often sends undesirable messages (spam).

1. Select the Where the line From contains condition in the first dialog section.
2. Select the Discard the message option in the second section.

3. Select the contains option in the third section and specify the domain name
(spam.com).

4. Enter a name for the rule (i.e. Drop all messages from the spam.com domain).

Out of office

A special sieve rule for automatic replies can be set on the Out Of Office tab in Tools —
Options. This rule can be used when a user is not available in the office for a certain
time. Enable the rule and specify the message that will be used as an automatic reply.
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Preferences I Mail Setup | Mail Format | spelling I Security
Other I | spam | out of office | | Preferences

W I'mout of office

IUse the Following text For automatic replies:

Hello, ;I

I'm enjoving my vacance at the moment.
w
k

My affairs will be managed by my colleague, John Smithers,
(] 4 I Zancel | apply |

Please contact him through my absence,
Figure 31.24 The Out of office tab

His phone number is + 1 (403) 111-1234

Note: The I'm out of office rule beats the rules for incoming messages (see chapter 31.11).
If the filter includes a rule which sends automatic replies, the action set in this rule will
not be taken.

The I'm out of office rule consists of the following items:
e Condition: The rule will be applied to all incoming messages.

e Action: The text entered will be sent to each sender’s address included in an incoming
message only once a seven days. This restriction is applied because some users can
be subscribed to multiple mailing lists. If the reply was sent every time a message to
the board is delivered, the mailing list’s moderator might forbid the user access the
mailing list.

31.12 Spam filter

Kerio MailServer includes the SpamEliminator antispam filter. For more information, see
chapter 17. SpamEliminator is based on content analysis (spam messages usually con-
tain specific attributes that can be searched for and evaluated by the filter). Each mes-
sage is assigned a numeric score; if this value exceeds the limit set in Kerio MailServer,
the message is marked as spam.

The spam filter may let some spam messages through from time to time by mistake
(their score is low) and mark some regular messages as spam (their score is too high).
For the reasons above, the antispam filter allows modification to the database used for
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recognition of spam messages. This method, however, requires user input. Users have
to reassign the incorrectly evaluated messages to correct types (spam / non-spam) so
that the filter learns to recognize them in the future.

Kerio Outlook Connector uses the Spam and Not spam buttons located in the toolbar to
mark the messages correctly. Highlight the incorrectly marked message and click one
of the buttons. The filter updates the database (after a certain number of incorrectly
marked messages) and the probability of incorrect evaluation decreases.

You can add the Spam and Not spam buttons to the toolbar in Tools — Customize menu
or remove them. The Toolbars tab includes the Kerio Outlook Connector option. Simply
select or unselect it by clicking to enable/disable the bar with the buttons.

The Spam button displays a warning message by default. To treat the message as spam
and discard it, a confirmation is required. Use the Tools — Options menu on the Spam
tab (see figure 31.25) to enable/disable displaying of the warning message.

Warning: If the Spam/Not Spam buttons are not available after installation or startup of
MS Outlook, it is necessary to remove Kerio Outlook Connector from all forbidden items
of MS Outlook (see chapter 31.5).

The Spam tab
The Spam tab provides several tools to fight spam:

Confirm marking mail message as spam
This option enables/disables alert window displayed upon clicking on the Spam
button which is available in the toolbar.
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Preferences | Mail Sekup I Mail Format I Spelling I Security
Other il Spam | il 2t of office I il Preferences

Iw Confirm marking mail message as spam

W Mowe spam o the Junk E-mail Folder

Don't treat messages as spam, iF the sender is on Following list:

jsmithersi@othercompanyy  com

I Also trust senders From my Contacts Folder

add e-mail address (name@domain;

I briowacki@secondoompany, com

add Remoye Address Bu:u:ukl

(] 4 | Zancel apply

Figure 31.25 The Spam tab

Move spam to the Junk E-mail folder
If this option is enabled, all email considered as spam will be delivered to the Spam
folder automatically.
Note: The Move spam to the Junk E-mail folder rule beats rules for incoming mail
(see chapter 31.11). If the filter includes any rule which in any way handles mes-
sages marked as spam, the action set in this rule is ignored.
This option also enables adding email addresses to the list of trustworthy users
(see below).

Also trust senders from ...
So called Spam whitelist In this list, senders that will automatically be considered
as non-spammers can be added/removed.
A new email address can be added in the Add e-mail address entry. This address
must be specified in the username@domain format.

Also trust senders from my Contacts folder
If this option is enabled, messages marked as spam which were sent from addresses
included in the main contact folder are not automatically moved to the Spam folder.
This option supposes that email addresses in one’s contact list are trustworthy. If
this option is enabled, it is not necessary to include addresses saved in the contact
list in the whitelist.
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31.13 Searching contacts via the MAPI interface

MS Outlook extended by the Kerio Outlook Connector enables searching through contacts
via the MAPI interface. This helps users search specific user information (usually email
addresses) and it enables automatic completion of addresses while they are typed.

Automatic look-up in contacts makes available personal user contacts (i.e. contacts
stored in user’s personal contact folders) and contacts in all public and shared Contacts
folders subscribed by the user.

E-mail Accounts | x| |

Directories and Address Books
You can choose a directory or address book below to change or remove ik,

Mame | Type | Change... |

Qutlook Address Book MaPT

Microsoft Office Outlook Address Book | x| | Add... |

To designate a Contacts Folder as an Qutlook Address Book, Remove |
qo ko the Properties dialog box For the Contacts Folder, On

the Outlook Address Book tab, select the "Show this Folder
as an e-mail Address Book!" check box,

Qutlook Address Books:

Femove Address Book |

% First Last (John Smith) £~ File &s (Smith, Jobn)
Finish Cancel

Figure 31.26 Directory management

"Shuw names by

By default, the automatic lookup is performed in contacts in the default directory of
MS Outlook called MS Outlook Address Book. The address book can be handled in Tools
— E-mail accounts — View or change existing directories or address books.

It is necessary to add to the MS Outlook Address Book any folders with contacts where
lookup should be performed. Contact folders can be set as address books in properties
of the selected contact folder on the MS Outlook Address Book tab (see figure 31.27).
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Contacts Properties E |

General I Home Page
Cutlook Address Book | Activities | #| sharing and Security

g = Conkacks

[ Show this Folder as an e-mail Address Book

Mame of the address book:

ICDntacts

(] 4 I Zancel Al

Figure 31.27 Show this folder as an e-mail Address Book

Warning: Searching criteria are first and second names. Do not use user names to look
up a contact.

31.14 Error in settings of contact folders used as address books

During the startup process of MS Outlook extended with the Kerio Outlook Connector,
a warning can be displayed that informs of an error detected in settings of contact
folders which are used as address books (see figure 31.28).

Kerio Outlook Connector E |

Error happens in settings of Contact Folders used as addressbooks,

If wou wank to correct this problem, remove all addressbooks From Cutlook Address Book in E-mail accounts and restart
Cutloak,

You can add correct Folders inko Qutlook Address Book again in Contact Folders' properties,

These actions will in no way endanger wour contacts.,

Figure 31.28 Error in settings of contact folders used as address books
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This error can be fixed by removing all address books in MS Outlook:

1. In the Tools menu, select E-mail Accounts to open a wizard where new accounts
In the wizard, select View or change existing

and address books can be created.
directories or address books.

2. Remove all listed address books and close the wizard.

3. Restart MS Outlook.

Removing address books does not delete contact folders. All contacts are kept intact.
Once all address books are removed from MS Outlook and the application is restarted,
it is possible and recommended to add the address books again (for details, see chap-

ter 31.13).

31.15 Contacts forwarding

It is recommended to forward the contacts in the vCard format (Actions — Forward as
client application that supports vCard format
(Kerio WebMail, Mozilla Mail, etc.), the received contact can be added to the contacts

vCard). When a contact is opened in a

folder.

Contacts - Microsoft Dutlook
File Edit Miew Go Tools

Sbew - | S 3 X | ¥ 4

“ aparm * Mok Sparm H

Actions | Help

%= Mew Contact Chel+r
Mew Contack From Same Cormpany
Mew Distribution List  Chrl+Shift+L
Mew Message to Conkack

Mew Letter to Contact

BT B £ B

Mew Meeting Request to Contack

Mew Appointment with Contack

[l

Mew Task For Contact

Mew Journal Entry For Contact
Link.

Zall Contack

Zall Using MetMeeting

..1

Follow Up... Ckel+Shifk+G

Forward as wCard

& Forward Chrl+F

Figure 31.29 Forward as vCard
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If MS Outlook receives a message with a contact in vCard format, the recipient can simply
click the link in the message and the standard form for creating new messages is opened.

31.16 User login data

If a user password has been changed by an administrator in Kerio MailServer, it can
be also changed in MS Outlook. The password can be changed directly in the account
settings (click Tools — Email accounts — View / change the email accounts).

The password can be also changed in the Login dialog that is displayed in case the
Outlook application fails to log in with the existing login and password.

Login - Kerio Outlook Connector | x| |

Pleaze enter pour uger name and pazsword for
following server.

Server. [192.165.44.162
zer Mame: Iismith@cumpany.cum
Easswnrd: Ixxxxxxxxxxxxxxxxx

(] I Cancel

Figure 31.30 Login dialog

The dialog contains the following items:

Server
DNS or IP address of the computer that the user is logging to.

Username
Username including domain.

Password
A textbox for the new password.

31.17 Usage of the Free/Busy server

Free/Busy server is a public calendar that graphically displays the free/busy informa-
tion for all users that have an account in Kerio MailServer and use the calendar in MS
Entourageor MS Outlook (with the Kerio Outlook Connector installed).

The Free/Busy calendar does not display content of events, it only shows when the par-
ticular event takes place and whether a user is free or busy. Therefore, this calendar is
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suitable for office purposes such as finding out whether people involved in a problem
are free for a meeting. However, it is not possible to view also what the user is doing at
a particular time. The only information that can be found is that the user is either busy
or free at a particular moment.

This implies that this type of calendar is perfect for planning of meetings and sessions.
The user who adds a new meeting can view when the people involved are free or busy.
It is therefore not necessary to ask individual users when they are free. However, the
following conditions must be met to enable this function:

¢ all users must have an account in Kerio MailServer,

e the users involved must use the calendar in MS Entourage, in MS Outlook (with the
Kerio Outlook Connector) or in Kerio WebMail to handle their events.

The Free/Busy calendar displays all meetings and events included in the main calendar
folder and its subfolders. If you want that some events (e.g. items of a private calendar)
are not shown in the Free/Busy calendar, create a new calendar folder out of the branch
of the main calendar and its subfolders.

The properties for Free/Busy server can be set in the Tools — Options menu in the Pref-
erences tab. Click the Calendar options button to open a dialog. In this dialog, click the
Free/Busy Options button.

The Free/Busy Options dialog contains information about the Free/Busy server. In order
for the Free/Busy server to work properly, it is necessary to specify the URL address of
the Free/Busy server in the Search location textbox (the last item in the dialog box) in
the following format:

http://212.56.22.12:port/freebusy/%SERVER%/%NAMEY%

The mail domain and username of the meeting participant will be entered for %SERVER%
and %NAME% values.

If the free/busy server is specified in the configuration, users can select the most con-
venient time for all participants of the scheduled meeting. The Scheduling tab lists all
meeting participants (in the left section of the dialog box) along with their free/busy
data. The different shades of blue or violet indicate the busyness of the users. The users
with no data on the free/busy server (users with no account, users that do not use the
calendar) are marked with grey.

Warning: It is necessary to specify each user by their usernames and domains
(username@domain). Aliases cannot be used to display Free/Busy information.
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Other | il Spanm I il 2t of office I il Preferences
Preferences | MalSetup | MailFormat | Speling | Security
E-rrail

z Zhange the appearance of messages and the way they are handled,

| Junk E-mail... I E-mail Options. .. |
Calendar
Zustomize the appearance of the Calendar,
v Default reminder: Wﬂ Zalendar Options, .. |
Tasks

=y Zhange the appearance of tasks,

Reminder time: IB:IIIIII j Task Options. .. |

Contacks
E Zhange default settings For contact and journal,

— Conkack Opkions. .. | Journal Options. .. |
Motes

Zhange the appearance of notes,
Moke Cptions. .. |

(] 4 Zancel apply |

Figure 31.31 Free/Busy settings — preferences

The violet box in the schedule represents the time span of the scheduled meeting. It
can be moved, extended or narrowed down using the cursor. The meeting start time is
marked with green color, end time is marked with red.

Warning:

e For successful authentication to Free/Busy server, specify the Subject item in the
Appointment tab.

o If only HTTPS traffic is allowed in Kerio MailServer (e.g. for security reasons), it is nec-
essary that a trustworthy Kerio MailServer certificate is installed inInternet Explorer
of the client station (a self-signed certificate can be used). Otherwise, new versions
will not be updated automatically.
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Free/Busy Options | x| |
Opkions

Freefbusy information is used by people sending meeting requests, to determine when
wou are available For meetings,

Publish |2 monthis) of Calendar freefbusy information on the server
pdate free/busy information on the server every |15 minukes

Internet Free/Busy

[~ Publish and search using Microsaft Office Internet Free/Busy Service

[Marnage. .. |
V¥ | Request Fresfbusy information in mesting invitations
[~ Publish ak my location:

Search location: Ihttp 1192168, 44, 162:80/Freebusy % SERVER % 4NAME %

(] 4 I Zancel

Figure 31.32 Free/Busy settings — options

File Edit Wiew Insert

Format  Tools  Actions  Help

=15end | & [l &, | A7¥Recurrence... F3 Cancel Invitation | ¥ X | @ H
Appointment I Scheduling I
Zoom: IIDD% (Day View) d 23. tervence 2004
10:00 11:00 12:00 13:00 14:00 15:00 16:00 g:00 Q:00 10:00
Al Attendees |
= @ [5ales <jsmith@company, cor [ :I
= @ |iwavne@company. com
=1 |dpeterson@company.com | | ]
Click. here ko add a name
|
] ] i
Add Others W Options W :
= | _ce | Mesting start time: |pé 23.7.2004 | [5:30 |
Py | AuboPick Next >3 | Meeting end time: | pé 23.7.2004 x| [5:30 |
| | Busy B Tentative M Cut of OFfice [~ Mo Informatian

Figure 31.33 Usage of the Free/Busy calendar

Chapter 32

Kerio Synchronization Plug-in
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Kerio Synchronization Plug-in is an extension to MS Outlook enabling basic groupware
features (calendars and contacts) via IMAP or POP3. The Kerio Synchronization Plug-in
was designed for users that travel frequently and need to have access to email, calendar,
and contacts when internet access is not available. Besides that, the main benefit of the
plug-in is the offline mode, where it is possible to switch to the online mode and connect
to Kerio MailServer to synchronize changed data.

Kerio Synchronization Plug-in uses the SyncML protocol. SyncML is a versatile protocol
used to synchronize data acquired at various types of devices, in any network and in any
store. In Kerio Synchronization Plug-in it is based on the HTTP service.

Warning: Kerio MailServer supports synchronization by the SyncML protocol only for
the client extension of Kerio Synchronization Plug-in.

For proper functionality of Kerio Synchronization Plug-in, the following services must be
running in Kerio MailServer:

e HTTP(S) — the protocol is used for the synchronization as well as for automatic
updates of the plug-in.

e IMAP(S) — for IMAP accounts, if used.

e POP3(S) — for POP3 accounts, if used.

e SMTP(S) — the protocol is used for email sending.

Kerio Synchronization Plug-in can be applied to the following versions of MS Outlook:
e MS Outlook 2000 + version Service Pack 3

e MS Outlook XP + version Service Pack 1

e MS Outlook 2003 + version Service Pack 1

Warning: It is not possible to use Kerio Qutlook Connector and Kerio Synchronization
Plug-in within the same profile. Both applications can be installed and used in one
MS Outlook, however, they cannot be both used by one account simultaneously. Kerio
Synchronization Plug-in can synchronize only with an IMAP or POP3 account. It is not
possible to use it for synchronization of MAPI accounts.

TIP: If you want to use all groupware features provided by the Kerio Outlook Connector
and to work in the mail client offline at the same time, we recommend to set MS Outlook
as described in chapter 31.8.
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32.1 Installation
A standard wizard is used for the Kerio Synchronization Plug-in installation.
If more than one user share one MS Outlook and they want to use Kerio Synchronization

Plug-in for their accounts, the following conditions must be met:

1. each user uses a proper profile (in each profile, synchronization will be performed
at one account),

2. each user installs the Kerio Synchronization Plug-in separately,
3. the first installation is performed under the local administrator’s account,

4. each user has the “Power User” rights or at least each user is allowed to write in the
directory where the Kerio Synchronization Plug-in is installed.

Warning:

e MS Outlook must be installed on the computer prior to the Kerio Synchronization
Plug-in installation, otherwise the application will not function properly.

o If MS Outlook version is updated, Kerio Synchronization Plug-in must be reinstalled.

Automatic updates

Kerio Synchronization Plug-in is updated automatically and independently from users.
Up-to-date versions of Kerio Synchronization Plug-in are checked by the Kerio MailServer
Engine. Availability of new versions can be viewed in the administration console (the
Update Checker tab in the Advanced Options section — see chapter 16.6).

New versions of Kerio Synchronization Plug-in are stored in the directory

Kerio\MailServer\webmail\download

32.2 Synchronization

Synchronization is performed in the main personal calendar folder and the main per-
sonal contacts folder only. Optionally, synchronization of the main public calen-
dar/contacts folder can also be set.

Within synchronization, only changed and modified information is exchanged between
the MailServer and MS Outlook. Objects changed both at the server and the client will be
duplicated.

If the installation is completed successfully, the user is informed by an alert that Kerio
Synchronization Plug-in must be set first:

The Synchronize menu is now provided in the toolbar. This menu contains the following
items (see figure):
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Kerio Synchronization Plug-in | x|

L] E Presviously set Qutlook account does nok exist, set KSP configuration First
L

Status

Figure 32.1 Running MS Outlook upon the plug-in installation

*= Synchronize |K3P - l=l

% Status...

% Options..,

¥ about plug-in...

Figure 32.2 Toolbar

This dialog includes logs providing synchronization process information. If the synchro-
nization is completed successfully, details are provided for all folders synchronized
including the information about which of folders were or were not synchronized suc-

cessfully.

a Last Synchronization Status E

\!‘) 352005 135700 - Last synchornization completed succeszsfuly,

[ <cHidedetals | ok |
352005135655 ; Info ;B3 ; Proceszzing sunchronization requests begun ;I
352005135655 ; Info ;23 : Synchronization . /Contactz" begun
352005135657 ; Info ;30 : Synchronization . /Contactz" finizhed succeszsfully
352005135657 ; Info ;24 : Synchronization . /Calendar begun
352005135659 ; Info ;3 : Synchronization . /Calendar' finizhed succeszsfully
3520057135659 ; Info ;28 : Synchronization . /Public Folders/Contacts' begun
A520057135700 ; Info ;35 : Synchronization . /Public Folders/Contacts" finizhed successfully
3520057135700 ; Info ;29 : Synchronization . /Public Folders/Calendar’' begun
A52005135700 ; Info ;36 : Synchronization . /Public Folders/Calendar' finizhed successfully
352005135700 ; Info ;B4 : End proceszing synchronization requests
4] _>I_I

Z

Figure 32.3 Synchronization status
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It is recommended to check the log to see whether the synchronization was completed
successfully.

Options

The following dialog can be used for settings:

Settings for Kerio Synchronization Plug-in

K.erio Synchronization Plug-in iz uged to spnchronization of private and public calendars and
contacts between your Dutlook and Kerio bailServer.

— Server [nformation

* Use information about server and login from account; mail. company. com v|

= Use own settings Chanme |

Connection check |

— Synchronization Settings

W Sunchronize on Outlook's startup

W Sunchronize every |1|:| minutes

[ Sunchronize after change, addition or deletion of an item in folder

¥ Sunchronize public folders

Restore sunchronization status

(] I Cancel

Figure 32.4 Synchronization settings

Use information about server ...
The plug-in in the combo box menu provides all IMAP and POP3 accounts in the
current profile.

Use own settings

Click Change to open a dialog where parameters for a corresponding account can
be set.

In addition to specification of server name, user name and user password, SPA
(NTLM) authentication can be enabled through this dialog. If the option is enabled,
the user will not be asked for username and password — instead, the authentication
will be applied automatically. For smooth functionality of SPA authentication, it is
necessary that the host and the user account belong to the domain where the user
will be authenticated.
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Server Information E |

Server Mame; Imail.u:u:umpan_l,l.u:u:um

[ Use zecured connection [S5L]

[T Use zecured pazsword checking [SP4)

|Jzer Mame: Iismith

Ixxxxxxxxxxxx

Fazzword:

(] I Cancel

Figure 32.5 Manual account setting

Using the Connection check button you can easily check whether it is possible to connect
to the server using the data specified.

The following options define when the synchronization is performed. Optionally, the
criteria may be combined:

Synchronize on Outlook’s startup
The synchronization is performed upon each startup of MS Outlook. If only this
option is enabled, it is necessary to close and reopen the application when switching
to the online mode to perform the synchronization. Therefore, it is recommended
to combine this option with one or both of the following ones.

Synchronize every ... minutes
Interval that will be used for the regular synchronization.

Synchronize after change...
Synchronization will be performed upon any change, i.e. when a new item (contact,
event) is added or another is removed.
It is not recommended to enable this option if the line used for connection to the
network is not fast enough for frequent synchronization.

Kerio Synchronization Plug-in also allows synchronization of public folders. Only the
main folders of calendars and contacts are synchronized.

Synchronize public folders
This option can be used to synchronize public folders.
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The Restore synchronization status button performs synchronization with respect to the
current status at the server. It is usually used when an event or a contact is modified in
an undesirable way or removed.

342



Chapter 33
MS Entourage support

MS Entourage is a mail client for Mac OS X, supported by Kerio MailServer. This support
uses the interface for MS Exchange in Entourage and it includes:

support for groupware data such as mail, calendars, contacts and public folders

Free/Busy server for meetings management
e connection of various LDAP databases for contact look-up

¢ learning of the Baysian filter by moving folders to Junk E-mail or INBOX (for detailed
information, see chapter 17.1).

Cooperation of Kerio MailServer with MS Entourage is supported directly. This means
that no extension is required to be installed at client stations. It is only necessary to set
correctly the basic parameters for an Exchange account.

For proper functionality of Microsoft Entourage, the following services must be running
in Kerio MailServer:

e HTTP(S) — Kerio MailServer uses this service to communicate with the WebDAYV in-
terface and with the Free/Busy server.

o LDAP(S) — used for searching for contacts in the Kerio MailServer’s LDAP database.

e SMTP(S) — used for email sending (only for MS Entourage X and for IMAP and POP3
accounts in any version)

o IMAP(S) — this service must be running if MS Entourage X is used.

Kerio MailServer supports the following versions of the mail client:

e MS Entourage X for Mac OS X

e MS Entourage 2004 and MS Office 2004 for Mac spl — 11.1.0 for Mac OS X

e MS Entourage 2004 and MS Office 2004 for Mac sp2 — 11.2.1 for Mac OS X
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MS Entourage must be installed on one of the following versions of Mac OS X:
e Mac OS X 10.2 jaguar

e Mac OS X 10.3 Panther

e Mac OS X 10.4 Tiger

Warning: Each user profile in MS Entourage can be used for an only Exchange account.
Any other account will be dysfunctional. Functionality of POP3 and IMAP accounts is not
affected by the account settings.

33.1 Initial settings

The settings differ according to what version of MS Entourage is used. For this reason,
the settings will be described in three parts. First, setting of MS Entourage version X will
be focused. Second, version 2004 will be described. Third, setting of version 2004 with
Service Pack 2 will be focused.

These versions of MS Entourage use different methods of access to the server data. In
MS Entourage X, messages are downloaded from server using the IMAP protocol and
calendars with contacts are synchronized using WebDAYV interface (Web Distributed Au-
thoring and Versioning). MS Entourage 2004 and higher uses WebDAYV interface for
downloading and sending of email messages as well.

Other differences are shown in table 33.1.

Character MS Entourage X|MS Entourage 2004 MS Entourage
2004 sp2
Searching contacts via |YES YES YES
LDAP
Free/Busy support YES YES YES
Delegating folders NO YES YES
Support for public NO NO YES

folders with contacts
and calendars

Support for calendar NO NO YES
and contact folders in
a single account

Table 33.1 Supported features
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There are only minor differences as to setting up Kerio MailServer support for MS En-
tourage:.

MS Entourage X

Entourage X is configured according to the fact whether it is installed for the first time
or the application has already been used and a new email account is just being created.

The Entourage Setup Assistant is started upon a successful installation of the application
(or when a new profile is to be created). The wizard requires basic user information and
it is necessary to follow it up to step seven. In step seven, it is possible to say that the
email account will be set later (I will set up my e-mail account later). The configuration
is not standard so that the account must be set by hand. Therefore, close the wizard at
this stage.

(&) Entourage Setup Assistant

Your E-mail Address @

Your e-mail address is the address other people will use to send
messages to you.

—
w | already have an e-mail address that I'd like to use.

E-mail address:

For example: someone@microsoft.com

@ | will set up my e-mail account later.

Click the right arrow to continue.

(4] 7 [p]

Figure 33.1 Entourage Setup Assistant

The following steps are identical for all users. To create an account, go to Tools —
Accounts. The Accounts dialog which is divided into four tabs will be opened. In order
for MS Entourage and Kerio MailServer to cooperate properly, a special account has to
be created. Use the toolbar in Tools — Accounts menu. The Accounts window consists of
several tabs. Use the Exchange tab to create the account. After selecting this tab, click
the New button located in the toolbar above the tabs. In the Edit Account dialog box,
click the Configure account manually button (located in the lower left part) and enter
the parameters for the new account.

There are four tabs available in the Edit Account dialog box; it is necessary to specify the
following parameters:

On the Account Settings tab, the username and MailServer are defined:
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Edit Account

I—Aﬁ;ﬁuﬂ-&uﬂiﬂgs—] Mail l Directory l Advanced l

Account name: | Jsmith-kms account

Account ID;  Jsmith

Passwaord: (eesssssss

Domain: | SOmpany.com

EE&M‘E password in my Mac 05 keychain

Exchange server: mail.campany .com

Mame: JohnSmith

E-mail address: | Jsmith@company.com

Figure 33.2 Manual account setting — basic settings

Account name
The name of the email account.
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Account ID
Username used for login to Kerio MailServer. Username can be specified in two
formats, either user or user@domain. If a user account is created in a domain
which is not set as primary, use the user@domain pattern for specification of the
username. Otherwise the user’s attempts to connect to the LDAP database might
fail.

Password
User password used in Kerio MailServer.

Domain
Name of the email domain where the user has an account.

Exchange server
DNS or IP address of the machine where Kerio MailServer is running.

Name
Any name (the first name and last name of the user is recommended) that will be
displayed in the message header.

E-mail address
The email address of the user.

On the Mail tab, DNS name or IP address of the SMTP server (IP address of the computer
where Kerio MailServer is running) is required.

Sending mail

SMTP server: | Mail.company .com

Click here for advanced sending options

Figure 33.3 Manual account setting — SMTP server

To enable look-up in contacts using LDAP, specify the DNS name or IP address of the
LDAP server on the Directory tab (usually Kerio MailServer).

Use the Click here for advanced options button. The Override default LDAP port option
must be disabled (unchecked), otherwise searching in the LDAP database will not be
functional.

Note: MS Entourage supports only the main private contact folder. it does not sup-
port displaying of the shared version and the public contact folder and it also does not
support private contact subfolders created in Kerio WebMail. However you can add ad-
dresses from these other Contact folders through an LDAP search when creating a new
email (see chapter 33.2).

On the Advanced tab, it is possible to enter a URL address to the Free/Busy server. The
Free/Busy server is a public calendar that displays the free/busy data for all users that
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Edit Account

] Account Settings i Mail l Directory ] Advanced l

LDAP sepyer:  Mail.companyy .com

=1
Maximum number of results to return: | 100 e
Search base:
=]
__ This LDAP server requires a secure connection (55L)

! Override default LDAP port: 3268

Figure 33.4 Manual account setting — LDAP server

have an account in Kerio MailServer, and work with the calendar in MS Entourage, in MS
Outlook or in the Kerio WebMail interface. For details on usage of the Free/Busy feature,
see chapter 33.3.

Edit Account

] Account Settings i Mail i Directory l Advanced l

Free/Busy server; | Mail.company.com/public

Figure 33.5 Manual account setting — Free/Busy server connection

If the Free/Busy server is enabled in the configuration of the corresponding account, the
user can view free/busy state of all users while creating meetings.

MS Entourage 2004

Whenever a new profile is created or right upon a successful installation of the applica-
tion, the Entourage Setup Assistant is started automatically. It is recommended not to
use this wizard to create a KMS account.

To set the account in MS Entourage, use Tools — Accounts menu. On the Exchange tab.
Click New to open the Edit Account dialog where parameters of the new account need to
be specified manually by using the Configure account manually button.
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@0 C Entourage Setup Assistant

Welcome @
L=

Welcome to Microsoft Entourage. The next few screens will help you
get started.

What do you want to import?

e | want to start using Entourage without importing anything.
C Information from Microsoft Entourage X

C Information from Microsoft Entourage 2001

| Information from my e-mail program

C Information from both my e-mail program and my PIM

# Information from my personal information manager (PIM), for
~ pxample, contacts, events, tasks, and notes

Click the right arrow to continue.

4] 1 [p]

Figure 33.6 Entourage Setup Assistant

OoOnn Accounts

}f? Mew ™ Edit Delete Make Default

I mail MNews Directory Service Exchange ]-—

E jwayne-kms account

Figure 33.7 Accounts

There are several tabs available in the Edit Account window. Three tabs are used to
specify the account settings:

On the Account Settings tab, the username and the server are defined:

Account name
The name of the email account.
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Edit ﬂcmur.lt”

—[ Account Settings | Mail | Directory = Advanced | Delegate | Security | E—

Account name: | Jwayne - kms account

Account [D; | fwayne

Password: FRREERREES

Domain: |fompany.com
W] save password in my Mac OS keychain
Exchange server; Mail.company.com

Mame: lohn Wayne

E-mail address: | jwayne@company.com

You can also enter Outlook Web Access server addresses, such
as http://mail.example.com/exchange, into the Exchange
server field. For more information, contact your Exchange
server administrator.

Figure 33.8 Manual account setting — basic settings

Account ID
Username used for login to Kerio MailServer. Username can be specified in two
formats, either user or user@domain. If a user account is created in a domain
which is not set as primary, use the user@domain pattern for specification of the
username. Otherwise the user’s attempts to connect to the LDAP database might
fail.

Password
User password.

Domain
Name of the email domain where the user has an account.

Exchange server
DNS or IP address of the machine where Kerio MailServer is running.

Name
Any name (the first name and last name of the user is recommended) that will be
displayed in the message header.

E-mail address
The email address of the user.
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Specify the DNS name or IP address of the SMTP server on the Directory tab (usually
your Kerio MailServer).

Use the Click here for advanced options button. The Override default LDAP port option
must be disabled (unchecked), otherwise searching in the LDAP database will not be
functional.

Edit Acmur.lt”

" Account Settings | Mail | Directory | Advanced — Delegate = Security }

LDAP server: | mail.company.com

Maximum number of results to return: | 100

<D

Search base:

Click here for advanced options

Figure 33.9 Manual account setting — LDAP server

Note: MS Entourage supports only the main private contact folder. It does not support
for displaying of shared (unless delegation is set) and public contact folders nor it sup-
ports private contact subfolders created in Kerio WebMail (unless they are shared and
connected by delegation). However you can add addresses from these other Contact
folders through an LDAP search when creating a new email (see chapter 33.2).

On the Advanced tab, it is possible to enter a URL address to the Free/Busy server. The
Free/Busy server is a public calendar that displays the free/busy data for all users that
have an account in Kerio MailServer, and work with the calendar in MS Entourage, in
MS Outlook or in the Kerio WebMail interface. For detailed information on usage of this
feature, refer to chapter 33.3.

Edit Acmur.lt”

! Account Settings | Mail | Directory | Advanced | Delegate  Security }

Public folders server: | mail.company.com/public

This server is also wsed for free/busy information.

Figure 33.10 Manual account setting — Free/Busy server connection

351



Chapter 33 MS Entourage support

MS Entourage 2004 sp2

Whenever a new profile is created or right upon a successful installation of the applica-

tion, the Entourage Setup Assistant is started automatically. It is recommended not to
use this wizard to create a KMS account.

8nn Entourage Setup Assistant

Welcome @
(=]

Welcome to Microsoft Entourage. The next few screens will help you
get started.

What do you want to import?

a | want to start using Entourage without importing anything.
'C, Information from Microsoft Entourage X

'C, Information from Microsoft Entourage 2001

P . .

[ Information from my e-mail pregram

'C, Information from both my e-mail program and my PIM

~ Infarmation from my personal information manager (FIM), far
' gxample, contacts, events, tasks, and notes

Click the right arrow to continue.

4] 1 [p]

Figure 33.11 Entourage Setup Assistant

To set the account in MS Entourage, use Tools — Accounts menu (see figure 33.12). On
the Exchange tab. Click New to open the Edit Account dialog where parameters of the

new account need to be specified manually by using the Configure account manually
button.

eoa Accounts
4 New ™ %Eﬂit '@ Delete Q] Make Default

! Mail | News Directory Service | Exchange -]7

Ll kms-jsmith

Figure 33.12 Accounts
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There are several tabs available in the Edit Account window. Two tabs are used to specify
the account settings:

On the Account Settings tab, the username and the server are defined:

Edit Account

4[—Accnunr5!f&ng:—| Options Advanced Delegate Security

Account name:; | Kms-jsmith

Personal information

Mame: | lohn Smith

E-mail address:  ismith@company.com

Server information

Account ID;  Ismith

Domain: | COMpany.com

Password:  ss*ssssss
EEa‘ue password in my Mac 05 keychain

Exchange server; | Mail.company.com

You can also enter Outlook Web Access server addresses,
such as http:/ /mail.example.com/exchange, into the
Exchange server field. For more information, contact your
Exchange server administrator.

2 This DAV service requires a secure connection (55L)

[ | Override default DAV port: 80

( Cancel ) m

Figure 33.13 Manual account configuration — Account Settings

Account name
The name of the email account.

Name
Any name (the first name and last name of the user is recommended) that will be

displayed in the message header.
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E-mail address
The email address of the user.

Account ID
Username used for login to Kerio MailServer. Username can be specified in two
formats, either user or user@domain. If a user account is created in a domain
which is not set as primary, use the user@domain pattern for specification of the
username. Otherwise the user’s attempts to connect to the LDAP database might
fail.

Domain
Name of the email domain where the user has an account.

Password
The password used for accessing your account in Kerio MailServer.

Exchange server
DNS name or IP address of the machine where Kerio MailServer is running.
The traffic between Kerio MailServer and MS Entourage is usually maintained
through the WebDAV interface (HITTP protocol) at port 80. If HTTP in Kerio
MailServer is running on a non-standard port, it is necessary to enable the Override
default DAV port option and change the port.
The traffic can also be secured by SSL. To encrypt the traffic, use the This DAV
service requires a secure connection (SSL) option. When it is checked, the port in
Override default DAV port is changed to port 443 (the default port for HTTPS). If
another port number is specified, it is necessary to check also the Override default
DAV port and change the port number to 443. Otherwise, connection to Kerio
MailServer fails. It is also necessary to change the port if HTTP(S) protocol in Kerio
MailServer communicates at a non-standard port. In such a case, it is necessary to
specify the port number used by Kerio MailServer for HTTPS traffic.

The other tab to be filled out correctly is the Advanced tab where connection to the
Free/Busy and to the LDAP server can be set:

Public folder server
In the entry, it is possible to enter a URL address to the Free/Busy server. The
Free/Busy server is a public calendar that displays the free/busy data for all users
that have an account in Kerio MailServer, and work with the calendar in MS En-
tourage, in MS Outlook or in the Kerio WebMail interface. For detailed information
on usage of this feature, refer to chapter 33.3.
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Edit Account

[ Account Settings | Options | Advanced | Delegate Security }

Public Folder Settings

Public folders server: | mail.company.com/public

This server is also wsed for free/busy information.

2 This DAV service requires a secure connection (S5L)

[ | Override default DAV port: 80

Directory Settings

LDAP server: | mail.company.com

EThis server requires me to log on

2 This LDAP server requires a secure connection (55L)

E{}verride default LDAP port: | 389

i
hd
s

Maximum number of results to return: 1000

Search base:

( Cancel ) €0k

Figure 33.14 Manual account setting — Advanced

This DAV service requires a secure connection (SSL)
It is also possible to connect to the Free/Busy built in Kerio MailServer via secured
SSL. If the HTTPS service in Kerio MailServer is running on a standard port, simply
enable this option. The port in Override default DAV port is changed to 443 (see
figure 33.27).

Override default DAV port
If Kerio MailServer communicates at a non-standard port, check this option and
overwrite the port.

LDAP server
Enter DNS name of IP address of the LDAP server (typically the address of your
Kerio MailServer) — see figure 33.14.
Note: MS Entourage supports only the main private contact folder. It does not sup-
port for displaying of shared (unless delegation is set) and public contact folders
nor it supports private contact subfolders created in Kerio WebMail (unless they
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are shared and connected by delegation). However you can add addresses from
these other Contact folders through an LDAP search when creating a new email
(see chapter 33.2).

This server requires me to log on
This option must be used if you want to use the LDAP database in Kerio MailServer
since the LDAP server in Kerio MailServer does not allow anonymous connections.

This server requires a secure connection (SSL)
Communication with the LDAP server in Kerio MailServer can be secured by SSL. If
this encryption is used, it is also necessary to change the port in Override default
LDAP port (standard port for LDAPS is 636).

Override default LDAP port

By default, MS Entourage uses a non-standard port where the MS Exchange email
client is run. Whenever a user connects to Kerio MailServer, they must change the
port to the port on which the Kerio MailServer’s LDAP service is running.

It is therefore necessary to check this option and enter the correct port number
and every time. The standard port number for the non-secured LDAP is 389 and
the standard port number for SSL-secured LDAP is 636. If the LDAP service in Kerio
MailServer is running on a non-standard port, specify the port used by the LDAP(S)
service in Kerio MailServer.
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33.2 Connection to the LDAP server

MS Entourage enables connection to any number of LDAP databases for contact look-
ups. New LDAP can be added on the Directory Service tab in Tools — Accounts.

Edit Account

{ Account Settings | Options }

Account name: | KMS account

Server information

LDAP server: | Mmail.company.com

EThis server requires me to log on
Account [D: | [smith

Password: =eesees

EE:WE password in my Mac 05 keychain

Click here for advanced options

[ Assist Me | L Cancel ) (—e«—)

Figure 33.15 LDAP settings

Account name
Name of the account, used for reference only.

LDAP server
DNS name or IP address of the computer where LDAP server is running (e.g.

mail.company.com or 192.168.1.10).

This server requires me to log on

This option must be used if you want to use the LDAP database in Kerio MailServer

since the LDAP server in Kerio MailServer does not allow anonymous connections.

e Account ID — user name. When connecting to the Kerio MailServer’s LDAP
database, it plays a role whether the user is created in the primary domain. If
the user is created in a domain which is not primary, the username must include
the domain for the specification. This implies that the Account ID pattern will
be as follows: user@domain (jwayne@company . com). If the user is created in the
primary domain, simply use the user (jwayne) pattern for the specification.

e Password — user password
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Edit Account

. Account Settings | Dpt'runs}

Server options

(4 +]

Maximum number of results to return: | 100

Search timeout: 60  seconds

i1

Short v ~ Long

Search base: | fn=Contacts

[ Use simple search filter

(" Assist Me ) I\ Cancel ) ( (814 )

Figure 33.16 LDAP settings

Search base
Specify a location of contacts in the LDAP database (see above). If the entry is not
specified, all subscribed contact folders will be searched through.
If you want to access all private and subscribed shared and public folders, leave the
entry blank or enter
fn=ContactRoot
More precise specification of searched section of the LDAP database enables to
access only some types of contacts. To better understand various alternatives, read
the following examples:

cn=jsmith@company.com, fn=ContactRoot

(the look-up will be performed only in folders of the jsmith@company.com user)
fn=personal, fn=ContactRoot (only folders of the user currently connected
to the LDAP server will be searched through. This option is identical with the
previous one, however, it is not necessary to specify username (or email address)
of the user. This option may be helpful for example when configuring multiple
clients, etc.)

fn=public, fn=ContactRoot

(only public contact folders will be searched through)
fn=Contacts,cn=jsmith@company.com,fn=ContactRoot

(only the Contacts folder of the jsmith@company.com user will be searched
through)

fn=PubTicContacts, fn=public, fn=ContactRoot

(only the public Pub1icContacts folder will be searched through)
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33.3 Usage of the Free/Busy server

Kerio MailServer includes a built-in Free/Busy server. The Free/Busy server provides
a public calendar showing information about free and busy time of users involved.

The Free/Busy calendar does not show what events are taking place. It only displays
when and for how long a particular user is busy. This calendar helps user find out
when everyone involved has time for a business meeting, however, it is not possible to
find out what is the event that makes the meeting impossible at a certain time. The
only information that can be found is that the user is either busy or free at a particular
moment.

This implies that this type of calendar is perfect for planning of meetings and sessions.
The user who adds a new meeting can view when the people involved are free or busy.
It is therefore not necessary to ask individual users when they are free. However, the
following conditions must be met to enable this function:

e all users must have an account in Kerio MailServer,

e the users involved must manage their events by a calendar in MS Entourage, in
MS Outlook (with the Kerio Outlook Connector) or in Kerio WebMail.

The Free/Busy calendar displays all meetings and events included in the main calendar
folder and its subfolders. If you want that some events (e.g. items of a private calendar)
are not shown in the Free/Busy calendar, create a new calendar folder out of the branch
of the main calendar and its subfolders.

Using the Free/Busy calendar for meetings

If theFree/Busy server is enabled for an account in its configuration (see chapter 33.1),
users can easily choose the best time for their meetings. The Scheduling tab provides
a list of all members of a particular meeting (with the Invite option) and time they are
free or busy. The busyness of individual users is shown by different tints of blue. The
Free/Busy server marks users for whom no information is available with grey (users who
do not have an account on the mailserver, do not use aFree/Busy calendar, etc.).

Warning: It is necessary to specify each user by their usernames and domains
(username@domain). Aliases cannot be used to display Free/Busy information.

The purple box represents the meeting suggested. The window can be moved, extended
or narrowed by the mouse pointer.

Warning: For a successful connection to the Free/Busy server, it is necessary to specify
the Subject entry on the Appointment tab.
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(@00 & Meeting A
et ﬁ EEME % . & '@ @ _Qf . . Eéﬂ T = Categories ~ |§| Projects =
Invite: | & dpeterson@company.com & jsmith@company.com
Subject: Meeting

Location:

Start: Maon, Jul 12, 2004 [ 1:00 PM | All-day event

End: Mon, Jul 12, 2004 | 3:00PM Duration: 2 hours

[ Appointment | Scheduling ]
Monday, July 12, 2004
gﬂﬂ lum 11{:!0 12 FM 100 2{:!0 gﬂﬂ 4{:!0

| Show all day

All Attendees

John Wayne

dpeterson@company.com

jsmith@company.com

IS ]

y<
|:| Tentative |:| Busy . Qut of Office |:| Mo information

Attachments: none

Figure 33.17 Usage of the Free/Busy calendar

33.4 Delegating folders and their connection in MS Entourage 2004

Delegating is similar to sharing which allows for assigning access rights (reading, writing,
administration) for selected folders to any user of the same domain. These two types
differ in method of their connection. In case of sharing, user has to connect folder by
folder, whereas in case of delegation, user connects the entire account where he/she
can see only folders enabled by appropriate rights. The main advantage of delegation
is more transparent viewing of connected folders, especially when one user delegates
multiple folders for another users.

The following folder types can be delegated:
e mmail
e calendars

e contacts
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In MS Entourage, folders can be delegated only in the version with service pack version2.
If MS Entourage does not include the appropriate service pack update, it is necessary
to set sharing via the Kerio WebMail interface or in MS Outlook extended by the Kerio
Outlook Connector. Folders can be delegated simply by adding appropriate rights to
a user. To see how to delegate folders in MS Outlook, go to chapter 31.9 and to learn
how to do it in Kerio WebMail, read a separate user guide which is available at Kerio
Technologies website.

When delegating folders, rights cannot be granted to folders of lower levels of the tree.
It is necessary that the folders are shared up to the highest level (the highest folder
must be saved right under the root folder). If folders which are save in a non-shared
folder, the user to which the folders are delegated cannot see and access these folders
in MS Entourage.

For security reasons, it is not recommended to delegate for example the INBOX folder.
It is recommended to delegate a new folder created from the root folder instead. All
folders to be delegated must be moved to the new folder. Now, it is secure to grant
access rights (see figure 33.18.

Folders

B jsmithi@company.com
= [ INBOR
o Calendar
ﬂ:| Conkacks
# [ Deleted Items
[ Drafts
=l jz Folder For delegation
jd Jokes
=l e wWork
[ Invoices
e ders

4 Junk E-mail

[ Cukbo
] Sent Ikems
il Tasks

[ Public Folders

Figure 33.18 Tree structure in Kerio WebMail — an ex-

ample of a correctly created structure of delegated folders
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Delegated folders can be subscribed in MS Entourage:

Settings in MS Entourage 2004

The following conditions must be met to make the delegation and subscription work

properly:

e Both users (delegator and subscriber) must use account in a single Kerio MailServer

and they must belong to the same domain.

e Appropriate rights must be set for the folder in Kerio WebMail or MS Outlook by the

delegator

e The subscriber’s KMS account in MS Entourage must be set as primary

e The subscriber’s LDAP service must be configured properly (server and port) in ac-

count settings

e The subscriber must have included the delegator in any of his/her contact folders

(unless the contact is included in public contacts).

Edit Account

Tyvpe the user name or alias of the person
who granted you delegate access

L 1
Account |
it |

| T —1
Security
| el

If someone hd  |lser name: dpeterson flook), you
can access an| | events and
mail message|
Cancel OK
You are currej
John Wayne <jwaynedcompany.com = r Add...
Choose Mailbox
Remove
Diane Peterson <dpeterson@company.com:=
( Cancel ) G—GI(—)
Cancel OK

Figure 33.19 Connecting delegated folders
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If the conditions are met, specify the username of the delegator on the Delegate (see
figure 33.19) tab in the Tools — Accounts. From the box just opened, the delegating user
can be selected.

If the delegation is set correctly, the mail folder added appears in the folder tree in the
main MS Entourage (see figure 33.20) window and it can be used in accordance with the
rights assigned.

If a calendar of a contact folder has been delegated, its items are shown in the standard
calendar or contact folder. Items of the delegated folder will be marked by a different
colour.

> L&)y Folders on My Computer
¥ [ jsmith

K9 meox (3)
IEU Drafts
I\in Sent Items
& Deleted ltems

ka Junk E-rmall

> B Fublic Folders
b E John Wayne

b h:_,h Sharing folders for my delegates
h:_{ Involces
B Microsoft News Server
P C Mall Views

Figure 33.20 Delegated folders in the tree

If subscription of delegated folders does not work, check whether the configuration of
the account meets all the conditions described above.

Settings in MS Entourage 2004 sp2

In MS Entourage 2004 with service pack version 2, unlike in the previous version, it is
possible to delegate folders right in MS Entourage. The standard delegation tool cannot
be used in this case, however, it is possible to delegate folders by standard sharing (see
figure 33.21).

In MS Entourage, it is possible to share any folder which includes at least one item (an
email message, an event or a contact). To set this, follow this guidance:

1. Use the mouse pointer to select a folder to be shared with another user.

2. Open the folder’s context menu (hold the Ctrl key and click on the folder) and select
Sharing.
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3. This opens a dialog where a user can be added and access rights for the folder can
be assigned (see figure 33.21).

To allocate rights, use the Permission level menu. The menu includes multiple op-
tions, however, only three can be used for configuration of rights in Kerio MailServer:

e Owner = administration rights
e Editor = editing is allowed
e Reviewer = for reading only

It is recommended not to use the other options.

Folder Properties: Delegated

! General Storage | Permissions |

Mame Level
Default Mone
dpeterson@company.com Reviewer
jwaynedcompany.com Mone

C Remove ) C Add User... )

Permission Level: | Reviewer )
2 Create ltems 2 Folder Owner
E Read ltems | Folder Contact
| Create Subfolders E Folder Visible
Edit Items: Delete Items:
@ Mone @ Mone
C Own G Own
™y ™y
L Al L Al

(Cancel} ( OK )

Figure 33.21 Sharing folders
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The following conditions must be met for subscription of delegated folders:

e Both users (delegator and subscriber) must use account in a single Kerio MailServer
and they must belong to the same domain.

e The delegator must set appropriate access rights for the folder in MS Entourage (by
standard sharing methods), in Kerio WebMail or in MS Outlook.

e The subscriber’s KMS account in MS Entourage must be set as primary

Edit Account

[ Account 5ettings = Options | Advanced | Delegate | Security ]

My Delegates

The following delegates can send items on your behalf. To grant permission to
others to access your folders without also giving them on-behalf privileges, go
to the Properties dialog for each folder and change the aptions in the
Permissions tab.

Set Permissions... Add... Remove

Users | am a delegate for

As a delegate, you may access and manage Address Book contacts, Calendar
events, and Mail messages for the following users. To do so, add the account
owner to the following list:

jwayne@company.com <jwayne@company.com:=

( Advanced... )( Add... ) Remove

( Cancel ) ( OK )

Figure 33.22 Connecting delegated folders
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If the conditions are met, specify the username of the delegator on the Delegate (see
figure 33.22) tab in the Tools — Accounts.

If the delegation is set correctly, the folders added appear in the folder tree in the main
MS Entourage (see figure 33.23) window and it can be used in accordance with the rights

assigned.

The way of displaying calendars and contacts differs from the previous version. If con-
tacts or calendars were delegated, these folders will be displayed separately. Delegated
calendar folders will be displayed in the calendars section, while delegated contact fold-
ers will be displayed in the contacts section.

P &y Folders on My Computer

¥ [ jsmith

INBOX (3)

Drafts

Sent Items

Deleted Items

Junk E-rnail

> B Fublic Folders

b E John Wayne

b = Sharing folders for my delegates

FTTTS

B2 invoices
B Microsoft News Server
P C Mall Views

Figure 33.23 Delegated folders in the tree

If subscription of delegated folders does not work, check whether the configuration of
the account meets all the conditions described above.

33.5 Secure communication of Kerio MailServer with MS Entourage

The communication between Kerio MailServer and MS Entourage can be protected by
the standard SSL encryption protocol. It is possible to secure communication via the
WebDAV interface as well as requests and responses between MS Entourage and the
LDAP server built in Kerio MailServer. Settings differ for each version of MS Entourage.
Here you can find description of both alternatives:

366



33.5 Secure communication of Kerio MailServer with MS Entourage

Settings in MS Entourage 2004

To set WebDAVS in MS Entourage 2004, follow these steps:

On the Advanced tab in Tools — Accounts — Entourage, enable the DAV service re-
quires secure connection (SSL) option.

Note: Enabling the DAV service requires secure connection (SSL) option also changes
the standard port for HTTP service to the HTTPS port. Generally, it is therefore not
necessary to change the port by hand.

If the HTTPS service in Kerio MailServer is running on another port than ste standard

port 443, it is necessary to enable the Override default DAV port option and change
the port by hand.

Edit Account

— Account Settings |~ Mail | Directory | Advanced | Delegate = Security |

Public folders server:  mail.company.com/public
This server is also wsed for free/busy information.

Synchronization options

B Synchronize all items to server

S Synchronize only items in this category: Duplicated

S Synchronize all items except those in this category: Duplicated

| Don't synchronize items to server

I:: Reset Synchronization )

Security

E DAV service requires secure connection (55L)

| Override default DAV port: 443

Ii Cancel :,I G—BK—)

Figure 33.24 Setting the secure WebDAV
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Setting of LDAPS in MS Entourage is also very simple:

e On the Directory tab in Tools — Accounts — Entourage, ) click on Click here for ad-
vanced options.

e In the menu, check the This LDAP server requires a secure connection (SSL) option.

Note: Enabling the This LDAP server requires a secure connection (SSL) option also
changes the standard port for LDAP service to the LDAPS port. Generally, it is there-
fore not necessary to change the port by hand.

o If the LDAPS service in Kerio MailServer is running on another port than ste standard
port 636, it is necessary to enable the Override default LDAP port option and change
the port by hand.

Edit Account

! Account Settings Mail Directory Advanced Delegate Security
LDOAP server:  mail.company.com
y
Maximum number of results to return 100 -
Search base

]
E This server requires me to log on
EThis LDAF server requires a secure connection (55L)
| Override default LDAP port: 636

Cance DK

Figure 33.25 Setting the secure LDAP

Warning: It is not recommended to use SSL if the Internet connection is slow or if you
intend to work with your email. When switched to SSL, the account will be synchronized
with the server. The entire mailbox is downloaded within the first synchronization.
Therefore, the synchronization may take quite a long time.
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Settings in MS Entourage 2004 sp2
To set WebDAVS in MS Entourage 2004 sp2, follow these steps:

On the Account Settings tab in Tools — Accounts, enable the DAV service requires
secure connection (SSL) option (see figure 33.26).

Note: Enabling the This DAV service requires a secure connection (SSL) option also
changes the standard port for HTTP service to the HTTPS port. Generally, it is there-
fore not necessary to change the port by hand.

If the HTTPS service in Kerio MailServer is running on another port than ste standard
port 443, it is necessary to enable the Override default DAV port option and change
the port by hand.

Edit Account

4[—Acmm-ﬁenhgs—| Options Advanced Delegate Security

Account name:; | Kms-jsmith

Personal information

Mame: | lohn Smith

E-mail address:  Ismith@company.com

Server information

Account ID;  Ismith

Domain:

Password:  ss*ssssss

EEa‘ue password in my Mac 05 keychain

Exchange server; | Mail.company.com

You can also enter Outlook Web Access server addresses,
such as http:/ /mail.example.com/exchange, into the
Exchange server field. For more information, contact your
Exchange server administrator.

EThis DAY service requires a secure connection (55L)

| Override default DAV port: 443

( Cancel ) ‘—“—;

Figure 33.26 Setting the secure WebDAV

369



Chapter 33 MS Entourage support

Connection to the Free/Busy server built in Kerio MailServer can also be SSL-secured.
The connection between a client and the Free/Busy server is handled via the WebDAV
interface. Therefore, the traffic can be secured by setting of the secure version of the
DAYV protocol. To set this, go to the Advanced tab under Tools — Accounts and enable
the This DAV service requires a secure connection (SSL) option.

Note: Enabling the This DAV service requires a secure connection (SSL) option also
changes the standard port for HTTP service to the HTTPS port. Generally, it is there-
fore not necessary to change the port by hand.

Edit Account

[ Account Settings = Options | Advanced | Delegate Security }

Public Folder Settings

Public folders server:  mail.firma.cz/public

This server is also wsed for free/busy information.

@This DAY service requires a secure connection (55L)

[ Override default DAV port: 443

Figure 33.27 Setting secure version of WebDAV for connections to the Free/Busy server
Setting of LDAPS in MS Entourage is also very simple:

e On the Advanced tab in Tools — Accounts, enable the This LDAP server requires a
secure connection (SSL) option.

e Itis also necessary to enable the Override default LDAP port option and overwrite the
port number to the port where the LDAPS in Kerio MailServer is running (standard
port for LDAPS is port 636).
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Edit Account

[ Account Settings = Options | Advanced | Delegate = Security }

Public Folder Settings

Public folders server: | mail.company.com/public

This server is also wsed for free/busy information.

2 This DAV service requires a secure connection (55L)

[ | Override default DAV port: 80

Directory Settings

LDAP server: | mail.company.com

EThis server requires me to log on

EThis LDAF server requires a secure connection (55L)

E{}verride default LDAP port: 636

| e ——| 2
Maximum number of results to return: | 1000 =
s

Search base:

( Cancel ) G0k

Figure 33.28 Setting the secure LDAP

Importing SSL certificate

This chapter describes the situation where Kerio MailServer uses a self-signed certificate
and a user tries to connect to it via SSL (DAVS and LDAPS in MS Entourage).

The security system of MacOS X does not trust certificates which are not signed by
a trustworthy certification authority (so called self-signed certificates — see chapter 11).
Kerio MailServer uses the self-signed certificate by default. To make Mac OS X systems
accept the Kerio MailServer’s self-signed certificate, do the following:

Exporting self-signed certificate from Kerio Administration Console

In the Kerio Administration Console, go to the SSL certificates section.

Select the active certificate and click Export. In the menu, choose Export certifi-
cate.

Save the certificate on the desktop (if the client is installed on the same com-
puter as the server) or to another directory available to client station where the
certificate will be imported.
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Importing certificate

¢ Open the key store at the client station by the Applications — Utilities — Keychain
access option

e Look up the exported file and double-click it.

e Inthe Add Certificates dialog box (see figure 33.29), select the X509Anchors store
type in the Keychain menu. The X509Anchors store includes saved certificates
which can sign and thus make trustworthy other certificates. It also stores all
trustworthy certificates.!

8ann Add Certificates

Do you want to add the certificate(s) from the file
“self-signed.crt” to a keychain?

Keychain: | X509 Anchors 4

./ n “ g -\. ./ -\.
L View Certificates ) L Cancel ) E—BI(—-)

Figure 33.29 The Add Certificates dialog box
e Administration password is required if you are not logged in as a root user or
as an administrator.
e Now, find the certificate on the desktop or in a file and drag it to the Keychain
Access window. The certificate should appear in the certificate list.
e C(lick OK

Update of MS Entourage for version 11.1.0.
e Check the MS Entourage version in the About Entourage section
e If your version is not up-to-date, update it by the Entourage Help — Check for
updates option
e Check whether MS Entourage was updated successfully in the About Entourage
dialog box

L Certificates work only if they are in the X509 format, encoded by Base64. If a certificate does not meet these
conditions, it is possible to convert it by a special application, Microsoft Cert Manager. This application can be
found under Applications — Microsoft Office — Office — Microsoft Cert Manager. However, in this case usage
of the application would be irrelevant. Kerio MailServer creates certificates in the X509 format, encoded by
Base64.
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Note: If the SSL communication still fails, try to create a new self-signed certificate in
Kerio MailServer and retry to establish the connection.

If your certificate is certified by a trustworthy certification authority, import it to the
X509Anchors store in the Keychain access directory.
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Chapter 34
Apple iCal Support

Apple iCal is an application used for management of AppleComputer’s calendars Devel-
oped by Apple Computer, it is designed for Mac OS X operating systems. This applica-
tion enables to view events of multiple calendars in a single schedule and thus quickly
identify conflicts in the time schedule.

These calendars may be either located at the disc or at a web server (in Kerio MailServer
in this case).

It is possible to subscribe to various calendars as well as to publish calendars at web
servers (such as Kerio MailServer). Subscription and publishing are performed by HTTP
(in this case, it is not possible to use HTTPS). This implies that it is necessary that the
HTTP service is running in Kerio MailServer.

As suggested by the name, the iCalendar (called iCal in this document) format is applied
to calendar management. iCal is a standard format used for exchange of calendar data.
The cooperation of Apple iCal and Kerio MailServer is actually based on iCal.

The support for iCalendar in Kerio MailServer enables subscription and publishing of
Apple iCal calendars.

Notes:
e The support for iCalendar in Kerio MailServer enables various applications which

can handle the format (such as MS Outlook, Mozilla Calendar, Lotus Notes and Ximian
Evolution) to publish and subscribe to calendars via Kerio MailServer.

o If calendars are published as subfolders of the Calendar folder (the main calendar),
all events will be also shown in the Free/Busy calendar (see chapters 31.17 and 33.3).

34.1 Setting Apple iCal in Mac OS X 10.3

Subscription to calendars

Calendars can be subscribed through the Calendar — Subscribe menu. This option opens
a dialog (see figure 34.1) where URL address can be specified and detailed authentica-
tion and refreshing parameters can be set (the entire calendar is downloaded for each
refresh):
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[ Subscribe to Calendar
|
|

ANNR RN ST

Calendar URL:

http://mail.company.com/ical /company.co

[ Refresh: =
™ Remove alarms

ERemDve To Do items
¥ Advanced options

Emeeds authentication

Login: jsmith

PaSSWDrd'_ T T RS TITT]

Status: N R WL W W w W ¢

'_': Cancel j" ("S'ul:rscntc")

Figure 34.1 The Calendar Subscription dialog

Calendar URL
To subscribe a calendar in Kerio MailServer, a valid URL is required. The address
must follow this pattern:
http://server_name/ical[format]
To subscribe the default calendar folder which belongs to your mailbox in Kerio
MailServer, enter the URL in the following format:
http://server_name/ical
It is also possible to subscribe another user’s calendar, if the user shares it for you.
For the login URL, use the following pattern:
http://server_name/ical/user@domain
or
http://server_name/ical/domain/user_name
It is also possible to subscribe another user’s calendar, if shared. The following URL
format must be used.:.
http://server_name/ical/public
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or

http://server_name/ical/public/calendar

When a calendar is being subscribed, it is possible to edit name of the folder. If no
name is entered, the Calendar folder will be used automatically.

Warning: It is not possible to subscribe calendars via SSL connection. Therefore,
use only the non-secured HTTP version for this purpose. This means that URLs of
calendars must not start with https://.

Refresh
The calendar will be refreshed in the interval set.

Remove alarms
Alarms will be disabled for the calendar (pop-up reminders).

Remove To Do items
The calendar will not include To Do items.

Advanced options
Username and password for a corresponding user account in Kerio MailServer is
required for a calendar subscription.

The calendar is available only for reading.

Calendar publishing

In Kerio MailServer, any calendar in the iCal format can be published. URL for publishing
in one of the following forms is required:

http://server_name/ical[format]

To publish a calendar in the root folder (of a particular mailbox), enter URL in the fol-
lowing format:

http://server_name/ical

To publish a calendar in the calendar folder (of your mailbox), enter URL in the follow-
ing format:

http://server_name/ical/calendar

To publish a calendar to the mailbox of another Kerio MailServer user, enter URL inthe
following format:

http://server_name/ical/user@domain/folder_name

When published, the calendar will be available at the server for reading only. This means
that the calendar cannot be edited in Kerio WebMail or MS Outlook extended by Kerio
Outlook Connector.
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Calendars can be published through the Calendar — Published menu. This opens a di-
alog (see figure 34.2), where URL address can be specified and other publishing param-
eters can be set. It is also possible to set that the calendar is re-published upon each
change (the entire calendar is always published, not just changes):

Publish Calendar

Publish name:

Work

W publish changes automatically
W publish subjects and notes
EPublish alarms

[ Publish To Do items

() Publish on .Mac

%) Publish on a web server

URL:

http://mail.company.com/ical /company.co

Login: Password:

jsmith TIITY]

Status: N R O O O w W ¢

{ cancel ) (Publish)

Figure 34.2 The Publish Calendar dialog

Publish name
Specify a name for the calendar. It is not recommended to use special symbols and
characters in calendar names.

Publish changes automatically
If this option is checked, the calendar will be re-published upon each change.

Publish subjects and notes
If it is desirable that events’ subjects and bodies are displayed on the server, enable
this option.

377



Chapter 34 Apple iCal Support

Publish alarms
Alarms will be published with the calendar.

Publish To Do items
This data will not be displayed in Kerio MailServer.

It is necessary to switch the dialog for Publish on to Private Server mode:

URL
Publishing URL (see above).

Login, Password
Name and password used for authentication at the server where the calendar will
be published. In this case, specify username and password for the corresponding
Kerio MailServer user account.

34.2 Setting Apple iCal in Mac OS X 10.4

Subscription to calendars

As in the previous case, calendars can be subscribe in the Calendar — Subscribe menu.
This opens a dialog (see figure 34.3), where URL address can be specified and more
detailed publishing criteria can be set. The address must follow this pattern:

http://server_name/ical[format]

To subscribe the default calendar folder which belongs to your mailbox in Kerio
MailServer, enter the URL in the following format:

http://server_name/ical

It is also possible to subscribe another user’s calendar, if the user shares it for you. For
the login URL, use the following pattern:

http://server_name/ical/user@domain
or
http://server_name/ical/domain/user_name

It is also possible to subscribe another user’s calendar, if shared. The following URL
format must be used:.

http://server_name/ical/public
or
http://server_name/ical/public/calendar

When a calendar is being subscribed, it is possible to edit name of the folder. If no name
is entered, the Calendar folder will be used automatically.
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Warning: It is not possible to subscribe calendars via SSL connection. Therefore, use
only the non-secured HTTP version for this purpose. This means that URLs of calendars
must not start with https://.

Subscribe to:  http://mail.company.com/ical

I\ Cancel JI (Subscribe)

Figure 34.3 URL calendar definition

When the URL is specified, the application attempts to connect to the server. If authenti-
cation is required, the dialog where username and password can be specified is opened
(i.e. typically the username and password used for connection to your email account).

Once connected to Kerio MailServer, a dialog where other details can be specified is
opened (see figure 34.4):

Subscribing to “ical”

Title: John Smith's calendar

[] Refresh: ' every 15 minutes

aw

@Remove alarms
@Remove To Do items

{Cancelj} ( Ok )

Figure 34.4 Setting details

Title
Any name used for the calendar in Apple iCal.
Refresh

The calendar will be refreshed in the interval set. Unless the user has a fast In-
ternet connection, it is not recommended to set the interval too short (calendar is
completely reloaded upon each refresh).

Remove alarms
Alarms will be disabled for the calendar (pop-up reminders).
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Remove To Do items
The calendar will not include To Do items.

Calendar publishing

The calendar is published in similar way like in case of the previously described version.
Calendars can be published through the Calendar — Publish menu. This opens a dialog
(see figure 34.5), where URL address can be specified and other publishing parameters
can be set. It is also possible to set that the calendar is re-published upon each change
(the entire calendar is always published, not just changes).

When published, the calendar will be available at the server for reading only. This means
that the calendar cannot be edited in Kerio WebMail or MS Outlook extended by the Kerio
Outlook Connector.

Publish calendar as: Work

Publish on: | a Private Server - ]

Base URL: http://mail.company.com/ical /Calendars

Login: jsmith Password: esssss
[ Publish changes automatically @ Publish alarms
@Publiﬁh titles and notes [ Publish To Do items

L Cancel ) (—Pu-l:rhs-hﬁ

Figure 34.5 The Publish Calendar dialog

Publish calendar as
By default, the entry includes the name used by this calendar in Apple iCal. The
title can be edited.

Publish on
In the menu, set the a Private Server option.

Base URL
URL address of the server where the calendar would be published. The URL address
must follow this pattern:
http://server_name/ical[format]
To publish a calendar in the root folder (of a particular mailbox), enter URL in the
following format:
http://server_name/ical
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To publish a calendar in the calendar folder (of your mailbox), enter URL in the
following format:

http://server_name/ical/calendar

To publish a calendar to the mailbox of another Kerio MailServer user, enter URL
inthe following format:

http://server_name/ical/user@domain/folder_name

Login, Password
Name and password used for authentication at the server where the calendar will
be published. In this case, specify username and password for the corresponding
Kerio MailServer user account.

Publish changes automatically
If this option is checked, the calendar will be re-published upon each change.

Publish titles and notes
If it is desirable that events’ subjects and bodies are displayed on the server, enable
this option.

Publish alarms
Alarms will be published with the calendar.

Publish To Do items
This data will not be displayed in Kerio MailServer.
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Apple Address Book Support

Kerio MailServer supports standard Mac OS X Apple Address Book.

For proper functionality of the Apple Address Book support, it is necessary that the
LDAP(S) service is running in Kerio MailServer.

Kerio MailServer supports Apple Address Book in Mac OS X 10.2 Jaguar, Mac OS X 10.3
Panther and Mac OS X 10.4 Tiger. Setting options are different for these versions —
therefore, they will be focused in separate sections:

35.1 Apple Address Book for Mac OS X 10.2 (Jaguar)

This version supports only search in the Kerio MailServer’s LDAP database. Settings can
be made under Address Book — Preferences (the LDAP tab). Specify the Server item with
the DNS name or the IP address of the host where Kerio MailServer is running and the
LDAP port for Kerio MailServer.

SSL-secured LDAP can be used for the traffic. However, in such a case it is necessary to
authenticate by a trustworthy certificate (for details, refer to chapter 33.5). Apple Ad-
dress Book connects toKerio MailServer by encrypted connection using the LDAP Start
TLS (RFC 2830) extension. It is necessary to follow these steps when setting the en-
crypted communication on the Address Book — Preferences — LDAP tab:

1. enable the Use SSL option,

2. change the default port 636 to the port used in Kerio MailServer for the non-secured
LDAP service (typically port 389). In case that you want to use SSL-secured connec-
tion to the server (Use SSL), a trustworthy certificate installed is required.

Note: In this version, searching is available only for public contact folders with anony-
mous read access (the “anyone” user).
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35.2 Apple Address Book for Mac OS X 10.3 (Panther) and 10.4 (Tiger)
This version of the address book is newer and, besides searching through the LDAP

database, it provides additional features, as follows:

e user authentication at Kerio MailServer — private contact folders of the user will be
available

e synchronization of contacts by iSync

LDAP searching settings

Apple Address Book parameters can be set under Address Book — Preferences. This
option opens a dialog providing several tabs (refer to figure 35.2). Specification of the
LDAP tab is required (see figure 35.1).

Mame: Kerio MailServer
For example: My LOAFP Senvar

Server: | mail.company.com
For example: dap.mycompany.com

Search Base:
For example: ou=paople,o=company

Port: 389 [ Use S5L

Scope: | Subtree )

Authentication {optional)

User name: jsmith

Password: sssssss

Auth Type: | Simple f :]

Ii Cancel :,I (—SmH

Figure 35.1 Apple Address Book settings

383



Chapter 35 Apple Address Book Support

Name
Server name.

Server
IP address or DNS name of the server where Kerio MailServer is running.

Search Base
Optional item.

Port

Port of the LDAP service. The same port as in Kerio MailServer must be set.

If you want to use the encrypted connection to the server (Use SSL), it is necessary

that a trustworthy certificate is set (for details, see chapter 33.5).

Apple Address Book connects toKerio MailServer by encrypted connection using the

LDAP Start TLS (RFC 2830) extension. It is necessary to follow these steps when

setting the encrypted communication on the Address Book — Preferences — LDAP

tab:

1. enable the Use SSL option,
change the default port 636 to the port used in Kerio MailServer for the non-
secured LDAP service (typically port 389). In case that you want to use SSL-
secured connection to the server (Use SSL), a trustworthy certificate installed is
required.

Scope
This item defines which folders will be searched through. It is recommended to
use the Subtree option where the system searches through all contact folders and
subfolders.

Authentication
Authentication to Kerio MailServer. Set the Simple option for the authentication
type to make it possible to specify username and password to the corresponding
user account.

Synchronization

Address book synchronization can be set under Address Book — Preferences. To enable
synchronization, use the corresponding option on the General tab (see figure 35.2).

Check the option Synchronize with Exchange to enable synchronization. Click Configure
to open an advanced settings dialog (see figure 35.3):

User Name, Password
Username and password for the corresponding account.
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8ann General (=)

el ] = @A

General Template Phone wCard LDAP

Display Order: %) First name Last name
() Last name First name

Sort By: | Last Name = !
Address Format: | United States f:!
Font Size: | Regular = !

Motify people when my card changes

Create a group to use this feature.

ESvnchrﬂnize with Exchange ( Configure... )

O]

Figure 35.2 Enabling synchronization

Outlook Web Access Server
Synchronization is performed via the WebDAYV interface. Therefore, it is necessary

to specify this entry by the full path to the corresponding account in the following
form:

http://mail.company.com/exchange/jsmith

Synchronize every hour
If this option is checked, synchronization is performed once an hour.

The synchronization uses Apple iSync. This application enables synchronization on var-
ious Mac OS X systems. In this application, synchronization can be started by hand
any time (unless the every hour synchronization mode is set in the Apple Address Book).
These settings are different for Mac OS X 10.3 Panther and for Mac OS X 10.4 Tiger:

Mac OS X 10.3 Panther
Follow these instructions:
1. Set Apple Address Book correctly (see above).
2. Run the Apple iSync application
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3.

4.

Exchange Synchronization

User Name: jsmith

Password: ssssscss

Outlook Web Access Server: http://mail.company.com/

v Synchronize every hour

(:}) I\ Cancel JI f—el(—)

Figure 35.3 Synchronization setup

A dialog box with the Exchange icon is displayed. The window also includes the

Sync now button.
Click Sync now to synchronize contacts.

Mac OS X 10.4 Tiger
Follow these instructions:

1.

2.
3.
4

Set Apple Address Book correctly (see above).

Run the Apple iSync application

In the iSync menu, click on Preferences.

In the iSync Preferences dialog box, check the Show status in menu bar option
(see figure 35.4).
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5.

eoon iSync Preferences

General

W Enable syncing on this computer

Enables syncing between applications on this computer,
as well as other computers using .Mac.

[ show HotSync reminder when syncing Palm OS devices

EShcw status in menu bar

Protect your data on this computer

™ Show Data Change Alert when ' more than 5% |+J

of the data on this computer will be changed

Advanced

( Reset Sync History... )

Figure 35.4 iSync Preferences

Now, it is possible to synchronize Apple Address Book whenever needed. A syn-
chronization icon appears in the right top corner of the screen. Click this icon
and select Sync Now in the menu (see figure 35.5).

Elh =4« pio2s @

Never synchronized .Mac
Sync Now

Open .Mac Sync Preferences...

Figure 35.5 Starting synchronization
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Support for Apple Mail 10.4

Since version 6.1.2, Kerio MailServer supports some groupware features of IMAP and
Entourage accounts in Apple Mail 10.4. The support enables to display events, contacts
and task folders in the email client.

Cooperation of Kerio MailServer with Apple Mail is supported directly. This implies that
it is not necessary to install any extensions to client stations. However, it is necessary to
enable the support in the Kerio MailServer’s configuration file:

1. Stop Kerio MailServer — before any manual edits in configuration files, it is neces-
sary to stop Kerio MailServer Engine first.

2. In the directory where Kerio MailServer is installed, look up the mailserver.cfg
file and open it.

3. Search the line including the IMAPFull1Listing value and rewrite the 0 digit with
the 1 value.

4. Save the change and start Kerio MailServer.

Setting of the full support for IMAP in Kerio MailServer results in the situation where all
users using IMAP to access their email share all types of folders and subfolders (email
messages, calendars. contacts, tasks) in their email clients. However, these folders will
be showed as email forders where any event, contact and task will be displayed as an
email message with an attachment in the . vcf (contact) or .1ics (event, task) format. For
this reason, it is recommended to consider carefully whether the full support for IMAP
in Kerio MailServer is really efficient.

For proper functionality of Apple Mail accounts, the following services must be running
in Kerio MailServer:

e HTTP(S) — applied to Exchange accounts, if used.
e IMAP(S) — used both by IMAP and Exchange accounts.

e SMTP(S) — the protocol is used for email sending.
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36.1 Exchange account in Apple Mail

Support for Apple Mail in Exchange accounts results in displaying of all calendar folders
included in a particular user account in Kerio MailServer. Apple Mail does not support
the calendar view mode and therefore each event is displayed as one email message.
Such messages include an .1cs attachment with all data associated with the correspond-
ing event.

Thus, each event can be simply imported to Apple iCal (for details, see chapter 34) where
it can be displayed easily.

36.2 IMAP account in Apple Mail

As well as plenty of other email clients, Apple Mail does not support displaying of calen-
dars, contacts and tasks. Full support for IMAP accounts in Kerio MailServer enables to
view any folder types in any client where IMAP is supported. Once the Kerio MailServer
configuration file is set, all IMAP accounts will display these folder types:

e mail

contacts

e calendar
e tasks

However, this support is limited by features of individual clients. Therefore, all events,
contacts and tasks will be displayed only as email messages with an attachment where
all data associated with the corresponding event, contact or task will be included. Events
and tasks include attachments in the .1ics format, contacts include attachments in .vcf.

If you use Apple Mail as an email application, it is possible to simply import each event
to Apple iCal (for details, see chapter 34) where it can be viewed in a selected calendar.

Note: Although contacts are saved as .vcf attachments, it is not possible to import them
to the Apple Address Book.
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Chapter 37
Kerio Exchange Migration Tool

Kerio Exchange Migration Tool is a tool helping to convert mail accounts from Microsoft
Exchange to Kerio MailServer 6.1 and later. Kerio Exchange Migration Tool migrates:

e of user

o mail folders
e contacts

e calendars

e tasks

aliases

Kerio Exchange Migration Tool does not migrate:
e public folders

e rights to private folders — shared and mapped (when the migration is finished, it is
possible to set sharing again both in MS Outlook and in the Kerio WebMail interface)

To establish connection with Kerio MailServer and MS Exchange server, the migration
tool uses MAPI interface. MAPI (Messaging Application Programming Interface) is a ver-
satile interface developed by Microsoft. It is helpful especially for developing various
modules for MS Outlook. In this case, MAPI is used to copy contents of user folders from
one server to another.

To connect to MS Exchange, MS Outlook also uses MAPI interface. Kerio Exchange Migra-
tion Tool connects to MS Exchange the same way as MS Outlook, i.e. via a standard MAPI
interface.
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Figure 37.1 Kerio Exchange Migration Tool

The migration tool connects to MS Exchange only with read access rights. Therefore, the
original MS Exchange accounts are kept intact and their functionality is not endangered.
This implies that the migration cannot damage these account by any means.

During the migration, accounts are created in Kerio MailServer for which new passwords
are generated automatically and where contents of MS Exchange are copied.

If you do not wish that passwords are generated for users of the migrated accounts,
create user accounts in Kerio MailServer before the migration. This may be done either
by their import or mapping to Kerio MailServer.

For user import or mapping from the Active Directory, users will use their original Active
Directory passwords to connect to Kerio MailServer. User import from NT or Active
Directory domain is described in chapter regarding Kerio MailServer’s user accounts.

If the user accounts already exist in Kerio MailServer, new mailboxes are not create nor
new passwords are generated. In such a case, the migration tool only copies contents of
MS Exchange user accounts to Kerio MailServer. Users login to their mailboxes by their
original password.

The Master Password is used to create new accounts and to login to them. It is neces-
sary to set this password in Kerio MailServer before the migration is started (refer to
chapter 37.3).

The migration can take even several hours, depending on the volume of migrated data.
When the migration process is completed successfully, an automatic installation of Kerio
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Outlook Connector on users’ client devices is offered by the wizard (see chapter 37.1) so
that users can access their Kerio MailServer accounts as soon as possible. This part of
the migration is described in detail in chapter 37.7.

The migration supports the following versions of MS Exchange:
e MS Exchange Server 5.5

e MS Exchange Server 2000

e MS Exchange Server 2003

Performed by a standard wizard accompanied with explanatory hints, the migration is
easy and almost fully automated.

The Kerio Exchange Migration Tool for migration from MS Exchange to Kerio MailServer
is available charge-free at the Kerio Technologies web site.

37.1 About Kerio Outlook Connector

Kerio Outlook Connector is a MAPI provider enabling to use MS Outlook as a client of
Kerio MailServer. MS Outlook with Kerio Outlook Connector installed can handle group-
ware data (contacts, calendars, tasks) saved in Kerio MailServer’s store. The main benefit
of the shared data store is that the data is available via the Internet anywhere necessary.

37.2 Kerio Exchange Migration Tool Installation

Kerio Exchange Migration Tool can be installed at the following Windows operating sys-
tems:

e Windows NT 4.0 with Service Pack 6a — if this operating system is used, Microsoft
Internet Explorer 4.01 with the update 2 or later of Service Pack is required (this
browser includes necessary libraries, missing in earlier versions of MSIE versions.

¢ Windows 2000
¢ Windows XP

e Windows 2003
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37.3 Migration requirements

Installation wizard is used for Kerio Exchange Migration Tool installation. The installa-
tion process includes automatic installation of a special version of Kerio Outlook Con-
nector (MS Outlook is not required for the installation) which is necessary for accessing
Kerio MailServer via the MAPI interface.

To enable smooth installation process, the following conditions must be met: Instal-
lation can be started on a computer where MS Exchange from which accounts will be
migrated to Kerio MailServer is running or on any other host belonging to the same
domain as the MS Exchange (refer to section 37.5)

37.3 Migration requirements

MS Exchange settings

Settings to be done at MS Exchange are as follows:
1. [Itis strongly recommended to backup all data that will be migrated.
2. MS Exchange and Kerio MailServer must be running.

3. The correct configuration of the administrator’s account. The administration ac-
count must be set properly, as to enable smooth migration, it is necessary to login
at the domain as an MS Exchange administrator. This administration account must
have a user mailbox in the domain accounts of which will be migrated. It is necessary
that the mailbox has the same name as the administrator’s username.

It is also necessary that appropriate MS Exchange administration rights are set for
the administrator’s account. The rights must allow accessing user accounts (Service
Account Admin).

4. Tt is strongly recommended to block delivery of new mail to user accounts during
the migration (to stop the SMTP service).

5. Itis also recommended to disable accessing user accounts by their users during the
migration.

6. If MS Exchange and Kerio MailServer are running at the same host, the IMAP service
at default port 143 must be stopped at MS Exchange before the migration is started.
This service at port 143 is used by Kerio MailServer for the migration.
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Settings of Kerio MailServer

Settings to be done at Kerio MailServer are as follows:

1.

The IMAP service at default port 143 must be enabled and running. If Kerio
MailServer is located outside the local network, it is necessary to check whether
the service at the default port is enabled at the firewall and whether it is available.

Master Password must be set and defined in Kerio MailServer. Master Password is
a special password used for creating new accounts in Kerio MailServer. This pass-
word can be set in the Configuration — Advanced Options section in the administra-
tion console (on the Master Authentication tab).

If Active Directory is being used, it is recommended to interconnect the domain in
Kerio MailServer with the Active Directory, or to import Active Directory accounts
to Kerio MailServer. This can be done in Configuration — Domain Settings — User
Accounts by the Import button. If user accounts are imported, it is not necessary to
generate new user passwords for the accounts.

37.4 Recommendations

Duration of the migration process

Migration of user accounts may take several hours. The more accounts migrated, the
longer it takes (this is evident especially when all accounts are migrated). Therefore, it
is recommended to divide accounts in groups and migrate them group by group in case
that the volume of migrated data is too extensive.

Test User

If this is the first time you perform the migration, it is recommended to create a special
test user at MS Exchange and perform a testing migration first.

This test checks whether there are not any problems, such as problems in communica-
tion of the migration tool with MS Exchange or Kerio MailServer.
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37.5 Migration with full support for UNICODE

Mail delivery during migration

For successful migration, it is necessary to minimize differences between MS Exchange
accounts and accounts in Kerio MailServer. Therefore, it is recommended to:

e stop delivery via SMTP server,

o make sure that users cannot access their accounts and change their contents during
the migration.

Note: It is recommended to perform migration on weekends or at night when the server
is not used that much.

Addressing folders migration issue

During migration, problems with movement of folders may occur. These problems are
usually caused by inconsistencies in folder names, as follows:

e Folder name includes characters or symbols that cannot be used for creating folders
in Kerio MailServer. The following symbols are disallowed in folder names: \ (back-
slash), / (slash) and .. (parent directory). If any folder name includes any of these
symbols, the folder will not be migrated and the migration will continue by migrating
other items.

e A folder name is identical with a name of any Kerio MailServer’s system folder — in
this case, the folder is not migrated.

e A folder name is duplicated — this problem may occur if an account has already been
migrated or when an MS Exchange user uses the same name for two or more folders.
The migration tools solves this issue by indexing these folders by numbers.

37.5 Migration with full support for UNICODE

Under certain conditions, Kerio Exchange Migration Tool enables migration with full sup-
port for UNICODE. This means that all messages will be migrated correctly, regardless
of localization set in MS Exchange or on client hosts.
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Migration conditions

First, all conditions and recommendations mentioned in chapters 37.3 and 37.4 must be
met.

In addition, this type of migration requires special conditions o be encountered:

e Migration in UNICODE is supported only from MS Exchange 2000 and later (MS Ex-
change 5.5 does not support UNICODE).

e The migration must be running at a third host which belongs to the same domain as
MS Exchange.

e MS Outlook 2003 must be installed on the host where the migration is running.
MS Outlook 2003 provides the MAPI subsystem which fully supports UNICODE.

MS Outlook 2003 must be installed before the migration tool.

e The parameter with DNS name (it is not possible to use IP address) of the server
where MS Exchange is running must be included in the command which starts the
migration tool. Two methods can be used to specify this parameter:

1. Using the command:
mgrwzrd exchange.company.com

2. By changing the path in the Kerio Exchange Migration Tool’s shortcut (context
menu — propetrties).

The path is changed by adding DNS name of the server with MS Exchange to
the destination path of the application. The following format will be used for
a standard path in the Target entry:

"C:\Program Files\Kerio\MailServer Migration\MigrWzrd.exe"
exchange.company.com
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37.6 Migration Wizard

Kerio Mailseryver Migration Properties ﬂ E |

General Shortcut | Eu:umpatil:uilit_l,ll Seu:urit_l,ll

‘g K.erio MailServer Migration

T arget bope: Application

Target location: b ailServer Migration

Tarqget: |1igratiu:un'xMingzrd.e:-:e" ewchange. compary. com

Start in: I"E:'xF'ru:ugram Filez\F.enohh ailS erver Migration''

Shortcut key: INu:une

Bun: I M ormal windaow j

Comment; I

Find T arget... | Ehangelcun...l Advanced... |

(] I Cancel | Apply |

Figure 37.2 Changing the path

3. Migration can be started only by users with administration rights for MS Exchange
(see Step Three in chapter 37.3).

37.6 Migration Wizard
The migration wizard helps you migrate accounts:

The first two dialogs provide basic information for starting the migration. Please, read
carefully all comments and instructions provided by the migration wizard.

The third dialog checks and informs whether it is possible to run the migration (see
figure 37.3). This may takes several minutes.

MAPI detection
The migration tool checks whether it is possible to communicate with the MS Ex-
change server via the MAPI interface.
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£ Kerio Exchange Migration Tool | x| |

Exchange information [3 of 16] 4P
Testing configuration and gathering user infarmation v

Pleaze wait. Detection of zubszystems required far full-featured migration process i now being
performed.

Diuring the first ztep, a MAP subsyztem iz detected. Thiz spstem iz included in M5 Exchange.

Ciuring gtep two, Keno Dutlook Connector iz detected that iz required for the migration.

Diuring the last step, information about M5 Exchange mailboxes iz loaded.

o MAFI detection
p KOC detection

& Exchange mailboxes reading:

¢ Back [Hewt = | Cancel I

Figure 37.3 Migration Wizard — connection check

KOC detection
The migration tool also checks whether installation of Kerio Outlook Connector
was completed successfully. Kerio Outlook Connector enables connection to Kerio
MailServer.

Exchange mailboxes reading
In addition, the migration tool checks connection to MS Exchange and imports basic
information about mail accounts.

Results of this step are logged in MigrWzrd. log (for details, check chapter 37.9).

In the step four (see figure 37.4), a list of users downloaded from the MS Exchange server
is provided. Check boxes next to usernames for users to be migrated.

All accounts can be check by the Select All button.

The Invert selection option checks unchecked items and vice versa (this option is helpful
especially if almost all accounts are to be migrated except few ones).

The fifth dialog window informs about Kerio MailServer settings that are necessary to
be taken before the migration is started.

In step six (see figure 37.5), specify IP address or name of the destination server and the
Master password:
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£ Kerio Exchange Migration Tool | x| |

Exchange information [4 of 16]

b ailbowes selection v

Pleaze select mailboxes which you want to migrate.

[w|Bill Baker [Billifexchange. local]
[w]John Brown [Brown(@eschange. local]
[w|Mick Baker [baker@exchange. local]

Select all |Fvert zelection

¢ Back I Meut » I Cancel

Figure 37.4 Migration Wizard — selection of user accounts

Kerio MailServer

Name or IP address of the destination Kerio MailServer where the data will be
copied.
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£ Kerio Exchange Migration Tool | x| |

K.erio MailServer [6 of 16] 4P
Addrezs and master paszword v

Pleaze specify acceszs data for connection to the destination K.ero MailServer. taster
Authentication must be allowed at this zerver. To configure baster authentication, go to the
Advanced Options folder in the Keno MailServer dminiztration.

k.erio MailServer: Imail.cumpan_l,l.cnm

HRREHHHHN

bl azter pazswaord: I

|f connection to K.eno b ailServer iz detected and master paszword iz tested successiully, nest
page will be opened. Othenvize, valid information will be required before the next dialog window
will be opened.

¢ Back I Meut » I Cancel

Figure 37.5 Migration Wizard — destination server address and Master Password

Master password
Master Password is a special password used for simultaneous access to multiple
accounts without corresponding user passwords. Master password is used for cre-
ating new Kerio MailServer accounts and setting of new passwords.
Master Password can be set in Kerio MailServer, in the Configuration — Advanced
Options section of the administration console (on theMaster Authentication tab).

In step seven (see figure 37.6), accounts to be migrated can be checked. The START
button runs migration of the accounts. The process may take several hours, therefore,
it is recommended to migrate user accounts at night or on weekends.

The eighth window (see figure 37.7) displays the migration process status.
migration can be cancelled by the Cancel button, if necessary.

If the migration process is stopped and cancelled, accounts already migrated to Kerio
MailServer will be available and functioning. For the account where the migration was
stopped, only the part already migrated is available. The smallest indivisible item is
a message. This means that just the last message (and all messages not having been
migrated yet) where the process is stopped is not migrated.

Warning: If the migration is repeated once it is cancelled, it is recommended not to
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£ Kerio Exchange Migration Tool | x| |

Migration [¥ of 16) 4P

Common information v

Thiz page provides information on destination server of the migration az well as a list of mailboxes
zelected for the migration,

Click START to run the migration proceszs. Please, be aware that some parts of the migration can
take quite a long time. Progrezs of the migration proceszs will be displayed araphically.

Deztination zerver: mail. company. com Al

b ailboses for migration;
Adminiztrator [Sdminiztrator@eschange. local]

i o

¢Back [ sTeRT | cancel |

Figure 37.6 Migration Wizard — destination server information

include accounts already migrated. This might cause the following consequences:

e Duplicity of folders created by the same user — if folder names collide (there al-
ready exists a folder with the same name), the copied folder is stored and marked by
an index number. All such folders will be duplicated.

e Duplicity of items in default folders (Inbox, Sent Items, Deleted Items, Contacts, Cal-
endar, Tasks, etc.) — although these folders are not duplicated, during repeated
migration, all items (mail, contacts, tasks, events) are copied again to the folders (all
items are duplicated in the particular folders).

Mailbox
Name of the account currently being migrated.
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£ Kerio Exchange Migration Tool | x| |

Migration [8 of 15) ¢

Migration process

tigration in progress.

b ailbo: “Administratar (1 of 1]

Folder: Contacts

tezzage: 19 of 32
Subject: Mick Baker

Cruration: 00:00:20 Total mezzages: 99 Total errors: 1 |

¢ Back [Hewt = | Cancel I

Figure 37.7 Migration Wizard — migration process status

Folder
Name of folder currently being migrated.

Message
Number of messages (of the total count in the corresponding folder) already having

been migrated.

Subject
Subject of the message currently migrated.
During the migration, messages may be displayed incorrectly even if the migra-
tion with the full support for UNICODE was used (refer to chapter 37.5). All these
messages should be migrated correctly, they are displayed incorrectly only in the
migration wizard since it does not support for UNICODE.

Step nine (see figure 37.8) informs whether the migration has been completed success-
fully. It also includes the migration process log. It is recommended to check this infor-
mation carefully to make sure that all accounts have been migrated to Kerio MailServer.
This log is described in detail in chapter 37.9.
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£ Kerio Exchange Migration Tool | x| |
Migration [9 of 16) 4P
igration result v
|zerz migrated: 1 tezzages migrated; 262
Total time of migration: 00:00: 23 Errorz: 9
262 migrated meszages ;I
9 emors

Druration: 00:00:13

SURMMARY

igration was finizhed at; 03/25/05 16:02: 32
tdigration time: 00:00:29

1 migrated users

262 migrated meszages

9 emors

-
1 | 3

Save Log | ¢ Back I Meut » I Cancel |

Figure 37.8 Migration Wizard — information about the migration process

To make MS Outlook groupware functions fully available in users’ accounts in Kerio
MailServer, it is necessary to extend MS Outlook on client computers by Kerio Outlook
Connector. In step ten (see figure 37.9), you can either prepare conditions for auto-
matic installation of Kerio Outlook Connector (for detailed description on the automatic
installation, check chapter 37.7) or decide to install the installation on client stations
manually. In the second case, it is possible to close the wizard at this point.

Check Start installation upload to import Kerio Outlook Connector automatic installation
files to the file server.

Click More info to view information on Kerio Outlook Connector’s automatic installation
requirements. To avoid possible problems, read this information carefully.

In the eleventh dialog (see figure 37.10), specify network path and administration pass-
word for the automatic installation:

Network path
Definition of the network path to the file server (or a location at any network disk)
where Kerio Outlook Connector will be installed to the client station from. This
location must be available for all local users. The network path can also be specified
by hand in the Network path entry or it can be browsed using the Browse for folder
dialog.
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£ Kerio Exchange Migration Tool | x| |

Instalation upload [10 of 16) 4P

Common information v

YWwhen migration iz completed, vou can start uploading the installation to the specified network,
path. Thiz way, vou can ingtall KOC to any number of clients.

[ Start installation upload tare info |

Save Log | ¢ Back I Meut » I Cancel |

Figure 37.9 Migration Wizard — starting automatic installation

£ Kerio Exchange Migration Tool | x| |

Instalation upload [11 of 16) 4P
Fathering uzer data v

Pleaze, zpecify a netwark, path for the installation. Thiz path mugt be alzo walid for clients.

Metwork path: |45 upportsternp Browse. .. |

Specify usermame and pazsword through which Eeno Outlook Connector inzstallations will be run at
client hoztz. The uzer [owner of the pazzword] must poszess the right to install applications on
these hosts,

|Jzername: IE:-:::hange"-.ﬁ.dministratDr

FPazzword:

Ixxxxxxxx

G0 ko the next page to start installation upload.

Save Log | ¢ Back I Meut » I Cancel

Figure 37.10 Migration Wizard — automatic installation settings
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37.6 Migration Wizard

Username, Password
Administration username and password for the domain that will be used for instal-
lation at all the clients (under Windows operating systems, installations must be
performed from an account with administration rights). This username and pass-
word will be secured by an encryption.

The next step of the wizard provides information about the installation process and
results. If the installation was performed correctly and completed successfully, it is
possible to tell users by automatically generated email messages. If you do not wish to
inform users, uncheck the Inform users option in step thirteen (see figure 37.11) — in
such a case, the wizard will be closed in the following step.

If you decide to inform users by an email message providing username, password and
link to the Kerio Outlook Connector automatic installation, check the option and continue
by switching to the following dialog box. The email body is described in chapter 37.8.

£ Kerio Exchange Migration Tool | x| |

Emails [13 of 16) 4P

Common information v

Email meszages informing about the migration will be gent to mailboxes of migrated wzers within
the ingtallation proceszs. These meszages are sent via local SMTP server.

[ Inform users tare info |

[f the"|nfarm ugers' option iz enabled, informative email mezsage will be send automatically to all
migrated uzerz at the MS Exchange server.

Save Log | ¢ Back I Meut » I Cancel

Figure 37.11 Migration Wizard — sending informative email to users

405



Chapter 37 Kerio Exchange Migration Tool

Inform users
This option sends automatic automatic email to all users whose accounts were mi-
grated to Kerio MailServer. If you do not wish to send an automatic email message
including information about how to install Kerio Outlook Connector and handle the
account in MS Outlook, disable the option. In the next step, close the wizard.

Click More info to view important information regarding automatically sent messages.
To avoid unnecessary problems, read this information carefully.

Sending results are displayed when the automatic mail is sent.

£ Kerio Exchange Migration Tool E3 |

Emails [15 of 16] 4P

Rezult v

Email zending completed.

Sent mezszages: 1
Errorz: O

Save Log | ¢ Back I Mest > I Cancel

Figure 37.12 Migration Wizard — email sending results

Step sixteen (see figure 37.12) closes the migration.

37.7 Kerio Outlook Connector automatic installation

When the migration is completed successfully, the wizard offers automatic installation
of Kerio Outlook Connector to users’ client hosts. This feature enables users to connect
to their Kerio MailServer accounts as soon as possible. To set the automatic installation,
it is necessary to specify network path to the file server or to a location in the network
which is available to all users.

It is also necessary to specify the domain administration username and password which
can be used for installation at all clients (under Windows operating systems, installations
must be performed by users with administration rights). This username and password
will be protected by an encryption so that they cannot be read and misused. In spite of
this fact, it is recommended to create a special administration account for the automatic
installation purpose and to remove the account when the installation is completed.
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37.7 Kerio Outlook Connector automatic installation

During the installation, an installation package is saved in the location defined that
includes Kerio Outlook Connector, encrypted username and password as well as the
administration account password and a special script which starts the installation.

When the automatic installation is ready in the file server, the administrator can make
server send automatic email informing users about the migration. This email is sent via
MS Exchange to the original accounts (these accounts are still available). To ensure that
this operation is performed smoothly, it is necessary to allow anonymous access at the
local SMTP server.

The email message includes DNS name or IP address of the host where Kerio MailServer
is running, login name and optionally also the password generated during the migration
process. It also contains a short explanatory text and a link which starts the Kerio
Outlook Connector installation.

The link runs User Profile Creator, an application which installs Kerio Outlook Connector
at the client. If unable to run the installation, check the following issues:

1. Version of MS Outlook. In case of older versions, the recommended updates should
be installed:

e MS Outlook 2000 + version Service Pack 3 (if the service pack version is not
installed, Kerio Outlook Connector installation cannot be started)

¢ MS Outlook XP + version Service Pack 3 (the version of MS Outlook XP must have
this format: 10.0.6515.xyz)

e MS Outlook 2003 + version Service Pack 1 (if the service pack version is not
installed, Kerio Outlook Connector installation cannot be started)

2. Check whether the user can access the network disc where the installation package
is stored.

If none of these problems is detected, User Profile Creator starts a hidden installation
(this implies that the user cannot control the installation ). The profile settings issue
is described in detail in chapter 37.8. In addition, User Profile Creator starts another
application, called makeprof, which creates a new user profile at client hosts. This
profile, called Kerio, includes their migrated MAPI account.
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37.8 Creating profiles at user computers

If the automatic installation option was used, an email message regarding information
about the accounts and installation is sent to users. The message has high priority and
it is as follows:

This message was generated

The migration process completed successfully.
New server address: mail.company.com

Your login name: jsmith@company.com

Your new password: D4995F

To enable Microsoft Outlook with MAPI provider, Kerio Outlook Connector - a MAPI im-
plementation developed by Kerio Technologies — must be installed first. Kerio Outlook
Connector is an extension to MS Outlook. Kerio Outlook Connector can be installed on
Microsoft Windows 2000 Family, Microsoft Windows XP, Microsoft Windows 2003 Family.
It allows users to work with groupware data (contacts, calendar, tasks) stored in Kerio
MailServer location.

MAPI (Messaging Application Programming Interface) is a universal open messaging in-
terface that allows the MAPI client to work with any mailserver (e.g. Microsoft Outlook
Kerio MailServer). Then, a profile for the Microsoft Outlook must be created. Follow this
link to start an automatic installation of the Kerio Outlook Connector and to create a user
profile. Run the installation. (\\Kms-exchange\temp/MAPI/install.bat)

If you want to use a standard IMAP or POP3 client (such as Microsoft Outlook, Microsoft
Outlook Express, Mozilla, Eudora, etc.), create a special account and define its parameters,
or contact your administrator.

If you want to access KMS via the WebMail interface, please follow this link
Should any issues arise, please contact your administrator.

Within the installation of Kerio Outlook Connector, basic configuration of the profile and
user account is set.

Upon clicking on the link provided in the email message, a dialog is opened where it
is necessary to specify email address and password for the particular mailbox (see fig-
ure 37.13).

The installation is started when these items are specified. If the installation is completed
successfully, the new Kerio profile is created at client hosts. This profile includes user
accounts connected via Kerio Outlook Connector.

Note: 1If Kerio Outlook Connector is installed in MS Outlook 2000, additional configu-
ration of the profile created is necessary. The Outlook Address Book service must be
added by hand in the profile.
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£ user Profile Creator | x| |

This is a ukility For installation of the Kerio Outlook,
Zonnector and creation of a MAPT profile, Specify wour
username and password provided by the administratar,

User: I browni@test, com

Password: I,.."""

o Inskall Zancel |

Figure 37.13 User profile creator

Warning: EachMS Outlook profile may be used only by one account connected via Kerio
Outlook Connector. Functionality of POP3 and IMAP accounts located in the same profile
is not affected by Kerio Outlook Connector Store.

379 Log

The migration process is logged in MigrWzrd.Tlog. This log is stored in the directory
where the migration tool is installed and where it can be run from.

The log is always saved in the same file. This implies that each migration log rewrites
the previous one. Therefore, it is recommended to backup each log when the migration
is completed.

MigrWzrd.log keeps information about the migration process as well as about the pro-
cess of the automatic installation import and email distribution.

Migration process log
Creating a new account in Kerio MailServer:
User jsmith@exchange.local (password = 1F98AC) was created at

the destination server.
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The log informs that a new account was created and a new password was generated.
If the accounts were imported to Kerio MailServer before the migration, the password
generated will not be used. Even this information is provided in the log:

User jsmith@exchange.local already exists at the destination

server. (The original password will be used).
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Here is an example by a log of a user account completely migrated:

Migration of user adm@exchange.local in progress.
Copying folder hierarchy
Copying the Deleted Items folder
226 messages

Copying the Sent Items folder
625 messages

Copying the Outbox folder

1 messages

Copying the Inbox folder

15 messages

Folder: Signed

12 messages

Folder: Work

522 messages

Copying the Calendar folder
260 messages

Copying the Contacts folder
496 messages

Copying the Drafts folder

5 messages

Copying the Journal folder

0 messages

Copying the Notes folder

0 messages

Copying the Tasks folder

124 messages

Copying other folders

0 messages

2286 migrated messages

0 errors

Duration: 00:20:37
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The migration log also provides the complete count of users and messages migrated.

Log for the installation package import and informative mail delivery

When the migration is completed, it is possible to continue by importing the Kerio Out-
look Connector installation package to the file server (refer to chapter 37.7).

The information about this process is also logged in MigrWzrd. log. Here is an example
of the installation import log:

Uploading installation.

Copying process completed successfully.

The \\Kms-exchange\temp/MAPI/install.bat

installation file has been created successfully.

The last section of this log includes information about sending of informative messages:
An email message was sent to baker@exchange.local.

An email message was sent to smith@exchange.local.

An email message was sent to wayne@exchange.local.

It is also possible to save the log in another, user-defined location. This can be done by
using the Save log button at the bottom of each installation wizard step.

412



Chapter 38
Technical support

Kerio Technologies provides free email and telephone support for Kerio MailServer to
registered users. For contacts, see the end of this chapter. Our technical support staff is
ready to help you with any problem you might have.

You can also solve many problems alone (and sometimes even faster). Please perform
the following before you decide to contact Kerio Technologies technical support:

e Try to look up the answer in this manual. Its chapters describe the functions of Kerio
MailServer and how to use them for optimizing server settings in detail.

¢ If the answer cannot be found in this manual, refer to:
1. the Kerio MailServer website (http://www.kerio.com/kms)
2. our technical support website (http://www.kerio.com/support)

o Another useful information source is the discussion forum of Kerio MailServer users
— go to http://forum.kerio.com/ and the knowledge base that can be found on
http://support.kerio.com/.

e Specific issues can be asked via a special technical support form at
http://support.kerio.com/.

38.1 Contacts

USA

Kerio Technologies Inc.

2350 Mission College Blvd., Suite 400

Santa Clara, CA 95054

Phone: +1 408 496 4500

Email technical support is available at http://support.kerio.com/.

http://www.kerio.com/
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United Kingdom

Kerio Technologies UK Ltd.

Sheraton House

Castle Park

Cambridge, CB3 0AX

Phone: +44 1223 370 136, +44 8707 442 205

Email technical support is available at http://support.kerio.com/.

http://www.kerio.co.uk/

Czech Republic

Kerio Technologies s. r. o.

Anglicke nabrezi 1/2434

301 49 PLZEN

Phone: +420 377 338 902

Email technical support is available at http://support.kerio.cz/.

http://www.kerio.com/
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Appendix A
Used open-source libraries

This product contains the following open-source libraries:

libiconv
This library provides support for conversions between different encodings through
Unicode conversion.
Copyright ©1999-2003 Free Software Foundation, Inc.
Author: Bruno Haible
Kerio MailServer for MS Windows includes a customized version of this library.
Customized source code of the libiconv library is available as patch at
http://download.kerio.cz/dwn/iconv-patches
The patch is designed for libiconv 1.9.1 which can be downloaded at
http://ftp.gnu.org/pub/gnu/1ibiconv/1ibiconv-1.9.1.tar.gz

myspell
Spellcheck library.

Copyright 2002 Kevin B. Hendricks, Stratford, Ontario, Canada And Contributors.
All rights reserved.

OpenLDAP
Freely distributable LDAP (Lightweight Directory Access Protocol) implementation.
Copyright ©1998-2004 The OpenLDAP Foundation.

OpenSSL
An implementation of Secure Sockets Layer (SSL v2/v3) and Transport Layer Secu-
rity (TLS v1) protocol.
This product contains software developed by OpenSSL Project designed for use in
OpenSSL Toolkit (http://www.openss1.org/).

PHP

PHP is a widely-used scripting language that is especially suited for Web develop-
ment and can be embedded into HTML.
Copyright ©2001-2004 The PHP Group.

zlib
General-purpose library for data compressing and decompressing.
Copyright ©1995-2003 Jean-Loup Gailly and Mark Adler.
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Glossary of terms

Application protocol
Application protocols are conveyed by packets of the TCP or the UDP protocol. It
is used to transfer user (application) data. There are many standard application
protocols (e.g. SMTP, POP3, HTTP, FTP, etc.), however, it is possible to develop
a custom (non-standard) communication method.

DoS attack
DoS (Denial of Service) is a type of attack when too many concurrent requests over-
load the system,; the server is no more able to respond to the requests of authorized
users or fails.

DSN
DSN (Delivery Status Notification) is an information about the email message deliv-
ery status. There are a couple of different types of delivery status notification. Un-
less otherwise specified, users receive only the error messages from the mailserver
(deferred, failure).

Email Address
An email address determines the sender and recipient of a message in electronic
communication. It consists of alocal part (before the @ character) and a domain part
(after the @ character). A domain specifies where email be delivered to (a company),
a local part specifies a particular recipient within this domain.

ETRN

If you receive email using the SMTP protocol and your server is not permanently
connected to the Internet, email can be accumulated at another SMTP server (typi-
cally a secondary server for a given domain). When it is connected to the Internet,
the SMTP server sends an ETRN command (command of SMTP protocol) and asks
for stored emails to be transmitted.

If the given SMTP server doesn’t have any messages stored, it doesn’t need to reply
at all. That’s why it is necessary to define a timeout period. If the SMTP server
doesn’t receive any emails, it terminates the connection after the specified timeout.

Firewall
Software or hardware device that protects a computer or computer network against
attacks from external sources (typically from the Internet).
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IMAP

Internet Message Access Protocol (IMAP) enables clients to manage messages stored
on a mail server without downloading them to a local computer. This architecture
allows the user to access his/her mail from multiple locations (messages down-
loaded to a local computer would not be available from other locations).

It is possible under certain conditions to access the email account using both IMAP
and POP3 protocols.

IP (Internet Protocol) is a protocol which uses its data part to convey all the other
protocols. The most important information in its header is the source and destina-
tion IP address, i.e. by which host the packet was sent and to which host it should
be delivered.

IP address

IP address is a unique 32-bit number used to identify the host in the Internet. It
is represented by four bytes in the decimal system (0-255) separated by dots (e.g.
200.152.21.5). Each packet includes the information on where the packet was
sent from (source IP address) and to which host it should be delivered (destination
IP address).

Kerberos

Protocol for secure user authentication in Windows 2000 environments. It was de-
signed by MIT (Massachusetts Institute of Technology) within the Athena project.
The protocol is based on such principles where the third side is trustworthy. Users
use their passwords to authenticate to the central server (KDC, Key Distribution
Center) and the server sends them encrypted tickets which can be used to authen-
ticate to various services in the network.

LDAP

LDAP (Lightweight Directory Access Protocol) is an Internet protocol used to access
directory services. Information about user accounts and user rights, about hosts
included in the network, etc. are stored in the directories. Typically LDAP is used
by email applications to search for email addresses and to delivery management
(Microsoft Active Directory).

Mailbox Account

A place where email is stored on a server. Clients can download emails from an
account (using POP3 protocol) or work with messages directly at the server (using
IMAP or Webmail).

The account is physically represented by a directory on a disk. The directory is
created in the Kerio MailServer directory (mail/domain/username). Other subdi-
rectories representing individual folders are created in this directory.
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Mailboxes are not created during the definitions of users, the concrete mailbox is
created after the first email to this mailbox is received.

MAPI
MAPI (Messaging Application Programming Interface) is an application program-
ming interface (API) designed by Microsoft. Any software that supports MAPI can
communicate with any mailserver (Kerio MailServer) and send and receive data via
this interface regardless of their type and software provider.

MX Records
One of the record types that might be saved in DNS. It includes the information
about the mailserver for a particular domain (information about which SMTP server
email for this domain should be sent to). Multiple MX records may be defined with
different MX preference values to denote priority.

NNTP
NNTP (Network News Transfer Protocol) is a simple text protocol that allows for
distribution, retrieval and posting of messages on the Internet.

Notifications
Short message (notification) about a particular event — e.g. new email. It is usually
sent as a text message (SMS) to a cellular phone.

POP3

Post Office Protocol is a protocol that enables users to download messages from
a server to their local computer. It is suitable for clients who don’t have a perma-
nent connection to the Internet.

Unlike Internet Message Access Protocol (IMAP), POP3 does not allow users to ma-
nipulate messages at the server. Mail is simply downloaded to the client where
messages are managed locally. POP3 enables access only to the INBOX folder and
it does not support public and shared folders.

Port
16-bit number (1-65535) used by TCP and UDP for application (services) identifica-
tion on a given computer. More than one application can be run at a host simulta-
neously (e.g. WWW server, mail client, FTP client, etc.). Each application is identified
by a port number. Ports 1-1023 are reserved and used by well known services (e.g.
80 = WWW). Ports above 1023 can be freely used by any application.

RFC
Request For Comments. RFC is a set of deliberately recognized standards. It is a set
of indexed documents where each document focuses a particular area of network
communication.
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SMTP

Simple Mail Transfer Protocol is used for sending email between mail servers. The
SMTP envelope identifies the sender/recipient of an email.

Spam

SSL

Unwanted, usually advertisement email. Spam are usually sent in bulk and the
recipient addresses are obtained by illegal means (e.g. by tapping the network
communication).

A protocol used to secure and encrypt the TCP connection. Secure Socket Layer was
originally designed by Netscape to secure transmission of web pages using HTTP
protocol. Today it is supported by almost all standard internet protocols — SMTP,
POP3, IMAP, LDAP, etc.

At the beginning of communication, an encryption key is requested and transferred
using asymmetrical encryption. This key is then used to encrypt (symmetrically) the
data.

Subnet mask

Subnet mask divides an IP address in two parts: network mask and an address
of a host in the network. The mask has the same format as IP addresses (e.g.
255.255.255.0), but it is displayed as a 32-bit number with certain number of left-
to-right oriented ones and zeros (mask cannot include other values). Number one in
a subnet mask represents a bit of the network address and zero stands for a host’s
address bit. All hosts within a particular subnet must have identical subnet mask
and network part of IP address.

TLS
Transport Layer Security. A later version of SSL, in fact it may be considered as SSL
version 3.1. This version is approved by the IETF and it is accepted by all the top
IT companies (i.e. Microsoft Corporation).

WAP
Wireless Access Protocol uses a streamlined formatting language called Wireless
Markup Language (WML), which allows wireless devices to view Internet content.

WebDAV
Using WebDAYV (Web Distributed Authoring and Versioning), users can group-edit
and organize files located on servers.

WebMail

Interface used by Kerio MailServer to enable access to email through a web browser.
Several user settings (such as message filtering, password, etc.) can be also changed
using Kerio WebMail.
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